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The concept of using modern health information technology (HIT) to improve the quality and
reduce the cosis of health care is not new. In fact, the U.S. federal government has a half-century

history of many HIT initiatives. One of the earliest is traceable back to the Kennedy Administra-

tion in the early 1960s. A report from the President’s Science Advisory Committee, “Some New
ces,” was optimistic about the benefits HIT would

Technologies and their Promise for the Life Scien
bring to biomedical research and the healthcare system.' Ironically, the report written more than a

half century ago is still relevant to the HIT of today:
gy to the recording, storage, and analysis of data

d treating large numbers of ill people promises

to advance our understanding of the cause, COUISS, and control of disease. The neefl for
a general-purpose health information technolog?f stems in large part fron;l mc'reaiz?fz
rapid changes in the pattern of illness in the United .States.and ﬁ.'om eq?a I)Ifl s‘:vghr;Ch 1
changes in the way medicine is practiced. The acute infectious diseases 110 ,

- ic di ich run an
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» Historical Challenges In Implementing Health
Information Technology | -

Using computers 1o improve health care in many ways parallels the development of the informa-

tion technology industry. The late 1960s and early 1970s saw several pioneering efforts at a si
aumber of universities to apply H IT to various aspects of the healthcare delivery process. Early

systems were not the ubiquitous, web-based, interactive systems of today but were usually a 3&&& |
of computer and paper integrated into a clinical work process. |
One early example from the 1970s at Indiana University 1s where a small army of data entry
derks manually entered data into a computer on key parts of patients’ medical records. The night
before a patient’s clinic appointment, a one-page, paper encou nter form was printed for the next day’ 3
%B.Q..:&am% vuc.ga.agﬁ

record number, medical problem list (i.e., the known diagno=
ses and medical problems), medication list, medication allergies, and suggestions based on an analysis
of the data in the computer system. “Suggestions” were calculated based on what patient Smogpn.. ) |
...K. computer had at the point in time the encounter form was printed the night before the patic ..we
visit (e.g., laboratory .:.uEF prescription data, diagnoses, vital signs). The software mﬂanﬁm E&: f
290 -n.d&:_xs g-&n mn.o.cnc_m or conditions defined by the biomedical :83%&&& best
medical practice. i ar E»& physician saw the patient in the clinic, they would handwrite notes on the
paper encounter manually annotate the computer-printed problem list, medicatios  list,

A

and other items. Later, a team of data
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and institutions. An organizations

sses through which work is carried out. The
icies and procedures N, stem implementers ﬁo.::amnmﬁm:a fully all
nt is complex, becaus <<es are not written of formalized, having evolved over the

ular organization. Further, actual work

esses. Many such proce f a partic
. characteristics of a parti . :
date the unique characte documented or assumed to be in place, while

 3:ffer from those officially - o
o e ?,M documented at all. When a HIT system 15 -Bm_mq:mama, it1s
r ted processes (0 hecome apparent for the first time."” Undocu-

i for many HIT implementation failures.'®

n the root cause L
o | and organizational culture—

. nificant—the institutiona
the most significant the Ins . |
4 This is the most critical, least <tudied, and least understood of the

7 Ash and Bates cummarized the importance of organizational

rocedures among different organizations
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aires HI'1 sy

in work policies and p
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existing work proc
years 10 accommo
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The third component 1S
what people are willing to do.
HIT implementation components. ™ A
culture with regard to EHR adoption:"

e must be ready to support adoption by the individuals within

ational cultu :
The organizational ve not experienced a sense of collabora-

. jod w linicians ha
it. There has been 2 period when ¢ Dk f collan
tion and trust between them and hospital administration. Consequently, if clinicians

believe the administration wants to force them .8 use OoBﬁEQ,_NMQ EJ@REM MMMMM
Entry (CPOE), for example, they may dig in ﬁrm_ﬂrwm_w. They may be :.58 Mmﬁﬂ .
arguments based on safety and patient car¢ g:&.: if the level of :.cﬁ is NO M :

the other hand, if the impetus COMES trom the clinical staff, other clinicians ﬂ@ e .BM“.m
apt to adopt sooner, and readiness will be at a higher _wwm_. O:w gauge of rea iness S Hm
extent to which certain categories of people hold positions within the organization.
particular, administrators at the highest level must offer both moral and financial sup-
port and demonstrate that they really believe in the patient care benefits of ﬂ.rm systems.
There must be clinical leaders, including a chief medical information officer _.m at all pos-
sible. who understand the fine points of implementation strategies, and opinion _mma..
ers among the clinical staff members. In addition, there need to be m:mmﬁm:.;x skilled
implementation, training, and support coordinators who understand both clinical and

technical issues.”

There is a significant publication bias in the biomedical literature agains
implementation failures. Because of the human ten

takes, the body of literature is strongly skewed toward successful implementations a

This has made it more difficult to study and un
A significant advance for the HIT industry as a whole would be a shift in its ¢

only reporting HIT failures, but also viewing them as valuable learning opportunities to be I ..n....,-:

lighted rather than embarrassing events to be downplayed and forgotten.

One major example of a HIT implementation failure occurred at the prestigious Cedars-Sinal

Hospital in Los Angeles, California, in 2002, Three months after implementing a new $34 m

¥
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*Reproduced from Ash J5, Bates DW. Factors and forces affecting EHR system adoption: report of

a 2004 ACMI discussion, | Am Med Info | 1.4 ' ] ._
publishing Group 11d. form Assoc. 2005;12:8-12. © 2005, with permission from BM]

t revealing :
dency to avoid publicizing an individual’s mis-
nd studies.
derstand causes of HIT implementation failures.
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HIT system, several hundred physicians refused to use it. Cedars-Sinai attempted to implement
a new electronic medical record that changed the way physicians ordered patient treatments nd

of duplicate laboratory and imag
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MMwW W q“ %”M romv.:m_. %:9. to implementing the new system, physicians wrote their orders on paper
: e vmzm_:m paper charts. After new patient orders were written., physicians gave nrnvn_mﬁ
nurses or ward clerks to read and implement the orders. The new system required physicians to

type ommmqmmm:mnzv\ m.:ﬁo a computer workstation, where the software provided the physician with
imme iate feedback _.m they attempted to enter an order that the computer either did not understand
or interpreted as a mistake. An article in the Washington Post reported:'* :

A veteran physician at the prestigious Cedars-Sinai Medical Center here had been mixi

up a certain drug dosage for decades. Every time he wrote the prescription for _mﬁ Mmu:m
the proper amount, a nurse simply corrected it, recalled Paul Hackmeyer. The comput .
arrived—and when the doctor typed in his medication order, the anr:.,m barked Mn :m.:m
and he barked back. . .. “What we discovered was that for 20 years he was writing nﬁw

wrong dose.”
This failure illustrates the three principal HIT implementation components described above:

& ﬂmn@&o@\.. With physicians required to enter orders directly to the computer system, time
required to enter orders became dependent on the computer’s ordering input format and sys-

tem response time.
B  Process: Many undocumented processes in the old system were not carried to the new system

In MEm example, the nurse’s automatic correction of an obvious dosage error was a critical
undocumented, process—a nursing check on the orders” accuracy. Although the new m%mnnnq“

caught the error, the physician user in this
] case could no longer rely on th , !
and correcting his orders. . ' S

= . . . :

m:ﬂmzﬁﬂ. The new system required physicians to interact with a computer, which took more

. ~rmwbv¢wa_-_%m %&mmm on paper forms. The new system required physicians to change the
acticed medicine in the hospital and as is common 1sli _

Y P . the hospite , people dislike change. This

M,mw M EmEmME: nmmwmm in physicians’ work culture in which nurses had routinely mrnn_nma

W Mﬁ“a cﬁgaﬁﬁm orders without communicating the corrections. Physicians also had

a barrage of system alerts when they were im . ] mabednie
oy e | . . y nprecise or inaccurate in entering their
o n“. MMW:M ﬁmﬂmmmﬁzx mwr@n_zm patient safety, responding to the system alerts annmm&
and physician irritation) required for physicians to place orders.

Another histori . |
- noMMﬁwm “wﬂwﬂﬂ&—vﬁﬁﬁ to broad implementation of HIT is the gap between those who bear
e @2@5 e w ogy B.a .ﬁ.rOmm who receive its benefits. The purchase and operation of an
e r@ mmnwwsm a major investment for large healthcare organizations and am_um.nw&_% for
BN bl groups. Not only must physician groups bear the costs of the hardware and
costs, Because m—M&_ B:.ﬁ support ongoing IT maintenance, staff training, and software upgrad
experience anxiety m_w%msnm groups often have no experience or expertise with IT issues, Swmm__ :
While economice of mnM_ Bp“cwnm manas_.‘..m necessary to convert from paper to electronic nrmwn:mo
T ale make the marginal costs of adopting EHR technology somewhat loy g
e oﬁMENmao:m, Emmm. organizations often do not realize the costs savin M.Mnn
tion exchiangs aﬁmvmﬂwmmxmav_m of this is a healthcare system participating in a health i mmmo m
platforms. This m:o«qm &_wﬁﬁsm share v.»m&: information across institutions and B..—E.:_n Wﬂ?
PR, (e patients and physicians access to a patient’s gvnovgw?n ro»:,_w o A
ple institutions, _.mme.&.nmm of where the patient was seen. HIEs often _.&cnm thii record
Ing tests, saving the patient and the payer nmamnmannﬂwﬁww
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actually may produce a significant disincentive for adopting EHRS.

lose money by

ent’s Response to Health
y Implementation Challenges

¢ 10 incentivize adoption of HIT

» The Federal Governm
Information Technolog

| . ROV has sought way
As mentioned previously, the US. government . . hon ' ok
for more than half a century. The largest incentive program to date has been the $36 billion in the

HITECH Act that created the Medicare and Medicaid Electronic In.u_._, _:.Q_:d _=r_....1:<w. _.va.om;a.c |
The Center for Medicare & Medicaid Services (CMS) used these funds to incentivize Eligible Pro-
fessionals (individual physicians in solo or multi-physician E.sﬂ,na n..d:—ﬁ, and Eligible Hospitals
as they adopt, implement, upgrade, or demonsirate meaningful use ol S.J._:d FHR 89_5_.....5..3
improve patient care. There were three progressive stages 10 the .Zep:.:m.:_ Use _:dm_.p:.. with
deadlines; the highest financial incentives were awarded to Eligible Professional or Eligible Hospi-
rals for the earliest compliance with standards in each stage.” This program was in part an wm.on to
address a portion of the gap between those that bear the costs of HI'T implementation (physicians and
hospitals) and those who receive most of its benefits (patients, public health agencies, and payers).
Eligible Professionals could receive up 10 $44,000 through the Medicare EHR Incentive
Program and up to $63,750 through the Medicaid EHR Incentive Program. Eligible _u..omonuncnz
als could participate in either the Medicare or Medicaid EHR Incentive Programs but not both.
Eligible Hospitals could participate in both the Medicare and Medicaid incentive programs.—
Each hospital incentive included a base payment of $2 million plus an additional amount deter-
mined by a formula based on the number of discharges per year.” * TABLE 3-1 compares the
Medicare and Medicaid adoption incentive programs for Eligible Professionals and Eligible
Hospitals *#**

In 2009, the ONC was designated “the principal federal entity charged with coordination of
nationwide efforts to implement and use the most advanced health information technology ar
the electronic exchange of health information™ In short, CMS provided the financial incen! ives
for the meaningful use program and the ONC set the requirements. The ONC's mission, nc

in its 2016 budget 73.._,_9.5: to Congress, is 10 “improve health, health care, and reduce costs
Es the use of 5?..853 and technology.™" FIGURE 3-2 depicts the ONC's current organiza-
tional structure. The ONC had a budget of $60 milkion in fiscal year 2015.* The HITECH Act also
created a HIT Policy Committee and the HIT Standards Committee under the auspices of the
eral Advisory né:% Act.” Both committecs have multiple workgroups with ref I
from payers, academia, and the healthcare induvstry. They address a variety of HIT-related ssues

The Federal Governments

Information Technology Implementation Challenges

TABLE 31 Comparnison of Medicare and Medi _ .  pepa
~>w o parison of Medicare and Medicaid Adoption Incentive Programs for Eligible
3 5 4 4 : . - .
m—w .,:..“,.._A,;r.ﬁ .a .:n ..... : . _ *.:,./. «.n S | \ ‘ ! 2 : 151 ‘ ; 22
- Hvioua } 1ILiains i ..::V_;:la;f;t ?T.ZZ:F,V.::* ___C_T_C :Cft;mu_f

(Including Critical Access Hospitals)

Eligible
Professionals

P

Medicare Program

8 Administered by CMS
B 544,000 Maximurm per
physician (over S-year period)
®  90% or more of practice must
be outpatient based
& Cannot participate in
Medicaid Program if entolled
in Medicare Program
8 Must apply for Stage |
Meaningful Use by 2012
1o abtain the maximum
incentive
8  Medicare imposes payment
penalty on those failing to
demonstrate meaningful use
beginning 2015

Medicaid Program

Administered by State Medicaid Agency
963,750 Maximum per physician
Participate (over 5 years)

Must have < 30% Medicaid patient
volume or < 20% Medicaid patient
volume and be a pediatrician or practice
predominantly in a Federally Qualified
Health Center or Rural Health Clinic and
have < 30% patient volume attributable
10 needy individuals

< 90% of practice must be outpatient
based

Cannot participate in Medicare Program
if enrolled in Medicaid Program

Can begin to certify for Meaningful Use
by 2016 and still recelve full incentive
Non-participants exempt from Medicaid
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ARRA) provides that

Recove 'd Reinvestment Act of 2009 ( .
oo 1 the areas in which

information. The American

Com 1l at least make recommendations o . .
he Hob I Solpensr e and certification criteria are needed in eight specific

standards, implementation specifications,

i ospitals com-
v of the reporting requirements as well as the lack of

s in 2015 and Beyond” to commull

HIT vendors, On October 6, 2015, CMS
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) ::.2.:2::: ._...m the meaningful use requirements.” The criteria for Eligible Professional
“modified stage 2° were simplified to 10 objectives, including one consolidated public health
reporting objective. Previously, stage 2 required Eligible Professionals to meet 17 core objectives
plus 3 of 6 menu objectives and to report electronically 9 out of 64 approved Clinical Quality
Measures (CQM)." (These are standardized measures for healthcare providers and institutions
1o report on various aspects of the quality of care they provide.) For Eligible Hospitals, modified
stage 2 objectives were reduced to 9, including one consolidated public health reporting objec-
tive. Previously, stage 2 required Eligible Hospitals to report on 16 core objectives plus 3 out of
6 menu objectives and to electronically report 16 out of 29 CQMs.” Under the same announce-
ment, CMS finalized the requirements for stage 3 for 2017 and subsequent years. These included
8 objectives for Eligible Professionals and Eligible Hospitals, more requirements for interopera-
bility, and improved quality reporting alignment with CMS quality reporting programs.*’
Detailed information on the meaningful use requirements for modified stage 2 is available for
Eligible Professionals* and Eligible Hospitals.” Some examples of meaningful use requirements

for modified stage 2 for Eligible Professionals include:

Performing a security risk analysis one time per year
Using clinical decision support to improve performance on high-priority health conditions.

Using Computerized Physician Order Entry (CPOE)
Using an e-prescribing system for at least 50 percent of prescriptions
Providing a summary care record when transferring patients from facility to facility

Providing patient education with HI'T

Performing medication reconciliation at appropriate times
Providing the capability for patients to view their electronic health information securely

online or by downloading or transmitting it directly to a third party
Using secure electronic messaging (email) to communicate with patients
Transmitting required public health information electronically to the appropriate agencies

As noted previously, the ONC also has funded several programs to facilitate the adoption of
EHRs. Examples include training programs to increase the number of professionals with IT skills

required in the healthcare domain. Other programs fund the development of HIE standards across
multiple EHR vendor platforms. The ONC also funds annual surveys to track HI'T adoption and
more recently HIT “developer contests” that incentivize innovation in ONC-targeted areas with

monetary prizes.

» HIT Opportunities: Improving Healthcare Delivery
Quality, Effectiveness, and Efficiency

With mediocre evidence to date for HIT goals to improve healthcare quality and reduce costs, the

question looms: What is the driving force behind the United States’ quest to implement HIT? The
answer resides in understanding the limitations of the human brain and limited attention span.
A healthy human’s performance begins to measurably decrease in about 40 minutes while moni-
toring a continuous process.* These limitations explain regulations for work-time breaks for air
:.»:,_n controllers and anesthesiologists, work-hour limitations for airplane pilots and commer-
cial truck drivers, and more recently work-hour limitations for medical students and residents.”

These regulations recognize that human performance is limited by innate biology and physiology

L —" g — . | —— e A . — 0 a——— — e — i — a—
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FIGURE3-3 Why EHRs Have Potential to Improve Quaiity and Reduce Costs
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lustification of decision support via provision of research evidence
Local user involvement in the CDSS development process
Provision of decision support results to patients as well as providers

V1

»

The study found a high strength of evidence for CDSS to improve the ordering and complet-
ing of preventive care and ordering and prescribing recommended treatments “across academic,
VA and community inpatient and ambulatory settings that had both locally and commercially
developed CDSS systems. ™

There was a moderate strength of evidence that CDSS improves appropriate ordering of
linical studies, reduces patient morbidity and cost of care, and increases healthcare provider
satisfaction.

Studies demonstrated a low strength of evidence for CDSS impact on efficiency of the user,
length of hospital stay, mortality, health-related quality of life, and “adverse events” or medical
CTTOrS.

The study also pointed out some significant voids in the current biomedical literature, None
of the studies addressed the impact of CDSS on healthcare delivery organization changes, on the
number of patients seen per unit of time, on user knowledge, on system cost-effectiveness, or on
physician workload.

In summary, the current cumulative evidence for the benefits of EHRs with CPOE and CDSS
'« mixed. Even in areas where there is a high strength of evidence such as improvement in the
ordering and completing of preventive care, the effective magnitude of the improvement is small,

even though statistically significant.”

» Health Information Exchanges

—_— — —— . — - I e — P,

Virtually none of the commercially available EHR systems available in today’s market or the
custom-designed systems at large academic institutions can easily exchange patients’ health infor-
mation with care providers outside of their institutions. Despite more than 50 years of efforts,
patients’ health information remains “siloed” and “it is not uncommon for a single patient to be
cared for by a large number of agencies in a single city, and workers in any one agency usually
cannot find out about the activities of others; sometimes they even fail to learn that other agencies
are active at all™ Barriers to interoperability of EHRs or the sharing of patient information across
multiple institutions, providers, and EHR systems often become immediately apparent when a
patient with a significant illness sees a number of different specialty physicians and attempts to
coordinate the flow of information among them. Unlike other industries such as air transporta-
tion, that has cooperated to create a standardized ticketing system, the healthcare system has been
marginally successful in designing a common platform or standard to allow a patient’s records
10 be compatible with multiple vendor systems. In addition, health domain data are orders of
magnitude larger and more complex than data for ticketing in the airline industry. In addition,
the Health Insurance Portability and Accountability Act (HIPAA) regulations have had a chilling
ffect on healthcare institutions’ willingness to share data with other institutions because they are
responsible for patient privacy and the security of patient data.

Another reason patients’ health information is not easily transmitted between various insti-
cutions with different EHR systems is that some EHR vendors actively block information transfer.

Allegations

of information blocking reached a sufficient level that on April 10, 2015, the ONC
delivered 4 “Report to Congress on Health Information Blocking”®' According to the report,

Health Information Exchanges 57

“The full extent of | ati .

e TT il cnwﬂd_:.‘cwiu:c: Zoan_:m.vq.ozna is difficult to assess, primarily because
Al P S moazmnncm_ restrictions that prohibit customers from reporting or

.2;.: 9..# ussing costs, restrictions, and other relevant details. Still. from the evidence sézscm.. it

is readily apparent that some providers and developers are azmum.._sm in information Ecnr._:m.,;.N
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tion requirements for EHR systems. p cluding proposing new certifica

These ::.a other factors led to development of H1Es with their corresponding administer-
ing organizations, regional health information organizations (RHIOs). RHI1Os »:ntE to create
systems, agreements, processes, and technology to manage these factors in order to facilitate the
appropriate exchange of healthcare information between institutions and across different ven-
dor platforms. While most states and regions of the United States have E.:Ow. the actual state
of implementation and real data exchange varies widely. For example, some mmm:& have active

RHIOs that are in the planning stages of establishing relationships with all key stakeholders,

creating administration agreements, creating governance structures, securing funding, attempt-

ing to develop business models for sustained funding of the organization, etc. Other RHIOs
have functioning HIEs where medical data are being exchanged between institutions and across
disparate software EHR platforms. The ONC has funded many RHIOS to develop and test their
national standards for HIE with the ultimate goal of creating the “Nationwide Health Informa-
tion Network” that would be a network of regional networks across the whole country. Despite

the testing and demonstration projects to date, actively functioning HIEs exist only at regional
levels.

Each vendor’s building toward one common standard would significantly reduce the technical

complexity of data exchange. Unfortunately, vendors’ products are still not being built toward one
national standard to facilitate electronic HIE. Despite these limitations, there have been significant

accomplishments in implementing the data and IT standards necessary to facilitate the exchange
of health information among multiple EHR platforms. Today, most institutions participating in
HIEs must build or configure “interface engines” that convert an institution’s data format to the
form used by the HIE. This is a major challenge as no single standard provides sufficient specifi-
cation of data formats and communication protocols. Rather, a number of standards address var-
ious domains of data management. In addition, the voluminous scope of modern health care and
continuous advancements in knowledge and technology make managing data in the healthcare
domain extremely dynamic and complex.

As an example of this complexity, the Logical Observations Indexes Names and Codes
(LOINC) standard was developed in the 1990s to solve a problem with an older health informa-
tion communication protocol that specified how clinical data should be identified for transmis-
sion between computer systems. LOINC uniquely defines codes for information, such as blood
chemistry laboratory tests, and clinical observations, such as patient blood pressure that can be
recorded in many different formats. There are currently more than 70,000 LOINC-defined codes
for uniquely reporting laboratory tests and clinical observations.” For example, there are 419 dif-
ferent codes for reporting blood pressure. With its unique codes for laboratory tests and clinical
observations, LOINC enables computer systems receiving the data to generate exact interpreta-
tions. This is called semantic interoperability. Semantic interoperability is essential for patient
record transmission from one EHR system to another so that the meaning of the critical data
contained within the records is not at risk of erroneous interpretation.
| Because new laboratory tests are constantly being developed and existing assays are being
§m3<na. LOINC creates and disseminates new codes so that semantic interoperability can be
maintained. Old codes are not deleted from the system, ensuring that researchers using prior




proposed new clinical observations and laborato

For an HIE to transfer information accurately, each EHR system must map its own inter-

(SNOMED) was originally developed by the College of American Pathologists (CAP) to E

c diagnoses. The same group also developed a standard for clinical observations
. SNOMED-CT). LOINC and SNOMED-CT domain standards

e mevohat overlap, but their design characteristics are valuable in different situations; for example,
exchanging laboratory results (where LOINC works better) versus coding patient problem lists
within EHRs (where SNOMED-CT works better). Similar to LOING, CAP also provides periodic

updates to SNOMED-CT codes.
oding standards and the terms within, the NLM built and main-

tains the Unified Medical Language System (UMLS), which houses a massive “metathesaurus”
mapping between and discovery of more than 200 biomedically related

mapping current and accurate.
Using HIEs, designated member

enables the access to a comprehensive clinical
tutions and multiple EHR vendor platforms. :

There are two kinds of HIE architectures: “monolithic” and “federated.” With the monolithic
member institutions periodically send copies of their clinical data to one

ry tests for the assignment of new LOINC 3&3. |

FIGURE 3-4 HIE Monolithic Model
institutions periodically send copies of their clinical data to one central repository. Individual trans-institutiona!

patient records are maintained in the central database where they can be accessed by authorized users.

demographic data sufficient to facilitate accurate identification of individual patients with the
<ame or similar names. This information is mapped to all of the institutional-specific patient
identifiers in the exchange. FIGURE 3-5 depicts the federated model.

With the federated model, a patient who has medical records at more than one institution
in the HIE would have all medical record numbers from the various institutions that store
their clinical data linked together in the common MPI, along with basic demographics such
as address. date of birth, and social security number. This allows for fast and accurate iden-
tification of patients named “John Smith” because the MPI maintains sufficient identifying
information to ensure selection of the correct patient among all institutions in the exchange.

o .
b .
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FIGURE 3-5 HIE Federated Model
Institutions maintain copies of their own data at their site in the format used by the HIE. Individual trans-

institutional patient records are assembled in real ime by searching all institutions’ databases only when
needed/requested by authorized users. Individual institutions can ‘opt-out”of the HIE at any time by

disabling access to their database.
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“John Smith” would be identified from others with the same name by vm_.minn.n_.w Mcnr as date
of birth or social security number. No clinical data s_,.n stored in the MPI. Clinical m” .:mcw__v
are maintained in the proprietary format of the particular ﬂmw system used M< nﬂnm _:m:mc-
sion. Fach institution also maintains a Copy of the same data in the HIE ﬁm.samq ized form. For
example, all HIE members could agree to code all laboratory test ..n.mc_a using the LOINC .ﬂu:.,
dard described earlier. Each institution would create and maintain a amnmvmmm of all patients
lsboratory results coded with LOINC. When a user requests a .noav..n_.,gm:\n record from the
HIE. the system would query all of its nstitutional members in real time to send all the data

available on a particular patient as identified using the MPL. In this way, when an HIE receives

. : instituti ds data on the requested patient
equest on a particular patient, each institution sen
a records reg P rmat. This process ensures that

feom the database where all clinical data are in the HIE fo |
the data are collected securely, assembled into a comprehensive record, and made available to

suthorized users in real time. This comprehensive record is only accessible on a ﬁmznzﬁ-g.
ediate patient care purposes; it is not copied to any institutions system.

ient basis for imm :
= T comprehensive record assembled for that episode of

When the user logs out of the HIE, the

atient care is deleted. - .
J The federated model has several advantages over the monolithic model. With the feder-

sted model. each institution maintains complete control over its data, simplifying compliance
with HIPAA regulations. If, for example, a data breach occurs in the database of an HIE
that uses the monolithic model, responsibility for the data breach is :2.»?«3& clear. U»E
breaches in a federated system usually are attributable to a particular institution and not the
HIE (unless there is a data breach of the MPI). Another benefit of the federated system is 9&
‘rans-institutional data can be up-to-the-minute accurate because each time a user Rn_cn.ﬁw
sccess. the clinical data from all institutions are assembled in real time. F&.E:o.:m_ HIT
administrators typically favor the federated model because they .:»<n z.:w option of §9&&<-
ing from the HIE at any time in order to maintain control of patient privacy and data security
under HIPAA guidelines.

While communities with HIEs generally appreciate the benefits of interoperability, the current

reality is that most of the operating HIEs are heavily subsidized with federal research grant fund-

RHIOs that administer the HIEs and seek funding have not developed
ﬁ%ﬁ&:ﬂrﬂﬁ used in all communities in order to sustain their HIEs independent
of federal funding. Some HIEs require each participating institution to pay an annual mBogn
based on their institution’s size, the number of physicians, etc. Some have developed services for
payers, charging them for access to the comprehensive records available in the HIE. These services
allow payers to increase their claims-processing nmm&nan«.moﬁrnn HIEs :ﬂﬁ. %n«n._o?“ Maﬁw_nnnwm

generate comprehensive quality reports to sell to payers esiring to track physician alth
NB gnﬁha or to help them Bgmﬂm meaningful WMn requirements for CMS financial u:mmg@
ncentives. Some communities are resistant to allowing payer access to a data resource they cn:._a&
should be solely dedicated to improving patient care and quality.*” An excellent example of g%
the State of Vermont's 2006 law that prevented data miners from selling physicians’ E&n:_.znm_
dats 1o pharmaceutical companies who wanted the information to inform their marketing prac-

or pharmaceutical companies may use for monitoring individual practice outcomes and patterns.
While the benefits of HIEs are documented and desirable, solving the cultural and vcabaa.ﬁcu.&ﬁ

wwsnes will be essential to obtaining the national goal of a network of regional exchanges that will
span the entire country.

tices. In 2011, the law was struck down by the U.S. Supreme Court on a First Amendment basis.”"
Physicians may feel uncomfortable participating in an exchange they know government, payers,

Another challenge to develo
resources are dedicated to keepin
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ping interoperability is the fact that many institutions’ HIT
g up with current quality reporting requirements, meaningful

use adoption, and other mandated HIT issues. One recent example is the CMS-mandated con-
version from using the International Classification of Disease Version 9 billing codes (ICD-9) to
ICD-10. Originally designed to identify diagnoses for billing purposes only, ICD-9 codes have
become valuable in performing automated chart reviews for quality control and research pur-
poses. However, because of several deficiencies with ICD-9, the new ICD-10 standards have been
mandated. A full discussion of the key differences between ICD-9 and ICD-10 is well beyond the
scope of this book. A focus on just one issue illustrates the magnitude of the change—the impact
on the complexity of physician documentation,

There are approximately 13,000 ICD-9 codes and more than 65,000 ICD-10 codes. The greater
number of ICD-10 codes is due to the higher specificity of ICD-10. For example, ICD-9 codes did

not include laterality (i.e., right and left side of body). ICD-9 has a grand total of two possible
codes for a thumb fracture:

8§15.01
815.11

Closed Fracture of the Base of the Thumb (First) Metacarpal
Open Fracture of Base of Thumb (First) Metacarpal

S ———

Some of the codes for the same injury in ICD-10 include:

S562.511B

562.511D

562.511G

562.511K

562.511P

5625118

Displaced fracture of proximal phalanx of right thumb, initial encounter
for open fracture

Displaced fracture of proximal phalanx of right thumb, subsequent
encounter for fracture with routine healing

Displaced fracture of proximal phalanx of right thumb, subsequent
encounter for fracture with delayed healing

Displaced fracture of proximal phalanx of right thumb, subsequent
encounter for fracture with nonunion

Displaced fracture of proximal phalanx of right thumb, subsequent
encounter for fracture with malunion

Displaced fracture of proximal phalanx of right thumb, sequela

In addition to the six ICD-10 codes listed above, there are 99 additional choices to account
for various combinations of displaced/nondisplaced, open/closed, proximal/distal location, right/
left, union/nonunion/mal-union of fracture, routine/delayed healing, initial/subsequent encounter,
and so on. For decades, physicians have been writing their narratives in patient records support-
ing the billing process for the simpler ICD-9 code set. With ICD-10, the narrative in this example
requires sufficient documentation to support the selection of the exact ICD-10 billing code; in other
words, the narrative must include mention of displaced/nondisplaced, open/closed, proximal/distal
phalanx location, right/left, etc. Failure to do so could result in not being reimbursed or even being
fined if a CMS chart audit was performed. This requirement for added specificity has been the most

significant change to the way in which ph

document diagnoses in decades.
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No discussion of HIT, EHRs, and HIEs would be complete without noting the HIT system used by
the Veterans Administration (VA). The VA s a model representing a single-payer healthcare system
in the United States. Unlike other components of the healthcare delivery system, the VA HIT system
supports only one payer, one pharmaceutical formulary, one provider group, and one supplier of
laboratory testing. All VA physicians are employees of the same organization, SO new policies and
practices can be communicated, implemented, and monitored much more easily and efficiently than
in the U.S. multi-payer, multi-formulary, siloed systems. Also, the VA has one universal EHR system
with CPOE and CDSS. The VA EHR is able to code all data in one format that allows veterans who
ove from state 1o state to have their entire VA medical record seamlessly follow them. All these
factors have allowed the VA to offer high-quality care at a relatively reasonable cost. Until the United
States creates a single-payer system and uses the same EHR universally, the larger system will suffer
from the enormous complexity and costs of developing and maintaining multiple data standards to

support the exchange of health information among institutions and across vendor platforms.

» Electronic Health Record Adoption Progress
in the United States

The National Center for Health Statistics (NCHS) has tracked the use of EHRs in the outpatient .
setting since 2006. The NCHS specifically defines two levels of adoption as “any” and “basic.” This
distinction is important because many other surveys report EHR adoption rates but do not define in
any detail what “EHR adoption” actually means. This survey uses an exacting definition of “any” and
“basic” EHR adoption that produces results that are much more valid than surveys where ,.»&owmgw
is not well defined. FIGURE 3-6, “Percentage of office-based physicians with EHR systems: United
States, 20012013 illustrates the adoption trends for the outpatient setting. This report S&ng&u

In 2013, the National Ambulatory Medical Care EHR Survey showed that about 78 per-
cent of office-based physicians used any EHR system. Since 2006 (first year for which
data are available), the percentage of physicians who reported having an EHR system that
met the criteria for a basic system increased 336 percent—from 11 percent in 2006 to 48
percent in 2013, Adoption of a basic EHR system varied greatly by state. Adoption ranged
from 21 percent in New Jersey to 83 percent in North Dakota. )

The ONC has been tracking hospitals’ adoption of EHRs since 2008 using standard defini-
tons of “Certified” and “Basic” EHR systems. FIGURE 3-7, “Percent of non-federal acute care hos-
pitals with adoption of at least a Basic EHR with notes system and possession of a certified EHR:
2008 2014" illustrates the hospital EHR adoption rates.” This report states:

In 2008, hospital adoption of at least a Basic EHR system was above 20% in only 2 states
(Connecticut and New Mexico). Three years later, hospital adoption of at least a Basic
EHR system was above 20% in 32 states and above 40% in 7 states. In 2014, hospital adop-
tion of at least a Basic EHR system was above 60% in all but 2 states (Hawaii and West
Virginta), and above 80% in 17 states,™ i
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FIGURE 3-6 EHR Adoption Among U.S. Office-Based Physicians, 2001-2013

gagaﬂuﬁzﬁg? National Ambulatory Medical Care Survey and National Ambudatory Medical Care Servey, Blectronsc Meaith Reconds, Servey NOKS Dats Boef No 14, Mtp /wrwom ol gow/nchy dats/

Percent of Hospitals

FIGURE 3-7 Percent of Non-federal Acute Care Hospitals with Adoption of at Least a Basic EHR with
Notes System and Possession of a Certified EHR: 2008-2014
Reproduced from ONC American Hospetal Asaciaton (AHAL AMA Answal Sesvey Infarmation Trchaclogy Ssppéemest.

Note that EHR adoption rates are typically published every two to three years by the NCHS
and the ONC. At the time of this printing, the most recent surveys published by NCHS and ONC

were through 2013 and 2014, respectively.
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and Medicaid EHR Incentive or “meaningful use” programs, Eligible Pro.

As part of the Medicare including e-prescribing. In addition,

viders had to use their EHRs to meet several program objectives,
the Medicare Improvements for Patients an ers |
2008, offering financial incentives for providers to facilitate the use
graph from an ONC Data Brief illustrating the e-prescri
and eRx incentive programs. From the data briet:"”

{ been limited to physicians. In the same period, the
abled 10 accept e-prescriptions grew from 76% to

96%. Nearly all community pharmacies are enabled to accept n-_u_.nmmzv:cam in ﬂm—»i&.ﬁ
(99%) and Maine (99%). The growth of physicians and pharmacies e-prescribing _.Su
corresponded with a thirteen-fold increase in the growth of new and _..ns.nim_ prescrip-
tions sent electronically. In 2008, only 4% of new and renewal prescriptions were sent
electronically. In 2013, 57% of new and renewal prescriptions were sent electronically.
Minnesota (89%), Wisconsin (83%), and Massachusetts (77%) had the highest rate of

new and renewals sent electromically.

The growth in e-prescribing has no
percent of community pharmacies en

100% |

™
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» Future Challenges
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Although there is mounting evidence supporting the value of EHRs with CPOE and CDSS in sev-
eral well-defined areas such as improving preventive care delivery, extensive meta-analyses report
combined average results. There have been several inconclusive and negative studies, and some
have actually shown patient harm associated with the installation of CPOE. In one of the most
extensively reported, the mortality rate in a neonatal intensive care unit more than doubled after
a CPOE system was installed at the University of Pittsburgh.” Much has been written about the
reasons for this negative result and despite the finger pointing, there is virtually universal agree-
ment that HIT can be very disruptive to work processes and work cultures resulting in significant
harm to patients.”! Some have called for more HIT standards and regulation to prevent these neg-
ative consequences in the same way as the U.S. Food and Drug Administration regulates medical
devices. ™"

Due to the administrative and technical difficulties of achieving the Nationwide Health
Information Network, proprietary entities have offered alternate approaches to develop
personal health records (PHRs) through which patients create their own records in a standard-
ized format. In these approaches, patients may physically carry records or make them available
to caregivers via the Internet. Microsoft, Google, and many other corporate entities have built
such systems but with little marketing success. Google Health announced its shutdown on June
24, 2011, after only three years of operation. Google joins other lesser-known firms that have
decided to close down PHR services.” Design of existing PHRs requires patients to have a high
level of health literacy and computer savvy. A major reason analysts believed Google Health
failed was the newness of the concept and the facts that PHRs are difficult to use and many
people find the data-entry work necessary to complete their record too laborious.”™ One survey
of patients found that only 7 percent had tried using a PHR and only about 3 percent continued
to use them in 2011,” Other barriers to patient adoption include lack of personal health man-
agement tools, the difficulty in achieving semantic interoperability such that personal health
management tools could be useful, problems vetting the identity of PHR users, patient privacy
concerns, and perhaps, most importantly, the lack of a business model to support the long-
term operation of PHRs.™

In addition to physicians and patients affected by development and implementation of HIT,
there are many other healthcare professionals and venues affected by significant complexities
and characteristics that make HIT implementation challenging. Many of the same issues pre-
viously discussed in this chapter apply to these venues, such as standardized data formats to
facilitate data portability, work culture barriers, system costs, training issues, and other matters.
For example, some emergency medical services (EMS) providers have begun to use a variety
of portable EHRs to collect data at the scenes of patient incidents with systems designed to
transmit data to receiving hospitals. The same issues that complicate the ease of universal HIE
between healthcare institutions apply to the data exchange between EMS and hospital systems
and will not be resolved easily.

To achieve the HIT goals of improving healthcare quality and reducing costs, extensive and
rigorous work remains in the research and implementation arenas. After 50 years of efforts, most
notably in the past five years, government, industry, and academia are only now recognizing the
critically important and interdependent roles that standardization, administrative processes, and
work cultures play in the achievement of HIT-desired outcomes.
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KEY TERMS FOR REVIEW

upport System (LD R\\ Technology for Economic Coordinator for Health
mouterized *‘»\ ician Order and Clinical Health Information Technology
Entry (CPOE) Act (HITECH Act) (ONCHIT or theONC‘) ‘
Flectronic Health Record (EHR) Information Blocking Personal Health Record '

rederated Model of Health Meaningful Use

information Exchange Monolithic Model of Regional Health Info mation
Health Information Health-Information Organization (RHIO} =+ .
Exchange (HIE) Exchange

CHAPTER ACRONYMS

ARRA American Recovery and
Reinvestment Act
CAP College of American Pathologists
CDSS Computerized Decision Support
System
CMS Centers for Medicare & Medicaid
Services
CPOE Computerized Physician Order Entry
CQM Clinical Quality Measures
EHR Electronic health record
EMS Emergency medical services
HIE Health information exchange
HIPAA Health Insurance Portability and
Accountability Act
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Advisory Committee. Some New Technologies and
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