BROWSER SECURITY & PRIVACY
N THIS LAS YOU'LL LEARM:

{o adjust the security settings for
cernet Explorer’s security zones

tow your browser can help you avoid
hing scams

\ S.Web-based images and active
Lontent can pose a security risk

The safest way to close pop-up ads

nd the most effective way to block

fhem

How to adjust security settings for
ve content

}iow to delete or block Fiash cookies

How to secure the camera and micro-
hone on your computer

ow fo prevent Web sites from deter-
ing your location, or allow them to
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LAR ABSIGNMENTS
erform each lab step as directed,

'_nd answer all the jab QuickCheck
uestions.

2 ldentify which browser you usually
se and look at its security settings.
oes your browser allow you to

elect an overall security level, such
§ low, medium, or high?

3 Look at your browser's security set-
hgs and record the current settings
o its phishing filter, pop-up blocker,
tliveX controls, JavaScript, and
ava. Would you make any changes
Glhese settings?

4’Cﬁnnec:t to the Flash Player Setiings
anager and count the number of
lash cookies you have. Next, record
® Security settings for your com-
Wer's camera and microphone.

€ WORKING WITH COOKIES
M THIS LABR YOULL LEARM:
2 How Web servers use cookies

= Why cookies might pose a threat to
your privacy

¢ How to locate, view, black, and
delete cookies

2 How fo limit the space allocated to
cookies created by Internet Explorer

= \What a session cookie is

2 How to set cookie prompts and use
the cookie prompi dialog box

Q

How to take advantage of P3P and
Compact Privacy Policies

s The differences between first-party
and third-party cockies
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1. Perform each lab step as directed,

and answer all the 1ab QuickCheck
guestions.

2. Use your browser to lock at the
cookies on your computer. Indicate
how many cookies are currently
stored. Examine the contents of
one cookie, and indicate whether
you think it poses a threat to your
privacy.

3. Indicate the name and version of the
browser you generally use. Next,
lock at your browser’s cookie set-
tings. Describe how you would adjust
these settings to produce a level of
privacy protection that is right for
your needs.

4. Adjust your browser settings so that
you are prompted whenever a Web
server attempts to send a cookie to
your computer. Go to your favorite
Web sites and watch for third-party
cookies. When you receive a mes-
sage from a third-party Web site,
record the name of the third-party
site and the contents of the cookie
it is atternpting to send. Finally, indi-
cate whether you would accept such
a cookie.

© WORKING WITH HTML
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™ THIS LAB YOU'LL LEARN:

How to use a text editor such as
Notepad to create a basic HTML
documernt

Which HTML tags to use to format
text

How to use HTML. for numbered and
bulieted lists

How to add graphics to your Web
pages

How to add hyperlinks to a Web page

Methods for testing Web pages
locally

¢ How to post your Web page
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. Perform each iab step as directed,

and answer all the lab QuickCheck
questions.

. Use a text editor such as Notepad

to create a Web page that contains
your name as the title and at least
two paragraphs of text.

. Use the heading, bold, and horizon-

ial rule HTML tags to add interest to
your page.

. Add at least one hyperlink to the

page, making sure that you include
explanatory link text.

. Select a graphic to add to your page.

Make sure that it is stored in a file
that's not too big to load quickly.
Designate alternative text for the
graphic for accessibility.

. Test your Web page locally. Print

your HTML document and then make
a screen capture of your Web page
as it appears in the browser.

. If your instructor so specifies, post

your Web page to a Web site, test it,
and supply the page's URL to your
instructor using e-mail.

e st b canied <zined. o dushieated. m whole or n pad. Dus to clsgionie nplis, some third pany content ney be suppressed from te eBook andfor eClupleris).



Unit V Lab Assignment
Follow the directions on page 414 of your textbook under [ab assignmenis, and complete the following lab assignments. Do
not &ry to open the labs by clicking on the icons in your e-book. Simply follow the directions in each assignment, and
complete the assignments in a single document,

¢ Browser Security & Privacy: Complete numbers two through four.

» Working with Cookies: Complete numbers two through four.
¢ Working with HTML: Complete numbers two through seven.

You have three lab assignments. You must show your work (such as making screenshots to show your instructor that you
completed a certain step). Make sure you identify each lab and each step (e.g., step 2, 3, efc.). You must submit a title page
with this lab assignment. Submit all your labs together In one document titled Lab Report.

Information about accessing the grading rubric for this assignment is provided below.




