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Security	issue	with	a	Bank	application:	
	


• All	users	in	the	company	are	running	on	Microsoft	Surface	tablets.		Members	
of	the	Bank	loan	officers	team	also	have	Smartphones	for	taking	loan	
applications	from	businesses	in	the	community.	


• All	Surface	tablets	are	displaying	a	notice	after	bootup,	requiring	that	
$30,000	US	dollars	be	wired	to	a	bank	account	in	Belarus,	to	enable	any	
further	use	of	the	tablets	through	decrypting	any	of	its	files.		No	application	
or	task	on	the	tablets	can	be	run	without	the	entry	of	a	decryption	key	on	this	
captive	screen.		The	Surface	tablets	had	contained	sensitive	files	with	the	
loan	applications	of	all	prospective	customers,	in	an	unecrypted	format.	


• What	can	you	do	to	minimize	the	damage	and	restore	a	secure	environment?	
• How	can	the	Bank	embrace	future	mobile	applications	given	this	damaging	


incident?	
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