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Policy Owner James Smith AVP of MIS 
Policy Approver(s) Ralph Wilson, VP of Finance, Rod Dauteuil, Internal Auditor 
Related Policies Security Policy and Procedures for Employees 
  
Storage Location Information Systems Network Folder; securitypolicyforemployees2011 
Effective Date January , 2016 
Next Review Date April, 2016 


Purpose 
 
  			Security	awareness	ensures	that	employees	of	First	Union	Bank’s	information	systems	understand	
the	security	implications	of	their	actions	and	increases	the	likelihood	that	information	system	security	
will	not	be	breached,	either	intentionally	or	unintentionally,	through	technical	measures	(such	as	
hacking)	or	non-technical	measures	(such	as	Social	Engineering).	Without	security	awareness,	
information	systems	users	have	an	increased	likelihood	of	breaching	security	and	have	lower	individual	
culpability	should	they	breach	security.	


Scope  


 
						This	Security	Awareness	Policy	applies	to	all	users	of	Information	Systems	that	are	the	property	of	
First	Union	Bank.	Specifically,	it	includes:	


• All	employees,	whether	employed	on	a	full-time	or	part-time	basis	by	First	Union	Bank.	
• All	contractors	and	third	parties	that	work	on	behalf	of	and	are	paid	directly	by	First	Union	


Bank.	
• All	partners	and	clients	of	First	Union	Bank	that	access	First	Union	Bank’s	private	network	of	


information	systems.	


 


 


 


 


 


 


 


 


Policies 
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! All	employees	of	First	Union	Bank	are	required	to	participate	in	Security	


Awareness	Training	within	90	days	of	starting	work	and	thereafter	on	an	annual	
basis.	Upon	completion	of	security	awareness	all	employees	will	be	required	to	
sign	a	declaration	that	they	have	completed,	understand	the	purpose	of	the	
specific	procedures	taught,	and	that	they	intend	to	abide	by	First	Union	Bank’s	
security	policies.	


 


Bank Policies: 
 


Within	the	framework	of	First	Union	Bank’s	Security	Awareness	Policy	list:	
	


" Maintenance	of	appropriate	passwords,	including	the	need	to	maintain	password	
confidentiality.	


	
	
      Passwords are used to prevent unauthorized use of any networks or current bank application. 
Internet, e-mail, and Symitar Computer Systems will require user passwords when logging on to the 
system.  The use of an automatic sign-on is prohibited. 


     The IS Department shall be responsible for maintaining usernames and passwords and will monitor 
compliance with the following password guidelines: 


     Username/ passwords may only be changed by First Union Bank IS Department staff with Special 
Permissions and the proper authority. 


     All passwords will be masked to prevent unauthorized disclosure.  A timeout value of a minimum 15 
minutes before Systems will log out user and login must be performed again with Username/Password. 


 


	
	


" Responding	to	viruses	and	other	malware.	
	
     Computer viruses pose a real threat to First Union Bank’s computing environment, as well as the 
bank's reputation with members and the business community.   
     Due to this exposure, the bank must take considerable measures to limit any risk. Accordingly, the 
bank installs and maintains anti-virus software on all file servers and on all PCs. First Union Bank 
utilizes Trend Micro anti-virus software on the servers which automatically updates each workstation at 
login time. Each workstation must be kept up to date with Trend Micros’s virus signatures.. The virus 
definitions are monitored centrally by the IS Department. 


     UNLESS EXPRESS PERMISSION HAS BEEN GIVEN BY THE IS DEPARTMENT, NO 
DISKETTE, CD, Memory key, DVD SHOULD BE INTRODUCED INTO ANY OF THE 
BANK’S PCs.  
	








First Union Bank Employee’s Security Awareness Policy 


 


First Union Bank Employee’s  
Security Policy 


4 


	
	
	
	


" Identity	Theft	with	our	member’s	information	
	
	
     First Union Bank will collect only the member’s personal information that is necessary to conduct 
our business.  That means to provide what is necessary to for competitive financial products and services 
– no more.  We may gather general information about site visitors’ browsing activities. This enables us 
to track how a visitor navigates through the site and the areas in which they show interest.  This is 
similar to a traffic report: it tracks trends and behaviors of members in general, but does not identify 
individuals in particular. 
 
     First Union Bank will protect member personal information.  We will maintain security controls to 
ensure that member information stored on our premises and in our files and computers is protected.  
Where appropriate, we will use security-coding techniques to protect against unauthorized access to 
personal records, ensure accuracy and integrity of communications and transactions, and protect member 
confidentiality. 
 
	
	
	
	
	


" Responding	to	Social	Engineering.	
	


      The sharing of passwords is prohibited. If employees need to share computer-resident data, they 
should use electronic mail, groupware databases, public directories on local area network servers, and 
other mechanisms. Passwords must never be shared with or revealed to others.  One exception to this 
involves expired passwords, which are received at the time a username is issued; these passwords must 
be changed the first time that the authorized user accesses the system.   
 
     To share a password exposes the authorized user to responsibility for actions that the other party 
takes with the disclosed password.  If an employee believes that someone else is using his or her 
username and password, the worker must immediately notify the Information Systems Security Team 
member for the information system in question. 
	
	
	
	


" 	Internet	and	e-mail	policy	
	
      First Union Bank values confidentiality. Information relating to personnel, such as hiring, 
evaluation, disciplinary action, salary information, budget and member financial information should not 
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be communicated via electronic communication. Employees should exercise caution when committing 
confidential information to electronic communications because confidentiality of such material cannot 
be guaranteed. The IS Department can work with the recipient of the email that requires confidentiality 
by using secure links, VPN or secure email. 
	
     Electronic Mail is not intended for permanent storage. First Union Bank may purge e-mail messages 
for technical reasons. Each user has a limit on the amount of space for storing their messages. Employee 
should not consider their Internet usage, e-mail and faxes to be private. The bank has the right to delete 
or retain any or all electronic files, including e-mail of a FIRST UNION BANK employee who is no 
longer employed by the bank. 
	
     An Internet connection is provided to some employees in order to facilitate their job functions. This 
Internet connection must be used for First Union Bank business. 
     
The use of the Internet is encouraged in order to: 
  
• Provide an efficient method in exchanging information between employee, other business vendors or 


business related topics 
 
• Facilitate the implementation of another method of using electronic mail 
 
• Provide sources of data to assist First Union Bank in accomplishing their mission and department 


goals 
 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


" Appropriate	usage	of	systems	including	the	servers,	personal	
and	portable	computers	and	external	media	devices.	


	
						Employees cannot attach any device such as key logger, memory disk drive, Memory keys, cameras, 
external DVD and hard drives and/or inserting  Multi-media disks such as CD/DVDs.    
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     Employees with Internet access may arrange to download only software with direct business use, and 
must arrange to have such software properly licensed and registered.  Any such software downloads 
must be approved by and completed by the Manager and AVP of MIS in accordance with this Internet 
Policy.  Downloaded software must be used only under the terms of its license. 
    
	
	
	
	
	


" Appropriate	physical	security	measures	to	ensure	the	
protection	of	facilities,	assets	and	personnel.	


	
     Access to the First Union Bank Data Facility , server room and Corporate Headquarters  within the 
facility will be strictly limited to employees assigned to that facility and authorized visitors whose 
movements within the facility will be strictly controlled and documented.   


     Access to the Facility after normal business hours is based on the Departments’ need for completing 
tasks or working with members.  All employees will be assigned a FOB to enter Facility during normal 
business hours. After business hours require the approval of Department Manager and AVP of MIS/VP 
of Operations. 


     It may require a key to Facility, Alarm Code and change of logon hours for Computer Systems. The 
key/alarm code are given at the discretion of the AVP of MIS and VP of Operations. 


     All exterior doors will be locked at all times.  One exterior door will be designated entrance/exit for 
the facility and will be used by all employees and visitors to enter and leave the building, except during 
emergencies.    
     All authorized visitors must wear and visibly display the appropriate identification while inside the 
facility unless accompanied by a First Union Bank employee. Visitors to the facility must be met at the 
entrance and escorted into the facility.  Visitors must be logged in and issued a  “Visitor’s Badge” (if 
appropriate) that must be worn and visibly displayed while inside the facility.  The Visitor’s Badge will 
be returned and the authorized visitor will be logged out when leaving the facility. 


	
	
	
	
	
	
	
	


" Appropriate	reporting,	including	the	reporting	of	abuse,	policy	
violations	and	suspicious	activities.	
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     The term incident is defined as any irregular or adverse event that occurs on any part of the First 
Union Bank network. Some examples of possible incident categories include: compromise of system 
integrity; denial of system resources; illegal access to a system (either a penetration or an intrusion); 
malicious use of system resources, or any kind of damage to a system. Some possible scenarios for 
security incidents are: 


o The discovery of a strange process running and accumulating a lot of CPU time. 
o The discovery an intruder logged into the system. 
o The discovery of a virus that has infected the system. 
o The discovery that someone from a remote site is trying to penetrate the system. 


 
     Informing the appropriate people is of extreme importance. There are some actions that can only be 
authorized by the First Union Bank Senior Management Team. First Union Bank also has the 
responsibility to inform other sites about an incident that may affect them. A list of contacts is provided 
below.   
 


Name Title/Position Extension Pager/Cell 
    
    
    
    


 


" Non-Compliance 


 
Violation of any of the constraints of these policies or procedures will be considered a security breach 
and depending on the nature of the violation, various sanctions will be taken: 


• A minor breach will result in oral/written reprimand. 
• Multiple minor breaches or a major breach will result in possible suspension and/or termination 
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