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Course Learning Outcomes for Unit VII 
 
Upon completion of this unit, students should be able to: 
 


3. Examine the importance of mobile systems and securing information and knowledge. 
 


6. Discuss the key issues involved in managing the components of IT infrastructure. 
 
 


Reading Assignment 
 
Chapter 11: 
Information Systems Management 
 
 


Unit Lesson 
 
In Unit VI, we discussed the role of information systems in supporting business processes, the different 
methods for developing information systems, the systems development life cycle (SDLC), and business 
process management. In this unit, we will discuss issues in the management of the components of an IT 
infrastructure, the functions and organization of the IS department, outsourcing, and user rights and 
responsibilities. 
 
Offshore Outsourcing 
 
The scenario at the beginning of Chapter 11 is a realistic description of what might happen to a small 
organization that is new to offshore outsourcing. Larger organizations would have more experience and staff 
for dealing with offshoring problems. They would have been to India (or wherever) to visit their vendor’s 
offices, they might even have staff on the ground in the offshore location to facilitate project management. 
But, for a small project like PRIDE, the scenario in the textbook is likely. 
  
It is a dilemma: You want the cost savings of offshore outsourcing, but you do not want the problems. And, 
because those problems are 10,000 miles away, it is easy to ignore them until deadlines arrive or payments 
are due! 
 
In addition to the problems of offshore outsourcing, PRIDE will need to establish an IS organization and all of 
the functions named for IS management must be performed somehow: 
 


1. plan information systems and infrastructure, 
2. develop and adapt IS and infrastructure, 
3. maintain IS and operate and manage infrastructure, and 
4. protect infrastructure and data. 


 
Offshore outsourcing is risky, especially for small projects and organizations. Decisions will need to be made, 
even without strong evidence one way or the other. This is a tough situation for a small business or project. 
Only time will tell if the decision you made was good or bad. Even with small projects, companies need to 
think about IS planning, development, management, and protection. Appropriate tasks and procedures need 
to be developed and employees trained and assigned to those tasks. In many ways, IS management is 
harder in small companies than in larger ones because small companies can seldom afford qualified IS staff. 
So, if you are thinking of starting, managing, or working in a small company, take as many IS classes as 
you can. 


UNIT VII STUDY GUIDE 


Information Systems Management 








 


 
BBA 3551, Information Systems Management 2 


 


 
 
Setting Up the PRIDE Systems IS Department 
 
The major functions of the information systems department are as follows: 
 


 Plan the use of IS to accomplish organizational goals and strategy. 


 Manage outsourcing relationships. 


 Protect information assets. 


 Develop, operate, and maintain the organization’s computing infrastructure. 


 Develop, operate, and maintain applications. 
 
All of these functions will pertain to PRIDE, especially since PRIDE is basically a data company. It will be 
important for there to be ongoing planning for future directions for PRIDE. Outsourcing in the form of cloud-
based hosting services and application development has been, and probably will continue to be, a major 
aspect of PRIDE’s way of operation, so outsourcing relationships will be essential. PRIDE will have a big 
responsibility to protect the information that it is entrusted with, both from an ethical and legal standpoint. 
While much of PRIDE’s computing infrastructure is in the cloud, some elements are not. PRIDE will need to 
continually be assessing new applications, platforms, and services. In short, PRIDE needs all of the functions 
of an IS department. 
 


Figure 2. Outsourcing Risks 
(Kroenke, 2015, p. 437) 


 


Figure 1. Reasons for Outsourcing IS Services 
(Kroenke, 2015, p. 434) 
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Let’s take a look at question 2 on page 430: 
 
2. Assume that the experience of hiring Ajit Barid worked well and that PRIDE Systems plans to continue 
application development with him. Describe factors that may make the investors nervous about this decision. 
Explain how you would respond to each of those factors. 
 
There are three issues that are most likely to concern the investors regarding our decision to outsource 
application development. These are: 
 


 Loss of control: PRIDE is at the mercy of Ajit’s company for application development. 


 Potential loss of intellectual capital: Ajit’s employees are the ones that are gaining intimate knowledge 
of PRIDE’s systems, not PRIDE employees. There is little intellectual capital being created within the 
PRIDE organization regarding its applications. 


 Uncertainty about the outsourcer’s future: It is very hard to know how well Ajit’s company is actually 
managed, what its future prospects are, or how interested it is in keeping PRIDE’s business over the 
long term. 


 
Each of these issues is a legitimate risk of outsourcing and is a cause for the investors’ concern. The fact is, 
however, that it would be very costly for PRIDE to hire its own in-house developers. The entire budget of 
PRIDE was based on the cost savings that can be obtained through offshore outsourcing of application 
development. Hiring its own development staff would eliminate these investor concerns, but the trade-off 
would be increased costs. 
 
Let’s take a look at question 3: 
 
3. Assume that PRIDE Systems will hire a cloud vendor to provide PaaS functionality. Explain what this 
means in general and what it means in particular for PRIDE. 
 
PaaS stands for platform as a service, and involves leasing of hardware with preinstalled operating systems 
plus typically a DBMS. PRIDE could obtain its basic infrastructure using this type of outsourcing arrangement. 
The hosting company provides and manages the platform and PRIDE utilizes the platform for its overall 
systems infrastructure. 
 
Next, let’s take a look at question 4: 
 
4. Given your answers to questions 2 and 3, 
 
a. What will be the function and goals of the Operations group (see Figure 11-1)? 
 
The operations group manages the computing infrastructure, including individual computers, in-house server 
farms, networks, and communications media. This group includes system and network administrators. An 
important function for this group is to monitor the user experience and respond to user problems. While a 
large portion of PRIDE’s infrastructure will be outsourced, it will need operations personnel to work with 
PRIDE’s main office infrastructure, and, in particular, to support the customer service representative who will 
be key to PRIDE’s functioning. 
 
b. What will be the function and goals of the development group? What job descriptions will this group need to 
staff? 
 
PRIDE’s development group will primarily need business and systems analysts who work with users, 
operations, and vendors to acquire and install licensed software and to set up the system components around 
that software. 
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c. What will be the function and goals of the outsourcing relations group? 
 
Outsourcing relations will be very important for PRIDE, since both the computing infrastructure and 
application development will be outsourced. It will be important to have someone devoting time and attention 
to these outsourcing relationships to ensure that the outsourcing firm is fulfilling its contractual commitments. 
PRIDE is somewhat at the mercy of these outsourcers and it must be diligent about ensuring that the 
relationships are beneficial. 
 
d. Will PRIDE Systems need a CTO? Justify your answer. 
 
One of PRIDE’s biggest challenges is that it is based upon its primary users (cardiac patients) using a variety 
of mobile devices to interact with PRIDE. The mobile device market is extremely susceptible to change, with 
new devices and new capabilities being launched practically every day. While PRIDE might appear too small 
to justify a CTO, that person might actually be a critical resource for PRIDE. PRIDE cannot afford not to keep 
up with the devices that its users want to use. If it does not keep up, it will quickly become obsolete as a 
service and will no longer be a viable business. 
 
Moving on, let’s look at question 5: 
 
5. Understanding that PRIDE Systems is a small startup company that needs to conserve its investment 
dollars, would you recommend outsourcing any of the following functions? If so, explain the risks of doing so. 
If not, explain how you would justify the costs associated with staffing that function with employees. 
 
a. CTO 
 
As stated in Question 4-d., a CTO will be a critical resource for PRIDE. The costs of such a person will be 
justified because PRIDE needs someone employed by PRIDE who is focusing on technological trends that 
will be critical to PRIDE’s future success. 
 
b. Operations 
 
Operations could be outsourced with minimal risk to PRIDE.  
 
c. Outsourcing relations 
 
Outsourcing relations should not be outsourced. It is critical that PRIDE work effectively with its outsourcing 
vendors. The costs of such a person will be justified because PRIDE needs someone employed by PRIDE 
who is focusing on outsourcing relationships that will be critical to PRIDE’s future success. 
 
Lastly, let’s look at question 6: 
 
6. Using Drucker’s analogy, is IS Management in the front room or the back room for PRIDE Systems? 
 
There is not one simple answer to this question. IS Management will be in PRIDE’s front room in several 
ways, particularly planning, development (analysts, not programmers), outsourcing relations, and technology. 
 
Ethics: Using the Corporate Computer 
 
During the early years of blogging, way back in 2005, the blogger Michelle Malkin received a series of 
abusive, racist, and sexist emails in response to one of her blog entries. One of those exceedingly offensive 
emails was generated by a legal secretary from his desk at a law office in Los Angeles. 
 
The email system automatically generated a trailer that included the name of the law firm. Ms. Malkin posted 
the abusive email in its entirety, including the trailer with the firm’s name, on her Web site. The law firm was 
inundated with criticism for its employee’s behavior. The employee was promptly fired, but the public relations 
scandal continued to plague the firm for weeks. 
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As a future employee, be forewarned that employers have the right, both legally and ethically, to monitor your 
computer use, and many do. As a future manager, consider how you will deal with employees who are 
misusing their computer resources. Know the organization’s official policy. Understand, too, that excessive 
personal computer use by your employees reflects negatively on your managerial ability. If possible, manage 
positively. Give the employees sufficient work that they will not have time to misuse computer resources. 
Follow up with schedules and deadlines. Make sure that missed schedules are not caused by computer 
misuse. 
 
Are We Protecting Them from Me or Me from Them? (pp. 442-443) 
 
In this scenario, Justin gets involved in technical user committees at work. Through these committees, Justin 
learns a great deal about technology and its issues, adds value to his organizations, and adds to the social 
capital within the organization. 
 
It is amazing how organizations have been forced to adapt to the loss of control in the past 50 years. Justin’s 
grandfather could not even take an adding machine out of the building without lots of trouble. Of course, back 
then, there was no way he could take data, maybe a tape reel, bet he would have the same problems getting 
the tape out of the building. 
 
Justin makes a good point, though. The risk of data loss is not new. With thumb drives and laptops, 
employees have had ample opportunity to steal data in the past. So, that aspect is not new. By the way, why 
would an employee steal data? There are many reasons: perhaps to give to a competitor, a new employer, or 
to a news agency (whistleblower). 
 
The new risk of mobile devices is malware brought in from an employee’s mobile device. For example, 
someone could have downloaded an application or some type of attachment on his or her mobile device at a 
trade show that included the malware. As discussed in the Security Guide in Chapter 10, the mobile device 
then became a carrier for the malware. 
 
 


Reference 
 
Kroenke, D. (2015). Using MIS 2014 (7th ed.). Upper Saddle River, NJ: Prentice Hall. 
 
 


Suggested Reading 
 
Gatewood, B. (2012). The nuts and bolts of making BYOD work. Information Management. Retrieved from 


http://content.arma.org/IMM/NovemberDecember2012/thenutsandboltsofmakingbyodwork.aspx 
 
In order to access the resource below, you must first log into the myCSU Student Portal and access the 
ProQuest database within the CSU Online Library. 
 
Kanooni, A. (2009). Organizational factors affecting business and information technology alignment: A 


structural equation modeling analysis (Order No. 3344529). 
 
In order to access the resources below, you must first log into the myCSU Student Portal and access the 
ABI/INFORM Complete database within the CSU Online Library. 
 
Martinsons, M. G., & Hosley, S. (1993). Planning a strategic information system for a market-oriented non-


profit organization. Journal of Systems Management, 44(2), 14. 
 
Ramanathan, T.R. (2008). The role of organisational change management in offshore outsourcing of 


information technology services: Qualitative case studies from a multinational pharmaceutical 
company (Order No. 3350694). 


 
 




http://content.arma.org/IMM/NovemberDecember2012/thenutsandboltsofmakingbyodwork.aspx
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Learning Activities (Non-Graded) 
 
Course Flashcards: 
http://media.pearsoncmg.com/ph/bp/bp_kroenke_umis_7/flashcards/index.html 
 
From the Textbook: 
Using MIS InClass 11, Setting Up the PRIDE systems IS Department, pp. 430-431 
Ethics Guide, Using the Corporate Computer, pp. 432-433 
Security Guide, Are We Protecting Them from Me or Me from Them? pp. 442-443 
Guide, Is Outsourcing Fool’s Gold? pp. 444-445 
Using Your Knowledge, p. 447 
Case Study 11, iApp$$$$ 4 U, pp. 448-449 
 
Non-graded Learning Activities are provided to aid students in their course of study. You do not have to 
submit them. If you have questions, contact your instructor for further guidance and information. 
 




http://media.pearsoncmg.com/ph/bp/bp_kroenke_umis_7/flashcards/index.html
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