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Engine of the Information Technology

MARK WILKINSON

Learning Outcomes
After reading this article, you will be able to;

« Address the fact that the majority of the world's data is
unstructured,

s Identify the role of “big data analytics” in enabling
businesses to analvze and extract value from data.

ata is pouring in from every conceivable direction:
D from inhound and outbound customer contact points,
from mobile media and the web.

It is not just the volume of data—it is the unprecedented
velocity and the variety of formats. The majority of the world's
data is unstructured—whether it be text, imuages or video. Per-
haps the simplest way of puing it is the amalgam of all this
information is big data.

The result is that organizations now have untapped reserves
of data which could deliver financial benefits to the emerging
information economy. Most of the world's data has been cre-
ated in the last few years and by 2020 the amount of information
stored worldwide is expected to be 50 times larger than today.

This might at first appear 1o be a problem for businesses want-
ing to make sense of all this data. The reality is that data is the
new oil that will power the information ccononty. But, just like oil,
it needs to be put through the equivalent of a refinery to become
valughle. This can be achieved through big data analytics, which
enables organisations Lo analyse and extract value from all this
crude data.

The insight derived gives them the power to know more
shout their business—not cnly the things they knew they didn't
know, such as valuable customer information, but even the
hidden gems that they had no idea even existed, Imagine being
able to analyse data to determine the root cause of manufac-
turing failures or detect fraudulent behavior before it affects
revenus?

Advances in computing power mean big data ana
deliver answers more quickly—what may have take
weeks can now be done in minutes or seconds. Chy
storape and cloud-based services also make it accessit
organizations. Research by SAS and the Center for |
and Business Research, an independent consultancy.
thar big data could deliver additional revenue of £21¢
the UK economy over a five-year pericd—eguivalen
20 percent of UK net debt.

Only 14 percent of large companies have adople
analytics, but this will more than double by 2017 ac
rescarch by SAS and e-skills UK, the employer b
digital industries, A major barrier to adoption 15 a :
sills. The same research predicts the number of bi
cialists demanded by business will grow by nearly
over the five years to 2017, yet three in five busines
struggle to hire people with these skills.

The government has highlighted the issue in bo
mation Economy Strategy paper and Strategy fo
Capability and acknowledged the necd for busine
demia to work together with them to nurture the sk

Otherwise the UK risks losing out to other ceonor
the world. There is no time to waste in extracting
our new big data assets—the new oil that will driy
mation economy.

Critical Thinking

1. Ts it reasonable to project that by 2020 the amount
information stored worldwide will be 50 times lar,
iz toduy? Explain,

5 Hew is it that oar “new big data assets” cun be cor
new il that will drive the information economy™?
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A Beginner’s Guide to Building
Botnets—with Little Assembly Required

For a few hundred dollars, you can get tools

and 24/7 support for Internet crime.

SEAN GALLAGHER

Learning Outcomes
After reading this article, you will be able to:

+ Recognize that an entire market of low-cost and casy-10-
access software and services exists.

+ Understand the scope and scale of cybercrime in terms of
both the types of crime there are and the size of attack that
is possible.

ave a plan to steal millions from banks and their cus-
H tomers but can’t write a ling of code” Wanl Lo get rich

guick off advertising click fraud but “guick” doesn’t
include time to learn how to do it? Ne problem. Everything you
need to start a life of cybercrime is just a few clicks (and many
more dollars) away.

Building successful malware is an expensive business. It
involves putting together teams of developers, coordinating
an army of fraudseers o convert ill-gotten gains to hard cur-
rency without pointing a digital arrow right back o you. 50
the biggest names in financial botnets —Zeus, Carberp, Citadel,
and SpyEye, to name a few— have all at one point ar another
decided to shift gears from fraud rings o crimeware vendors,
selling their wares to whoever can afford them.

In the process, these big botner platforms have created 2
whole ecosystem of software and services in an underground
market catering to criminals without the skills to build it
themselves. As a result, the tools and techniques used by last
years’ big professional bank fraud operations, such as the

“Operation High Roller” botnet that netted over 370 million
last summer, are available off-the-shell on the Internct. They
even come with full technical support to help you get up and
running.

The customers of these services often plan more for the short
term than the long game played by the big cyber-crime rings.
They have very different goals. Butnet infrastruclures can be
applied in lots of ways for different sorls of profit—cash, infor-
mation, or political gain. There are many ways 1o make moncy
off botnets beyond outright theft, such as using them to steal
advertising clicks, generate spam e-mals for a paying client,
or renting out bots for denial-of-service attacks. And the same
basic prineiples used to distribute botnets have been creeping
up in more targeted attacks to steal intellectual property or o
spread the malware used in the recent “wiper”™ attack on South
Korean banks and broaduasters.

So how easy is it to get into the bomet business? Well, Ars
decided to find out. Given the surprising availability of bot-
net building blocks online, T set out to build a shopping list to
understand how everything is bought and sold within this black
market, It all started with checking sources through a fow Web
searches then making trips into Web forums I dared visit only
with a virrual machine and Google Translator’s help. All 1 had
to do was paste in “botnet” in Cyrillic, and 1 was on my way
down the rabbit hole.

To assemble your list for some of the simplest get-rich-guick
schemes, all you need is about S600, a little spare time, and no
compunctions about breaking laws to make a profit [ didn’t
deploy an Ars-cnal of botnet destruction in the end, but 1 abso-
lutely could have, Thal may be the seariest lesson here,
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It Looks Like You’re Trying
to Build a Botnet. ..

There are no personal shoppers to help walk you through the
underground markerplaces to identify what fits a particular
criminal scheme— though there may be plenty of people will-
ing 1o give you paid advice on how 1o get started. With abso-
lutely no budget for bitcoins, 1 got my starl with some help from
Max Goncharov, a security rescarcher for Trend Micro who
specializes in following the Russian underground marketplaces
for online fraud services. Goncharov came to Washington, nC
in late March for a Trend Micro press briefing, and he laid out
some of the basic things that go into a beginner fraudster’s soft-
ware and services shopping cart: botnets, malware-spreading
tools, and hacking for hire. (Goncharov detailed some of these
services in a paper published late last year and presented during
this press road show,) Goncharov's suggested setup came with
a $595 price tug for the first month of operations and a monthly
cost of 3225 to sustain the operation.

Of course. that price is for a particular type of botnet. It isn'L
representative of everything that's running wild on the Internet
todday. It also assumes total noob-hood. For those seeking to
do something @ little less overtly criminal than stealing credit
card numbers or commirming wire fraud, there arc less expen-
sive options. With a Tittle sweat equity, you can pull off & work-
able hotnet for a fraction of that price. If you're willing to try
it without the benefits thar come from paying professionals—
like safrware updates, monitoring services, and 24/7 technical
support— you can cul the cost back cven further.

With my rough estimate in place. it was tirme to actually start
some research of my own. Hello overseas VPN connection,
Google Translator, and Google,ru—time for the underground
hacker marketplace.

The Marketplace of (Bad) Ideas

The “underground” forums do more than just mive would-be
criminals access to a level of service that might make some
enterprist software companies look bad. They also act as a sort
of hiring hall for people with very specific skills {like hacking
webmail aceounts) or botnets of their own ready to do a paying
customer’s bidding. On these barely underground sites, hacker
wares are made available to anvone willing to pay. Current ver-
sions of Zeus and SpyEye botnet software are for sale, or you
can find the last version cracked by someone for cheap or free.

Many of the sites run under the thin veneer of “security” discus-
sion boards. Bur they e often paid for by advertisements for the
tools sought by a certain class of cyber-criminal: botnet-herders
and the service provider ecosystem that has sprung up around
thern. These are largely the small and medium businesses uf

¢ybercrime, following a well-worn approach to making money.
If you cast a big enough net, you're bound to catch some fish.

The botnet herders’ standard business plan is to “use exploit
kits, and then run a phishing campaign or some $01T of campaigi
against massive numbers of people with hopes that someone is
soing to click on a link and get the exploit © drop a botnet or
banking trojan onto their machine.” said Nicholas I Purcoco,
senior vice-president of Trustwave and head of the company's
Spiderl .abs penetration testing and security resgarch leam, “Once
they've done that, it goes down the path of them monitoring them
when they do banking transactions, or the hotnel may be involved
in spamn or distributed denial of service attacks. Or maybe it's a
sort of Swiss Army knife botnet that can do many different things
depending on what that botnet herder decides, or what he makes
it available to do for people who want to utilize his or her bomet.”

No matter what the racket, Percoco told Ars, the equation
for holnet herders is the same. “From a criminal's perspective.
they're looking at massive numbers of attacks to achieve their
financial goals”

They're also looking at massive trnover. When a piece of
malware like a botet lands on thousands of PCs, “it may hit
the radar of an antivirus company pretty quickly” Percoco
noted. That means time and money spent on finding new vic-
tims, deploying patches and updates. paying fior new exploits,
and generally continuing the game of “whack-a-mole” with
antivirus companies and other organizations—us the mole.

Building a Botnet Shopping List

1 did some additional research afrerward to check Goneharov's
math. and 1 also looked at some alternative approaches. The
underground software market for hucking. frand, and botnet
waols has matred Lo the point where developers provide most
of what you'd expect from legitimate software and onling ser-
vice providers—maybe even more. There's full support for the
paid services, including 24/7 voice support in some cases, in
a business where positive word of mouth in forums is the best
{and often only) advertising. And there's no shortage ol “con-
sultants”™ to help vou get started.

Botnet software itsell is an important part of the whole equa-
tion, but it's ealy a fraction of first-month startup costs— and
one that's fungible if you're willing to invest some of your own
sweat equity in the setup (or dispense with the “legitimate”
route and use a cracked version withoul software support). Just
like any Internet business, launching a financial fraud bomet—
or any kind of long-running botnet endegvor—reyquires a sus-
tainable husiness plan. You need to know your target market,
ensure distribution, keep your installed base a step ahead of the
competition, and keep your business processes scoure.

Here's a typical botnet-herder’s startup shopping list:
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A “Bulletproof” VPN

Before you start building a bot army of incredible magnitude,
you need-—just as with any other hacking endeavor of question-
able legality—to hide yourself from prying cyes. That means
using some sort of tool to aveid monitoring by your ISP, law
enforcement, and other cybercriminals. Generally speaking, the
best way is a virlual private network,

As confessed LulzSec member Cody Kretsinger found out,
not all VPN providers are creared equal, He used a service
called HideMyAss.com, a VPN and proxy service run by UK-
hased Privax Ltd. Unfortunately, he didn't read the company's
privacy and legal policies, and they gave up his logs when law
enforcement came knocking. “Bulletproof” VPN services are
enes that claim 1o be shielded from law enforcement requests
because of their location or logging practices. Many of these
services have disclaimers about “abuse™ of the services, but the
fact is that they take a number of anonymous forms of payment
{CryptoVEN, for cxample, accepts Liberty Reserve, Bitcoin,
and a number of other similar anonymous payment services).
AL worst, these services may just cancel your account if il
arracts too much trouble,

A typical “bulletproof” VPN service, such as CryptoVEN
runs about $25 a month. If you're thinking long-term, you can
sign-up for 3200 a year However, it's best not 1o think long-
term if you're hotnet-herding; it may behoove you to change
services every now and then to keep your profile low.

Budget Botnet Shopper's Price: $25/month.

A “Bulletproof” Host

Onee you've got your network secured, you need some place
to host your botnet's command and control network and all of
the other assorted badness needed to launch a massive assault
on the unsuspecting world, For those without the skills, time,
or desire Lo simply go hack someone else’s server every couple
of weeks, that means buying a dedicated or virtual dedicated
server from someone who doesn’t care what you're doing—Ilest
your hotnet's nerve center be wiped during a security Sweep or
seized by law enforcement.

There arc many kinds of “bulletproof™ hosts calering to vari-
ous kinds of customers. Most of them buy space in data centers
around the world in places with vither weak data privacy laws
or plain disregard for what other countries’ laws say. This pro-
vides 4 sort of insurance policy for their customers, Goncharov
said. At a minimum, the data on the servers won't be given up
to law enforecement,

Somc are smaller hosting companics such as Hostim VSE,
4 Romanian hosting company with a Russian language website
more targeted 4t protecting pornographers, pirates, and other
targets of DMCA takedown requests. Hostim VSE publicly

denounces botnetters and financial fravdsters to prevent
ton from local law enforcement. It describes “bulle
hosting™ as “hosting resistant to complaints and other
ol attacks on competitors. When placed on a standard w
hosting, your site can receive complaints from comp
under the guise of copyright holders. Tn CONSCqUence o
maost other hosting providers disable vour site until the ci
stances [change]. Wi also review all such complaints, che
validity, conduct a site audit, demand [the accuser] 1o pr
documents confirming the rights, and otherwise deal with
settle the conflict, and only then disable the client’s site.”

All of this, the company says with a wink, takes a lot o
and human resources, and as a small company there m
some delays before it gets around to it. In other words, *
worry—wu're inefficient” Hostim VSE's dedicated s
start at $3%/month with additional charges for more bands
The company also, ironically, provides DDoS protectio
other support services. But prices for its services will ris:
matically if you're attracting too much attention or usin
much bandwidth.

For really hard-core criminal undertakings, there ar
more specialized underground “bulletproof™ hosting ser
that are run specifically for malware owners. These offer
ing at a significant markup in cxchange for looking the
way. These operations generally don't maintain wihp
They advertise strictly in underground forums and do bus
over ICQ, Jabber, and other instant messaging.

Mihai lonut Paunescu, the 28-vear old Romanian by
underground host powerhostro, was caught in Decemby
Eomanian autherities. His servers were home Lo the Gozi 1
cial malware command and control network. Paunescu
tabs on exactly what sort of business his users were up e
charged asccordingly. In some cases, the rates reached |
sunds per month. averaging better than a 100-percent marg
the servers he managed.

Of course. many of these hosting companies provide su;
(in some cases, 24-hour voice support via phone or Skype
help with configuring Apache and MySQL on dedicated |
for customers who are generally clucless about such thing:

Budget Botnet Shopper’s Price: $50/month, plus
“consulting,”

Bulletproof Domains
and “Fast Flux”

In order for your bots t reach your host reliably, you
some domain names—fully qualified domain names that a
you to have full control over the domain name service (D
You'll want a bunch so you can avoid making yourself obv
in the DNS logs of nerworks that get infeeted.
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You'll also wanl to register those domains with a registrar
that's not going to roll on you and shut you down on the first
complaint of abuse. You need someone who will shield your
identity from the prying eyes of security firms and law enforce-
ment. In other words, you want a bulletproof registrar, Prefer-
ahly, it's one that accepts payments via Western Union or some
other anonymous service,

OF course, it’s never a bad idea to have some additional pro-
recrion to make sure that vou cover your trail completely by
using & “fast flux” scheme. This hides your servers™ true loca-
tion by assigning the DNS addresses to a rapidly changing set
of proxies. Fast flux providers will Lake your domains—ur cven
register them for you—and then assign hosL names (o a collec-
tion of their own bots. These in turn pass traffic between your
bots and your server. By using a shorl “lime to live™ for the host
“5" name records in the DNS server, fast {flux systems create
hundreds of potential communication paths for the bots.

Fast flux service is costly, An advertisement on one forum
recently offered to support five DNS name servers for custom-
ers starting at $800. So for most starting botnet operalions get-
ting thair feel wet, just registering a [ew domain names may be
enough to begin with.

Budget Botnet Shopper's Price: $50 for five domains.

Your Choice
of Botnet/C&C Platform

The current editions of botnet-building frameworks arc some-
limes sold by their developers for premium prices. Carberp was
soild by its developers prior to their recent arrest for a whopping
$40.000 as a kit, while the current Zeus toolkit sold for about
S400) when it first hit the market. But the market pays what the
market can bear, and most first-timers can find less expensive
options that are easier to sustain.

Do-it-vourselfers who don't care about things like patches
and full support can find “cracked” versions of some of
these toolkils (or ways to disable their licensing code) for
free. There's also an option to pick up older but still sup-
ported versions on the aftermarket. Zeus’ source code was
celeased to the world last year, sort of turning it into “open
source,” 50 vou can now purchase supported versions of it for
4125, plus 515 per month for updates to the code and %235
for monthly 24/7 new customer support. That could include
svervthing from helping a noob fix a misconfigured server Lo
doing a whole walkthrough of configuring the PHP scripts
and MySQL backends for the system over Skype. You could
always just use one of those YouTube guides. though, and
SAVE SOIME Money.

Budget Botnet Shopper’s Price: $125, plus S40/month

Frr ety i

Web Attack “Injector” Kits

The Zeus botnet's market dominance has created a whole addi-
tional ceosystem of software add-ons to make its bots do vari-
ous things. A big part of that market is “injectors”—the add-on
modules that tell the bot what to wartch for in browser activity
and what code to inject into the browser when it visits targeted
websites,

There are financial botnel injectors that insert Web code into
banking sites. These injectors try Lo grab your personal infor-
mation to hijack your account, make wire transfer withdrawals,
or even change the values presented in your online statement 1o
conceal all of it.

Other types of injectors could he used for things like
click-fraud —changing the links that users click on Lo direct
them to different websites, while sending a referral code o a
Web advertising provider to collect the pay-per-click. Some
new botnets have heen configured to simply generate clicks in
the hackground on webpages without the computer user seeing
them. creating ad revenue without the user scratching his head
about why he ended up on a Russian porn site instcad of the car
insurance site he was trying to visit.

Beginners can buy injector packs for a set of banks through
marketplaces and pay for direct support to help install, tune and
customize them, In some cases, these require some server selup
as well to properly harvest the data colleeted. It sounds com-
plicated, but there ure peaple happy to help you figure it all our
for a small fee.

Budget Botnet Shopper’s Price: $80, plus $&/month for
support.

An Exploit Tool or Service

In order to take command of victims’ PCs, a bot herder needs
a reliable way of defeating the basic security provided by oper-
ating systems, browsers, and e-mail anti-virus scanners. That
usually means relying on an “exploit pack™ or some other
crafied application exploit.

The modus operandi of most bot herders is to use Web links
as the delivery method for their malware, sending out streams
of spam to potential viclims in the hope that someone will fall
for their social cngineering. One click leads to a webpage sclup
to drop a package of nastiness on them, There are ready-made
exploil packs, loaded with code written specifically lor the pur-
pose of planting malware on viclim's PCs that can he purchased
and installed on a Web server or “rented” as a service.

Botnet builders can rent capacity on these services or out-
right buy them. A Phoenix exploit kit (like the onc used to
seed the recent Bamital botnet), can be purchased for $120.
plus another $38 per month for patches and technical suppott,
according to Goneharov, BlackHole, another market leader in
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exploits, offers its latest and greatest as a leased service for
£50 a day, with extra fees for traffic overages. BlackHole also
comes with an Oracle-like annual license for those who want
to deploy on their own server. That costs 81,500 per year, with
various add-on functionality fees.

Budget Botnet Shopper’s Price: $120 for the kit, plus
$3%/month for supporL.

Crypters and Dropper Builders

The problem with just pushing a Zeus bot in its raw form out
to targets through an exploit is that the Zeus hot is hound Lo
be detected by antivirus soltware because of its signawre. To
prevent that, botnet-herders turn to “dropper” malware that dis-
anises the bot trojan, delivering it in encrypted form to disguise
the file signature of the trojan and its asscclated files.

Creating a “dropper” requires the services of a malware
“crypter’ Some are sold as straight software, with added ser-
vices to see if the signatures of buill droppers have been picked
up by antivirus companies’ databases, Othurs arc sold purely as
a service, with timer-based licenses, and may include the anti-
virus signature check as a huilt-in service,

There are even crypter services now available on the Web,
delivered as a service. One such service offers dropper-building
at the rate of 87 per “sample.”

Another key to not getting caught is “antisandbox” code that
detects if the malware has been dropped onto a sandboxed sys-
tem or virmeal machine—such as those used by digital forensics
experts and security analysts. If the code detects that it's been
deposited inside such a svstem, it can prevent the botnet trojan
from being deployed and giving up the nature of the code it car-
res. Antisandbox code is a feature of some crypters,

If you wanl to save some money—and aren’t particularly
concerned about whether yvour bot gets picked up after a while
by antivirus scans—there are sites offering “cracked” crypter
kits for frec,

Budget Botnet Shopper's Price: $20/month for crypler
and accessory licenses.

Special Delivery: Spam and
Social Engineering Services

But wait! You still have to deliver the exploit link to drop your
botnet package on your unsuspecting (or possibly suspecting)
victims. How do you get them to click on that link? The tradi-
Lional route is by blasting semi-convineing spam messages and
hoping people are dumb enough to click on a link in them to
see a video, download a document, or reconfirm their PayPal
information,

That typically means buying a spam hlast. often from
hotnet operator. Some spam-masters have moved their {
social networks and charge not per message but per hi.
spam out to social networks and over SMS with clickja
using “horrowed” credentials or leave it to the professic
do it for you for around a buck per thousand targets.

But that's the old-fashioned way, The new-lushioned
to use “spear-phish” attacks that use social informatio
the target in some way that convinges them to click t
either through a social network message in a comp
account or an c-mail that appears to be from a friend
want to make it even more convineing, you can alwi
someone to hack a victim's e-mail address fo get accesy
account and contacts, Then it's as simple as posing as
tim to fool all their friends,

For beginners, spam remains the best bet. It can be
hit a variety of potential targets and it's relatively cheay
spamming services can run as little as $10 per 1 millior
addresses, with better services based on stolen cuslom
hases running five to ten tmes as much,

Budget Botnet Shopper’s Price: $50 for an initial
qualified addresses.

Economies of Scale

Using our hudget shopper prices, that adds up to about :
the first month of operation,

Mone of these purchases guarantee success, ohviou
it could take multiple spam attempts and help from ot
cialists to finally cstablish that botnet you've dreamed ¢
then, the payoffs are not necessarily that big, There's 4
hotnets already out there and bomet herders may be ug
a short window before detection,

On the upside. it’s an easy game lo buy into—unlike
ger, more enterprise-scale cyber-crime rings hehind biy
rate data breaches, While the whales of the cybercrin
may share some of the hasic technology approaches w
smaller cousins, they have more in common with
lectual property stealing “Advanced Persistent Threat
hackers alleged to be associated with the Chinese
{though they may surpass them in skill), Trend Mic
Technology Officer Raimund Genes said during the [Z
ing that he thought the recent alleged Chinese APT
had been uncovered largely because they lacked the fi
Eastern European cybercrime mings.

The bigger financial hacking organizations—uwhil
small number of organizations of hundreds or perh:
thousands of people—operate in their own closed
sometimes on “darknets,” where you can coly gain a
being invited. While there's some use of botnets by 1l
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evber-crime rings, they tend o want to protect their investments
in the more specialized, targeted anack rools they use. Botnel
st 15 sparse in that space. “Once they get access to the environ-
ment,” Percoco said, “they then deploy custom picces of mal-
ware Lhal are sometimes written from scratch, brand new, never
bean utilized before—and they plant them on specific systems
within the environment.”

As a result, the data breaches caused by these targefed
hacks can go on for months, even years before being detected.
A study released by Percoco's team at Trustwave in February
found that the average targeted attack went more than 210 days
before it was detected, And this detection was usually because
of a customer complaint or notification by law enforcement or
4 pavment processor, not because antivirus software detected
the hack. At some companies, the hacks lasted more than three
vears without being detected, all while millions of credit card
transactions and other data were being pumped back to the
hackers,

Botnet operators generally go hig or go home in their
atlacks. But the tools they use can just as easily be applied
to the long game if they're used in a targeted fashion and
they apply some of the lessons learnad by the hig-time hack-
ing organizations. “Swiss Army Knife” botnets and remote
administration tools can be used as part of a poor man’s APT
by those who are willing o take the time to do the research
and social engincering to get their malware in the right place.
And just because Zeus and other botnets are a known threat
doesn't mean they can't be used in stealth, According to the
sile ZewsTracker, the average detection rate for Zeus binaries
by anlivirus software is only 38 percent. And that’s for known
Zeus botnets,

So take heart, would-be botnetter. With the market saturuted
with tools, & community of several thousand known botnet

operators, and new ways to profit emerging every day, vour
first botnet could bear a return on investment hundreds of times
larger than what you put in. You don’t need to know the first
thing about coding. Though a lack of morality wouldn't hurt
either.

Critical Thinking

1. Ciiven the editors of this reader (or of Ars Technica) are nol
training huckers, why do you tink this arlicls was written

wnd why does it appear in this reader? What are the principal
lessons a non-hacker should rake away from this article?

If there is @ known online marketplace for cybercrime software
and services, why do vou think it is that the authorities simply
dont shut it down?

]
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Are We Losing the Battle against Cyber Crime?

JoHN SEABROOK

Learning Outcomes
After reading this article, you will be able to:

* Tnderstand what cvhercrime is, as differentiated from
traditional erime.

« Understand what cybercrime is, as differentiated from
hacktivism, and cyber espionage.

* Be familiar with specific terminology of cybercrnime used
by Seabrook including: botnet, DDoS, phishing, spear
phishing, key logger, malware, and rootkit.

ichard McFeely, of the FB.L, is a former insurance
R adjuster from Unionville, in eastern Pennsylvania

horse country. He has a friendly face, meaty hands, and
a folksy speaking sryle that doesn't seem very FB.I.-like. “Call
me Rick,” he said, when I met him at his office, in Washington,
coming around his wide desk and gesturing toward the soft fur-
niture in the front part of the room.

MecFeely, who is fifty-one, and whose official title is execu-
tive assistant dircetor ("EADL in office shorthand), oversees
about sixty per cent of FB.L operations, including the Cyber
Drivision: some one thousand agents, analvsts, forensic special-
ists, and eomputer scientists. The bureau has made several high-
profile takedowns in recent years, including the dismuntling of
the Coreflood botnet. a network of millions of infected “zom-
bie” computers, or hots, contrelled by a Russian hacking crew,

“But we are just touching the tip of the surface in terms of
whal companies and what government agencies are at the most
risk,” MeFeely said, shaking his big head ruefully. “We sim-
ply don't have the resources to monitor the mammaoth guan-
tity of intrusions that are going on out there” Shawn Henry,
McFeely's predecesser at the FB.L, told me, “When T started
in my career, in the late eighties. it there was a bank robbery,
the pool of suspects was limited to the people who were in the

vicinily al the me. Now when a bank 15 robbed
suspects is limited to the number of people in the
access to a five-hundred-dollar laptop and an Inter
tion. Which today is two and a half billion people” .
of stealing just one person’s credit card, you can
millicns of people at the same time. This may hav
when, in 2011, PlayStation's gaming network was
its members’ credit-card dara compromised.

“It's not the eighties.” Tony Stark sneers, in “lron 2
one says ‘hack” anymore” Hacking used to mean hip
ogists who wanred to set informarion free. Now hac
organized criminal gangs, working out of the former
who steal finaneial information; or state-afTiliated spi
who are carting away virlual ruckloads of intellectu
or sahoteurs in Iran or in North Korea who are tryin
or destroy critical infrastructure—not o mention al
scale eriminals downloading hacking tools and laune
because this shit is cool and you can't get caughr.

General Keith Alexander, who is the head of the
of the U.S. Cyber Command, has called the loss ¢
industrial secrats and intellectual property to cybe
“the greatest transfer of wealth in history.” Plans f
jet fighter, source code from Google, and details @
Cala’™s 2004 bid to buy China Huivuan Juice Grou
stolen. The Times and the Wall Street Jouwrnal both
January that Chinese hackers penclrated their ne
year, apparently in order to gather intellizence aboy
stories on Chinese officials. Until recently, the UL
reluctant 1o publicly accuse China of spving, but
Tom Donilon, President Obama’s national-secur
spoke of “cyber intrusions emanating from China o
edented seale” This month, the Pentagon released
bluntly accused the Chinese military of cvber espio
denies these accusations.

China i= by no means our only cyher-zecurn
Crrganized criminal gangs, leosely atfiliated with 1
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constitule an entirely new category of threat. As the world
moves online, traditional boundaries break down, and whether
it will ever be possible Lo secure the Internet is an open ques-
tion. McFeely, his voice rising plaintively, said, “The cyber bad
guys have evened the playing field! In the past, we knew it was
the traditional big players who were spying on us. Now you
get these small countries that are trying to gain a competilive
advantage in some industry. So they can go and hire a hacking
group, specifically target a company, and steal vears and years
of R, & D7

In Qctober, Leon Panetta, the Defense Secretary at the time,
warned that “an aggressor nation or extremist group could
ain control of critical switches and derail passenger trains, or
trains loaded with lethal chemicals.” resulting in a “cyber Pearl
Harbor” Privacy advocates criticized the stalement as scare-
mongering, suspecting that Panctta's ulterior maotive was [0
increase government oversight of the Intemnct. Approximately
cighty-five per cent of the critical infrastructure in the 1.8, is
privately held, and the government's authority over it ix lim-
ited, The Cyber Security Act of 2012, which would have asked
companies to comply with basic security regulations, died in
the Senalc last vear. Republicans thought that the regulations
would be too expensive and would entail too much government
oversight.

The Department of Homeland Security reported a hundred
and ninety-eight attacks on critical U.S. infrastructure in fiscal
year 2012; there were just nine attacks in 2009, These included
the penetration of twenty-three oil and natural-gas pipeline
operators and six attacks on nuclear power plants, Last year,
hackers also broke into an unclassified network in the White
House Military Office. In all these cases, the intruders seemed
more interested in snooping than in sabotage, though they could
return, with more sinister intentions.

A large part of the nation’s financial infrastructure is also
under siege. The most furions wave of assaults began in Septem-
ber, when almost {ifty major U.5. banks suffered “distribured
denial of service” (DDoS) attacks, in which botnets—which
can be controlled from afar with remole-access tools, known
as RATs—directed high volumes of traffic to the banks® Web
sites, causing them to run slowly or to crash altogether.

In many cases, the EB.IL knows where cyber attacks origi-
nate, and in some cases it knows who the attackers are. Much of
this information is gathered by the National Cyber Investigative
Joint Task Force, an interagency group. based in an undisclosed
location near Washington. But, even when hackers are identi-
fied, law enforcement is often powerless to confront them. “If
vou look at the typical attacks on a bank.” McFeely said, “maost
of the attacks aren’t coming from within the U.5. What's the
stomach of our policymakers here to conduct a unilateral oper-
ation on foreign soil?

“T get sick 1o my stomach when 1 see that stuff,” McFeely
went on. “We literally watch our intellectual property leave
the country. But, if we do stop it, we lose sight of the rest of it

The bureau would end up revealing its sources and methods
to the enemy, while the hackers would simply move on to
another target. “So it's a huge conundrum for us. Could
the U.S. government do something about these attacks that
the financial sector has been undergoing for over a year? Of
course we could. The question is, what are the triggers that arc
going to cause us to take action and what will the impact be?"

From the earlicst days of the Internet, the basic approach
to network security has been to play defense. The idea is to
secure the perimeter of a network with firewalls and intrusion-
prevention systems that keep “blacklists™ of suspeet bits of
code, and rely on algorithms which detect suspicious patterns;
the algorithms are constantly updated as new threats emerge.
Tom Kellermann, a vice-president of Trend Micro, a cyber-
security firm based in Cupertino, California, calls this approach
“the citadel paradigm.” It depends heavily on antivirus software
and users’ diligent updating of it. “You keep the crown jewels
on the inside, and you build electronic walls and a moat around
thern.” he told me. “Tt's like the Federal Reserve in lower Man-
hattan, where the gold is kept.” This type of strategy works well
when the attacks are opportunistic and random: the intruders
are simply searching for an easy way in.

In recent years, however, the citade] paradigm has becn bat-
tered hy so-called “targeted attacks.” in which the adversary
goes after a particular government agency, company, or indi-
vidual, with a specific goal in mind. This kind of determined
adversary often uses a relatively sophisticated e-mail scam
known as “spear phishing.” Earlier phishing attacks tended to
be clunky and scattershot, like the bogus-looking e-mails pui-
portedly from Google asking you to verity your log-on infor-
mation, or Nigerian banking scams, or the “"Help. I've been
robbed in Dublin, can you wire money to Western Union”
e-mails supposedly from a friend but actually from a con artist
who has hacked your friend’s e-mail account. The flimflam was
easy to sniff out, generally because the spelling was atrocious
(bad guys apparently don’t use spell-checkers). Toying with
these hapless thieves—"I have wired a thousand dollars to the
local police station, vou can collect your reward there"—used
to be good sport.

But a spear-phishing e-mail is railored especially for you.
Not long ago, the National Association of Manufacturers
received an e-mail purportedly from a reporter at Bloomberg
who was working on a story about the group, with an Excel
spreadsheet contained in an enclosure. In fact, Chinese hackers
had spoofed the reporter’s e-mail address, and the enclosure
contained espionage-related “malware™: malicious code.
Social networks make it much easier for hackers to imperson-
ate friends and colleagues. “Here are the numbers we spoke
about at last night's party”—the one vou posted pictures of on
Facebook. Downloading the attachment silently installs the
malware, without your noticing; later, you may wonder why
your computer’s fan is always on (it's because the hacker is
using your machine’s extra computing power). Mow you've
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got a RAT in your machine, which can capiure Your pass-
words, credit-card numbers, and banking information, and can
fUT OGN YOUr computer’s microphone and camerd. {Around this
magazine's offices. people have srarted putting Post-1t noles
over their Mac's little Cyclops-eyed cameta.) Your machine is
now part of a bolnet {in China. bots arc called “meaty chick-
ens™), and can be used to launch denial-of-service attacks or
send oul spam.

RATs also work on smartphones, tuming them into ideal
spying and tracking devices, you bug vourself, hasically, MNo
pne is safe. A computer {and therefure any petwaork) can be
infected 1f you simply open an e-mail or visit the wrong Weh
cite. And anyone can he hacked. Even R3A, the maker of the
SecurlD tokens thal are supposed 1o keep intruders ofl net-
works, ool hacked when an employes clicked on an cnclosure
in a spear-phishing e-mail with the subject line =2011 Recruit-
ment Plan.” ostensibly from heyond.com. a career-advancement
Web site, and inadvertently installed malware on his computer.
The hackers then captured passwords from that computer and
psed them o gain AcLess 10 other machines on the network and
steal some of RSA’s data. which, in turn, allowed them 1o hack
RSA's clients using duplicates of the now compromised secu-
rity tokens. RSA subsequently offered 10 replace or monitor all
of its tokens, which, as of 2009, numbered forty million. The
same spear-phishing artack affected more than sevel hundred
and fifty other companies, including about a fifth of the For-
{une 100, Dmitri Alperoviteh. the co-founder and chief technol-
ogy officer of CrowdStrike, & private security firm, summed all
this up for me by saving. “The idea that any company in the
world is going to be able 0 protect itself against an intelligence
cervice or an armed military unit of another country is, quile
frankly. ridiculous.”

There are simply too many Ways for an attacker Lo get inlo
your computer now. If you log on e the office network with &
smartphone, o if you cary a laptop belween work and home
{a workplace trend known as B.Y.O.D., for “bring your owi
device” aithough 1 heard security people say that il means
“Bring your owin disaster”), you make it very easy for intruders
1o enter the office network, “Tn fact, some of the biggest gspio-
nuge cases We're working on right now invalve the home-to-
work commating thing,” McFeely told me. “The company can
have oreat security within its own walls, but as s00n &5 it tran-
sits out you're at the mercy of the weakest link in the chain.”
With Wi-Fi hot spofts, which can be casy 10 tap into, popping up
everywhere, and with ever mors petwork-enabled devices enter-
ing both the office and the home—smart TV, smalt front-door
locks—intruders have 2 panoply af ways o break into vour life.
Qeveral years ago, Best Buy wus discovered to be selling di mital
picture frames that had been infected with malware.

“LJp until four years ago, We kind of had a handle on this
shit” Tom Kellermann says. “Yirns scanning and eneryprion
amd Brewalls were doing a pretty pood job, But the latest attack

kirs are bypassing those perimeter defenses. which is wh
paradigm has Lo shift.”

| spent a day inside the citadel, with Google's securily
ar the company’s headquarters, in Mountain View, Calif
As part of its mission 10 organize Lhe world's inform
Google trics o provide its users with a secure way 10
it. Google doesn't guarantee that it will protect ils Cus!
from cyber criminals and spics, but it has devised a nun
ways of alerting users o suspicious patterns that its =
algorithms pick up. The company has been unusually
coming about altacks. In January, 2010, for exampie,
announced that it had fallen victim to an attack that ©
he known as Operation Aurcra. (Al least twenty othe
panies, including Adobe, Intel, and Yahoo. were hit, 1
Google was the first to make the information public.)
quent analysis by ey ber-security experts supgested that
affiliated with the Chinese government were hehind th
and that they had exploited a vulnerability in Internet |
o gel onto Guoogle's network and greal some of 118 50Ul
Gooele's chief legal officer, David Drummond, wrote
have evidence to suggest that a primary goal of the
was accessing the Gmail accounts of Chinese bhum
activists” Although only two (rmail accounts wers
mised in the atack, Drummond said that the ensuing |
rion revealed that the accounts of dozens of Gmail us
U.S.. China, and Europe who are advocates of hu
in China appeared to have been routinely accessed
partics,

Scrgey Brin, one of Gaogle's co-founders, told o
iqvests a lot of time in keeping his security Leam !
“Corporale security teams are often low in morale,” b
Octoher, at a conference in Arizona. (Brin, dresse
cycling duds, was sporting Google Glass, Google’s
gyewedr; sometimes 1 couldn’t tell whether he was
me or to the screen inside the lens.) He continued, ™
pOrations, people don't understand what securily pe
the most part, and no one pays attention Lo them wy
thing zoes WIong. Frankly, a lot of companies aren’
ested in sceurity. They say they care, but they really
are vulnerable, they can't do that much aboul it, and
it. They're just waiting for something big o ha
meets with the security leam every Friday, (o reviev
catalogue of threats. Because Google and ils users
Ihousands of imes each day. there 18 psually much

The team at Gougle is led bY Eric Grosse, a 80
neer who came from Bell Labs. and includes Linus
oversces security tor Google's browscer, Chrome;
who handles Web spam; Niels Provos, who leads C
malware efforts; and Shane Huntley, who works
threats, which include state-sponsored espionage
paradigm WwOTkS heter in some of these areas th
Google's anti-spam cfforts are the brightest ot |
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landscape; spam is exactly the sort of mass, upportunistic attack
that the defensive strategy was designed for. Web spam, which
logeed up scarch-engine results, and unsalicited  e-mails
advertising prescription drugs, penis-enlargement methods. and
-asinos, which threatened to sink the Internet in the early two-
‘housands. have been all but eliminated by Google's anti-spam
algorithms, *We like to say the spammers have the numbers,
we have the math,” Cutts told me.

Grosse and 1 discussed passwords, often the weakest link in
‘he seeurity chain, The recent takeover of the Associated Press’s
Twitter account by Syrian hackers, which caused a momentary
hundred-and-fifty-point drop in the Dow, is an example of the
gind of havoc a stolen password can bring about. "My gl
i 1o get rid of passwords completely,” Grosse suid. “Perhaps
vou will still have a password bul it wouldn't be a prime line
f defense” In the short term, however, more passwards, not
sawer, seems to be the solution. “We rolled out this two-step
cerification”—using two passwords, essentially. “The higgest
sroblem is people can't be expected 10 remember two hundred
~asewords. T mean, 1 have two hundred passwords, and they're
211 different and they're all strong.”

“How do you remember them?” [ asked.
“I have ta write them down.”
“Bul then that piece of paper could be stolen.”

“Yeah, but if your adversary is somebody on the other side
i the ocean he can’t zet the piece of paper you have in a safe
a1 hame. If you're trying to guard against your roommate, then
vou need a new roommate.” fith the two-step process, you
~sgister your mobile number, and when you enter your first
sassword, Google texts a unigue code Lo your phone, and then
vou enter that,

For Upson, who works on securing Chrome, the principal
freat is what's known as a “zero-day exploit”: a kind of vulner-
shility, cither in an operating system of in an application such
s Flash, Quicktime, or Chrome itself, through which intrud-
-rs can sneak into a computer. (Because the exploit 1 cither
“nknown to the software vender, or has not yet been patched, it
< said to have zero days of remediation.) Exploits can sell for
~undreds of thousands of dollars en the black market. Upson
d me that Chrome updates itself automatically to fix known
=xploits, rather than requiring the user 1o do it. But if an adver-
sary does find his way into your machine through an unpatched
~ole, he said, “you are better off just throwing your computer
sway and starting again with a new one, because there are s0
=any places for the malware to hide.” That's especially true if
e hacker uses a “rootkit” a type of malicious software that
-an conceal itsell from the antivirus software that is supposed
+ detect it, making cleaning your machine extremely difficult.

One of the Eastern European crews’ favorite ploys, Provos
oid me, is to masquerade as an anti-malware company. “You
=0 10 your computer and your screen flashes and vou get this

dialogue box that says, “We found all this malware on your conl-
puter and you are really in deep trouble, but don't despair, if
you pay forty dollars right now you can download this security
solution.” So now the malware authors have got forty dellars and
they also have complete control of your computer.” Tha latesl
wrinkle in this style of attack is “ransomware”—a program that
encrvpts your hard drive and sends you @ message that appears
w come, for example, from the FB.L's Cyber Division, say-
ing that it has detected child pornography or pirated sottware
on vour computer and instructing you where to send money, in
order to unencrypt your data.

Statc-sponsored political espionage is perhaps the most
difficult challenge the Google team faces. Chinese largels
include the so-called “five poisons™: the Falun Gong. Taiwan,
the democracy movement, and Uighur and Tibetan separatists;
even the Dalai Lama's computers were hacked. But China isn’t
alone in practicing cyber espionage. Oppressive regimes from
Syria to Bahrain use the latest cyber-surveillance tools, many
of them made by Western companies, Lo spy on dissidents. Fin-
fisher spyware, for example, made by Gamma International, a
U.K.-based firm, can be used to monitor Wi-Fi networks from
a hotel lobby, hack cell phones and P.C.s, intercept Skype con-
versalions, capture passwords, and acrivate cameras and micro-
phones. Egyptian dissidents who raided the office of Hosni
Mubarak's secret police after his overthrow found 2 praposal
from Gamma offering the state Finfisher hardware, software,
and training for about four hundred thousand dollars.

Shane Huntley told me, “Our analysis shows that if you
are engaged in democracy movements or talking about human
rights there is a much greuter than fifry-per-cent chance that
you are going to be the subject of a targeted attack.” He added,
“We found that a range of high-level U.S. officials were also
having their accounts hijacked” by spear-phishing schemes.
“The breadth and depth is kind of amazing”

“It's clear now that relying on rraditional tools like antivirus
alune is not sufficient for defense.” Eric Grosse said. Today, he
said. the various social-engineering attacks, like spear phish-
ing, “are actually quite good at tricking and ensnaring viclims.”
To counter these threats, he went on, “dynamic defenses that
evolve almost instantaneously” are required. “For example,
attackers who use compromised Weh sites to deliver phishing
pages now often have to shift the location of their sites within
a matter of minutes to avoid being caught by software that
blocks them.”

Adam Mevers, who is the head of intelligence for Crowd-
Sirike. the sccurity firm, walked me through a hypothetical
corporate-espionage attack coming from China, Mevers, who
is tall, techy, and wears four small earrings in his left ear (three
in the lobe and one higher up, in the cartilage), began by not-
ing that many patterns of corporate espionage bear a suspicious
rasemblance to China's five-year plans for medernizing the
country's infrastructure. The scenurio he conjured up involved
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China's South Sea Fleet, one of three fleets that make up the
naval branch of the People’s Liberation Army, or BL.A, The
Chinese navy is known to be interested in expanding its capa-
bilities from green-water activitics—near 1o shore—and build-
ing up a bluc-water, or deep-sea, presence. To do that, il needs
1o advance its satellite communications, boat building, robotics,
and other technologies.

“Sa the PL.A. naval officer savs to his intelligence forces,
‘Here's the five-year plan,’™ Meyers said. “He's not vsing the
military’s élite hacking crews, hecause he doesn’t want this
traced hack tw the military. But there are plenty of crews for
hire that are only looscly affiliated with the government, so
he uses one of those, He says, ‘Gel me everything you ¢an on
these weehnologies.” So they go out and start their operation.

“The first thing they need to do is get access. That starts with
apen-source intelligence collection—same way you'd start a
story, | imagine. They find out who the key people are at the
tech companies theyre interested in, and do a Google search,
They get people, facilities, potentially who the company's soft-
ware vendors are, and what kind of security software they run,
They get the jarzon they can use Lo start crafting an attack. And
if they can’t get access to you they will ind out who your part-
ners are and get aceess 10 them, It's all about exploinng a trust
relationship.

hen they run all the names through sccial media—
Facehook, Twitter, Linkedln—and map your personal relation-
ships.” The spear-phishing c-mail “could be a weaponized press
release.’ Mevers continued. “If it"s The New Yorker I'm after, 1
send your PR, people an e-mail saying, ‘Hey, we've got evi-
dence your reporters are paying people for stories, we're guing
to go to press with this in the next twelve hours’—and attach
the link. Chances are you are going to click on it” Attacks
follow marketing guidelines on what day and time is best to
send out e-mails that people will open. “Like Tuesday, late
moming. Or they’ll send something on a Friday, before a
three-tlay weekend, because they know all the Americans are
going away. Memorial Day is a big one. Then they've got unril
Tuesday before anyone even thinks of doing work"—giving
them plenty of time 1o nose around the network,

Mevers showed me an e-mail that one of CrowdStrike's
customers had received from a Chingse hacking crew, with the
identifying information redacted:

Dear Sir. | am writing to you to ask you for some infor-
mation zhout [BLANK]. Our company plan to purchase
five sets of [BLANK]. We are now ask for quote on this
product. . . . Looking for your reply.

Below was an attachment with the header "Derails About
Requirement.”

Mot particularly convincing, 1 said, noting the poor grammar.

“Yeah.” Meyers replied. “but if vou're a sales guy and vou
see this come in the middle of the first weck of the first quarter,

and the jguy plans to purchase five, and this is a n
lar product—that's a five-million-dollar deal. So v
up, it triggers a bug, and your Adobe Reader erash
adversary controls the flow of that crash, As it goe
installs the malware. So now they're in. They estab
door and then start looking at your system (o see whi
are running.”

In targeted amacks, the intruders generally koow e
they are looking for, and can use your search fools
around not just your computer but the office networ
to move around, because most networks are built 1i
“crunchy on the outside, but soft and chewy in tk
Meyers said, meaning that the networks lack stro
security, “They install a key logger, dump your pass
om the microphone, turn on the camera. Then they p
different rype of malware, so while the security guy
fiving and having a cup of cotfee, the second malws
lished znd the hackers are still in. And, worse, we
stopped the problem. Then they push down tools
them to move laterally across the network. Whe
what they're looking for, they'll compress it, and en
exfiltrate it. And they'll leave a back door behind L
they can come back in the future.”

Tf the old paradigm was the citadel, the new par:
Kellermann, of Trend Micro, conlends, is the pris
not trying to build the Federal Reserve, you're fryi
Rikers Tsland, Tnstead of trying to keep the bad gu
keep them in, or vou let them in the bascment whes
your Rottweilers, and you make life miserable for
they are in, so they won't want to come back.”

What would a cyber prison look like? To gera b
spoke with Shawn Henry, With his shaved head and
lis tough-guy demeancr, Henry is the G-man from
ing, Having retired as the E.AD, oversesing the F
Division last vear, he is now a senior execulive at €
{where he continugs to work with the former dep
the Cyher Division, Steven Chabinsky, whom he br
company ). Part of his job is to impress clicnts with
and the scope of their cyber-security problem. His
ing eyes squint into a grim [ulure as he conjures up ¢
and our lack of readiness for them. “When the elect
alent of planes crashing into buildings oceurs,” h
the lights go out, T guarantee you the public will be:

CrowdStrike, which has an office in Crystal Ci
is one of 4 new generation of security companies, &
Eye, Damballa, and Mandiant, that offer clients
active strategies—security and intelligence-gatheri
hring the fight to the atacker in yvour system, “The
matce measure wis, Can you keep a determined a
your network,” Henry told me. “The new measun
necds to be, How soon after they get access can yo
sa you can take immediate action.”
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In one instance, which Dmitri Alperoviteh, of CrowdStrike.
cited approvingly to me, the government of Georgia lured a
Russian hacker, who had been breaking into government minis-
tries and banks for more than a year, to a machine that planted
spyware on the hacker’s compuler and used his Webcam to take
his picture; the photographs were published in a povernment
report. “The private sector needs to he cmpowered to take that
kind of action,” Alperovitch said.

But thar kind of action, which is generally referred to
a5 “hacking back) is illegal in the 1.5, The same broad-
reaching laws, grouped under the 1984 federal Computer
Fraud and Abuse Act, or C.EA.A., that the government uses
to go after people like Aaron Swartz—ihe twenty-six-year-old
activist who downloaded millions of articles from the JsTOR
database— also limit private companies’ powers Lo take offen-
sive action. However, the C.EAA. is notoriously vague and out
of date, “There are gray areas,” Alperovitch told me. “What il
the hackers stole malware that you had planted inside your net-
work. and infected themselves? Is that illegal?”

Could those same gray areas allow the povernment hack
you? During Henry's lime at the F.B.L, the agency developed
malware and spyware for possible use in criminal investiga-
tons. In 2001, the FB.L confirmed the existence of Magic
Lantern, @ type of spyware that comes in an e-mail attach-
ment. At the time, the agency denied that the spyware had been
deployed. But in 2007 the FB.I obtained a court order to use
a similar program, called a “computer and Internct protocol
address verifier” or CIPAV, which works much the way that
RATs do, secretly monitoring a computer’s use remotely,

At CrowdSirike, Henry might not need to obtain a court
order 1o use malware, depending on how it is deployed. How-
ever, he said that he has no intention of violating the C.EAA.
“We don't hack back.” he said. “We don't take aclions that are
illegal. I've been enforcing the {.FA.A, for fifteen years. and
I've put a lot of people in prison for violation of that law. So
we're not doing that, But,” he went on, “therc are a variety of
things we are able to do from a deceptive standpoint that don’t
involve putting malicious code on hackers’ machines. Fecding
themn misinformation, giving them the wrong trade secrets. You
can't give them the wrong plans for a plane, or the wrong drug,
because people die. But if it's business plans, tactical imforma-
lion, it's different.”

Orin Kerr, a professor at George Washington University
and an expert in computer-crime law, argues that back-hacking
could easily get out of control, He also told me, “Tt’s hard o
know if you are targeting the right person. It's easy 1o disguise
your location online, so it's casy 10 creatc false impression
that someone clse was behind the attack.” Bul Stewart Baker,
the former head of eyber policy for the Department of Home-
land Security, maintains that in certain cases hacking back
should be within a victim’s rights. “If you had a motorcycle
in your garage, and your neighbor stole it, and you could see 4

rrail of oil leading from your garage to his garage. vou'te going
to go get it back” he said, “And I don't think & court of law
would convict you of trespassing. So, if you hack my intellec-
tual property. shouldn't | be able Lo get it back™

Most hacking crews have characteristic digital signatures,
cryptography keys, and methodologies of attack, and all that
information could he used to identify them, and possibly arrest
them. But the information is rarely shared between the pub-
lic and the private sectors. When the FB.L detects a cyber-
sceurity breach at a company, agents show up at the door with
guns and badges and inform the company of the break-in, but
they don’t reveal who the intruders were, or what they were look-
ing for, because that information might compromise the FEB.L's
sources and methods. And when a privale company discovers
a security breach on its own (on average, morc than two hun-
dred days after the initial intrusion), it generally doesn't share
the information either with the EB.L or with the public, fear-
ing the impact on its parmers, investors, and customers, Even
private companies aperating critical infrastructure sometimes
decline o cooperate with government investigations of cyber
attacks on their facilities. “Some of these companies are gov-
amment conractors—they work with us!” Melieely told me.
“That docsn’t seem right.”

Alperovitch said, “Everyone is focused on malware in the
security industry, Bul malware isn't really the problem. Orga-
nizations think they have a malware problem; in reality they
have an adversary problem. Someone is coming after them for
a reason. People say attribution is impossible, but there are two
fallacies with that. If you are doing multiple attacks, over ycars,
the possibility of atribution goes up. And the sceond thing 15
we bermoan the lack of privacy that we have online, but thal
makes it harder for an adversary to operate in cyberspace with-
out leaving a huge digital footprint as well”

Adam Meyers, CrowdStrike's intelligence director, showed
me a picture of a Chinese hacker who had penetrated one of its
client's networks. CrowdStrike used the hacker’s unique cryp-
tography key to trace him hack to a Chinese university, where it
was able to identify him by name, and then find his picture on
a social network.

Alperovitch pointed at the young man. who was wearing a
tie and a short-sleeved dress shirt and leaning on a larpe rock
with three Chinese symbols on it. “This makes it personal,” he
said.

A sccond picture, also taken from the hacker's social-
network page, showed the man in military gear, posing with &
squadron of other, similarly clad men.

“Louks just like PL.A., right?” Meyers said. “We thought
we'd hit gold” But, on closer inspection of the uniforms, it
turned out that the men were dressed for painthall,

Looming darkly over this almost Mordorian cyher threat-
scape is the prospect of cyber war—a furre conflict fought with
weaponized code that can do physical damage to infrastructure,
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and potentially kill people. So far, the only nations known
to have deployed such code are the U.S. and Tsrael. Working
together, the two countries produced the Stuxnet worm and,
reportedly, Flame, a high-grade cspionage tool. Stuxnet, dis-
covered in 2010 but deployed as early as 2007, was designed o
attack Iran’s nuclear facilitics by exploiting multiple zero-day
vulnerabilities in Microsoft's Windows: it reportedly destroved
about a thousand of the centrifuges used to cnrich uranium, by
causing them to spin out of control. Iran is believed o have
retaliated by launching many of the 2012 DDo3 attacks on 1.5,
banks and by infecting the oil company Saudi Arameo with s
virus that damaged Lens of thousands of its computers, with the
aim of impeding the flow of oil.

“This has the whiff of August, 1945, Michacl Hayden, the
former C.LA. and N.5.A. director, said of Stuxnet, at an event
at George Washington University in February, “It's a new class
of weapon, a weapon never before used.” A cyber arms race is
getting under way, and it is escalating, as the tools needed to
duploy weaponized cyber antacks spread around the world. (In
March, General Alexander, of the U.5. Cyber Command, told
the House Armed Scrvices Committes that he's establishing
forty new cyber teams, including thirteen dedicated to offen-
sive artacks.) Whether that conflict will be “hot™ or “cold” is
hard to say, because virtually all the government’s cyber opera-
lions against other countries are classified (neither the U.S. nor
Israel has taken responsibility for Flame), cloaked in the same
secrecy as our drone attacks. David Rothkopf, of Forefgn Folficy,
recently characterized cyber conflict as a “cool war” writing,
“Itis alittle warmer than cold because it seems likely to involve
almest constant offensive measures that, while falling short of
actual warfare, regularly seck 1o damage or weaken rivals or
gain an edge through violations of sovereignty and penetration
of defenses.” In any case. the Department of Defense recently
announced a fivefold increase in our national cyber forces.

And vyet, dire though matters appcar to be, the American
public doesn’t seemn particularly slarmed by our cyber-security
problem. Danger is evervwhere and also nowhere; being invis-
ible, cyber crime is easy to put out of your mind. In this respect,
at least, it is nothing like terrorism, which feeds on bloody
spectacles, martyred bombers, and public mayhem. The cyber
threat is faceless and creeps in on little cat feet, You know that,
like death, it's coming, but all you can do is hope that someone
will fix it before it comes for you,

There is nostalgia in the veices of security people when
they speak about the “zood old days™ of the nineteen-nineties,
when the gravest threat to network security came from com-
puter viruses, “Wasn't it nice?” Raimund Genes, Trend Micro’s
chief technology officer, said recently, waxing nostalgic about
Melinda, the 1999 computer virus, which, along with the I
Love You™ virus, of 2000, marked the end of the age of viruses

and the dawn of cyber crime. “A virus was highly visi
everyone knew somerhing was wrong with the system,
virus was just done for fun, There was no commercial
in creating viruses."”

Tom Kellermann told me, “Guys like me—I'm no
ing this anymore, It's like T'm a forest ranger, and |
the day T used to have to deal with forest fires that we
dentally set by campers, and now T have to deal wi
that are set by arsonists.” He added, *I'm looking a
shit, crazier crap every day, running on four hours
only ever seeing part of the puzzle, and evervone 1 k
the government who deals with this is completely fi
There's 3 multiplicity of actors, in a free-fire zone.
tired of people saving China this and China that. If it v
China. then at least we could creare inrernational nor
use diplomacy and other mechanisms that have been
tor hundreds of vears.”

30 is there any solution to our cyber problem? Every ¢
in connectivity and mobility seems to increase the poss
for crime.

“We're completely fucked,” Kellermann said. T b
new car yesterday. And the guy says, ‘Hey, man, do vo
vou can turn on a Wi-Fi hot spot in your car? 1 said,
the? He said, “Yeah, it's constantly on, bro, so all yc
te do is have any of your passengers synch their devie
and you can get high-speed Internet while vou are dris
said, ‘Are you fucking kidding me? Where is it? Turn i

Critical Thinking

1. In what fundumental ways does cybercrime differ from
rraditienal crime that mokes cybercnime a threat our sec
CAPCs express worry about?

. Seabrouk says, “From the earliest days of the Internet, tl
approuch o network security has been 1o play defense ™
what playing offense and defense means in this context?
are examples from the article of each? What are the pros
cons of each approach?

(]

Create Central

www.mbhe.com/createcentral

Internet References

Cyber Crime: Nailing the Botnet
wwrw businessworld. infrews/financefcyber-crime:-natling-the-
botnewd2484 8/ page- 1. heml
Cyher Thieves Steal $45 Million [PBS NewsHour.]
www.phsorgmewshousexinwdaily_videosieyber-thicves-greal 25
L5, and China Leaders Debatle Cyber Security [PBS News
woww, pbs orgfnewshour/exraidaily_videos/u-g-and-china-leaders
cyher securily

Seabraak. Johi, From The New Yoeker, May 30, 2003, pp. 6470, Copyright © 2013 by Joha Seabrook, All rights reserved, Reprinted by permiwion of the author



