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Learning Outcomes
After reading this article, you will be able to:

v Understand why many cvber attacks come from China
and Kussia,

*+ Discuss the anti-cybercrime objectives of Palo Allo
Networks.

s+ Describe what is meant by “application-shifl” and how i
presents a vulnarabilicy.

yber attacks on organisations’ data, be it financial or

otherwise, are increasing by the day, even as organ-

isations fry to protect their data, using various known
firewalls. The attacks have put some organisations out of
business, while those that still survive, suffer huge [inancial
losses regularly, especially in the financial services seelor,
where customers” accounts are targels of attacks,

Those involved in online hacking pay heavily to criminals
to get information from the database of companies or they just
aim at disturbing network operations by adding delays or even
shutting down websiles of competitor companies.

Many countries today are being attacked, and many cyber
attacks come from China and Russia beeause there are no clear
Jaws against cybererime in those regions, though statements
apainst it are pronounced in those countries. Most countries’
data huses are enerypted, especially in the banking industries,
corporate organizations, and government security agencies, but
they are still targets for cyber criminals,

Millions of naira and dollars are Tost due to frauds being per-
petrated in the hanking industry, which are mostly carried out by

cyber criminals, It is on this premise that Palo Alto Networks,
represented by Dizengoff West Africa Nigeriz Limited, is intro-
dueing the most advanced solution that will detect and defend
most advaneed and unknown thweats from cvber criminals.

About Cybercrime

The main goals of cyber criminals are o penelrate network, log
in, and actively operate programs inside it, as well as remove
sensitive data, They often use the information for terrorism,
fraud, or commercial intelligence. Tn many cases. cybercrimi-
nals often target mulriple sites and oreanisations to increase the
spread of the vires,

They also use large numbers of remote infected computers
ly generate massive, synchronized, and orchestrated attacks on
specific sites. When components in those networks crash, they
penatrate the nerwork.

With new variants of malware heing generated on @ daily
basis, many companies struggle to fight these threats, and the
majority of attacks are often left undetected or unreported.

Presently, cvbercrime has advanced beyond just destroying
a server or a component in & network and cyber criminals are
looking constantly ar new ways to attack,

[n addition. cyvbercriminals are no longer isolated amateurs.
Many belong to well-structured organizations, with money,
motivation, and clear goals, oflen employing highly skilled
hackers that execute targeted auacks. Such organisations can
deplov considerable threat intelligence, time, and resources
in order to execute amacks that can cost cybercrime victims
muoney, property, and reputation.

The nature of applications is also changing. Some common
applications use encryptions. hub porting. and other evasive
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ways o ensure that their legitimarte informartion will pass (o the
other side even ggainst current protections measures that reside
in the network.

Such are called application-shift in which the legitimare
application without user intervention hops between different
ports of the network, imitating other applications in order to
pass by the barricades of raditional firewalls, Most of these
applications are being used normally at offices by employess
for daily work and for their social life.

Al the same time unscrupulous individuals may use them
for dishonest purposes as a conduit to lodge eriminal attacks on
the nerworks. Unfortunately, this trend is only growing more
complex, as businesses experience a surge in application usage
and more employees communicate via social media. Employ-
ees are alse embracing mobile and cloud computing, creating
more and more channels of communication and vulnerable
enrry points into networks.

Traditional Firewalls

Meanwhile, the use of waditional firewalls and other intrusion
prolection solutions which are port and protocol oriented to pro-
tect the networks, guard against old versions of cyber-attacks,

But experts have said that such blocking processes can no
longer protect the network, because the traditional firewalls
were built to protect the ports of the network and protocols
and do not focus on the content that is presumably legitimate
and is passing in and our of the nerwork and can carry evasive
PrOgrams,

According to the expert view, traditional firewalls also de
not monitor the application running in the network and assume
the network users act as they are “supposed to,” meaning they
have taken all security precautions in their activitics.

Vulnerability of Nigerian Banks
and Other Organisations

Cyber criminals are increasingly targeting fast growing econo-
mies, espacially Nigeria, knowing that private sector enlerprises
and government agencies lack the same levels of experience.
infrastructure and installed capahilitics.

The banks networks are porous and exposed o cyber-
attacks, and thus will need world class cyber resilience strate-
gies, systems, solutions, and professionals simply because they
are fast becoming the new targets of these very adept and smart
globally based cyber criminals, cyber terrorists, and hackers,
according to the experts’ view.

They are of the opinion that global cyber criminals will
always follow the money. Like any armed robber, they will
choose to targer those that may appear the least expericnced

or sophisticated in the cyber securily protection me
adopt, Nigeria is awash with new rargers for thes
know il

The cyber criminals may also reside outside Nig
dictions. In this new interconnected, digitally intera
where the Internet of things now exist. in a few
cyber criminals can penetrate poorly protected data
centers and even sophisticated retail banking netwo
devices as simple as a mobile phone, often rom a
the world, they said,

Predictions of Cyber Attack

With the evelution of cybercrimes and security th
last year, experts have predicted that 2014 will be ar
demanding year for security, based on renewed rarge

This is a wake-up call for the enterprise to pla
priorty on proactive network lechnology strategy.

According to them, cvber criminals will target d
and control systems that support infrastructure,

“We expect a significant increase in attacks w
hackers target the weakest parte of a dara center su
structure. Many enterprises in both the public and pi
in Nigeria have made strides at strengthening their
securiry, bur they are expected to do maore,” exparts

The demand for cyber security skills will reach
and the need to keep teams equipped with the righ
be critical. Advanced threats have become commo
the demands on existing incident response teams ha
outstrip capacity, especially in enterprises and gover
ties where cyher security skills are already in short |
said, adding that a recent survey concluded thar only
of security professionals felt they had the expertise
with advanced threats.

Equally important, is investing in training an
cyber security professionals by banks, blue chip
state, and fedaral agencies. They should evaluate w
eguip their teams with security solutions that tu
according to experts’ view.

Solutions for Banks, Enterf
Data Center Executives

The advancement and level of sophistication of re
attacks indicate a critical need for Information
(IT) practitioners to invest in network secuority
including resources, training, and technology, to k
for artacks,

Businesses should utilize the most up-to-date a
configured devices and carefully plan the position o
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within the network architecture. Additionally, organisations
should examine thetr abilities to withstand prolonged, sophis-
ticated attacks and estimate the resources reguired to thwart or
mitigate such aracks,

By following best practices, organisations will have a sig-
nificantly better chance of withstanding anticipated cyber
threats. Traditional Fircwalls and other security devices have
been installed in most organisations in Nigeria but they have
their disadvantapes; they cannot handle modern cyber-attacks
disguised as legitimate and they do not monitor and police the
user and application running inside the network.

They also add a lot of delays to the information running in
the network as each device processes in serial another parameter
of the data, they look outside to protect the gateway into the
network but do not proteet what is running inside the site and
this does not allow a panoramic view of all that is done in the
network.

These are the views of Palo Alto Networks that recently
introduced its advanced cyber solutions for the financial seclor,
The company is of the view that Nigerian organisations need
the support of international organisations, considering what is
involved, since cvber atacks have become a global issue,

Financial Losses

Organisations allover the world, including Nigeria do not reveal
that they have suffered a cyber attack for fear of losing custom-
ers' confidence in their business.

But according ta the 11th Annual Global Informarion Secu-
rity Survey, conducted by PriceWaterhouseCoopers and 50
Online, executives remained confident in the robustness of
their sceurity initiatives. In the survey, 84 percent of Chief
Executive Officers (CEOs) and 82 percent of Chief Informa-
tion Officers (CTOs) contend their cyber security programs
are effective, while 78 percent of Chief Information Security
Officers express full confidence in their existing cyber security
programs.

However, the Central Bank of Nigeria, in its annual report
for 2012, had shown that the number of reported cases of fraud
and forgery in the hanking industry increased in 2012. Accord-
ing to the apex bank, there were 4,527 cases of fraud and
forpery involving the sum of N14.8 billion and $1.6 million,
compared with 2,527 cases involving the sum of N29.5 billion
at the end of December 2011, but unfortunately the trend ¢on-
tinves in 2013 and 2014,

Next-Generation Firewall

A modern architecture of network security solutions that con-
trols the safe enablement of applications, and cieeptional levels
of protection by blocking all known threats operating across a
multitude of different sectors and 4 next-generation threar, has
been introduced by Palo Alta Network, a world-leading net-
work security firm that is represented in Nigeria by Dizengoff
West Africa Nigeria Limited,

Ageording to the company, the solution enahles guick discov-
ery and elimination of previously unknown malware, zero-day
eaploits and advanced persistent threals. Dizengoff was appointed
in 2013 by Palo Alto Merworks as its distributor and support
partmer within Nigeria. Detecting and eliminating previcusly
unknown threats across all applications is the key to protecting
an organisation from today's advanced threats, the company said.

With the introduction of new solutions from Palo Alto Net-
work, it is expected that organizations, especially banks, will
record less financial losses from cyber attacks.

Critical Thinking

1. With new variants of malware being generated on a daily
basis, is it feasible thar companies such s Palo Alto
Merworks can keep pace? Why or why not?

2. Why are the hanks and other organizations of Nigeria

particularly susceplible to cybercrime?

. Why do organizations throughout the world fail to reveal that

ey have suffered a cyher amack?

b
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Article

LEE RAINIE AND BARRY WELLMAN

Learning Outcomes
After reading this article, you will be able to:

* Understand that the technologies we innovare do not guar-
antee either a utopian or dystopian future; we have options
in how we choose to create policy and institutions around
thise technologies,

* Articulate characteristics of both utopian and dystopian
futures,

* Define and describe the “Triple Revolution,”

ne of the most useful and formal fulurism exercises in
O recent vears was the work in 2006=2007 of the Meta-

verse Roadmap project. Tt was driven by John Smarl,
Jamais Cascio, and Jerry Paffendort, and originally conceived
of us a brief for the future of the World Wide Web as it became
three-dimensional,

Once the leaders of the effort began to hear from several
dozen thinkers, their own views branched in other directions.
They had started their inguinics with the notion of a “Metaverse”
that was first conceived by the influential science-fiction
writer Neal Stephenson in his 1982 classic, Snow Crash. To
Stephenson, the Metaverse was an immersive, virtual space
with 3-I technologies.

Yet, the Metaverse Roadmap thinkers went beyond see-
ing the Metaverse a3 a virtual domain, They saw it as the
“eomvergence of (1) virtually enhanced physical reality and
(2) physically persistent virtual space, It is a fusion of

Prepared by: Caroline Shaffer We
California National University for Advanced

The Individual in a Networked
World: Two Scenarios

Collaborative agent bots? A walled world under constant surveillance? T
information technology experts parse the future of human-network intera

both. while allowing users to expericnce it as e
other words, it i5 the conncction of the physical an
worlds. Although we do not foresee people livin
in virtual space, the rechnological directions sugg
the Metaverse Roadmap provide guides for how n
individualism may proceed.

This is a future that has already come to pass
respects. There is already a mad rush in Silicon Valley
products 1o embed social interplay in most kinds of
tion and media encounters, and it will likely acceler:
torward. Moreover, in coming years a wider Matay
cmerge as relatively ordinary ohjects—as well as o
and phones—will become ubiguitously networked v
other, and networked individuals will be able to augn
information through direct contact with databases an
thar have become smarler and more communicative.

Increased computing power may make peaple’s
ments in virtual worlids more immersive and cor
although expericnees ro date suggest that people are
to use computer retworks that integrate with real 1
than becoming totally immersed in virtual worlds—wi
game players the exeeption.

Ubiguitous computing, sometimes called “the In
things” (or “everyware™), describes human—computer
tion that gous beyond personal computing to an envirg
objects processing information and networking with e
and humans. Objects wuould share information: ap
utility grids, clothing and jewelry, cars, bouoks, he
and workplace furnishings, as well as buildings a
scapes. They would learn additional information and |
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methods of use by gathering data about people who are in their
environment. For cxample, cars could tell each other not Lo be
in the same lane at the same time, and bicycles could tell car
doors not to open suddenly when the bikes pass hy.

With all these trends rolling along into the future, there is
still reason to be uncertain about how the environment of net-
worked individuals will evolve. We offer two different scenar-
iox that seem credible.

Scenario 1: Collaborative Agents
in Augmented Reality

Waking up in a networked future. his digital agent’s soft voice
slowly grows into Harry Sanchez’s hearing range. 1t's been
monitoring his sleep thythms and cross-referencing  them
with data from his ongoing brain scans to see when it’s st
appropriate to wake him. After stretching and rubbing the sleep
from his eyes, Harry suddenly and happily recalls yesterday’s
purchase.

He found a collaberative coupon on the Web the other day for
a deal on a new pair of augmented reality (AR) contact lenses and
the haptic feedback implant that everyone's been raving about.
The implantation was a simple and quick oufpaticnt procedure
that reminded him more of geting his cars pierced than of surgery.
It was performed remotely by a doctor whose robot mimicked his
every move, It was not as though Hamry could really tell, how-
ever, since his AR glasses had “skinned” (covered) the robot with
the doctor’s virtual image. In this way, the doctor efficiently treats
dozens of patients a day, projecting in from his home.

Now that he is awake, Harry eagerly slips in his new AR
contact lenses for the first time. They instantly network with
his microcomputer, smartphone, and the Internet, His personal-
ized augmented overlay appears in his field of vision: the time
and date, the weather and air quality, a few applications he left
open [rom the previous night minimized into his peripheral
vision, a faintly blinking icon notifying him of sume messages
he missed overnight, an icon notifying him of information
updates on news stories aggregated for him by his agent, and an
InterFace lifelog update showing what his friends dud last night
ihat is cross-referenced with the media they consumed and the
tagged conversations they had, He sees 4 call for participating
in a political smart mob in the virtual world, but he tells his
agent to disregard it.

His agent also wams him about his health,

Harry hasn’t been sleeping well, as his lare-might virtoal
meetings with colleagues in China have teken a toll on his sys-
tem. Yet, he's happy to not have to fly there ever since they ve
been able to collaborate long-distance by using the Cave-
cat productivity system with active walls and tables holding
spreadshects, texts, drawings, and videos.

As Harry sertles in at the kitchen table, the surface notices
that he's put down his morning cup of coffee. Finally, the news
displays as manipulable augmented reality overlays ol Harry's
sucial network, with pictures of each network member hlinking
when she or he posts messages, videos, or lifelog entries.

The new haptic implant gives him a sensory understanding
of the news: He can feel the continuing battle in Kabul, expe-
riencing its sounds and vibrations as it he were al the scene,
And it now fecls as if the computer icons of his various appli-
cations have weizht and texture, Having not found any urgent
messages, Harry's agent organizes his correspondence by topic
and relevance. Noticing a conversation he had that he does not
want many network members to see, Harry has his agent make
the information private across his entire InterFace network,
His agent also sends out a quick update to his entire nelwork,
letting them know his plans for the day.

Harry is distracted by a knocking sound. His agent informs
him that his best friend, Neal, is projecting in for their regular
weekend virtual breakfasL.

Though Harry and Neal only live 50 kilometurs apart, this
is a mice way for them to check in on one another and spend
some lime together. Harry hasn't shaved, and so he puts on
his shiny-face skin before he opens the virtual door. He uses
his new haptic chip to get the sensation ol shaking his friend’s
hand. It's a little strange at fiest, since there’s nothing acrually
present to shake, but his nervous system responds as though he
had reached out and touched someone.

Harry and Neal chat about how everyone who was at the
pub’s avatar party last night has shared recordings of the eve.
ning with friends, Their agents have already automatically
tagged these recordings with relevant information about people
and location. Avatar partics have become popular these days.
Evervone dresses like their favorile game character: sume even
come looking like one another. [t can be a lot of fun role playing
like this, and the collected and tagged videos arc highly amus-
ing as people’s voices, looks, and even smells can be altered in
the virtual world.

After visualizing and [lipping through these tags for men-
tions of his name, Harry updates the conversation file with
some witty things he thought of after the fact, and his agent for-
wards the updates o the relevant people. He also tells his agent
to delete information about last night's embarrassing ice-cube
escapade at the avatar party, and fo ask his friends to delete
their versions,

Harry’s agent softly chimes in just as he’s saying goodhbye @
Neal, reminding him that he has to meet his sister Merril today.
The agents settle on a place downtown. Harry projects himself
into the restaurant’s virual space. The restaurant keeps a good
online presence, with a nice menu, list of ingredients, health
report, and real-time webcam view. It's local and the tables
thers get automatically reserved.
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As Harry gets ready lor the day, his agent presents him with
a few clothing options. He decides to wear the new trousers sug-
cested by his girlfriend, but calls up another app to make sure
his sister would also approve. Harry's girlfriend had tagged the
info to the trousers while doing some virmal window shopping
and had a pair in his size set aside after asking his belt how hig
it was,

Wot wanting to be late, Harry has his agent arrange a car for
him rhrongh a collaborative consumption app that recognizes
his high trust score. He rarely uses a car, as his fridge automati-
cally schedules grocery deliveries. Slipping his microcomputer
into his pocket, Harry goes 1o the car, has his agent set the res-
taurant’s coordinates, and leans back to check his messages as
the car pulls out.

Scenario 2: A Walled
and Surveilled World

As Will Li rouses himself from sleep, he walks over to “his”
computer to see what he's missed overnight. Truthfully, the
computer isn't really his: He owns rights to its usage but iso't
allowed to change its hardware or software, or else he'd void
his warranty or break the law. His computer is really only an
access point, as all his data is in the cloud, yet another thing
that's owned—with all the data in it—hy a big corporation.
Before Will can reach for the clond, the svstem completes
its mandatory scan of his computer for viruses and copyright
infringement.

The price of media access has also spawned its own sub-
culture of media pirates. They usually meet in person, sharing
minigture portable terabyte flash drives packed with music,
TV shows, movies, c-books, and more. The pirates often get
their “warez” from people who collected old computers from
trash heaps, recveling centers, and garage sales. They've cven
developed a code language to arrange meet-ups, but Will hardly
keeps up with the ever-evolving lingo,

Leaning over his moming coffee, Will dreams of how nice il
would be to have a personal agent, but he's heard most are dou-
ble agents that also report back to the authorities and sell infor-
mation to corporations. And he doesn’t like the way FaceWall
is collecting all the information on him whenever he uses it. He
also can't afford o hire the technician it would require to help
him set up the devices and access all the fragmented networks of
media sites, search engines, and social applications online. Each
has a micky “right to information” form to sign. So he's reduced
his online presence te a minimurm, irying to limit himself to good
old-fashioned e-mails and avoid social media.

However, Will needs 1o use FaceWall today to find some-
thing. He"s forced to wait thirty seconds to let the mandatory ad
play. It has his picture in it, CoffeeCo must have bought a recent
photo that tagzed him on a fHend’s wall. Will notices that his

system slows down as the massive data file from the =
ment c¢logs up his bandwidth, bul since the corporar
more o puarantee themselves fast access, he endures t

It's almost ironic to se¢ a return to the days of loadin
since the amount of available handwidth has only incre
all that bandwidth is auctioned at sky-high prices or ¢
a few companies. Finally finding the phota, Will leamn
not delete it because CoffecCo now owns it. Perhaps b
make sure no one ever uploads anything about hi
though that would be difficult. Most people seem to pu
these situations because they want to keep zoing onl
assummes that from now on he'll get peppered with ads |
the tastes that FaceWall has observed online—hboth for
for all those other 40-year-olds who became unemploy
countries sel up their own walled-off Interners, clain
morality and natonal security demanded it,

Giving the situation further thooght, Will starts t
his friends’ profiles, and finds that his sister Lorelei
ing extra money by selling her personal inform
FaceWall, including links to his profile. Mayhe that's |
feeCo found his photo, He'll ask her when they meet
never do it again, You ¢an never be gquite sure of who's
ing on you. only in this case it's not only the state |
aggregating organizartons,

Will remembers from history class how, in the 19
Director J. Edgar Hoover had used his dossiers on the
dys to keep power, Now, FaceWall has even more con
sive dossiers on everyone. Doing what he knows he s
Will reaches for u doughnut. Maybe he can sneak one
his insurance company’s sensors registering it At L
made the right decision by paying extra for their privac
Otherwise. his health data might have just been sold «
highest bidder at an info auction. But, since he's not at
the information himself, he can’t be sura.

Will and his best friend. Spider. prefer o meet ir
There is less chance for any number of things happeni
remember how Spider was once duped by someone
himself off as an online insurance representative Lo
vate information. The latest scam is reverse-identiry t
thieves pose as old friends, using detailed avatars who
image and voice have been reconstructed from public
Too bad the government killed the trusted identities |
Will shuts off the computer monitor, grabs his phone
travel pass, and goes out past the securily scanner.

Afler a wait, Loreled pulls up, gigeling about the wh
security scan at the gate. “Hope they got a better pic
time.” She's also worried that maybe the guards had f
incriminating photo of her online. She's already lost
because of it, even though it was taken without her pe
and out of context. They head off for their meal. bul a
in time to see the last open table become occupied.
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The Possible Futures
of Networked Individuals

Although present technologies are still far from realizing
either scenario in its entirety, each represents s potential evo-
lution from current trajectories. The first scenario assumes a
move toward more networked individualism based on contin-
ued technological progress and trust in computer and human
networks—including the withering of boundaries.

The second scenario assumes more boundaries, more COSLS,
more corporate concentration, and more surveillance, At pres-
ent, the Western world is trending in the direction of the first
scenario, but we would be naive to think that the second sce-
nario could not happen.

What we call the Triple Revolution—in social networks, in
the Internet, and in mobile connectedness—will change but
never end in the ongoing turn to a networked operating systern,
The foreseeable future holds the prospect that individuals will
be able to act more independently with greater power to shape
their lives, if they choose to do so and if the circumstances will
coable them to do so.

Yet, the foresceahle future also contains the burden of know-
ing that people will have to work harder on their own to zet
their needs met. Tightly knit, permanent groups will continue to
be stable cores for some, and social networks will play greater
roles in all human activities. The work of networked individu-
als 1s never quite done—and the satisfactions of netweaving are
always available.

Critical Thinking

1, What are the critical factors in our society that will
determine where our actual forre #alls on the continuum
between Rainie’s and Wellman's utopia and dystapia® What
will determine how thase factars play oul?

2. In reading the dystupien scenario twa, which particulur
characteristic of this society troubled you the most? Why?

3, Rainiec and Wellman refer to the “Triple Revolution.” what is
it? How is it reluted to the rwo extreme fulures they portray?
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What Facebook Knows

The company's social scientists are hunting for insights about human behavior, What they find could give
Facebook new ways to cash in on our data—and remake our view of society.

Towm SIMONITE

Learning Outcomes
After reading thix article, you will be able to:

+ Understand the depth of personal information stored by
businesses on the Interner.

» Understand how and why Google, Facebook, and other sites
callect demographic and behavioral data,

* UInderstand how social nerworking data can be monetized at
both the personal and aggregate level.

ameron Marlow calls himsell Facebook's “in-house
sociologist” He and his team can analyze essentially

all the information the site gathers,

Few Privacy Regulations
Inhibit Facebook

Laws haven't kept up with the company’s ability o mine its
users” data,

If Facehook were a country, a conceit that founder Mark
Zuckerberg has entertained in public, its 900 million members
would make it the third largest in the world.

Tt would far outstrip any regime past or present in how inti-
mately it records the lives of its cilizens. Privale conversations,
fumily photos, and records of road trips, births, marriages, and
deaths all stream inro the company’s servers and lodge there,
Facebook has collected the most extensive data sel ever asscm-
bled on human social behavier. Seme of vour personal informa-
tion 15 probably part of it.

And vet, even as Facebook has embedded irseli
ern lifie, it husn't setually done that much with wh
dbout us, Now that the company has gone public, 1
to develop new sources of profil is likely to force it
with its hoard of information. Thart stash of data lo
oversize shadow over what today is a modest onli
ing business, worrying privacy-conscious Web user
such as Google. Everyone has a feeling thart this un
resource will vield something big, but nobody knows

Even as Facebook has cmbedded itself into mo
husn't done that much with whar it knows about
of data looms ke an oversize shadow. Evervone b
that this resource will yield something big, but nob
guite what.

Heading Facebook's effort to figure out what can
from all our data is Cameron Marlow, a tall 35-year-ol
recently sat a few [ect away from Zuckerberg. The |
low runs has escaped the public atention that dogs
founders and the more headline-grabbing features
ness. Known internally as the Data Science Team,
of Bell Labs for the social-networking age. The gn
researchers—but is expected 1o double in size thiz
apply math, programming skills, and soctal science 1
data for insights that they hope will advance Facebool
and social science at large, Whereas other analysts -
pany focus on information related to specific onlin
Marlow’s team can swim in practically the entire oc
sonal data that Facebook maintains, OF all the peop
book, perhaps even including the company's lea
rescarchers have the best chance of discovering wha
be learned when so much personal information is ¢
one place.
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Facebook has all this information because it has found inge-
nious ways to cellect data as people socialize. Users fill out
profiles with their age, gender, and e-mail address; some people
also give additional details, such as their relationship status and
mobile-phone number. A redesign last fall introduced profile
pages in the form of time lines that invite people to add his-
torical information such ax places they have lived and worked.
Messages and photos shared on the site are often tagged with a
precise location, and in the last two years Facebook has begun
to rrack activity elsewhere on the Internet, using an addictive
invention called the “Like” button. It appears on apps and
websites outside Facebook and allows people to indicate with
& click that they are interested in a brand. product, or piece
of digital content. Since last fall, Facebook has alse been
uhle to collect data on users” online lives beyvond its borders
auromatically: in certain apps or websites, when users listen 1o
a song or read g news article, the information is passed along
to Facebook, even if no one clicks “Like” Within the feature’s
first five months, Facehook catalopued more than five billion
instances of people listening to songs online, Combine that
kind of information with a map of the social connections Face-
Book’s users make on the site, and you have an incredibly rich
record of their lives and interactions,

“This is the first time the world has scen this scale and qual-
ity of data about human communication,” Marlow says with
a characteristically serious gaze before breaking into a smile
at the thought of what he can do with the data. For one thing,
Marlow s confident that exploring this resource will revolu-
tionize the scientific understanding of why people behave us
they do. His team can also help Facebook influence our social
behavior for its own benefit and that of its advertisers, This
work may even help Facchook invent entirely new wavs to
ke money,

Contagious Information

Marlow eschews the collegiate programmer style of Zucker
berg and many others at Facebook, wearing a dress shirt with
his jeans rather than a hoodie or T-shirt, Meeting me shortly
hefore the company’s initial public offering in May, in a confer-
ence room adormned with a six-foot carieature of his boss’s dog
spray-painted on its glass wall, he comes across more like a
voung professor than a student, He might have become one had
he not realized early in his carcer that Web companies would
vield the juiciest data abour human interactions.

In 2001, undertaking a PhD at MIT's Media Tah, Marlow
created a site called Blogdex that amtomatically listed the most
“contagious” information spreading on weblogs. Although
it was just a research project, it soon became so popular that

Marlow’s servers crashed. Launched just as blogs were explod-
ing into the popular consciousness and becoming so numerous
that Web users felt overwhelmed with information, it prefigured
later aggregator sites such as Dige and Reddit. But Marlow
didn’t build it just to help Web users track what was popu-
lar online, Blogdex was intended as a scientific instrument to
uncover the social networks forming on the Web and study how
they spread ideas, Marlow went on 1o Yahoo's research labs o
study online socializing for two years. In 2007 he joined Face-
book, which he considers the world's most powerful instrument
for studying human society. “For the first time.” Marlow says,
“we have a microscope that not only lets us examine social
behavior at a very fine level that we've never been able 1o see
before but allows us to run experiments that millions of vsers
are exposad o’

Marlew's team works with managers across Facebook 1o find
patterns that they might make use of. For instance. they study
how a new feature spreads among the social network’s users.
They have helped Facebook identify users you may know but
haven’t “friended.” and recognize those you may want to des-
ignate mere “acquaintances” in order to make their updates less
prominent. Yet the group is an odd fit inside a company where
software engineers are rock stars who live hy the mantra “Move
fast and break things." Lunch with the data team has the fecl
of a grad-student gathering at a top school; the typical mem-
buer of the group joined fresh from a PhD or junior academic
position and prefers to talk about advancing social science than
about Facebook as a product or company. Several members
of the team have training in sociclogy or social psychology,
while others began in computer science and started using it to
study human behavior. They are free 1o use some of their time,
and Facebook's data, to probe the basic patterns and motiva-
tions of human behavior and to publish the results in academic
journals—much as Bell Labs researchers advanced both
AT&T's technologies and the study of fundamental physics,

It may seem strange that an cighl-year-old company without
a proven business model bothers to support a team with such
an acadernic bent, but Marlow says it makes sense. “The big-
gest challenges Facebook has to solve are the same challenges
that social science has” he says. Those challenges include
understanding why some ideas or fashions spread from a few
individuals to become universal and others don't, or to what
extent a person’s future actions are a product of past commu-
nication with friends. Publishing results and collaborating with
university researchers will lead to findings that help Facebook
improve its products, he adds.

Eytan Bakshy experimented with the way Facebook users
shared links so that his group could study whether the site func-
tions like an echo chamber,
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For one example of how Facebook can serve as a proxy for
examining society at large, consider a recent study of the notion
that any person on the globe is just six degrees of separation
from any other. The best-known real-world study. in 1967,
involved a few hundred people trving to send postcards to
particular Boston stockholder. Facehaok's version, conducted
in collaboration with researchers from the University of Milan,
involved the entite social network as of May 2011, which
amounted 1o more than 10% of the world's population. Analyz-
ing the 69 billion friend connections among those 721 million
people showed that the world is smaller than we thought: four
intermediary friends are usually enough to introduce anyone o
4 random stranger. “When considering another person in the
world, a friend of vour friend knows a friend of their friend.
on average,” the technical paper pithily concluded. That result
may not extend to everyone on the planet, but there's gend
reason to helieve that it and other findings from the Data Sci-
ence Team are true to life outside Facebook, Last year the Few
Research Center’s Internet & American Life Project found that
935 of Facebook friends had met in person. One of Marlow's
researchers has developed o way to calculate a country’s “gross
nutional happiness” from its Facebook activity by logging the
oocurrence of words and phrases that signal positive or nega-
tive emotion, Gross national happiness fluctuates in a way that
suggests the measure is accurate: it jumps during holidays and
dips when popular public figures die. Afler a major earthquake
in Chile in February 2010, the country’s score plummeted and
took many months to return to normal, That event seemed Lo
make the country as a whole more sympathetic when Japan sul-
fered its own big earthquake and subscquent tsunami in March
2011; while Chile's uross national happiness dipped, the fig-
ure didn’t waver in any other countries tracked (Japan wasn’l
among them). Adam Kramer, who created the index. says he
intended it to show that Fucebook’s data could provide cheap
and accurate ways to track social trends—methods that could
be nseful to ceonomists and other researchers,

Other work published by the group has more obvious utility
for Facebook's basic stratezy, which involves encouraging us to
make the site central to our lives and then using whal it learns
to sell uds. An early study looked at what types of updates from
friends encourage newcomers o the network 1o add their own
contributions. Right before Valentine’s Day this year a blog
post from the Data Science Team lisled the songs most popular
with people who had recently signaled on Facebook that they
had entered or left a relationship. It was a hint of the type of
correlation that could help Facebook make useful predictions
ahout users' behavior— knowledge that could help it make bet-
ter guesses ahoul which ads you might be more or less open
to at any given time. Perhaps people who have just left a rela-
tionship might be interested in an album of hallads, or perhaps

no company should associate its brand with the flo
tion attending the death of 4 fricnd, The most valu
ails today are those displayed alongside certain We
because the searchers are expressing precisely what
This is one reason why Google's revenue is 10t
book's. But Facebook might eventually he able o

people want or don’t want even before they realize i

Recently the Dara Science Team has begun to us
position Lo cxperiment with the way Facebook wo
ing the site—the way scientists might prod an ant
see how users react, Eytan Bakshy, who jeined Fa
year after collahorating with Marlow as a PhD st
University of Michigan, wanted W learn whether ou;
Facebook are mainly influenced by those of our cl
who are likely o have similar tastes. That would st
the theory that our Facebook [riends create an “ech
that amplifics news and opinions we have alrcady b
S0 he messed with how Faccbook operated for a o
billion users. Over a seven-weck pericd. the 76 n
that those users shared with each other were logge
219 million randomly chosen occasions, Facebool
someone from seeing a link shared by a friend. |
this way created o control group so that Bakshy ¢
how often people end up promoting the same lir
they have similar information sources and interests.

He found that our close friends strongly sway
marion we share. but overall their impact is dwa
collective influence of numercus more distant con
sociologists call “weak ties” T is our diverse ¢
weak tics thal most powerfully derermines what
we're exposed o,

That study provides strong evidence against
social networking creates harmful “filter bubhl
activist Eli Pariser's term [or the effects of tuning 1
lion we receive to match our expectations. But th
reveals the power Facebook has. “If [Fucehook's]
is the thing that everyone sces and it controls how
is disseminated, it's controlling how infurmation i
sociery, and it's something we need to pay very cle
to,” Marlow says. lle points out that his team hel;
understand what it is doing o soeicty and publishe:
to fulfill a public duty to wansparency. Another 1
which investigated which Lypes of Facebook activit
ple to feel a greater sense of support from their |
into the same category.

Facebook is not above using it platform to 1
hehavior, as it did by nudging them o regisier as o
Unlike academic social scientists, Facebook’s emy
a short path from an idea to an cxperiment on hun
lions of people.
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But Marlow speaks as an employee of a company that will
prosper largely hy catering 10 advertisers who wanl to control
the flow of information between its users. And indeed, Bakshy
is working with managers outside the Data Science Team to
extract advertising-related findings from the resulis of experi-
ments on social influence. “Advertisers and brands are a part
of this nerwork as well, so giving them some insight into how
people are sharing the content they are producing is a very core
part of the business model.” says Marlow,

Facebook told prospective investors before its IPQ that peo-
ple are 50% more likely to remember ads on the site if they're
visibly endorsed by a friend. Figuring out how influence works
could make ads even more memorable or help Facebook find
ways Lo induce more people 10 share or click on its ads.

Social Engineering

Marlow says his team wants to divine the rules of online social
life to understand what's going on inside Facchook, not 10
develop ways to manipulate it. “Our goal is not to change the
pattern of communication in society,” he says. “Our goal 1s lo
understand it so we can adapt our platform to give people the
experience that they wanL.” But same of his team’s work and
the artitudes of Facebook's leaders show thal the company 1
not above using its platform to tweak users’ hehavior. Unlike
academnic social scientists, Facebook's employees have a short
path from an idea to an experiment on hundreds of millions of
people.

In April, influenced in part by convers ations over dinner with
his med-student girlfriend (now his wift), Zuckerberg decided
that he should use social influence within Facchook to increase
organ donor regisrations. Users were given an opporlunity to
click a hox on their Timeline pages to signal that they were reg-
stered donors, which triggered a notification to their friends.
The new fearure started a cascade of social pressure, and organ
donor enrollment increased by a factor of 23 across 44 states.

Marlow's team is in the process of publishing results from
the Tast U.S. midterm election that show another striking exam-
ple of Facehook's potential to direct its users’ influence on one
another. Since 2008, the company has offersd a way for users
to signal that they have voted; Faccbook promotes that to their
friends with a note to say that they should be sure (o vote, 100.
Marlow says that in the 2010 election his group matched voter
registration logs with the data to see which of the Facchook
users who got nudges actually went 1o the polls. (He stresses
that the researchers worked with cryptographically “anony-
mized” dara and could not match specific users with thelr vot-
ing records.)

Samest Aparwal figures out ways for Facebook to manage
its enormous trove of data—giving the company a unique and
valuable level of expertise.

This is just the beginning. By learning more about how
small changes on Facebook can aller users’ hehavior cutside
the site, the company eventually “could allow others to make
use of Facehook in the same way,” says Marlow. If the Ameri-
can Heart Association wanted to encourage healthy galing, for
example, it might be able Lo refer to a playbook of Facebook
social engincering, “We want to be a platform Lthat others can
use to initdare change,” he says,

Advertisers, oo, would be eager to know in greater detail
what could make a campaign on Facebook affect people’s
actions in the outside world, even though they realize there
are limits to how firmly human beings can he steered. "IUs not
clear to me that social science will ever be an engineering sci-
ence in a way that building bridges is,” says Duncan Walls, who
works on computational social science at Microsoft's recently
opened New York research lab and previously worked along-
side Marlow at Yahoo's labs, “Nevertheless, if you have enough
dara, you can make predictions that are berter thun simply ran-
dom guessing, and that's really lucrative.”

Doubling Data

Like other social-Web companies, such as Twitter, Face-
book has never attained the reputation for technical innova-
lion enjoved by such Internet pioneers as Google. I Silicon
Valley were a high school, the search company would be the
quiet math genius who didn’t excel socially but invented some-
thing indispensable. Facebook would be the annoving kid who
started a club with such social momentum that people had
to join whether they wanted to or nol In reality, Faccbuok
employs hordes of ralented software engineers (many poached
from Google and other math-genius companies) (o build and
maintain its irresistible club. The technology built to support
the Dara Science Team's efforts is particularly innovative. The
scale at which Facebook operatas has led it to invent hardware
and software that are the envy of other companies trying to
adapt to the world of “hig data.”

In a kind of passing of the technological baton. Facebook
built its data storage system by expanding the power of open-
source software called Hadoop, which was inspired by work at
Google and built at Yahoo. Hadoop can tame seemingly impos-
sible computational tasks—like working on all the dara Face-
book’s users have entrusted to it—Dby spreading them across
many machines inside a data ceater, Bul Hadoop wasn't built
with data science in mind, and using it for that purpose reguines
specialized, unwieldy programming. Facehook's engineers
solved that problem with the invention of Hive, apen-source
software that's now independent of Facchook and used by
many other companies, Hive acts as a translation service, mak-
ing it possible to query vast Hadoop data stores using relatively
simple code. To cut down un computational demands. it can
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request random samples of an entine data set, a featore that’s
invaluable for companies swamped by dara. Much of Face-
book’s data resides in one Hadoop store more than 100 pet-
abytes (2 million gigabyles) in size. says Sameel Agarwal, a
director of engineering at Facebook who works on data infra-
structure, and the guantity is growing exponentially. “Over the
last few years we have more than doubled in size every year,”
he says. Thar means his team must constantly build mora effi-
clent systems.

One potential use of Facehook's data storchouse would be to
sell insights mined from it. Such information could be the basis
for any kind of business. Assuming Facebook can do this with-
out upsarting users and regulatars, it could be lucrative.

All this has given Facebook a unique level of expertise, says
Jeff Hammerbacher, Marlow's predecessor at Facebool, who
initiated the company’s effort to develop its own data storage
and analysis technology. {(He left Facebook in 2008 to found
Clouders, which develops Hadoop-based systems to manage
larce collections of data.) Most larce businesses have paid
established software companies such as Oracle a lot of money
for data analysis and storage. But now, big companies are try-
ing to understand how Facebook handles its enormous infor-
mation rove on open-source systems, savs Hammerbacher, “1
recently spent the day at Fidelity helping them understand how
the ‘data scientist’ role at Facebook was conceived . . . and ['ve
had the same discussion at countless other firms,” he savs.

As exccutives in every industry try to exploit the opportuni-
ties in “big data,” the intense interest in Facebook's data tech-
nology suggests that its ad business mayv be just an offshoot of
something much more valuable, The tools and techniques the
company has developed to handle large volumes of information
could become a product in their own right.

Mining for Gold

Facebook needs new sources of income to meet investors’
expectations. Even after its disappointing TPO, it has a stag-
peringly hizh price-to-earnings ratio that can't be justified by
the barrage of cheap ads the site now displays. Facebook's new
campus in Menlo Park, California, previously inhabited by Sun
Microsystems, makes that pressure tangible. The company’s
3,500 employees rattle around in enough space for 6,600, [
walked past expanses of emptly desks in one building; another,
next door, was completely uninhabited. A vacant lot waired
nearby, presumably until someone invents a use of our data that
will justify the expense of developing the space,

Omne potential use would be simply to sell insights mined
from the information. 1) Patil, data scientist in residence with
the venture capital firm Greylock Partners and previously leader
of Linkedln's data science team, believes Facebook could take
inspiration from Gil Elbaz, the inventor of Google's AdSense

ad business, which provides aver a quarter of Goo,
He has moved on from advertising and now mins o
startup, Factual, that charges businesses o acees
fully curated collections of data ranging from re:
tions to celebrity body-mass indexes, which |
collects from free public sources and by buying
sets. Factual cleans up dara and makes the resulr ¢
the Internet as an on-demand knowledge store to
software. not humans, Customers use it to [111 1
their own data and make smarter apps or services;
Facebook itself uses Factual for information al
locations. Patil points out that Facebook could b
source in its own right, selling access to informat
from the actions of its users. Such information, b
be the basis for almost any kind of business, such.
ing or charts of popular music. Assuming Faceb
this step withoul upsctting users and regulalors
lucrative. An online store wishing to rarget its pri
example, conld pay 1o use Facebook as a source o
about which brands are most popular in which p
the popularity of certain products changes througt

IHammerbacher agrees that Facebook could sel
ence and points to its currently free Insights servi
tsers and wehsite owners, which shows how th
being shared on Facebook. That could become
useful to businesses if Facebook added data obla
“Like" hutton tracks activity all over the Wehb, or
dara or information about what people read on the
precedent for offering such analytics [or a lee: |
2011 Google started charging $130,000 annually
version of 4 service that analyzes a husiness's Wel

Back at Facebook, Marlow isn't the one who
sions about what the company charpes for, even if
shape them, Whatever happens, he savs, the pri
his team is to support the well-being of the people
Facebook with their data, using il 1o make the ser
Along the way, he says, he and his colleagues
humanity’s understanding of itself. That echoes
often doubted but seemingly genuing belie! that F
is to improve how the world communicates. Just
exactly what that will entail. *It’s hard to predic
20, because we're at the very early stages of this s
Marlow. “The number of potential things that we
Facebook's data is enornmous,”

Critical Thinking

1. The article states that the manager in charge of o
all the personal data Facebook collects belicves |
revolutionize the scientific understanding of why
pehave as they do. Do you think this undersrandi
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Google’s European Conundrum: Wh

Does Privacy Mean Censorship?

Though Google is a U.S. company, its American rights don’t transpose across
the pond. A court case will determine whether Google has to comply with EU
law, which could have far-reaching consequences for European users.

£ ACK WHITTAKER

Learning Outcomes
After reading this article, you will be able to:

» Understand how data placed on the Internet is virally repli-
cated in a manner that no one entity can control it, lel ulone
erase it,

+ Articulate how information available on the Internet
impacts the trade-off of concerns between free speech rights
and privacy rights.

« Know the risks of maintaining an online presence.

ow Google and other American Internet companies
H operate in Europe could come down to a link that.

depending on whalt side of the Atlantic Ocean you're
o, should or should not be deleted,

A case heard Tuesday before the European Court of Justice
(ECJ) hinges on a complaint submitted by a Spanish citizen who
searched Google for his name and found a news article from
several vears earlicr, saying his property would be auctioned
because of failed payments to his social security contributions.

Spanish authorities argued that Google, other search engines.
and other Web companies operating in Spain should remove
information such as that if it is believed to be a breach of an
individual's privacy. Google. however, helicves that it should
not have ro delete scarch results from its index [hupe/fwww
reuters.com/arriclas201 3/02/26/us-eu-googledaraprotection-
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it in the first place. Google arpued that il 1s th
respansibility and that its search engine is merely |
others' conrent,

The ECI's advocate-genaral will publish 1ts o
case on June 25, with a judgment expected by U
year. The outcome of the hearing will affect not o
also all of the 27 member states of the European L

In principle, this fight is about freedom of s
privacy, with a hearty dash of allegations of cens
in. In reality. this could he one of the greatest ¢l
privacy rules in decades—by either strengthening
negating them altogether,

The European view is simple: If you're at o
have o play by our rules. And in Europe, the “ri
zotten™ 18 an important one.

“Facebook and Google argue they are not subj
as they are physically established outside the EU,
Commission spokesperson told CNET. In new
law proposals, the message is, “as long as a co
its goods or services to consumers on the EU terr
must apply.”

While Europe has some of the strongest dala |
privacy laws in the world, the U.S. dogsn’L. And s
has some of the strongest free speech and expre
the world. enshrined by a codificd constitution, o
countries do nol, instead favoring “fair speech”™ p

Google is also facing another legal twist: Spani
are treating it like a media organization without
o1l 1ovwraal evemtmets o o F e
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The European view is simple: If you're at
our party, you have to play by our rules. And
in Europe, the “right to be forgotten” is an
important one.

Newspapers should be exempl from individual takedown
requests to preserve freedom of speech, according to Span-
ish authorities, but Google should not enjoy the same liber-
ties, despile having no editorial control and despite search
results being determined by algorithms. Though Google
is branded a “publisher” like newspapers, the search giant
does not hold media-like protection from takedowns under
the country’s libel laws. This does not translate across all
of Europe, however, Some European member states larget
newspapers dircetly and are held accountable through press
regulatory autharities in a bid to balance freedom of speech
and libel laws.

One of Spain's highest courts, the Agencia Espanola de Pro-
teccion de Datos (AEPD), found in favor of the complainant
in carly 2011 and ruled that Google should delere the scarch
result [hitp:/fonline.wsj.comvarticle/SBE1 O001424052748703349
G045 70087 ST3944344348 html], This case is one of arcund
| £0 pther ongoing cases in the country.

Google appealed the decision and the case was referred 10
the highest court in Europe, the ECJ, which will cventually
determine if the search giant i the “controller” of the data or
whether it is merely a host of the data,

The case will also decide on whether U.S.-based companies
are subject to EU7 privacy law, which may mean EU citizens
have to take their privacy cases to U.S. courts to determine
whether Google 1s responsible for the damage caused by the
“diffusion of persanal information,”

In u blog post on Tuesday [http:/fzooglepolicyeurope
blogspot.com/2013/02/judging-frecdom-of-expression-at
htmi], Bill Echikson, Google's “head of free expression,” said
the search giant “declined to comply” with a request by Spanish
data protection authoritics, as the search listing “includes factu-
ally correct information that is still publicly available on the
newspaper's Web site”

“There arc clear societal reasons why this kind of infor-
mation should be publicly available. People shouldn’t be pre-
vented from learning that a politician was convicted of taking
a bribe, ot that a doctor was convicted of malpractice,” Echik-
son noted.

“Wi believe the answer to thal yuestion is ‘no’. Search
engines point o information that is published online— and in
this case to information that had to be made public. by law. In
our view, only the original publisher can take the decision to
remove such content. Once removed from the source webpage,
content will disappear from a search engine’s index.”

EU’s Latest Privacy Proposal:
The “Right To Be Forgotten”

Should the ECT find in favor of the Spanish complainant, it
will see the bigpest shakeup to EU privacy rules in close Lo
twit decades and would enable European citizens a “right to he
forgotten.”

In January 2011, the European Commission lifted the lid on
draft proposals for a single one-size-fits-all privacy regulation
for its 27 member states. One of the proposals was the “right
o be forgoren.” empowering every European resident the
right to force Web companies as well as offline firms to delete
ar remove lheir data |heepswewew.cnet.com/8301-10009_3-
57363585-83/new-cu-dataprotection-rules-due-this-week/] 1o
preserve their privacy.

For Europeans, privacy is a fundamental right to all residents,
according to Article 8 of the European Convention of Human
Rights, in which it states [hrip:/fwww.hri.org/docs/ECHRS0
htmi#C A& “Evervone has the right to respect for his private
and family life. his home and his correspondence.” Tt dous hiow-
ever add a crucial exception, “There shall be no interference by
a public authority with the exercise of this right exeept . . . for
the protection of the rights and freedoms of others.”

Because U.S.-based technology gianls like Google, ace-
book, and Twitter have users and in many cases a physical pres-
ence in Europe, they must comply with local laws. The “right
to be lorgotten” would force Facebook and Twitter to remaove
any data it had on you, as well as Google removing results from
its search enginc. It would also extraterritorially affect users
worldwide outside the European Union who would also be
unable lo search for those removed search terms,

Such Web companies have said (and lobbied Lo that effect)
[hitp:/fwww.telegraph.co uk/technology/mews/4070019/EU-
Prixrzlcy-n:gulations—sul:ujec1—[0—unprecalun1ud-lobb}'ing,html]
that the “right to be forgotten™ should not allow data to be
removed or manipulated at the expense of freedom of speech.
This, however, does not stop with republished material and
other indexed content, and mest certainly does not apply 1o
Furopean law enforcement and intelligence agencies.

Two Continents, Separated
by “Free” and “Fair Speech”

The U5, and the EU have never seen eye-to-eye on data protec-
tion and privacy. For Americans and U1.5.-based companies, the
beliet is that crossover between freedom of speech and privacy
overlaps in “a form of censorship,” according 10 Google's law-
yers [hitpa/fwww.bbe.co.uk/mews/technology-12239674] speak-
ing during the Spanish court case.

In the U.S., you can freely say the most appalling words, so
long as they don't lead to a erime or violence against a person or
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a group of people. In Furopean countries such as the UK. words
can lead w instant arrest. Europe’s laws allow for “fair speech™ in
order o prevent harassment, fear of violence, or even alarm and
distress, It's a dance hetween the American tradition of protecting
the individual and the Buropean tradition of protecting society.

Google is fundamentally so very American in this regard.
That said, Google already filters and censors its own scarch
results at the behest of povernments and private industry,
albeit openly and transparently [hup:/www.google.com/
transparencyreport/]. Google will agree to delete links that
violate copyrights under the Digital Millennium Copyright Act,
which seeks to remove content from Google's search results
that may [acilitate copyright infringement.

Google also complies, when forced by a court, with numer-
ous types of govemment requests, not limited to subpoenas,
search warrants, and National Security Letters [hip:/fwww.
zdnet com/what-google-does-when-a-govemment-requests-your-
data-TO00010418/], or so-called “gagging orders’. It also discloses
those reguests and when it complies with them. And it's a system
not that dissimilar to what it's being asked to do in Europe.

Whose Jurisdiction Is Google
Under: U.S., EU, or Both?

While Europe's privacy principles apply to the Weh, it's unclear
whether they apply to data “controllers™ established outside of
the European Union. But several European court cases have
sided with local law. A German court found that Facebook fell
under Trish law [hitp://www.bloomberg.com/news/2013-02-15/
facebook-scores-win-in-lcgal-regime-dispute-with-germany.
html] because the social networking company had a physical
presence in Ireland, another EU member state. In Google's
case, Spanish authorities are making a similar argument, claim-
ing that Google is processing data in a European state and
therefore EU law should apply.

Many American companics have voiced their objections
to the proposed EU privacy law [http:/fwww.zdnet.com/blog/
london/enropean-draft-data-law-announced-what-you-need-to-
know/2608], including Amazon, cBay, and Yahoo, according
to a lobbying watchdog [hup:/fwww.lobbyplag.cut/compare/
avervigw]. It could still take a vear or two for the law to be ratified.

“Exempting non-EU companies from our data protection
regulation is not on the table. It would mean applying double
standards.” said Burope’s Justice Commissioner Viviane Red-
ing, the top politician in Europe on data protection and privacy
rules in the region, in an interview with the Financial Times of
London [http:/fwww.ft.com/intl/ems/s/0903h3302-7398-1 [el-
bebd-00144feabde0. htmi#axz2MCRmwDfo].

The new EU Data Protection Regulation, proposed by the
European Commission and currently being debated in the
European Parliament, will likely be voted on by June.

But this fight isn't as much about censorshi
think. It's about a cultural difference between
and perspectives on what freedom of speech can
It's also about privacy, and whether privacy or
muore important.

Critical Thinking

1. Explain why it is so difficull o completely rem
tion placed on the Internet.

2. Assumning il were lechnologically feasible o e
remove information from the Internet, should &
be permitted to sclectively remeve information
Internet about himself or herself? Should a priy
permited o do so7 Should someene under 18
to do 507 What about someons who had embar
information posted with their consent?

3. Should a potential employer be permitted Lo si
old Intermet information when making an empl
decision? Should an existing emplaver be pern
and potentially erminate an employes? Shoulc
spouse be able 1o look? Should 2 potential first
answers are split between ves and no, what per
should guide when a historical scarch is appruj
when it is not?
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Learning Outcomes
After reading thiv article, you will be able to:

* Understand how much personal information is embedded
in the storage area of one’s communcation and computing
device,

* Rucognize the wols that governments (and others) have to
quickly and easily aceess information from communicanon
devices.

* Recognize that U.5. Constitutional rights are limited at
border crossings.

ell phone searches are a common law enforcement

twol, but up until now, the public has largely been in

the dark regarding how much sensitive information the
government can get with this invasive surveillance technigue. A
document submitted to court in connection with a drug investi-
gation, which we recently discovered, provides a rare inventory
of the types of data that federal agents are able to ohtain from
& scized iPhone using advanced forensic analysis tools. The
list starkly demaonstrates just how invasive cell phone searches
are—and why law enforcement should be required to obtain a
warrant before conducting them,

Last fall, officers from Tmmigration and Customs Enforce-
ment (ICE) scived an iPhone from the bedroom of 3 suspect
in u drug investigation. In a single dala extraction session, ICE
collected a huge array of personal data from the phone. Among
other information. ICE obtained:

= call activity
* phone book directory information
= srored voicemails and lext messages

_—y O, APy W L TG L e, T T

*apps

* cight different passwords

* 659 geolocation points, including 227 cell towers and
403 WiFi networks with which the cell phone had
previously connected,

Before the age of smartphones, it was impossible for police
to gather this much private information about a person's com-
munications, historical movements, and private life during an
arrest. Our pockets and bags simply aren’t hig enough to carry
paper records revealing that much data. We would have never
carried around several years’ worth of correspondence, for
example—but today, five-vear-old emails are just a few clicks
awiy using the smartphone in your pocket. The fact that we now
carry this much private, sensitive informalion around with us
means that the povernment is able o get this information, too.

The type of data stored on a smartphone can paint a
near-complete picture of even the most private details of some-
one’s personal life. Call history, voicemails, text Messages
and photographs can provide a catalogue of how—and with
whom—a person spends his or her time, exposing everything
from intimate photographs to 2 AM text messagzes. Web brows-
ing history may include Google searches for Alcoholics Anony-
mous or local gay bars. Apps can expose what you're reading
and listening to. Location information might uncover a visit to
an abortion clinie, a political protest, or a psychiatrist,

In this particular case, ICE obtaincd a warrant to search the
house, and seized the iPhone during that search. They then
obtained a second, separate warrant based on probable cause
betore conducting 1 detailed search of the phone, However, even
though TCE obtained a warrant for this cell phone search, courts
are divided about whether a warrant is necessary in these circum-
stances, und no statute requires one. As a result, there are many
circumstances where police contend they do not need a warrant
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The police should not be free w copy the contents of your
phone without a warrant absent extraordinary circumstances,
However, thal is exactly what is happening. Last vear in
California, for example, Governor Jerry Brown vetoed a
common-sense bill that would have reguired the police to
obtain a warrant before searching seized phones, despite the
bill's broad bipartisan support in the state legislature.

Intrusive cell phone searches are becoming ever easier for law
enforcement officers to conduct. Companias such as Cellchrite
produce portable forensics machines that can download copies
of an iPhone’s “existing, hidden, and deleted phone data, includ-
ing call history, text messages, contacts, images, and geotags” in
minutes. This type of equipment, which allows the government
to conduct quick. casy phone searches, is widely available to law
enforcement agencies—and not just to federal agents.

While the law does not sufficiently protect the private data
on smartphenes, technology can at least provide some protec-
tion. All midern smartphones can be locked with a PIN or
password, which can slow down, or in some cases, completely
thwart forensic analysis by the police (as well as 2 phone thief
or a prying partner), Make sure to pick a sufficiently lomg
password: a 4 characler numeric PIN can be cracked in a few
minutes, and the pattern-based unlock screen offered by
Android can he bypassed by Google if forced to by the V-
ernment. Finally, if your mobile operating system offers a disk
encryption option (such as with Android 4.0 and above), it is
important to turn it on,

Critical Thinking

1. Read the New York Times and The Atlantic Wire weh links
at the erd of this article sbout U.S. sovernment searches

at border crossings. Why do you think the gov
granted more Jeeway at the border than Fourtk
menl protections against unwarranted search g
nonmally provide? Do you think this extra lee
appropriate? Why 7

2. Describe the difference between dats and meta
the information stored an your cellphone. How
be used to build & profile of the owner uf a cell
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