BUSINESS DRIVEN ETHICS AND SECURITY

Mining large amounts of data can create a number of benefits for business, society,
and governments, but it can also create a number of ethical questions surrounding
an invasion of privacy or misuse of information, Facebook recently came under fire
for its data mining practices as it followed 700,000 accounts to determine whether
posts with highly emotional content are more contagious. The study concluded that
highly emotional texts are contagious, just as with real people, Highty emotional
pusitive posts received multiple positive replies whereas highly emotional negative
posts received multiple negative replies, Although the study seems rather innocent,
many Facebook users were outraged; they felt the study was an invasion of privacy
because the 700,000 accounts had no idea Facebook was mining their posts, As a
Facebook user, you willingly consent that Facebook owns every bit and byte of data
you post und, once you press submit, Facebook can do whatever it wants with your
data. Do you agree or disagree that Facebook has the right to do whatever it wants
with the data its 1.5 billion users post on its site?®

DRIVING WEBSITES WITH DATA

A content creator is the person responsible for creating the original website content. A content
editor is the person responsible for updating and maintaining website content, Static informa-
tion includes fixed data incapable of change in the event of a user action. Dynamic information
includes data that change based on user actions. For example, static websites supply only infor-
mation that will not change until the content editor changes the information. Dynamic informa-
tion changes when a user requests information. A dynamic website changes information based on
user requests such us movie ticket availability, airline prices, or restaurant reservations. Dynamic
website information is stored in a dynamie catalog, or an area of a website that stores informa-
tion about products in a database,

Websites change for site visitors depending on the type of information they request. Con-
sider, for example, an automobile dealer, The dealer would create a database containing data
elements for each car it has available for sale, including make, model, color, year, miles per
gallon, a photograph, and so on. Website visitors might click Porsche and then enter their spe-
cific requests such as price range or year made. Once the user hits Go, the website automati-
cally provides a custom view of the requested information. The dealer must create, update,
and delete antomobile information as the inventory changes.

A data-driven website is an interactive website kept constantly updated and relevant to the
needs of its customers using a database. Data-driven capabilities arc especially useful when a
firm needs to offer large amounts of information, products, or services. Visitors can become
quickly annoyed if they find themselves buried under an avalanche of information when
searching a wcbsite. A data-driven website can help limit the amount of information displayed
to customers based on unique search requirements. Companies even use data-driven websites
to make information in their internal databases available to customers and business partners.

There are a number of advantages to using the web to access compuny databases, First, web
browsers are much easier to use than directly accessing the database by using a custom-query
tool. Second, the web interface requires few or no changes to the database model. Finally, it
costs less to add a web interface in front of a DBMS than to redesign and rebuild the system
to support changes. Additional data-driven website advantages include:

# Easy to manage content: Website owners can make changes without relying on MIS
professionals; users can update a data-driven website with little or no training.

Unethical Data
Mining

L0 6.4: Explain the business benefits

of a data-driven website.
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FIGURE 6.13

Zappos.com—A Data-Driven
Website

FIGURE 6.14
Bl in & Data-Driven Website
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# Fasy to store large amounts of data: Data-driven websites can keep large volumes of
information organized. Website owners can use templates to implement changes for lay-
outs, navigation, or website structure. This improves website reliability, scalability, and
performance.

# KEasy to eliminate human errors: Data-driven websites trap data-entry errors, eliminat-
ing inconsistencies while ensuring that all information is entered correctly.

Zappos credits its success as an online shoe retailer to its vast inventory of nearly 3 million
products available through its dynamic data-driven website. The company built its data-driven
website catering to a specific niche market: consumers who were tired of finding that their
most-desired items were always out of stock at traditional retailers. Zappos® highly flexible,
scalable, and secure database helped it rank as the most available Internet retailer, Figure 6.13
displays the Zappos data-driven website illustrating a user querying the database and receiv-
ing information that satisfies the user’s request.”

Companies can gain valuable business knowledge by viewing the data accessed and ana-
lyzed from their websites. Figure 6.14 displays how running queries or using analytical tools,
such as a PivotTable, on the database that is attached to the website can offer insight into the
business, such as items browsed, frequent requests, items bought together, and so on.

section 8.7 - Business Intelligence
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6.5 Identify the advantages of using business intelligence to suppert managerial decision making.
6.6 Define data warehousing and data marts and explain how they support business decisions.
8.7 Describe the thrae organizational methods for analyzing hig data.

SUPPORTING DECISIONS WITH BUSINESS
INTELLIGENCE

Many organizations today find it next to impossible to understand their own strengths and
weaknesses, let alone their biggest competitors, because the enormous volume of organiza-
tional data is inaccessible to all but the MIS department. Organization data include far more
than simple structured data elements in a datahase; the set of data also includes unstructured
data such as voice mail, customer phone calls, text messages, video clips, and numerous new
forms of data such as tweets from Twitter.

The Problem: Data Rich, Information Poor

An ideal business scenario would be as follows. As a business manager on his way to meet
with a client reviews historical customer data, he realizes that the client’s ordering volume
has substantially decreased. As he drills down into the data, he notices the client had a sup-
port issuc with a particular product. He quickly calls the support team to find out all of the
information and learns that a replacement for the defective part can be shipped in 24 hours. In
addition, he learns that the client has visited the website and requested information on a new
product line. Armed with all this information, the business manager is prepared for a produc-
tive meeting with his client. He now understands the client’s needs and issues, and he can
address new sales opportunities with confidence.

For many companies, the preceding example is simply a pipe dream, Attempting to gather
all of the client information would actually take hours or even days to compile. With so much
data available, it is surprisingly hard for managers to get information, such as inventory lev-
els, past order history, or shipping details. Managers send their information requests to the
MIS department where a dedicated persen compiles the various reports. In some situations,
responses can take days, by which time the information may be outdated and opportunities lost.
Many organizations find themselves in the position of being data rich and information poor.

L0 6.5: Identify the advaniages of
using business intellfigence to sup-

port managerial decision making.
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News Dots

Gone are the days of staring at boring spreadsheets and trying to understand how the
dala correlate. With innovative data visualization tools, managers can arrange dif-
ferent ways to view the data, providing new forms of pattern recognition not offered
by simply looking at numbers. Slate, a news publication, developed a new data visn-
alization tool called News Dots, that offers readers a different way of viewing the
daily news through trends and patterns. The News Dots tool scans about 500 stories
a day from major publications and then tags the content with important keywords
such as people, places, companies, and topics. Surprisingly, the majority of daily
news overlaps as the people, places, and stories are frequently connected. Using
News Dots, you can visualize how the news fits together, almost similar to a giant
social network. News Dots uses circles (or dots) to represent the tagged content
and arranges them according to size. The more frequently a certain topic is tagged,
the larger the dot and its relationship to other dots, The tool is interactive and users
simply click a dot to view which stories mention that topic and which other top-
ics it connects to in the network such as a correlation among the U.S. government,
Federal Reserve, Senate, bank, and Barack Obama.”

How can data visualization help identify trends? What types of business intel-
figence could you identify if your college used a data visualization tool to analyze
student information? What types of business intelligence could you identify if you
used a data visualization tool to analyze the industry in which you plan to compete?

Even in today’s electronic world, managers struggle with the challenge of turning their busi-
ness data into business intelligence.

The Solution: Business Intelligence

Employee decisions are numerous, and they include providing service information, offering
new products, and supporting frustrated customers. Employees can base their decisions on
data, experience, or knowledge and preferably a combination of all three. Business intelli-
gence can provide managers with the ability to make better decisions. A few examples of how
different industries use business intelligence include:

3

Airlines: Analyze popular vacation locations with current flight listings.
Banking: Understand customer credit card usage and nonpayment rates.
Health care: Compare the demographics of patients with critical illnesses.
Insurance: Predict claim amounts and medical coverage costs.

Law enforcement: Track crime patterns, locations, and eriminal behavior,

Marketing: Analyze customer demographics.

oW B #® ¥ 9

Retail: Predict sales, invenlory levels, and distribution.

E

Technology: Predict hardware failures.

Figure 6,15 displays how organizations using Bl can find the cause to many issues and
problems simply by asking “Why?" The process starts by analyzing a report such as sales
amounts by quarter. Managers will drill down into the report looking for why sales are up or
why sales are down. Once they understand why a certain location or product is experienc-
ing an increase in sales, they can share the information in an effort to ruise enterprisewide
sales, Once they understand the cause for a decrease in sales, they can take effective action

Chapter 68 Data; Business Intelfigence



Question

Why did customer
complaints increase?

Why are sales below target?
Why did we selliess in the West? 3

Why did X sales drop? €7~

T
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Because we sold less
in the Western region,

Because sales of product X

dropped.

Because customer
complaints increased.

Because late deliveries went up

60 percent.

FIGURE 6.15

How Bi Can Answer Tough
Customer Questions

to resolve the issue. Here are a few examples of how managers can use BI to answer tough
business questions:

# Where has the business been? Historical perspective offers important variables [or
determining trends and patterns.

® Where is the business now? Looking at the current business situation allows managers
1o take effective action to solve issues before they grow out of control.

% Where is the business going? Setting strategic direction s critical for planning and cre-
ating solid business strategies.

Ask a simple question—such as who is my best customer or what is my worst-selling
product—and you might get as many answers as you have employees. Databases, data ware-
houses, and data marts can provide a single source of “trusted” data that can answer questions
about customers, products, suppliers, production, finances, fraud, and even employees. They
can also alert managers to inconsisicncies or help determine the causes and effects of enter-
priscwide business decisions. All business aspects can benefit from the added insights pro-
vided by business intclligence, and you, as a business student, will benefit from understanding
how MIS can help you make intelligent decisions.

THE BUSINESS BENEFITS OF DATA WAREHOUSING

In the 1990s as organizations began to need more timety information about their business,
they found that traditional management information systems were too cumbersome to pro-
vide relevant information efficiently and effectively. Most of the systems were in the form of
operational databases that were designed for specific business functions, such as accounting,
order entry, customer service, and sales, and were not appropriate for business analysis for the
reasons shown in Figure 6.16.

During the latter half of the 20th century, the numbers and types of operational databases
increased. Many large businesses found themselves with information scattered across multiple
systems with different file types (such as spreadsheets, databases. and even word processing
files), making it almost impossible for anyone to use the information from multiple sources.
Completing reporting requests actoss operational systems could take days or weeks using
antiquated reporting tools that were ineffective for running a business. From this idea, the data
warchouse was bomn as a place where relevant information could be stored and accessed for
makmg Sl‘rﬁn,c‘g’é; querics and reports.

g5 a logical collection of information, gathered from many operational
dathases, that suppor!e business analysis activities and decision-making tasks. The primary
purpose of a data warehouse is to combine information, more specifically, strategic informa-
tion, throughout an organization into a single repository in such a way that the people who
need that information can make decisions and undertake business analysis. A key idea within

Taohnical Founc

L0 6.5: Define data warehousing
and data marts and explain how they
support business decisions.
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data warehousing is to collect information from multiple systems in a common location that
uses a universal querying tool. This allows operational databases to run where they are most
efficient for the business, while providing 14 common location using a familiar format for the
strategic or enterprisewide reporting information.

Data warehouses go even a step further by standardizing information. Gender, for instance
can be referred 1o in many ways (Male, Female, M/F, 1/0), but it should be standardized on
a data warehouse with one common way of referring to each data element that stores gender
(M/F). Standardization of data elements allows for greater accuracy, completeness, and con-
sistency and increases the quality of the information in making strategic business decisions.
The data warehouse then is simply a tool that enables business users, typically managers, to
be more effective in many ways, including:

# Developing customer profiles.
# ldentilying new-product opportlunitics.

¥ Improving busincss operations.

#

Identifying financial issues.

Analyzing trends.

# Understanding competitors.

# Understanding product performance. (Sce Figure 6.17 for the three core concepls of data
warehousing.)

Businesses collect a tremendous amount of transactional information as part of their rou-
tine operations. Marketing, sales, and other departments would like to analyze these data to
understand their operations better. Although databases store the details of all transactions (for
instance, the sale of a product) and events (hiring a new employee), data warehouses store that
same information but in an aggregated form more suited to supporting decision-making tasks.
Aggregation, in this instance, can include totals, counts, averages, and the like.

smnese irishigency



DATAMART

. Contains a subset of data
- warehouse information

DATA MINING
The process of analyzing data to
extract information
not offered hy the raw data alone

The data warehouse modceled in Figure 6.18 compiles information from internal databases
(or transactional and operational databases) and external databases through extraction, trans-
formation, and loading. Extraction, transformation, and loading (ETL) is a process that
extracts information from internal and external databases, transforms it using a common set
ol cnierprise definitions, and loads it into a data warehouse. The data warehouse then sends
portions (or subsets) of the information to data marts. A dafe mart contains a subset of data

: . : - . Data Warechouse
Internal Databases
——
Marketing
- )¢ Marketing
/- |-data mart-.
e i
* Marketing information
Inventory Billing * Inventory information
T + Sales information
External Datahases * Billing information

Competitor infarmation

Industry inf_orma'tbn

Mailing list information

Stock market analysis

FIGURE 6.17

Three Core Congepts of Data
Warehousing

FIGURE 6.18
Data Warshouse Modei
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FIGURE 6.19
A Cube of Information for

Performing a Multidimensionat

warehouse information. To distinguish between data warehouses and data marts, think of
data warehouses as having a more organizational focus and data marts as having a functional
focus. Figure 6.18 provides an illustration of a data warehouse and its relationship to internal
and external databases, ETL, and data marts.

Multidimensional Analysis

A relational database contains information in a series of two-dimensional tables. In a data ware-
house and data mart, information contains layers of columns and rows. For this reason, most data
warchouses and data marts are multidimensional databases. A dimension is a particular attribute
of information. Each layer in a data warehouse or data mart represents information according
to an additional dimension. An information cube is the common term for the representation of
multidimensional information. Figure 6.19 displays a cube (cube a) that represents store infor-
mation (the layers), product information (the rows), and promotion information (the columns).

Afler creating a cube of information, users can begin to slice and dice the cube to drill down
into the information. The second cube {cube b) in Figure .19 displays a slice representing pro-
motion II information for all products at all stores. The third cube (cube ¢) in Figure 6.19 displays
only information for promotion ITI, product B, at store 2. By using multidimensional analysis,
users can analyze information in a number of ways and with any number of dimensions. Users
might want to add dirnensions of information to a current analysis, including product category,
region, and even forecasted versus actual weather. The true value of a data warchouse is its abil-
ity to provide multidimensional analysis that allows users to gain insights into their information.

Data warchouses and data marts are ideul for off-loading some of the querying against
a database. For example, querying a database to obtain an average of sales for Product B
at Store 2 while Promotion IH is under way might create a considerable processing burden
for a database, increasing the time it takes another person (o enler a new sale into the same
database. I an organization performs numerous queries against a database (or multiple data-
bases), aggregating that information into a data warehouse will be beneficial.

Information Cleansing or Scrubbing

Dirty data is erroneous or flawed data (see Figure 6.2(1). The complete removal of dirty data
from a source is impractical or virtually impossible. According to Gartner Inc., dirty data is a
business problem, not an MIS problem. Over the next two years, more than 25 percent of criti-
cal data in Fortune 1000 companies will continue to be flawed; that is, the information will be

Analysis on Three Stores inaccurate, incomplete, or duplicaled.
{or Eive Products and Eour Obviously, maintaining quality information in 2 data warchouse or dala mart is extremely
Promotions important. To increase the quality of organizational information and thus the effective-
ness of decision making, businesses must formulate a strategy to keep information clean.
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The butterfly effect, an idea from chaos theory in mathematics, refers to the way a
minor event—like the movement of a butterfly’s wing—can have a major impact
on a complex system like the weather. Dirty data can have the saume impact on a Butterﬂy
business as the butterfly effect. Organizations depend on the movement and sharing
of data throughout the organization, so the impact of data quality errors are costly Effects
and far-reaching. Such data issues often begin with a tiny mistake in one part of the
organization, but the butterfly effect can produce disastrous results, making its way
through MIS systems to the data warehouse and other enterprise systems, When
dirty data or low-quality data enters organizational systems, a tiny error such as a
spelling mistake can lead to revenue loss, process inefficiency, and failure to comply
with industry and government regulations. Explain how the following errors can
affect an organization:

{as

A cascading spelling mistake

Inaccurate customer records

Inaccurate mailing address

=
]
B [ncomplete purchasing history
"
]

Duplicate customer numbers for different customers

Information cleansing or scrubbing is a process that weeds out and fixes or discards incon-
sistent, incorrect, or incomplete information.

Specialized software tools exist that use sophisticated procedures to analyze, standardize,
correct, match, and consolidate data warehouse information. This step is vitally important
because data warehouses often contain information from several databases, some of which can
be external to the organization. In a data warehouse, information cleansing occurs first dur-
ing the ETL process and again once the information is in the data warehouse. Companies can

FIGURE 6.20
Dirty Data Problems
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choose information cleansing software from several vendors, including Oracle, SAS, Ascen-
tial Software, and Group 1 Software. Ideally, scrubbed information is accurate and consistent.

Looking at customer information highlights why information cleansing is necessary, Cus-
tomer information exists in several operational systems. In each system, all the details could
change—from the customer ID to contact information—depending on the business process
the user is performing (see Figure 6.21).

Figure 6.22 displays a customer name entered differently in multiple operational systems.
Information cleansing allows an organization to fix these types of inconsistencies in the data
warehouse. Figure 6.23 displays the typical events that occur during information cleansing.

FIGURE 6.21 S SRR

Contact Information in
Operational Systems

e <
The billing system has “acecounts The custamer service system has the
payable” eustomer contact information,  “product user” customer coftactinformation:

FIGURE 6.22

Standardizing a Customer Name
in Operational Systems
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Quality Management

Completeness 100%

Achieving perfect information is almost impossibie, The more complete and accurate a
company wants its information to be, the more it costs (see Figure 6.24), Companies may also
trade accuracy for completeness. Accurate information is correct, whereas complete informa-
tion has no blanks, A birth date of 2/31/10 is an example of complete but inaccurate informa-
tion (February 31 does not exist). An address containing Denver, Colorado, without a zip code
is an example of accurate information that is incomplete. Many firms complete data quality
audits to determine the accuracy and completencss of its data. Most organizations determine a
percentage of accuracy and completeness high enough to make good decisions at a reasonable
cost, such as 85 percent accurate and 65 percent complete,

THE POWER OF BIG DATA ANALYTICS

Companies are collecting more data than ever. Historically, data were housed in functional
systems that were not integrated, such as customer service, finance, and human resources.
Today companies can gather all of the functional data together by the zetabyte, but finding

FIGURE 6.23
information Cleansing Activities

FIGURE 6.24

The Cost of Accurate and
Compiete Information

LD 8.7: Describe the three organiza-
tional methods far analyzing hig data.
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FIGURE 6.25

Three Organizational Methods
for Analyzing Big Data
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a way to analyze the data is incredibly challenging. Figure 6.25 displays the three methods
organizations are using to dissect, analyze, and understand organizational data.

Data mining is the process of analyzing data to extract information not offered by the raw
data alone. Data mining can also begin at a summary information level (coarse granularity)
and progress through increasing levels of detail (drilling down) or the reverse {drilling up).
Companies use data-mining techniques to compiie a complete picture of their operations,
all within a single view, allowing them to identify trends and improve forecasts. Consider
Best Buy, which used data-mining tools to identify that 7 percent of its customers accounted
for 43 percent of its sales, so the company reorganized its stores to accommodate those
customers.

To perform data mining, users need data-mining tools. Data-mining fools use a variety
of techniques to find patterns and relationships in large volumes of information that predict
tuture behavior and guide decision making. Data mining uncovers trends and patterns, which
analysts use to build models that, when exposed to new information sets, perform a variety
of information analysis functions. Data-mining tools for data warehouses help users uncover
business intelligence in their data. Figure 6.26 displays the data-mining analysis methods
used to uncover patterns and trends for business analysis such as:

p

Analyzing customer buying patterns to predict future marketing and promotion
campaigns.

# Building budgets and other financial information.

# Detecting fraud by identifying deceptive spending patterns.

# Finding the best customers who spend the most money.

# Keeping customers from leaving or migrating to competitors.

# Promoting and hiring employees 1o ensure success for both the company and the
individual.

[rata: Businesy imeligence



