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work must be shown; this includes calculations, derivations, proofs, graphs,
as well as your arguments and reasoning. Your methods and reasoning are
important.




image2.png
2. [30 points] Consider a set of intersecting rings as in the figure below.
Here, a small square represents a node, including nodes that can trans
fer packets between rings, and each ring has an arrow that indicates the
direction of packet flow on that ring.

2.1. Display the adjacency matrix for the network in the figure.
2.2, Which, if any, nodes are equivalent on the network and why?
2.3, Display the weight matrix for the network.

2.4, Using the Bellman-Ford algorithm, calculate a route from node S tc
node D on the network as displayed in Fig, 1. Show and explain each
step of the algorithm as you develop the route.

2.5, Again refer to the following figure. Each ring is labeled approxi

mately at its center from the set {a, 5,6,7,¢}. Each ring represents
an autonomous system (AS).

2.5.1. What is meant by the term autonomous sytem?
2.5.2. For each AS, where would you place one or more firewalls?
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2.5.3. Assume that the maximum throughput of each segment is related
to the metric (weight) associated with cach segment as follows:
1 =1 Thit-sec™!, 2 = 100 Gbit-sec™!, 3 = 10 Gbit-sec™!, 4
1 Gbit-sec™!, and 5 = 100 Mbit-. . Given where you have
placed each firewall in 3.2, what sort of throughput would you
want for each firewall so that there would be neither packet loss
nor any packets going without inspection? If you cannot answer
3.2, identify the nodes that are present on multiple ASs and use
these nodes to answer this question.

Figure 1: A set of intersecting rings
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3. [40 points| We have considered encryption, and in particular, the algo-
rithm and underlying theory of the Advanced Encryption Standard (AES).
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3.4. Consider a very simplified model of AES in which there will be only
one P box and one § box and an 8 bit key. Use OxAE as the key.
Show, step by step, how one encrypts the string T h e (without any
embedded blanks) assuming that each letter is from IS0, thus Ox54,
0x68, 0x65 as the octet (8 bit) hexadecimal values.




