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Social Networks and Workplace Risk:
Classroom Scenarios from a U.S.
and EU Perspective
Perry Binder∗ and Nancy R. Mansfield∗∗


Introduction


The explosion of social networks and the growing concern over privacy in
the digital age—both in the United States and Europe—have provided an
opportunity to introduce students to the legal risks of using social media in
the workplace. In general, the U.S. legal system views privacy as a legal right,
while member states of the European Union (EU) view privacy as a human
right.1 In fact, the EU Directive on Data Protection of 19952 mandates that
each EU member state create a Data Protection Authority to protect each
citizen’s privacy rights and investigate breaches. However, novel transborder
legal issues have complicated protection of privacy rights in the twenty-first
century, as EU nations attempt to balance cherished privacy with the free
speech evidenced on U.S.-based social networks.


For example, in February 2012, British soccer player Ryan Giggs agreed
to lift a social media anonymity injunction in a hearing at the UK High Court


∗Assistant Professor of Legal Studies, Georgia State University.
∗∗Professor of Legal Studies, Georgia State University.
1Bob Sullivan, ‘La difference’ Is Stark in EU, U.S. Privacy Laws, MSNBC.com, Oct. 19, 2006, http://
www.msnbc.msn.com/id/15221111/ns/technology_and_science-privacy_lost/t/la-difference-
stark-eu-us-privacy-laws.


21995 O.J. (L 281) (Council Directive 1995/46/EC on the protection of individuals with regard
to the processing of personal data and on the free movement of such data), available at http://
eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML (last vis-
ited Oct. 23, 2012).
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of Justice (High Court) in London.3 The court had issued a superinjunction4


to prevent media outlets from reporting on his identity and alleged affair
with a reality television star. Predictably, thousands of Twitter users ignored
the injunction and anonymously posted the player’s identity online. Giggs
obtained an order from the High Court directing Twitter to turn over the
identities of these anonymous users. Twitter refused, arguing that as a U.S.
company, it is protected by the Communications Decency Act.5 In an effort
to preserve British privacy laws, the High Court’s senior judge issued a report
stating that persons who ignore injunctions by posting online could be liable:
“Are we really going to say that somebody who has a true claim for privacy,
perfectly well made, which the newspapers and media can’t report, has to
be at the mercy of somebody using modern technology?”6 This high-profile
case serves as a touchstone for the risks surrounding social networks and
workplace privacy.


While directives protect online privacy rights of citizens in EU nations,
companies may still under some circumstances fire employees for inappro-
priate use of social media in the workplace.7 These firings illustrate that each


3Josh Halliday, Ryan Giggs Named in Court for First Time as Footballer Behind Injunction,
Guardian, Feb. 21, 2012, available at http://www.guardian.co.uk/media/2012/feb/21/ryan-
giggs-named-court-injunction.


4A superinjunction is “a stringent and controversial British legal measure that prevents me-
dia outlets from identifying [litigants such as Giggs], reporting on the story or even from
revealing the existence of the court order itself.” Claire Cain Miller & Raqvi Somaiya, Free
Speech on Twitter Faces Test, N.Y. Times, May 22, 2011, available at http://www.nytimes.com/
2011/05/23/technology/23twitter.html?pagewanted=all.
5Id.; Communications Decency Act of 1996, 47 U.S.C. § 230 (1998). It is a matter of debate
whether Twitter may be compelled to turn over its anonymous users to the United Kingdom, but
the debate has become more focused now that Twitter, Inc. opened its European headquarters
in London. For a brief discussion of the issues involved, see the Conclusion of this article.


6Miller & Somaiya, supra note 4. EU member nations have enacted directives and laws to ensure
privacy (see infra Part II of this article), but global social networks have complicated the privacy
enforcement landscape. In a March 2011 speech to the European parliament, the EU justice com-
missioner, Viviane Reding, warned social media providers, like Facebook, that a “US-based social
network company that has millions of active users in Europe needs to comply with EU rules.” Matt
Warman, Online Right ‘to Be Forgotten’ Confirmed by EU, The Telegraph, Mar. 17, 2011, available
at http://www.telegraph.co.uk/technology/internet/8388033/Online-right-to-be-forgotten-
confirmed-by-EU.html.


7See infra notes 19-21 and accompanying text.
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of the twenty-seven EU nations is free to apply the directives as it deems
appropriate, allowing for wide variation among the nations.8 Furthermore,
private EU employers may implement enforceable internal policies against
inappropriate use9 of social networks. In effect, the application of the laws
of individual EU nations is analogous to the application of different em-
ployment laws by each of the fifty states in the United States,10 where em-
ployees may be an employee-at-will in one state while having greater rights in
another.11


The privacy problem is not going away because rapid changes in tech-
nology in the twenty-first century have blurred the lines between the private
and work lives of employees, especially with respect to employees engaged
in social networking, even off the clock on home computers.12 Workers have


8Gerda Falkner et al., Complying with Europe: EU Harmonisation and Soft Law in the
Member States (2005).


9Inappropriate use may be defined differently for each EU organization. However, the Eu-
ropean Commission’s social media policy directs employees to respect “objectivity, impar-
tiality, loyalty to the institution, discretion, and circumspection” when involved in social
media. European Commission, Guidelines for All Staff on the Use of Social Media, available at
http://ec.europa.eu/ipg/docs/guidelines_social_media_en.pdf (last visited Aug. 30, 2012).


10Sullivan, supra note 1.


11See infra notes 40-51.


12Anthony J. Oncidi & David Gross, Blackberries on the Beach: A Ripening Concern for Employers,
51 Orange County Lawyer 10 (Jan. 2009). See also Robert Sprague, Invasion of the Social
Networks: Blurring the Line Between Personal Life and the Employment Relationship, 50 U. Louisville
L. Rev. 1 (2011). In 2011, a full-time teacher’s aide in Michigan was fired when she refused
a “non-negotiable request” for her Facebook password, “after she posted a picture of a
co-worker with her pants around her ankles, with the caption, ‘Thinking of you’.” Helen
Popkin, Failing to Provide Facebook [sic] Password Gets Teacher’s Aide Fired, NBCNews.com, available
at http://www.nbcnews.com/technology/technolog/failing-provide-facebook-password-gets-
teachers-aide-fired-642699 (last visited Oct. 22, 2012). The aide described her post as “very mild,
no pornography” and as a gag posted during her off time. In summer 2012, Illinois and Maryland
passed laws banning employers from asking for social media log ins. Jayson Keyser, Illinois Facebook
Password Law Bars Employers from Asking for Social Media Logins, Huffington Post, Aug. 1, 2012,
http://www.huffingtonpost.com/2012/08/01/illinois-facebook-passwor_0_n_1730396.html.
The Illinois law “protects both current employees and prospective hires. But the legislation,
which takes effect Jan. 1, [2013] does not stop bosses from viewing information that isn’t
restricted by privacy settings on a website. Employers are also free to set workplace policies on the
use of the Internet, social networking sites and email.” Id. In September 2012, California passed
laws preventing universities and employers “from demanding user names and passwords from
employees and job applicants. The restriction does not apply to passwords or information used
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become virtual 24/7 employees as they respond to work-related issues and
present themselves online.13 As a result, employers are increasingly recogniz-
ing the exposure and potential liability involved with 24/7 employees and
are now forced to develop policies and practices that address this issue.14 A
number of companies have policies for use of social media while at work, yet
companies with such policies need guidance in effectively communicating,
implementing, and enforcing them.15


Many employees in the United States are unaware that their conduct
on social networks may lead to discipline or dismissal. For example, recent
incidents show the extent to which employers will reprimand and even fire
employees for using social media:


� A waitress was fired for griping on Facebook about an in-
adequate tip left by a customer. The employer had a policy


on employer-issued electronic devices.” Associated Press, Governor Brown Signs Network Privacy
Bills, Sept. 27, 2012, http://www.thecalifornian.com/article/20120928/NEWS06/309280029/
Governor-Brown-signs-network-privacy-bills. In addition, The Password Protection Act of 2012
was introduced in the U.S. House and Senate, which would “prevent employers from accessing
information on any computer that isn’t owned or controlled by an employer, including private
e-mail accounts, photo sharing sites, and smartphones.” Emil Protalinski, Password Protection
Act: Ban Bosses from Asking for Facebook Passwords, ZDNet, May 9, 2012, http://www.zdnet.com/
blog/facebook/password-protection-act-ban-bosses-asking-for-facebook-passwords/12781.


13Harriett B. Presser, Working in a 24/7 Economy: Challenges to American Families
4-6 (2003).


14Terrance Conner, Technology: Liability Dangers Raised by Social Media, Inside Counsel, May 18,
2012, http://www.insidecounsel.com/2012/05/18/technology-liability-dangers-raised-by-social-
medi.


15Robert Half Technology, Social Work? More Companies Permit Social Networking on the
Job, Robert Half Technology Survey Reveals (May 26, 2011), http://rht.mediaroom.com/
2011SocialMediaPolicies. The 2011 Robert Half Technology survey of over 1,400 employers
nationwide found that only 31 percent of employers with over 100 employees prohibited on-
the-job social media use completely, down from 54 percent in 2009. Id. Fifty-one percent of
such employers permitted such use for business purposes only, up from 19 percent in 2009.
Id. These figures signal employers’ increasing acceptance of employees’ use of social media. Id.
While these figures capture policies respecting on-the-job use, no data of comparable quality
exists with respect to employer policies on off-the-job employee use of social media. Id. As ex-
amples of the positive use of social media in the workplace worldwide, these companies attract a
large following and promote their products or services on Twitter: @AirAsia: 475,000 followers;
@DellOutlet 1.51 million followers; @JetBlue: 1.68 million followers; @London2012: 1.59 mil-
lion followers; @MTVAsia: 82,700 followers; @NikeStoreEurope: 37,500 followers; @NokiaItalia:
115,000 followers; and @Starbucks: 2.83 million followers (each Twitter page last visited Aug.
30, 2012).
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against disparaging customers or putting the restaurant in a bad
light.16


� An emergency medical technician posted a murder victim photograph
online; he was fired, though the employer did not give a reason for the
dismissal.17


� A university diversity director resigned when it was discovered that he
posted blog items including one that said “women are not as smart as
men.” He claimed that the blog was “clearly satirical” and that he wrote
the items before accepting the university job.18


In short, employees face risks of losing jobs when they improperly use social
media.


Like their U.S. counterparts, EU employees have been discharged
for inappropriate comments on social networks, as seen in the following
examples:


� A UK flight crew was terminated from an airline for posting comments
on Facebook that criticized passengers. The flight crew’s comments also


16Associated Press, Waitress Fired for Griping About Tip on Facebook, May 17, 2010, http://www.
msnbc.msn.com/id/37192342/ns/technology_and_science-tech_and_gadgets/.


17Chris Matyszczyk, EMT Fired over Facebook Murder Victim Photo?, CNET Blog Network, May 16,
2009, http://news.cnet.com/8301-17852_3-10242441-71.html.


18Associated Press, University Aide Resigns Over Blog Item, N.Y. Times, Mar. 19, 2011, available at
http://www.nytimes.com/2011/03/20/us/20resign.html. For additional examples of employ-
ees in the United States who are fired for conduct on social networks, see Christina Boyle, Pitts-
burgh Pirate Pierogi Mascot Fired for Bashing Team on Facebook Page, N.Y. Daily News, June 19, 2010,
available at http://articles.nydailynews.com/2010-06-19/news/27067639_1_pierogi-facebook-
page-team-mascots (A baseball team mascot was fired when he posted a comment on his Face-
book page that criticized the signing of two players.); Steve Krakauer, Bill Simmons Suspended
from Using Twitter Under ESPN Guidelines, Mediaite.com, Nov. 20, 2009, http://www.mediaite.
com/online/bill-simmons-suspended-from-using-twitter-under-espn-guidelines/ (A sports re-
porter received a two week “Twitter suspension” for violating the company social me-
dia policy by tweeting about a “deceitful scumbag” radio station.); Ben Popken, Guy Who
Tweeted Chrysler F-Bomb Blames Tweetdeck, The Consumerist, Mar. 17, 2011, http://consumerist.
com/2011/03/fired-marketer-who-tweeted-chrysler-f-bomb-blames-tweetdeck.html (A social
media marketer posted f-bombs on Chrysler’s official Twitter site; as a result, the marketer
lost his job and his firm lost the account.); and Christian Schappel, Exec’s Slip-up on Twitter
Gets His Company Trashed, BusinessBrief.com, July 15, 2009, http://www.businessbrief.com/
execs-slip-up-on-twitter-gets-his-company-trashed/ (An advertising executive posted this tweet as
he arrived in Memphis to do work for his client, Federal Express: “True confession but I’m in
one of those towns where I scratch my head and say, ‘I would die if I had to live here’.” An
employee for Federal Express saw the comment, publicized it on the Web, and the company was
trashed on the Internet.).
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alleged that the airline’s fleet was infested with cockroaches and that jet
engines were replaced four times in one year.19


� A fast food worker in Sweden was fired for posting negative comments on
a blog about that employee’s company.20


� Three employees in France were fired from an engineering company
for criticizing management at their workplace after another employee
took a screenshot of the offending Facebook page and forwarded it to
management.21


To sensitize students to the employment risks of using social media, the
authors developed classroom projects addressing inappropriate postings22 on
social networks. Students needed a learning methodology for investigating
and discussing timely issues such as online privacy, sexual harassment on
social networks, and anonymity rights. Classroom scenarios were needed to
address how employee social network usage affects employee discipline as
employers decide whether or not to implement social media policies. As
global workplace issues were becoming increasingly relevant topics in Legal
Environment of Business courses, the authors compared the differences in
the application of U.S. laws to the more privacy-oriented EU directives.


Since Facebook is the predominant social media tool for college-aged
individuals,23 one of the authors opened a Facebook account and, with a bit


19Stevie Smith, Virgin Flight Crew Fired for Insulting Passengers via Facebook, TheTechHerald.com,
Nov. 3, 2008, http://www.thetechherald.com/article.php/200845/2374/Virgin-flight-crew-
fired-for-insulting-passengers-via-Facebook.


20McDonald’s Worker Fired for Disparaging Blog Post, TheLocal.se, Jan. 18, 2010, http://www.
thelocal.se/24448/20100118/#.


21Three Fired for Facebook Criticisms of Bosses, Radio Fr. Int’l, Nov. 20, 2010, http://www.
english.rfi.fr/node/60197. However, a French court ruled against Nikon France for firing an
employee performing freelance work when reading the employee’s e-mails marked “personal.”
Sullivan, supra note 1.


22See Guidelines for All Staff on the Use of Social Media, supra note 9, for guidance on appro-
priate postings.


23Ken Burbary, Facebook Demographics Revisited – 2011 Statistics, Web Business Blog, Mar. 7, 2011,
http://www.kenburbary.com/2011/03/facebook-demographics-revisited-2011-statistics-2/. Ac-
cording to data provided by Facebook.com in 2011, Facebook has 50,679,700 total users between
the ages of 18 and 25; 29,703,340 total users between the ages of 26 and 34; and 629,982,480 total
global users. Id. In a 2011 metastudy that reviewed thirty-six separate studies concerning student
use of Facebook, a researcher found that students were “very likely” to use their own names
in their profile (as high as 99 percent). These students were also “very likely to post personal
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of trepidation,24 told his students about it. He assigned students an outside-
of-class project,25 directing them to find items posted on the Internet that a


information such as birthday (96%), e-mail address (85%), hometown (85%), and relationship
status (81%).” Khe Foon Hew, Review: Students’ and Teachers’ Use of Facebook. 27 Computers in
Human Behavior 662, 666 (2011). He also found that students were, on the other hand, less
likely to include specific off-line information such as a home address or phone number. Id.
The studies vary widely on the extent to which students took advantage of Facebook’s privacy
settings, ranging from only 1.2 percent in one study to over 50 percent in another and numerous
other studies falling between these two. Id. In a 2008 study, researchers found that 33.2 percent
of 1,710 students in their sample used privacy settings to protect the information contained
in their Facebook profiles. Kevin Lewis et al., The Taste for Privacy: An Analysis of College Student
Privacy Settings in an Online Social Network, 14 J. Computer-Mediated Comm. 79, 86 (2008). The
authors also found that the likelihood of a student having a private profile increased where
(1) the student’s friends had private profiles, (2) the student was more active on Facebook, (3)
the student was female, and (4) the student preferred music that is relatively popular (but not
unpopular or highly popular). Id. at 95.


24There is an understandable level of apprehension that many professors have about social
networking sites. In a question posed in The Chronicle of Higher Education’s blog, The Wired
Campus, some professors’ comments to Should Professors Use Facebook? included: “I have not yet
fallen under the spell of websites like Facebook or MySpace;” “I rarely visit the site because I find
it silly and, at times, sad (especially when students so openly flaunt drug use and promiscuity);
and “I’m an old faculty person, and [Facebook]’s been fun.” Jeffrey R. Young, Should Professors
Use Facebook?, Chron. of Higher Educ. Wired Campus Blog, June 5, 2006, http://chronicle.
com/blogs/wiredcampus/should-professors-use-facebook/2071 (discussion closed; comments
no longer visible on link); see also Nicole Glass, Professors sign onto Facebook, The Eagle,Feb. 9,
2009, http://media.www.theeagleonline.com/media/storage/paper666/news/2009/02/09/
News/Profs.Sign.Onto.Facebook-3618685.shtml (A Dartmouth College professor “wrote on
her profile that she uses Wikipedia the night before a lecture to prepare for her class . . . .
She thought only her Facebook ‘friends’ would be able to see her profile, not realizing that
her settings allowed her entire college network to view it.”); Jackson Lane, Professors using
Facebook to vent and seek advice, The Tartan, Feb. 9, 2009, http://www.thetartan.org/2009/2/9/
news/facebook; and Ileana Morales, UF Professors Use Facebook to Keep in Touch with Students, The
Alligator, Jan. 8, 2008, http://www.alligator.org/news/campus/article_07377021-59d1-5fc6-
a4ff-7d3db9c1c542.html. For a discussion of the ethical dilemmas of Facebook for professors,
see Thomas Chan, Professors Present Facebook Research Findings, Mich. Daily, Oct. 15, 2008,
http://www.michigandaily.com/content/2008-10-16/professors-discuss-facebook-findings-best-
practices; and Soraya Nadia McDonald, Facebook Frenzy, Associated Press, Feb. 11, 2009,
http://www.cbsnews.com/stories/2005/07/05/tech/main706634.shtml. However, many col-
lege professors remain especially sensitive to the diverse learning styles of students: “There
are many roads to learning. People bring different talents and styles of learning to college.
Brilliant students in the seminar room may be all thumbs in the lab or art studio. Students rich
in hands-on experience may not do so well with theory. Students need the opportunity to show
their talents and learn in ways that work for them. Then they can be pushed to learning in
ways that do not come so easily.” Susan Rickey Hatfield, The Seven Principles in Action:
Improving Undergraduate Education 95 (1995).


25While in-class instruction remains the centerpiece of learning in a traditional college course,
“out-of-class access to supplemental materials online can aid students at their point of greatest
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current or future employer might find inappropriate. Students then posted
findings on the professor’s Facebook Wall, a forum that allowed students to
evaluate and discuss the comments in a collective, safe environment.26 The
popularity of the initial collaborative assignment led one of the authors to de-
velop a new course entitled Social Media Law, which he taught at a university
consortium in Northern Italy.27 In that class, he assigned a cornerstone, com-
parative law project that required each student to activate a Twitter account
to follow international law cases and to critically examine the civility28 and
incivility of tweets29 worldwide, from both a U.S. and an Italian perspective.30


need—when they are truly ‘ready to learn’.” Kristin B. Gerdy et al., Expanding Our Classroom
Walls: Enhancing Teaching and Learning Through Technology, 11 Legal Writing: J. Legal Writing
Inst. 263, 270 (2005). With the advent of social networks, students create their own online
communities. Different “[t]heories about learning styles indicate that learners have a preferred
mode of learning, that people learn in different ways, that a variety of learning styles will be
present in any classroom, and that no one teaching method is effective for all students.” Paula
Lustbader, Teach in Context: Responding to Diverse Student Voices Helps All Students Learn, 48 J. Legal
Stud. Educ. 402, 405-06 (1998). Thus, heading to the students’ technology turf to explore learning
possibilities should the next logical step for professors.


26There are several journal articles on enhancing learning through the use of technology inside
higher education classrooms. Paul Caron & Rafael Gely, Taking Back the Law School Classroom:
Using Technology to Foster Active Student Learning, 54 J. Legal Stud. Educ. 551 (2004); Fred Galves,
Will Video Kill the Radio Star? Visual Learning and the Use of Display Technology in the Law School
Classroom, 2004 U. Ill. J.L. Tech. & Pol’y 195 (2004); and Deborah Merritt, Legal Education in
the Age of Cognitive Science and Advanced Classroom Technology, 14 B.U. J. Sci. & Tech. L. 39 (2008).
See also Alan Thomson, Lecturers See the Benefits of Mobiles in Classrooms, Times Educ. Supp., Mar.
27, 2009, http://www.tes.co.uk/article.aspx?storycode=6010888.
27Consortium of Universities for International Studies, http://www.cimbaitaly.com/Information-
d4976/Index.htm (last visited Aug. 30, 2012).


28Civility is “civilized conduct; especially: courtesy, politeness; a polite act or expression.”
Merriam-Webster Online Dictionary, http://www.merriam-webster.com/dictionary/civility
(last visited Aug. 30, 2012).


29To motivate students to be careful about what they post online, it is useful to point out
to them that the Library of Congress archives every one of their tweets. Steve Lohr, Library
of Congress Will Save Tweets, N.Y. Times, Apr. 14, 2010, available at http://www.nytimes.com/
2010/04/15/technology/15twitter.html. In addition, the U.S. government’s Echelon program
is believed to monitor the routine online communications of ordinary Americans, subjecting
the private communications to data mining and at times, human review. Cindy Cohn, Lawless
Surveillance, Warrantless Rationales, 8 J. on Telecomm. & High Tech. L. 351, 354 (2010). The
online communications collected and analyzed under the Echelon program include “emails,
phone calls, Internet searches, website visits, [and] Facebook posts.” Id.


30See generally Andrea Sitzia & Enrico Barraco, Protection of Privacy in Labor Relations: The Italian
Case Within the European Dimension, 31 Comp. Lab. L. & Pol’y J. 705 (2010) (analysis of the
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This project and the scenarios we outline in this article teach students that
actual and perceived privacy rights in EU member nations and free speech
rights in the United States do not necessarily translate into such rights in the
workplace, whether or not social media is used on or off company time.


This article builds on our classroom experiences and provides social
media scenarios and projects that allow students to analyze and critically
compare the workplace boundaries of social network use. Part I includes a
description of an out-of-class assignment that assesses what types of social
media comments students deem inappropriate in the workplace, completed
by students before the professor actually discusses applicable legal principles.
Then, Part II provides classroom scenarios that reinforce what students learn
about the evolving law of social networks and privacy in the U.S. and the EU
workplace. Part III looks at other legal considerations of social media use
including sexual harassment and anonymous speech, and offers additional
classroom scenarios. Part IV outlines a class project in which students col-
laborate in groups to develop social media policies for the U.S. workplace
and compares and contrasts the impact of similar policies on EU employees.
This project gives students an opportunity to synthesize their knowledge of
social networks and workplace privacy and to incorporate their understand-
ing of the legal risks posed by social media. For all the scenarios and projects,
we also provide the reader with a set of resources to facilitate replication
of the projects. The resources include a summary of The Facebook Project:
Dealing with Employee Gripe Sites (Appendix A), each of the Classroom Dis-
cussion Scenarios (Appendix B), detailed instructions for the Social Media
Policy project (Appendix C), and a rubric for grading the Social Media Policy
project (Appendix D).


I. Teaching Social Media Law: The Facebook
Project—Dealing with Employee Gripe Sites


In our undergraduate Legal Environment of Business course, learning out-
comes and learning theory serve as a guide in creating assignments.31 For


essential lines of European and Italian models of protection of worker’s privacy as a fundamental
human right contrasted with the lack of a general regulatory outline for the protection of privacy
in the United States).


31See, e.g., Anne Tucker Nees et al., Enhancing the Educational Value of Experiential Learning: The
Business Court Project, 17 J. Legal Stud. Educ. 171 (2010) (presenting a discussion of learning
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example, our core syllabus32 states that students will demonstrate the ability
to (1) communicate effectively about legal and ethical issues, (2) evaluate le-
gal arguments to apply legal doctrine to solve business problems, (3) explain
how law can be used strategically as a tool to reduce or manage business risk,
and (4) identify and analyze contemporary legal issues to promote an interest
in the legal environment and a framework for maintaining interest beyond
the classroom. The projects and scenarios presented in this article provide
an integrative approach for teaching social media law and give students an
opportunity to become actively involved in their learning and apply what they
have learned.


The Facebook Project assignment33 established student buy-in on a
timely topic and provided a forum for interaction among students as they
commented and reacted to Facebook Wall postings, before discussing the
applicable legal principles in class. First, students logged onto Facebook
and added the professor as a friend.34 Outside of class, students were in-
structed to search the Internet for a gripe site35 against a company (e.g.,
www.SMLawIncSucks.com). After choosing a gripe site, students then posted
the following information on the professor’s Wall:


� The domain name of the gripe site (e.g. SMLawIncSucks.com [it doesn’t
have to be one actually created by a company’s employee or an ex-
employee]), and


� Any comments on that site that are inappropriate (in the student’s opin-
ion) for all to see on social networks.


Finally, students wrote a short paragraph on the professor’s Face-
book Wall answering the following question: if the owner of that Web
site were an anonymous employee or ex-employee, would the employer


outcomes and cognitive theories of learning and the application of experiential learning in a
court visit assignment).


32Syllabi on file with authors.


33Appendix A outlines a complete text of the assignment.


34For students who did not use Facebook or did not wish to friend a professor, this assignment
may be e-mailed to the professor instead.


35This type of Web site, commonly known as a gripe site, is usually dedicated to criticizing a
company or institution. Penn Warranty Corp. v. DiGiovanni, 810 N.Y.S.2d 807, 811 (Sup. Ct.
2005).
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be able to discover the name and identity of the person through the
legal process? After reading the content of the site, the student deter-
mined if the content fit within the criteria provided in the project for
a judge to issue a subpoena compelling an Internet Service Provider
(ISP) to disclose the name and contact information of the Web site
owner.36


The Facebook Project sensitized students to actual examples of in-
appropriate comments posted on the Web. Following the project, the
professor discussed applicable laws and used classroom scenarios to illus-
trate common types of contexts in which social networking activity might
cause problems on the job: (1) Social Networks and Workplace Privacy
in the United States, (2) Social Networks and Workplace Privacy in the
European Union, (3) Title VII Harassment and Social Networks, and (4)
Anonymous Speech on Social Networks.37 These scenarios became the ba-
sis for in-class discussion as students examined the consequences of these
actions in the workplace, both on and off company time. In addition,
students explored the legal implications of whether or not an employee
or ex-employee may post company material on a personal or workplace
blog.38


II. Social Networks and Workplace Privacy Law
in the United States and Europe: Classroom
Scenarios


After setting the stage for discussion of social media legal issues, students were
given several scenarios that emphasize the lack of protection for employee
privacy in the U.S. workplace. The context differed in some way in each
scenario and required students to consider factors such as privacy settings
and employee computer usage, both on and off company time. Each of the


36See infra Section III, Legal Considerations of Social Media Usage in the Workplace: Sexual
Harassment and Anonymous Speech.


37Appendix B has the Classroom Discussion Scenarios.


38For an example of a workplace blogging exercise, see Konrad S. Lee et al., An Exercise for
Teaching the Employment Law Implications of Employee Blogging, 26 J. Legal Stud. Educ. 399 (2009)
(where employees engage in tortious conduct by defaming their employers, or revealing confi-
dential information in a blog, they may be terminated from employment under the employment-
at-will doctrine).
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following scenarios challenged students to consider how the law would apply
based on the changing factors.


SCENARIO #1A—Social Networks and Workplace Privacy in the United
States


Laura is a restaurant employee in the United States who regularly posts comments on
her Facebook Wall on a home computer. Facebook has three privacy settings: Friends
only, Friends of Friends, and Everyone. All of Laura’s settings are on Everyone. Fred
(the restaurant manager) saw the following comments on Laura’s Facebook page:


� Several comments about rude restaurant customers, and
� Comments complaining that Fred is a lousy boss.


The restaurant fired Laura for posting these comments. Has the restaurant committed
a tort or violated any state/federal laws? In responding to this question, assume that
Laura is an employee-at-will and not a union member. Assume that the restaurant does
not have a social media policy addressing employee conduct on social networks.


SCENARIO #1A TAKEAWAY: Since Laura is an employee-at-will, unless she
falls within one of the typical exceptions stated below, she likely can be fired
for posting comments about how rude the restaurant customers are and for
complaining that Fred is a lousy boss.39


To analyze this scenario, students were required to consider the effect
of employment-at-will. These laws leave little recourse for employees to, among
other things, sue employers for wrongful termination. Under at-will employ-
ment, “the employer is free to discharge individuals ‘for good cause, or bad
cause, or no cause at all,’ and the employee is equally free to quit, strike, or
otherwise cease work.”40 When an employee is at will, termination for arbi-
trary or irrational reasons or for indifferent and illogical reasons does not
give the discharged employee a cause of action.41 All fifty states recognize


39If Laura was not an employee-at-will, the issue of if she could be fired would depend on whether
or not the postings amounted to a substantial breach of her employment contract or was a valid
cause under governing employment law. For a discussion of state laws which give employees
greater rights than an employee-at-will, see infra notes 46-51. However, even if an employee
works in such a state, an employee still may not breach a duty of loyalty owed to an employer
(see a discussion of the Sitton case, infra notes 53-56) or commit a tort such as invasion of privacy.


40Mark A. Rothstein et al., Cases and Materials on Employment Law 738 (1987).


4182 Am. Jur. 2d Wrongful Discharge § 1 (2012).
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at-will employment except Montana, which statutorily eliminated its at-will
provision with a just cause termination statute in 2008.42


Courts in all fifty states, however, have moved away from the pure at-will
employment rule, allowing for exceptions.43 For example, workers may have
claims beyond employment-at-will if (1) a contract or company handbook
states otherwise,44 (2) a union collective bargaining agreement governs,45


(3) state or federal discrimination laws forbid termination,46 (4) a whistle-
blower statute provides relief,47 (5) a state or federal constitutional right is
infringed (e.g., First Amendment protection of public employees),48 (6) a
common law action (e.g., invasion of privacy tort) applies,49 (7) the state
has an off-duty conduct statute (though courts tend to give employers wide
discretion to discipline employees if the off-duty conduct somehow damages
the business),50 or (8) the state has a political activity or speech statute.51 In
effect, these exceptions have placed some limitations on the employment-at-
will rule in the United States.


42Oswald B. Cousin, Employment Law 2008 Highlights, 781 PLI/Lit 93, 175. Mont. Code Ann. §
39-2-903 (2012) (Discharging an employee requires “good cause,” which means reasonable job-
related grounds for dismissal based on a failure to satisfactorily perform job duties, disruption
of the employer’s operation, or other legitimate business reasons.).


43Seymour Moskowitz, Employment-at-Will & Codes of Ethics: The Professional’s Dilemma, 23 Val. U.
L. Rev. 33 (1988), available at http://scholar.valpo.edu/vulr/vol23/iss1/7.


4419 Richard A. Lord, Williston on Contracts § 54:10 (4th ed. 2012).


4548 Am. Jur. 2d Labor and Labor Relations § 2388 (2012).


46Stephen P. Pepe & Scott H. Dunham, Avoiding & Defending Wrongful Discharge
Claims § 21:6 (2012) (Courts have precluded wrongful discharge claims based on age discrimi-
nation, sex discrimination, racial discrimination, religious discrimination, disability discrimina-
tion, and retaliation.).


4730 C.J.S. Employer-Employee § 80 (2012).


481 Emp. Practices Manual § 6:34 (2012).


496 Emp. Discrim. Coord. Analysis of Related Issues and Actions § 2:51 (2012).


50This is the approach adopted in states including California, Colorado, and New
York. William C. Martucci et al., Social Networking: A Workplace Policy, Employment
Law Strategist, Jan. 22, 2010, http://www.law.com/jsp/article.jsp?id=1202439369681&rss=
newswire&slreturn=1&hbxlogin=1. (noting that the article may now require a subscription
service for viewing).


51Id. (Connecticut, District of Columbia, Louisiana, New York, South Carolina, and Washington).
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Required reading in the Legal Environment of Business text detailed
employment-at-will laws so students could apply current law to the following
scenario.


SCENARIO #1B—Social Networks and Workplace Privacy in the United
States


Reconsider the facts in scenario 1A above. What if Laura’s privacy settings are on
Friends only, instead of Everyone? Usually, when someone sends Laura a Friend Re-
quest, she accepts even if she does not know the person. Unknown to Laura, Fred (the
restaurant manager) friended her under an assumed identity. Laura maintained her
Facebook page exclusively on a company-owned computer and was subsequently fired.
Did the employer violate Laura’s privacy rights? Would it make any difference if she
were a government employee?


SCENARIO #1B TAKEAWAYS: As a general rule, at-will employees have few
privacy rights on social networks in the workplace. However, Laura may have
some grounds for an invasion of privacy lawsuit if her manager surreptitiously
friended her and accessed her Facebook page to view posted comments. Fur-
ther, it likely would not matter whether or not Laura was a government
worker.


To analyze this scenario, students had to consider recent cases that ad-
dress invasion of privacy, wrongful discharge, and violation of state statutes.52


In 2011, the Georgia Court of Appeals held for an employer who fired
an employee for using a personal laptop at work to conduct a competing
business for his wife during the employee’s work hours.53 When the em-
ployee was not at his desk, the employer saw the employee’s computer screen,
printed e-mail messages contained on the laptop, and fired the employee.
The employee sued for, inter alia, common law invasion of privacy and vio-
lation of the Georgia Computer Systems Protection Act.54 The plaintiff lost


52See, e.g., Michael Baroni, Employee Privacy in the High-Tech World, 48 Orange County Lawyer
18 (May 2006) (providing an overview of employee privacy law in California as it relates to
emerging technology); and Jordan M. Blanke, Minnesota Passes the Nation’s First Internet Privacy
Law, 29 Rutgers Computer & Tech. L.J. 405 (2003) (examining an Internet privacy law passed
by the Minnesota legislature in 2002 and enacted in 2003).


53Sitton v. Print Direction, Inc., 718 S.E.2d 532 (Ga. Ct. App. 2011), reh’g denied, Nov. 3, 2011.


54Ga. Code Ann. § 16-9-90 (2011).
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at trial55 and was ordered to pay close to $40,000 in damages on defendant’s
counterclaim.56


In 2010, the New Jersey Supreme Court examined the extent to which
an employee can expect privacy in personal e-mails to her attorney when
accessed on a company computer.57 In this case, the employee exchanged
e-mails with her attorney on her “personal, password-protected, web-based
e-mail account.”58 During the course of the employee’s lawsuit against her
former employer, an expert was able to recover the previously deleted e-
mails.59 The employee argued the communications were protected under
the attorney-client privilege and should be returned immediately.60 While the
employer argued that employees have no expectation of privacy on company
computers,61 the trial court held that “in light of the company’s written pol-
icy on electronic communications,62 the employee waived the attorney-client
privilege by sending personal e-mails on a company computer.”63 However,
the New Jersey Supreme Court ruled that an employee had an expectation of
privacy on a company laptop when communicating with an attorney through
password-protected personal e-mail.64 The court reasoned that the employee
had a subjective expectation of privacy because she used a personal, password-
protected account.65 Furthermore, the court found there was an objective


55Sitton, 718 S.E.2d at 534. The trial court rejected the plaintiff’s claim for common law invasion
of privacy and the Georgia Court of Appeals affirmed on the basis that the employer’s actions
were reasonable in light of the situation. The employer had reason to suspect that the employee
was conducting a competing business on the side. Id.


56Id. at 532.


57Stengart v. Loving Care Agency, Inc., 990 A.2d 650 (N.J. 2010).


58Id. at 655.


59Id.


60Id.


61Id.


62The policy stated, “The company reserves and will exercise the right to review, audit, intercept,
access, and disclose all matters on the company’s media systems and services at any time, with or
without notice.” Id. at 657.


63Id.


64Id. at 663.


65Id. See supra note 12 for state-enacted legislation and proposed federal legislation concerning
employees and their private social media passwords.
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expectation of privacy. The employer’s policy did not “address personal ac-
counts at all,” or warn that e-mails may be “forensically retrieved and read by
the company,” and even allowed for “the occasional personal use of e-mail.”66


Nonetheless, the court stated that employers are permitted to have computer
use policies that limit such personal activity.67 For example, “an employee
who spends long stretches of the workday getting personal, confidential legal
advice . . . may be disciplined.”68


In another New Jersey case, when management accessed a restaurant
employee’s private invitation-only discussion group on MySpace, an employee
filed suit claiming violations of state and federal statutes, wrongful termina-
tion in violation of public policy, and invasion of privacy.69 The employee
described the site as a place to “vent about any BS we deal with out [sic]
work without any outside eyes spying in on us. This group is entirely pri-
vate.”70 Posts on the site included “sexual remarks about management and
customers,” jokes about the employer’s customer service policies, and “refer-
ences to violence and illegal drug use.”71 The employee lost the invasion of
privacy claim but won on summary judgment, based in part under the Stored
Communications Act.72 That statute and the applicable New Jersey statute
make it “an offense to intentionally access stored communications without
authorization.”73


In a Georgia case, a teacher was fired for posting personal photographs
on Facebook that showed her holding a glass of wine while on vacation in
Europe. She also referred to a game, Crazy Bitch Bingo, on her page. The
teacher’s Facebook settings were set to private and she did not friend any
students. A purported parent sent an anonymous e-mail to the school after
allegedly seeing the teacher’s content on her daughter’s Facebook page. The


66Stengart v. Loving Care Agency, Inc., 990 A.2d 650, 663 (N.J. 2010).


67Id. at 665.


68Id.


69Pietrylo v. Hillstone Rest. Group, 2008 WL 6085437, at *2 (D.N.J. July 25, 2008).


70Id. at *1.


71Id. at *2.


72Id. at *7. See The Stored Communication Act, 18 U.S.C. § 2701 et seq.


73Pietrylo, 2008 WL 6085437 at *3.
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teacher resigned before receiving advice of counsel and subsequently filed a
lawsuit in state court claiming she was forced to resign.74


Finally, in 2010, the U.S. Supreme Court held that a California police
department did not violate a SWAT team member’s privacy when auditing
the text messages on the employee’s city-issued pager.75 While the pager was
city issued, the employee was permitted to personally pay a texting fee when
his texting activity exceeded the plan limit. Prior to issuing the pagers, the
city announced a Computer Usage, Internet and E-mail Policy stating that em-
ployees should have no expectation of privacy in network activity, including
e-mail and Internet use.76 After the claimant exceeded his monthly allot-
ment of text messages on multiple occasions, his supervisor obtained tran-
scripts of his messages to determine whether or not the overages were pers-
onal or professional in nature.77 Upon review of the text messages, supervi-
sors found many of the messages were personal in nature, and some were
sexually explicit.78 The Supreme Court held that the review of the police of-
ficer’s text messages was reasonable and therefore did not violate the Fourth
Amendment.79 The Court reasoned that the scope of the search was appro-
priate because it was an “efficient and expedient way” to determine if the


74Merritt Melancon, Barrow Teacher Presses Forward with Lawsuit, Athens Banner-Herald, Oct.
11, 2011, http://onlineathens.com/local-news/2011-10-11/barrow-teacher-denied-her-old-job-
presses-forward-lawsuit; see also Maureen Downey, Barrow Teacher Done in by Anonymous “Parent”
E-mail About Ger Facebook Page, Atlanta Journal-Constitution Get Schooled Blog, Nov.
13, 2009, http://blogs.ajc.com/get-schooled-blog/2009/11/13/barrow-teacher-done-in-by-
anonymous-e-mail-with-perfect-punctuation/.


75City of Ontario, Cal. v. Quon, 130 S. Ct. 2619 (2010). Though this case deals with an employee’s
conduct with a pager and not with activity on a social network, the police department’s social
media policy encompassed both means of communication. This case is instructive for issues
related to Scenario 1B in Section II, which asks students to apply applicable law if an employee
is a government employee.


76“Before acquiring the pagers, the City announced a ‘Computer Usage, Internet and E-Mail
Policy’ (Computer Policy) that applied to all employees. Among other provisions, it specified that
the City ‘reserves the right to monitor and log all network activity including e-mail and Internet
use, with or without notice. Users should have no expectation of privacy or confidentiality when
using these resources’.” Id. at 2625. The respondent signed a statement acknowledging that
he had read and understood the Computer Policy. While the policy did not explicitly address
texting, “the City made clear to employees, including Quon [the respondent], that the City
would treat text messages the same way as it treated e-mails.” Id.


77Id. at 2626.


78Id.


79Id. at 2633.
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messages were personal or work related.80 Further, the Court determined
the employee had no reasonable expectation of privacy because he was told
the messages were subject to audit and that as a SWAT member his action
could come under legal scrutiny.81


Analyzing the scenario and related case law required students to dis-
cern what the law states about invasion of privacy, wrongful discharge, and
violation of state and federal statutes. In addition to these laws, employees
may have rights under the National Labor Relations Act (NLRA),82 even if
those employees are nonunion members.


The following scenario introduces to students how labor relations law
and employees’ rights to organize or improve working conditions might affect
the outcome of a case.


SCENARIO #1C—Social Networks and Workplace Privacy in the United
States


Reconsider the facts in scenario 1A above. Assume that Laura’s posts appear on a
Facebook group page, which she created and maintains, called “Restaurant Employees
for Economic Justice,” a site that advocates unionization in the restaurant industry.
Laura gets fired for these particular Facebook posts:


� Photographs of unsanitary working conditions in the restaurant’s kitchen, and
� Comments complaining about lousy pay at the restaurant.


Does Laura have any posttermination rights, even though she is an employee-at-will?
SCENARIO #1C TAKEAWAY: Laura may have rights under the NLRA if she
was fired for protected concerted activity, as discussed below.


If Laura is seeking to enlist the help of other employees for the pur-
pose of unionization or otherwise improving work conditions, she may have
additional rights under the NLRA, even as a nonunion member. Section 7 of
the NLRA prohibits discipline for nonmanagement employees who “engage
in ‘concerted activity’ for the purpose of ‘mutual aid or protection’.”83 In


80Id. at 2631.


81Id. In addition, the Court held that this search was not nearly as intrusive as searching through
a personal e-mail account or tapping a home phone. Id.


8229 U.S.C. § 157 (1947).


83Id. The NLRB determines whether or not concerted activity exists “when two or more em-
ployees take action for their mutual aid or protection regarding terms and conditions of
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2011, the National Labor Relations Board (NLRB) pursued an action against
a news agency when a reporter/employee tweeted about work conditions to
the agency and others: “One way to make this the best place to work is to deal
honestly with Guild members.”84


In an April 2011 advice memorandum, the NLRB’s General Counsel
Office upheld a newspaper/employer’s discipline of an employee posting
allegedly offensive tweets. The newspaper had no social media policy and
encouraged reporters to tweet. The reporter continued to tweet even after
a warning that his tweets were inappropriate. The memorandum stated as
follows: “The Charging Party’s conduct was not protected and concerted: it
did not relate to terms and conditions of his employment or seek to involve
other employees in issues related to employment.”85


In a 2010 administrative case,86 the NLRB took the position that an
employer’s social media policy, which prohibited employees from “making
disparaging, discriminatory or defamatory comments when discussing the
Company or the employee’s superiors, co-workers and/or competitors,” may


employment. A single employee may also engage in protected concerted activity if he or she
is acting on the authority of other employees, bringing group complaints to the employer’s
attention, trying to induce group action, or seeking to prepare for group action.” National
Labor Relations Board, Employee Rights, http://www.nlrb.gov/rights-we-protect/employee-rights
(last visited Aug. 30, 2012). See also Robert Sprague, Facebook Meets the NLRB: Employee Online
Communications and Unfair Labor Practices, 14 U. Pa. J. Bus. L. 957 (2012).


84Ashley Kasarjian, Lessons Learned From Twitter and Facebook: The Dangers of Overbroad Social Media
Policies, Employment and the Law, May 25, 2011, http://employmentandthelaw.com/2011/
05/25/lessons-learned-from-twitter-and-facebook-the-dangers-of-overbroad-social-media-
policies/ (settled without admission of guilt before complaint was issued).


85Memorandum from Barry J. Kearney, Associate General Counsel, N.L.R.B., to Cornele A.
Overstreet, Regional Director, Region 28, Lee Enterprises, Inc. d/b/a Arizona Daily Star, Case
28-CA-23267 (Apr. 21, 2011), http://www.nlrb.gov/case/28-CA-023267 (select Related Documents
link at the bottom of the page).


86Complaint, Am. Medical Response of Conn., Inc. v. Int’l Bhd. of Teamsters, Local 443, Case
No. 354-CA-12576 (N.L.R.B. Region 34, Oct. 27, 2010), http://www.scribd.com/doc/41010696/
American-Medical-Response-of-CT-NLRB-Nov-2010. The matter was settled and the merits of the
NLRB position were not reached. See also Pamela J. Moore et al., Recent Developments in Employment
Law, 46 Tort L. & Ins. Prac. J. 317, 320 (Winter 2011), available at http://www.americanbar.
org/content/dam/aba/publications/tort_insurance_law_journal/tips_vol46_no2_winter_2011.
authcheckdam.pdf. The NLRB’s position nonetheless suggests that the NLRA may offer signifi-
cant protection for a worker’s online activities, eclipsing that available under common law or
statute. Id.
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violate the NLRA if the policy interfered with protected concerted activity.87


However, in a separate advice memorandum,88 the NLRB stated that where
a social media policy is aimed at protecting the legitimate interests of the em-
ployer against “plainly egregious conduct,” such a policy would likely comply
with the requirements of the NLRA as long as it did not “prohibit com-
plaints about the employer or working conditions.”89 Examples of egregious
employee conduct may include the discussion of proprietary information,
explicit sexual statements, references to illegal drugs, and disparagement of
a person’s race or religion.90


The early scenarios assigned to students were derived from U.S. law.
After discussion and review of these scenarios, the professors introduced
the varying treatment of privacy directives and their application to employee
online privacy rights in the European Union. While only a few federal statutes
protect United States employees from termination for their actions on social
networks, the European Union and its member nations have promulgated
directives and laws, respectively, which offer greater protection for individuals
using social media.


87Carolyn Elefant, The “Power” of Social Media: Legal Issues & Best Practices for Utilities Engaging
Social Media, 32 Energy L.J. 1, 18 (2011). In Complaint, Am. Medical Response of Conn., Inc. v.
Int’l Bhd. of Teamsters, Local 443, Case No. 354-CA-12576 (N.L.R.B. Region 34, Oct. 27, 2010),
http://www.scribd.com/doc/41010696/American-Medical-Response-of-CT-NLRB-Nov-2010,
the employee used expletives in a Facebook post about her supervisor and referred to the
supervisor as a “psychiatric patient.” Id. at 19.


88Memorandum from Barry J. Kearney, Associate General Counsel, N.L.R.B., to Marlin O.
Osthus, Regional Director, Region 18, Sears Holdings (Roebucks), Case 18-CA-19081 (Dec. 4,
2009), http://www.nlrb.gov/case/18-CA-019081 (select Related Documents link at the top of the
page).


89Id. See also Elefant supra note 87 at 19.


90Id. However, in September 2012, an NLRB administrative law judge ruled that the fol-
lowing social media policy violated its employees’ right to discuss the terms and condi-
tions of work online or elsewhere: Employees are prohibited from making “disparaging
or defamatory comments about EchoStar, its employees, officers, directors, vendors, cus-
tomers, partners, affiliates, or . . . their products/services.” Kecia Bal, What You Can’t Say
in an Employee Handbook, Human Resources Executive Online, Oct. 16, 2012, available at
http://www.hreonline.com/HRE/story.jsp?storyId=533351926. That same month, the NLRB
held that the following e-mail and technology policy could be reasonably interpreted as a vio-
lation of employees’ rights: “Employees should be aware that statements posted electronically
(such as online message boards or discussion groups) that damage the Company, defame any
individual or damage any person’s reputation, or violate the policies outlined in the Costco
Employee Agreement, may be subject to discipline, up to and including termination of employ-
ment.” Id.
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For example, the EU Privacy and Electronic Communications Directive
requires companies to obtain user permission to track Internet cookie files
unless a cookie “is strictly necessary for the legitimate purpose of enabling
the use of a specific service explicitly requested.”91 The directive also requires
each member nation to enact legislation implementing the law. In a recent
high-profile case, regulators in multiple EU nations examined whether or not
Apple’s iPhone and iPad violated privacy rules by tracking user locations.92


The European Union’s Article 29 Working Party93 regulator group, in re-
sponse to these concerns, issued an opinion in May 2011, recommending an
opt-in provision94 that sets the direction for location data on smartphones and
other devices. The opinion calls on companies to assume location was per-
sonal information and to get permission, avoid tying location to a person, and
purge the information after a certain amount of time.95 The opinion serves


912009 O.L. (J 337) (Council Directive 2009/136/EC on universal service and
users’ rights relating to electronic communications networks and services), available
at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0011:0036:En:PDF;
see also EU Directive on Cookies: Effective on the 25th May 2011, NetRefer, May 4, 2011,
http://blog.netrefer.com/?p=793.
92James Kanter, Europe Leads in Pushing for Privacy of User Data, N.Y. Times, May 3, 2011, available
at http://www.nytimes.com/2011/05/04/technology/04iht-privacy04.html.


93Information on the Article 29 Data Protection Working Party is available at
http://ec.europa.eu/justice/policies/privacy/workinggroup/index_en.htm [hereinafter Data
Protection Working Party].


94The Data Protection Working Party concluded, “Location data from smart mobile de-
vices are personal data. . . . By default, location services must be switched off. A pos-
sible opt-out mechanism does not constitute an adequate mechanism to obtain in-
formed user consent.” Conclusion 6.3 of the Article 29 Data Protection Working Party
(Opinion 13/2011 on Geolocation services on smart mobile devices, May 16, 2011),
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp185_en.pdf. The “basic
question is whether web companies should seek explicit permission from every user to col-
lect information, a practice termed ‘opt-in.’ They prefer offering consumers the choice of
withholding all personal information by ticking a box, a policy shorthanded as ‘opt-out’.” John
Miller, Online Privacy: Opt-In or Opt-Out?, Wall St. J. Real Time Brussels Blog, Sept. 17, 2010,
http://blogs.wsj.com/brussels/2010/09/17/eu-online-privacy-a-heavy-opt-out.


95Data Protection Working Party, supra note 93. The United States is considering similar
legislation. In April 2011, the U.S. Senate Judiciary Privacy Committee held hearings on
location-aware applications. Committee chair, Al Franken, asked Apple and Google to require
app makers to create clear and understandable privacy guidelines. Hayley Tsukayama, Al
Franken Asks Apple, Google to Require App Privacy Policies, Wash. Post Tech Blog, May 25,
2011, http://www.washingtonpost.com/blogs/post-tech/post/al-franken-asks-apple-google-to-
require-app-privacy-policies/2011/05/25/AGd7aQBH_blog.html. In 2012, California became
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as a guideline for future action by the European Commission, or individual
countries that would make location privacy a requirement.96


As a backdrop to workplace privacy protection in Europe, the Council
of Europe in 1950 adopted the Convention for the Protection of Human
Rights and Fundamental Freedoms (Convention).97 Further, it set forth in
Article 8: “Everyone has the right to respect for his private and family life, his
home, and his correspondence.”98 The European Court of Human Rights
(ECHR) applied Article 8 to business activities in the Niemietz case99 in 1992.
Subsequently, in Halford 100 and Copland,101 the ECHR applied Article 8 to


the first state to pass a location privacy act, requiring “law enforcement to obtain a war-
rant before collecting any GPS or location data from a cellphone or smartphone.” Zack
Whittaker, California Approves Location Privacy Act: ‘Get a Warrant,’ ZDNet, Aug. 23, 2012,
http://www.zdnet.com/california-approves-location-privacy-act-get-a-warrant-7000003050/.
However, the legislation was vetoed by California Governor Jerry Brown, who stated, “I
am not convinced that this bill strikes the right balance between the operational needs
of law enforcement and the individual expectation of privacy.” Patrick McGreevy, Gov.
Brown Vetoes requiring a Warrant for Cellphone Location Info, Los Angeles Times, Sept. 30, 2012,
http://latimesblogs.latimes.com/california-politics/2012/09/warrant-cellphone-location.html.


96EU to Recommend Location Data Must Be Opt-in, Electronista, May 12, 2011, http://
www.electronista.com/articles/11/05/12/eu.officials.plan.non.binding.geolocation.policy/. A
good illustration of electronic privacy protection in Europe was when Germany’s pri-
vacy regulators objected to Google’s Street View project, even as the latter offered to
blur faces, license plates, and houses if requested (Google abandoned the project in
Germany.). John Oates, Google Calls Halt on German Street View, The Register, Apr. 11, 2011,
http://www.theregister.co.uk/2011/04/11/google_street_view_germany/.


97Convention for the Protection of Human Rights and Fundamental Freedoms, as amended
by Protocols No. 11 and No. 14 (CETS No. 194) in effect June 1, 2010, available at http://.
conventions.coe.int/treaty/en/Treaties/Html/005.htm [hereinafter Convention]; see also
William A. Herbert, Workplace Electronic Privacy Protections Abroad: The Whole Wide World Is Watch-
ing, 19 U. Fla. J.L. & Pub. Pol’y 379, 385 (2008).


98Id. at 386. See also Janine Hiller et al., Privacy and Security in the Implementation of Health Infor-
mation Technology (Electronic Health Records): U.S and EU Compared, 17 B.U. J. Sci. & Tech. L. 1
(2011) (EU protection of privacy, including personally identifiable medical information, is more
comprehensive than U.S. privacy laws.).


99Niemietz v. F.R.G., No. 72/1991, Eur. Ct. H.R. 324.396 (1992), available at http://www.unhcr.
org/refworld/docid/3f32560b4.html.


100Halford v. U.K., 20605/92 Eur. Ct. H.R. 32 (1997), available at http://www.hrcr.org/
safrica/privacy/Halford.html (case summary).


101Case of Copland v. U.K., 62617/00 Eur. Ct. H.R. 253 (2007), available at http://www.bailii.
org/eu/cases/ECHR/2007/253.html.








2013 / Social Networks and Workplace Risk 23


employer monitoring. However, these rights apply only after remedies are
sought under applicable EU member states’ domestic laws.102


In 1995, the European Parliament and the Council of the European
Union issued Directive 95/46103 to ensure that member states protect the
“right to privacy with respect to the processing of personal data.” The di-
rective instructed each EU nation to create a Data Protection Authority to
protect such rights. It also established the Data Protection Working Party,
which examines privacy laws of third-party countries.104 Further, this privacy
directive permits the transfer of personal information to a third country out-
side the European Union, only when the third country provides adequate
privacy protection of data. In 2000, the European Union and the United
States negotiated a safe harbor framework that delineates how U.S. organiza-
tions will collect and use data, and requires that transfers of personal data
“provide an ‘adequate’ level of privacy protection.”105 Finally, EU Directive
2002/58106 additionally prohibits the interception of private communications
over networks, including e-mails, instant messages, and telephone calls.107


102Convention, supra note 97. Per Article 35, Admissibility criteria: “The Court may only deal
with the matter after all domestic remedies have been exhausted.” Id.


103Council Directive, supra note 2. For proposed changes to the 1995 EU Data Protection Law,
see Catherine Dunn, Are E.U. and Google Data Policies the Future of Online Privacy?, Law.com, Jan.
27, 2012, http://www.law.com/jsp/cc/PubArticleCC.jsp?id=1202540189912.
104See Data Protection Working Party, supra notes 93–94. The United States, for example, is a
third party country involved in the smart phone location data controversy. See Al Franken Asks
Apple, supra note 95.


105U.S. Dep’t Commerce, U.S.-EU Safe Harbor Framework: Guide to Self-Certification
(2009), available at http://trade.gov/publications/pdfs/safeharbor-selfcert2009.pdf. See also
John Soma et al., Bit-Wise but Privacy Foolish: Smarter E-Messaging Technologies Call for a Return
to Core Privacy Principles, 20 Alb. L.J. Sci. & Tech. 487 (2010) (arguing for a more consistent
privacy policy in the advent of ever evolving communication technology).


1062002 O.J. (L 201) (Council Directive 2002/58/EC concerning the processing of personal
data and the protection of privacy in the electronic communications sector), available at
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:201:0037:0047:EN:PDF
(only applies to public employees).


107Some scholars believe that electronic privacy laws in the United States need to be expanded
with respect to employee privacy. See generally Ariana R. Levinson, Carpe Diem: Privacy Protection
in Employment Act, 43 Akron L. Rev. 331 (2010) (proposing federal legislation to address the
lack of legal protection for employee privacy from electronic monitoring by employers). Two
states, Connecticut and Delaware, passed laws that require employers to notify employees of
electronic monitoring. See Conn. Gen. Stat. §31-48d (2012) and Del. Code Ann. §19-7-705
(2012). The U.S. Electronic Communications Privacy Act (ECPA), while “less than ideal,” can
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Such directives generally afford EU workers greater workplace pri-
vacy on social networks when compared to their counterparts in the
United States.108 Despite differing frameworks for protecting employee
privacy, there is common ground in the United States and the Euro-
pean Union that allows for private employers to promulgate internal poli-
cies on the use of social media in the workplace.109 Similar to the legal
landscape in the United States, reasonable employee guidelines will likely


be construed to provide broad protection for the privacy of employees of private employers.
Ariana R. Levinson, Toward a Cohesive Interpretation of the Electronic Communications Privacy Act for
the Electronic Monitoring of Employees, 114 W. Va. L. Rev. 461, 486 (2012). However, some scholars
view the ECPA as less than satisfactory and have advocated for a congressional amendment to
the ECPA that would explicitly provide enhanced protection for employee privacy similar to that
which exists under European law. See, e.g., Matthew A. Chivvis, Consent to Monitoring of Electronic
Communications of Employees as an Aspect of Liberty and Dignity: Looking to Europe, 19 Fordham
Intell. Prop. Media & Ent. L.J. 799, 802 (2009) (Author suggests that Congress should modify
the ECPA to “increase the level of protection it provides to employees by supplementing the
liberty considerations of American privacy law with some of the dignity protections found in
Europe.” Id.); Thomas R. Greenberg, E-Mail and Voice Mail: Employee Privacy and the Federal Wiretap
Statute, 44 Am. U. L. Rev. 219, 251 (1994) (advocating amending Title III of the ECPA to
provide more protection for employee privacy); Benjamin F. Sidbury, You’ve Got Mail . . . and
Your Boss Knows It: Rethinking the Scope of the Employer E-Mail Monitoring Exceptions to the Electronic
Communications Privacy Act, 2001 UCLA J. L. & Tech. 5 (arguing that the ECPA, rather than
providing employee privacy protections, actually enables employer monitoring of employee
digital communications due to the number of exceptions the law provides in favor of employers);
and David C. Yamada, Voices from the Cubicle: Protecting and Encouraging Private Employee Speech
in the Post-Industrial Workplace, 19 Berkeley J. Emp. & Lab. L. 1, 43 (1998) (finding that the
ECPA’s business use exception severely curtails any employee privacy protections that the law
might otherwise provide). Likewise, the Digital Millennium Copyright Act (DMCA) focuses on
copyright protection and only touches on employee immunity for alleged acts of copyright
infringement which occur within the scope of employment. See Hendrickson v. Ebay, Inc.,
165 F. Supp. 2d 1082 (C.D. Cal. 2001) (where the owner of a copyright in a motion picture
alleged that an Internet auction service and its employees violated the plaintiff’s copyright by
listing offers to sell allegedly infringing copies of the motion picture, the court held that the
company’s established immunity from liability under the safe harbor provisions of the DMCA
extended to the allegedly infringing acts and omissions of employees done in the course of
their employment). See also Lateef Mtima, Whom the Gods Would Destroy: Why Congress Prioritized
Copyright Protection over Internet Privacy in Passing the Digital Millennium Copyright Act, 61 Rutgers
L. Rev. 627, 628 (2009).


108For a discussion of how EU privacy directives apply to the workplace in an EU nation, see infra
notes 113-27 and accompanying text. See also Michael L. Rustad & Sandra R. Paulsson, Monitoring
Employee E-mail and Internet Usage: Avoiding the Omniscient Electronic Sweatshop: Insights from Europe,
7 U. Pa. J. Lab. & Emp. L. 829 (2005) (arguing that new legislation to protect employees in the
United States from technological monitoring should look to law from Europe for guidance).


109But cf. Lothar Determann & Robert Sprague, Intrusive Monitoring: Employee Privacy Expectations
Are Reasonable in Europe, Destroyed in the United States, 26 Berkeley Tech. L.J. 979, 980 (2011)
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be deemed enforceable in a domestic court in respective EU member
states.110


A study-abroad teaching experience in Italy afforded one of the authors
a unique insight into this country’s application of EU directives and policies.
Based on this experience, the authors set out to integrate the study of this
particular EU nation’s laws relating to social network use in the workplace,
with the following classroom scenario.


SCENARIO #2—EU Workplace Privacy on Social Networks


Siena works at SMLegge,111 a large company in Rome, Italy. Unknown to her supe-
riors, Siena is seeking employment with an SMLegge competitor in Florence and has
been in communication with that company through her personal e-mail account on
her work computer, during work hours. Unknown to Siena, her supervisor, Lucca,
placed computer software monitoring devices on all employee computers. Lucca discov-
ered Siena’s personal e-mails and subsequently fired Siena. SMLegge does not have a
computer usage or social media policy for employees.


SCENARIO #2 TAKEAWAYS: While Siena would possibly be disciplined or
fired in the United States for her e-mail activity, under the EU directives and
Italian law referenced below,112 she likely would have greater privacy rights


(Authors show “contrasting policy and legal frameworks relating to data privacy in the United
States and the European Union.” Id.).


110Chris Ivey, Sex, Lies, and Employees: Pornography in the Workplace, International Law
Office, Dec. 7, 2011, http://www.internationallawoffice.com/newsletters/Detail.aspx?g=
42764323-06e0-44a8-b4ae-03daf6d408e6. Examples of reasonable employee guidelines include
banning employees from using workplace networks for immoral or criminal purposes, or for
non-job related activities. Id.


111Law is the English translation of legge. Word Reference.com, http://www.
wordreference.com/iten/legge (last visited Aug. 30, 2012).


112See infra text accompanying notes 113-27. A YouTube case that garnered international
attention illustrates the extent to which Italy guards privacy rights of individuals. In 2010,
Google executives were convicted of violating Italy’s Personal Data Protection Code, when
a video uploaded to YouTube showed Italian students bullying a child, even though the
video was “pulled down less than 24 hours after it was posted.” Rob D. Young, Google to
Appeal Italian Privacy Ruling and Jail-Time Sentence, Search Engine Watch, Dec. 6, 2011,
http://searchenginewatch.com/article/2130270/Google-to-Appeal-Italian-Privacy-Ruling-and-
Jail-Time-Sentence (appeal pending). Section 2 of the Italian Personal Data Protection Code
was enacted to “ensure that personal data are processed by respecting data subjects’ rights,
fundamental freedoms and dignity, particularly with respect to confidentiality, personal identity,
and the right to personal data protection.” Decreto Legislativo, 30 Giugno 2003, n. 196, in G.U.
29 luglio 2003, n. 174 (It.) [Legislative Decree, June 30, 2003, n. 196, in G.U. July 29 2003],
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on social networks in an EU workplace when compared to a U.S. counterpart.
However, even in an EU member nation where privacy is considered a human
right, employees may be disciplined for using social media in the workplace,
if the employer has a well-drafted social media policy.


Italy’s Labor Law Article 8, also known as the Worker’s Charter, states
as follows: “It is forbidden for the employer for the purposes of employment,
as in the course of an employment relationship, to investigate, even via third
parties, political opinions, religious or trade union of the worker, not on
facts relevant to assess employees’ professional qualifications.”113 However,
this law “allows the use of technologies which could indirectly result in the
remote surveillance, provided that (i) the employer obtains the consent of
the appropriate trade union or the authorization of the local labour office,
and (ii) such surveillance is essential for organizational or manufacturing
reasons or for workplace security.”114


Italy’s Personal Data Protection Code115 also established the Garante,116


the Italian personal data protection supervisory authority that enforces the
country’s data protection rules.117 In March 2007, the Garante issued a guid-
ance paper that provides a framework for employers to craft a reasonable
e-mail and Internet policy for monitoring employee computer activities in
the workplace.118 Under these guidelines, monitoring employee e-mails and
Internet activity is permissible only where there is a legitimate purpose for


http://www.privacy.it/privacycode-en.html#sect2_ (last visited Aug. 30, 2012). See also Noah
Hampson, The Internet Is Not a Lawless Prairie: Data Protection and Privacy in Italy, 34 B.C. Int’l
Comp. L. Rev. 477, 482 (2011).


113The Worker’s Charter, Legge 20 maggio 1970, n. 300, § 8 (It.). See also Privacy Int’l, Italy
Country Report (Jan. 1, 2011), https://www.privacyinternational.org/reports/italy.


114Andrea Gangemi, Italy—Supreme Court: Checking An Absent Employee’s E-mails Under Com-
pany Policy Is Not a Crime, Employment and HR (July 31, 2008), http://www.mondaq.com/
article.asp?articleid=64196 (article may require free registration for viewing).
115Decreto Legislativo, supra note 112.


116Guarantor is the English translation of Garante. Word Reference.com, http://www.
wordreference.com/iten/garante (last visited Aug. 30, 2012).


117Decreto Legislativo, supra note 112, § 153.


118Karin Retzer & Teresa Basile, Italy’s DPA Publishes New Rules on Monitoring Employees,
Privacy Laws and Business International Newsletter 8 (May 2007), available at
http://www.mofo.com/docs/pdf/ItalyDPA.pdf.
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doing so.119 Further, employers must inform employees as to the extent to
which the latter may use e-mails and the Internet for private purposes, and
employers must put employees on notice that their computer activity may be
monitored.120 Finally, such monitoring must meet the requirements of the
privacy directive that includes necessity, finality, transparency, legitimacy,
proportionality, accuracy and retention of data, and security.121


In December 2007, Italy’s Supreme Court of Cassation found that an
employer did not violate an employee’s privacy when the employer viewed
an employee’s e-mail communication in compliance with its computer use
policy.122 The policy stated in part that


� “[T]he company’s e-mail and internet systems were not for employees’
personal use;


� [A]ccess to employees’ computers should be password protected;


119Id.


120Id.


121Id.
[E]mployers may only monitor in compliance with the data protection principles.
These principles are as follows:


– Necessity: prior to monitoring, an employer must assess whether the monitoring in all
its forms is absolutely necessary for the specified purpose. Less intrusive methods should
therefore always be used if possible.


– Finality: data collected through the monitoring activity must respond to a specified, explicit
purpose and cannot be processed for a different purpose.


– Transparency: the monitoring activities must be transparent.


– Legitimacy: employers may monitor employees only to safeguard their legitimate interests
and provided that they do not violate the employees’ fundamental rights.


– Proportionality: personal data processed through monitoring must be adequate, relevant
and not excessive with regard to the purpose for which they are processed. For instance,
the monitoring of e-mails should focus on the traffic data of the participants and time of
the communication rather than on the content of communications.


– Accuracy and retention of data: personal data captured through the monitoring activity
must be updated and retained only for the period deemed necessary for the purpose to be
achieved.


– Security: the employer must adopt all appropriate technical and organisational measures to
ensure that any personal data are protected from alteration, unauthorised access and misuse.


Id.


122See Gangemi, supra note 114 (citing Cass., 11 dicembre 2007, n. 47096 (It.)).
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� [E]ach employee should secretly communicate his or her password to the
employer; and


� [I]n the employee’s absence, the employer could use the password to
access his or her account and read e-mails received at his or her company
e-mail address.”123


In this case, the employer permitted no personal use of the Internet or e-mail.
The issue becomes more complicated when the employer permits reasonable
personal use in its computer usage policy.124


In February 2010, the Court of Cassation ruled that an employer in-
vaded the privacy of an employee when the employer installed a computer
program that detected the amount, duration, and type of Internet access
of employees.125 The data acquired by the employer was unsuitable for the
imposition of disciplinary sanctions. Further, the court found that the equip-
ment had been installed without the agreement of the union, in violation of
Article 4 of The Worker’s Charter.126 Ultimately, the court found “that the
employer’s right to defend itself against any unlawful behavior by employees
cannot prevail over the employee’s rights of dignity and privacy.”127


The above cases highlighted three lessons for students: (1) U.S. employ-
ees enjoy differing privacy protection in relation to an EU member nation;
(2) employment laws are continuing to evolve with respect to employee so-
cial network usage, even in a country such as Italy, which purports to have
expansive privacy protection for its employees; and (3) companies need to
write social media policies, not just in the United States but in EU member
nations, since such a document may waive some rights of employees under
applicable laws.


123Id.


124Id.


125Id. at n.111 (Cass. Lav., 23 febbraio 2010, n. 4375 (It.), available at http://www.
altalex.com/index.php?idnot=11518.
126Worker’s Charter, supra note 113, § 4.


127Amedeo Rampolla & Guilia Brambilla, Italy: Italian Courts’ Decision on Remote Mon-
itoring of an Employee’s Activities, Employment and HR (Sept. 23, 2010), http://www.
mondaq.in/article.asp?articleid=108236 (noting that the article may require free registration
for viewing).
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III. Legal Considerations of Social Media Usage
in the Workplace: Sexual Harassment and
Anonymous Speech


In addition to privacy concerns, sexual harassment and anonymous speech
on social networks are increasingly problematic in the workplace. Though
cases interpreting Title VII offer guidelines for appropriate workplace
behavior, novel situations arising from social networking require compa-
nies and their counsel to apply applicable laws to 24/7 employees. In order
to gain a thorough understanding of appropriate social network use in the
United States, students needed first to explore whether or not the content of
speech on social media outlets can give rise to a cause of action under Title
VII. Accordingly, the Legal Environment of Business students engaged in the
following discussion of Title VII issues.


SCENARIO #3—Title VII Harassment and Social Networks


John (an SMLaw employee on the team you manage) owns and maintains a Web
site, www.SMLawIncSucks.com. Without your knowledge, another employee on your
team, Jane, discovered John’s site and found several insensitive comments about her on
a discussion board, including overt sexual suggestions. Jane sent John several e-mails
on their work e-mail account asking him to delete these comments. Rather than deleting
them, several more offensive comments appeared about Jane on the Web site. Jane then
turns to you for advice, as you hear about this Web site for the first time.


In responding to this scenario, assume that


� Jane’s name does not appear on the Web site, but current employees reading the
comments can figure out that they are about Jane.


� John maintains the Web site on his home computer, while off company time.
� While the Web site belongs to John, he did not actually write any of the offensive


comments. Instead, these comments were posted on John’s discussion board by Sal, a
top SMLaw client who has met Jane during his frequent visits to SMLaw’s offices.
Sal has made no offensive comments or gestures to Jane in person.


You advise Jane to complain about John and Sal’s actions to a human resources pro-
fessional in SMLaw, but to no avail. (No action is taken against John or Sal.)


Advise Jane of her best legal theory under Title VII against SMLaw.
SCENARIO #3 TAKEAWAYS: If a company is not proactive in remedying
inappropriate behavior actionable under Title VII, an employee may contact
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the local Equal Employment Opportunity Commission (EEOC) office128 for
investigation and a potential lawsuit. Jane may have a Title VII hostile work
environment action against SMLaw for the latter’s failure to address and
remedy John’s behavior, and possibly even for the behavior of the client,
Sal, based on the Lockard case (discussed below, along with other referenced
cases).


More likely, however, a company would not be charged with knowledge
of what goes on with each employee’s personal Web sites, even if the ha-
rassment is severe and pervasive, because such a requirement would entail
inordinate monitoring costs. On the other hand, where an employer has
actual knowledge of the work-related harassment occurring on noncompany
sponsored Web sites, the employer may be held liable because it can likely
exercise influence over the harasser regardless of whether or not the site is
company-sponsored.


Title VII of the Civil Rights Act of 1964 prohibits discrimination by
employers on the basis of race, color, religion, sex, or national origin.129


Although Title VII was initially interpreted to cover only cases involving
purposeful discrimination, in 1971 the U.S. Supreme Court held that Title VII
also protected against discriminatory effect on protected classes.130 In 1986,
the Court clarified the scope of Title VII by providing that an actionable
claim could occur “by proving that discrimination based on sex has created
a hostile or abusive work environment.”131


Furthermore, Title VII dictates that an employer is subject to vicarious
liability for an actionable hostile environment created by a co-worker if the
harassment is sufficiently severe and pervasive, as the Supreme Court held
in Faragher v. City of Boca Raton.132 The employer may avoid Title VII liability
if it is able to show by a preponderance of the evidence that it would have
made the same employment decision even if it had not taken gender into


128For example, EEOC District Office, Atlanta, Georgia, http://www.eeoc.gov/field/atlanta (last
visited Aug. 30, 2012).


12942 U.S.C. § 2000e-2(a) (1964). “It shall be an unlawful employment practice for an employer
to fail or refuse to hire or to discharge any individual, or otherwise to discriminate against any
individual with respect to his compensation, terms, conditions, or privileges of employment,
because of such individual’s race, color, religion, sex, or national origin.” Id.


130Griggs v. Duke Power Co., 401 U.S. 424 (1971).


131Meritor Sav. Bank, FSB v. Vinson, 477 U.S. 57, 66 (1986).


132524 U.S. 775, 786-88 (1998).
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account.133 Although Faragher created a “clear barometer of liability,” this
standard’s application on electronic communications in the workplace is
far from clear.134 Unlike in the landmark Title VII cases involving physical
contact, electronic harassment “makes the emphasis on verbal harassment
imperative in the determination of liability.”135


A company may not only be liable for the conduct of an employee, but
also for the conduct of clients or customers, if the company does not remedy
a hostile environment introduced into the workplace by nonemployees. For
example, in Lockard v. Pizza Hut, Inc.136 a waitress claimed a hostile work
environment for, inter alia, the manager’s failure “to respond properly to the
inappropriate conduct of two crude and rowdy male customers” on repeated
occasions.137


In recent years, some Title VII actions have involved Internet activity.
For example, a flight attendant filed a Title VII gender discrimination action
against an airline when she was fired for posting photographs of herself in
a flight attendant uniform on her personal blog. She alleged that the em-
ployer took no action against male counterparts for alleged similar activity.138


In another case, a female airline pilot brought a Title VII action against


133Price Waterhouse v. Hopkins, 490 U.S. 228, 276-77 (1989), superseded by statute, Civil Rights
Act of 1991, Pub. L. No. 102-166, 105 Stat. 1071, as recognized in Landgraf v. Usi Film Prods., 511
U.S. 244 (1994).


134Joan Gabel & Nancy Mansfield, On the Increasing Presence of Remote Employees: An Analysis of the
Internet’s Impact on Employment Law as It Relates to Teleworkers, 2001 U. Ill. J.L. Tech. & Pol’y 233,
248 (2001).


135Id.


136162 F.3d 1062 (10th Cir. 1998).


137Id. at 1067. Ms. Lockard testified that these two men had eaten at the restaurant several times
and made sexually offensive comments to her. After the men made these remarks, Ms. Lockard
informed the restaurant manager that she did not like waiting on them. The manager instructed
her to wait on them. After being seated by Ms. Lockard, one of the customers grabbed her by the
hair. She informed the manager of the incident, and that she did not want to continue waiting
on them, and asked the manager if he could find someone else to serve them. Ms. Lockard
testified that he denied her request. When she returned to their table, the customers got even
more physical with her. Id.


138Simonetti v. Delta Air Lines Inc., No. 5-cv-2321, slip op. (N.D. Ga. 2005). The case
reportedly settled for a confidential sum. See Amy Komoroski Wiwi & Lawren Briscoe, Employ-
ment Law; Social Media in the Workplace; A Balancing Act of Rights and Obligations for Employers,
204 N.J. L.J. 386 (May 9, 2011), available at http://www.lowenstein.com/files/Publication/
fffb18b2-af14-43b8-9f6d-b0d06c312280/Presentation/PublicationAttachment/43bba47a-efbc-
49c7-833f-c51f77732e89/Social%20Media%20in%20the%20Workplace%20NJLJ.pdf.
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coemployees alleging defamatory statements on the company’s electronic
bulletin board.139 Before remanding the case for further factual inquiry, the
state supreme court held that, although the company’s “electronic bulletin
board may not have a physical location within a terminal, hangar or aircraft,
it may nonetheless have been so closely related to the workplace environ-
ment and beneficial to [the airline] that a continuation of harassment on the
forum should be regarded as part of the workplace.”140


Once students gained an understanding of workplace privacy issues and
potential Title VII liability, they discussed a classroom scenario dealing with
anonymous online speech and the consequences of using social networks.
In the following scenario, students analyzed whether or not a company can
compel an ISP to produce the name of a person posting anonymous content
on the social networks.


SCENARIO #4—Anonymous Speech on Social Networks


You work as a middle manager for Social Media Law, Inc. (SMLaw). A disgruntled
person has started a Web site, www.SMLawIncSucks.com that is highly critical of
the company. You suspect that the anonymous person is a former or current employee
based on the content of the posts:


� This is the worst company I’ve ever worked for!
� Click here for SMLaw’s confidential computer security procedures.


Assume that the company unsuccessfully attempts to ascertain the identity of the Web
site owner. Can SMLaw ask a judge to compel an Internet Service Provider (ISP) to
produce the name of this anonymous person?


SCENARIO #4 TAKEAWAYS: It is highly unlikely that a U.S. court would
compel an ISP to provide the name of an anonymous person who posted
a negative opinion of a company. However, if a company is being seriously
damaged by, for example, untruthful or confidential content posted anony-
mously online, that company may seek a court order compelling an ISP to
provide the name of the anonymous person.


For the question in this scenario, students discussed the standards that
courts use to compel an ISP, through subpoena, to produce the name and
contact information of an anonymous blogger whom the employer suspects


139Blakely v. Continental Airlines, Inc., 751 A.2d 538 (N.J. 2000).


140Id. at 543.
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is a current or former employee. As the cases illustrate, the courts balance
the right to post anonymous content on the Internet with the harm being
done to the company.


For example, Dendrite International brought a lawsuit in New Jersey
state court against fourteen unnamed defendants for posting messages on
Yahoo! message boards that criticized the firm. The company claimed the
messages were defamatory and revealed trade secrets.141 Dendrite was unable
to compel the ISP to reveal user identities under the court’s balancing test:
(1) the plaintiff must make efforts to notify the anonymous poster and allow
a reasonable time for him/her to respond, (2) the plaintiff must identify the
exact statements made by the poster, (3) the complaint must set forth a prima
facie cause of action, (4) the plaintiff must bring forth sufficient evidence for
each element of its claim, and (5) the court must balance the defendant’s
right of anonymous free speech against the strength of the prima facie case
presented and the necessity for the disclosure of the anonymous defendant’s
identity.142 In Doe v. Cahill,143 a case involving alleged libel by an anonymous
blogger, the court applied a summary judgment test: to determine whether
or not a court may issue a subpoena to the ISP, a plaintiff must produce
sufficient evidence of the validity of a claim to survive a motion for summary
judgment.144


141Dendrite Int’l, Inc. v. Doe No. 3, 775 A.2d 756 (N.J. App. Div. 2001).


142Id. at 760-62.


143884 A.2d 451 (Del. 2005).


144The identity of blogger, Doe, was protected under the summary judgment test. Id. For other
cases dealing with compelling user names from an ISP, see Cohen v. Google, Inc., 887 N.Y.S.2d
424, 426 (Sup. Ct. 2009) (anonymity not protected); Maxon v. Ottawa Publ’g Co., 929 N.E.2d
666, 673 (Ill. App. Ct. 2010) (anonymity not protected); SaleHoo Group, Ltd. v. ABC Co.,
722 F. Supp. 2d 1210, 1215 (W.D. Wash. 2010) (anonymity protected); and USA Tech., Inc.
v. Doe, 713 F. Supp. 2d 901, 907 (N.D. Cal. 2010) (anonymity protected). See also Scott Ness,
The Anonymous Poster: How to Protect Internet Users’ Privacy and Prevent Abuse, 2010 Duke L. &
Tech. Rev. 8; and Raymond Placid & Judy Wynekoop, Tracking Down Anonymous Internet Abusers:
Who Is John Doe?, 85 Fla. B.J. 38, 40 n.2 (Nov. 2011) (citing Melvin v. Doe, 836 A.2d 42, 50
(Pa. 2003), a case in which a judge attempted to sue an anonymous blogger for defamation
but was unable to track down the identity of the John Doe). In September 2012, Twitter
complied with a subpoena from prosecutors demanding tweets, allegedly written by an Oc-
cupy Wall Street protester during a mass protest on the Brooklyn Bridge in October 2011.
The tweets were no longer available online, and the Manhattan District Attorney’s Office re-
quested them from Twitter in an attempt to undermine the protester’s “argument that police
appeared to lead protesters onto the bridge’s roadway only to arrest them for obstructing
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Profound challenges exist, however, if the ISP is foreign-based and thus
outside the subpoena powers of a U.S. court or if the anonymous person lives
outside the United States. For example, in one of the first EU Internet libel
cases, Totalise, a U.S.-based ISP, sued Motley Fool in the United Kingdom to
discover the identity of an anonymous user on Motley Fool’s bulletin board.
(The user posted allegedly libelous comments about Totalise.) The UK High
Court ruled for Totalise, citing an exception to the UK Data Protection Act
of 1998 that disclosure without user consent is permitted “where disclosure is
required . . . by any rule of law or by order of court.”145 The court stated that
Motley Fool’s privacy policy must be respected, but “must take second place”
to an obligation of disclosure, as it had “become involved in the tortious acts
of others.”146


After discussing Classroom Scenarios 1–4, above, students became
aware that companies need some form of a social media policy to provide
guidance in the workplace. The next step involved the students integrating
what they had learned about the implications of employees using social net-
works in order to draft a company social media policy. The final section of
the article outlines a class project for students to develop these social media
policies targeted to specific industries and firms.


IV. Drafting a Company Social Media Policy


By the end of the semester, students were more keenly aware of the broad
array of legal issues impacted by social media in business. To reinforce the
lessons learned in the Facebook project147 and the Classroom Scenarios,148


traffic.” Joseph Ax, Twitter Gives Occupy Protester’s Tweets to U.S. Judge, Reuters, Sept. 15, 2012,
http://in.reuters.com/article/2012/09/14/net-us-twitter-occupy-idINBRE88D01S20120914.


145Charlotte Waelde & Lilian Edwards, Online Intermediaries and Liability for Copyright Infringement,
Keynote paper presented in Geneva at the World Intellectual Property Organization Seminar
on Copyright and Internet Intermediaries (Apr. 18, 2005), http://www.google.com/url?sa=t
&rct=j&q=&esrc=s&source=web&cd=4&ved=0CFEQFjAD&url=http%3A%2F%2Fwww.wipo.
int%2Fexport%2Fsites%2Fwww%2Fmeetings%2Fen%2F2005%2Fwipo_iis%2Fpresentations%2
Fdoc%2Fwipo_iis_05_ledwards_cwaelde.doc&ei=dRw1UMGSNomo9gTnrID4CQ&usg=AFQjC
NHRW-S71zgfwL9GSgk0Ji5MUHV3gw&sig2=FMnppfn_6Uo5ZQBnzcG_w.
146Id.


147Appendix A.


148Appendix B.
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the professor gave students an opportunity to draft a social media policy149 as
a capstone project. This collaborative project gives students an opportunity
to apply their knowledge of social media law to an organization or company
related to their major or area of career interest.


In an age of instant tweets and impulsive Facebook posts, companies are
concerned about how they can limit what employees say about work without
running afoul of the law. While most employee postings on social media sites
may seem innocuous, some can have serious legal ramifications for employ-
ers. Thus, some employers have developed detailed policies on social media
use by employees.150 These policies vary in form and content,151 for example,
the city of Seattle,152 FedEx,153 Harvard Law School,154 IBM,155 Microsoft,156


the state of Delaware,157 and Yahoo!158 In May 2012, the NLRB’s acting
general counsel issued a report on employees’ social media use describing
six corporate polices that “interfered with the rights of workers” under the
NLRA, along with a company policy statement that he found unlawful.159


149Appendix C.


150See generally Corey A. Ciocchetti, The Eavesdropping Employer: A Twenty-First Century Framework
for Employee Monitoring, 48 Am. Bus. L.J. 285, 288-89 (2011) (Author suggests a framework that
identifies which employee monitoring technique “is appropriate for which monitoring purpose,
considering both the technique’s privacy invasiveness and enterprise protection.”).


151See infra text accompanying notes 160-61.


152City of Seattle Blogging Policy, http://www.seattle.gov/pan/bloggingpolicy.htm (last visited
Aug. 30, 2012).


153About the FedEx Corporate Blog, http://blog.fedex.designcdt.com/about_the_blog (last
visited Aug. 30, 2012).


154Weblogs at Harvard Law School, http://blogs.law.harvard.edu/terms-of-use/ (last visited
Aug. 30, 2012).


155IBM Social Computing Guidelines: Blogs, wikis, social networks, virtual worlds and social
media, http://www.ibm.com/blogs/zz/en/guidelines.html (last visited Aug. 30, 2012).


156Microsoft Social Media Policy, http://socialmediagovernance.com/MSFT_Social_Media_
Policy.pdf (last visited Aug. 30, 2012).


157State of Delaware Social Media Policy, http://dti.delaware.gov/pdfs/pp/SocialMediaPolicy.
pdf (last visited Aug. 30, 2012).


158Yahoo! Personal Blog Guidelines: 1.0, http://govsocmed.pbworks.com/f/yahoo-blog-guide
lines.pdf (last visited Aug. 30, 2012).


159Lawrence E. Dube’, NLRB’s Solomon Tackles Social Media Cases, Gives Wal-Mart Policy Re-
vision Green Light, Human Resources Report, June 4, 2012, http://www.bna.com/nlrbs-
solomon-tackles-n12884909814/.
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We encouraged students to survey these company policies and government
reports before drafting their policy.


For the social media project, we also asked students to evaluate the
scenarios discussed in this article from the perspective of the younger generation
and then to draft a social media policy for a company in the United States.


A well-drafted social media policy should address four broad areas:160


employees should not (1) discuss trade secrets or other proprietary infor-
mation, (2) post defamatory information, (3) harass any individual on the
Web, or (4) write discriminatory content in violation of Title VII. In addi-
tion, policies should give specific guidance regarding matters that negatively
reflect the company.161 Furthermore, social media policy should be framed
to match a company or organization’s culture. Some firms focus on strictly
personal activity while others are interested in encouraging employees to use
social networking for business purposes. We instructed students to choose a
specific industry and to shape their policy accordingly. For example, different
issues arise for financial firms, the health care industry, telecommunications
companies, multinational firms, or other organizations.


160See generally Deloitte LLP 2009 Ethics & Workplace Survey Results, Social Network-
ing and Reputations Risk in the Workplace, http://www.deloitte.com/assets/Dcom-UnitedStates/
Local%20Assets/Documents/us_2009_ethics_workplace_survey_220509.pdf (last visited Aug.
30, 2012); FinTech Marketing, Q&A with Perry Binder, J.D. on Employee Participation in Social
Media and Blogging (Oct. 12, 2009), http://www.fintechmarketing.com/?p=394; Jaffe PR, So-
cial Media Policy and Procedures and Social Networking Policies and Procedures, http://www.jaffepr.
com/about-us/industry-insight/white-papers/social-media-policy-template2012 (last visited
Aug. 30, 2012); and Practical Law Publishing Limited and Practical Law Company, Inc.,
NLRB General Counsel Issues Second Report Concerning Restrictions on Employees’ Use of Social Media,
http://us.practicallaw.com/3-517-4809?source=rss (last visited Aug. 30, 2012).
161For examples of employee social network comments that negatively reflect on a com-
pany, see supra notes 16-18. In contrast. the Federal Trade Commission issued guide-
lines in 2009 that state, in part, that if a blogger or individual posts positive com-
ments endorsing a company or its product, that person is obligated to disclose his or
her relationship with the company. Federal Trade Comm’n, Guides Concerning the Use
of Endorsements and Testimonials in Advertising, 16 C.F.R. pt. 255 (Oct. 9, 2009), avail-
able at http://www.ftc.gov/os/2009/10/091005revisedendorsementguides.pdf. These guide-
lines clearly extend to employees posting such comments on social networks. New
FTC Guidance Highlights Need for Effective Social Media Policies (Jan. 8, 2010), http://www.
franczek. com/ frontcenter-538.html. See also Tiffany Black, How to Write a Social Media
Policy, NetLinked Solutions (Aug. 30, 2012), http://netlinkedsolutions.wordpress.com/
2012/08/30/how-to-write-a-social-media-policy/; and Charlotte Kemp, 7 Ways to Use So-
cial Media to Engage Employees (Aug. 27, 2012), http://knowledgeresources.wordpress.
com/2012/08/27/7-ways-to-use-social-media-to-engage-employees/.
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Drafting the social media policy served as a capstone to the earlier sce-
narios on employee social media use. These exercises provided students
an understanding of both the risks associated with employee social me-
dia use and the legal framework for employer regulation of such use. The
hands-on drafting exercise helped business students to comprehend, analyze,
synthesize, and evaluate the concepts they had learned.162 In summary, com-
pleting the assignment helped students learn the legal issues through dis-
cussing the parameters of how to manage legal risks and by carefully drafting
explicit social media policies that put employees on notice of the employer’s
expectations for online behavior. We have included a grading rubric for the
assignment at Appendix D.


Conclusion


Companies across the globe use social networks as an effective tool in con-
ducting business.163 However, the legal landscape for appropriate employee
conduct on social media sites in the United States can be vastly different from
that in the European Union. After exploring the differences in protection
for workplace privacy and speech between the United States and European
Union, students can gain a new appreciation for the legal risks posed by
social media. The learning activities we describe promote in-class discussion
and use current, real examples to illustrate the legal concepts. Just as com-
panies wrestle with compliance issues and develop policies, students can also
work toward solutions by analyzing scenarios. The result is that students gain
valuable insight by drafting social media policies. A well-drafted policy can
circumvent some of the problems related to conflicting laws, cases, and di-
rectives. Such a policy provides precise employee guidelines for conduct on


162For articles on active learning in legal studies courses, see generally Perry Binder, New Top-
Level Domain Names Add .Xxxtra Company Burden – Group Activities for Creating Effective Domain
Registration Portfolios, 14 Atlantic L.J. 114 (2012); Larry A. DiMatteo & T. Leigh Anenson,
Teaching Law and Theory Through Context: Contract Clauses in Legal Studies Education, 24 J. Legal
Stud. Educ. 19 (2007); Joan T.A. Gabel & Nancy R. Mansfield, Resolved: Legal Issues Forum as a
Method of Student-Centered Learning, 16 J. Legal Stud. Educ. 257 (1998); Catherine Jones-Rikkers
& Constance Jones, Active Learning in the Legal Environment of Business Classroom, 16 J. Legal
Stud. Educ. 173 (1998); and Tanya M. Marcum & Sandra J. Perry, It’s Not Easy Being Green:
Bringing Real Life to the Undergraduate Legal Environment of Business Classroom, 27 J. Legal Stud.
Educ. 81 (2010).


163For examples of the positive use of social media in businesses worldwide, see supra note 15.
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social networks, both on or off company time, or using work or personal
computers. Students who can thoughtfully consider all factors in a social me-
dia scenario and apply a company policy based on applicable laws, will bring
unique value and insight to their current or eventual workplace.


However, transborder legal issues loom as nations attempt to assert
their own laws, rules, and directives. In a March 2011 speech to the Euro-
pean parliament, the EU justice commissioner, Viviane Reding, warned social
media providers like Facebook, that a “U.S.-based social network company
that has millions of active users in Europe needs to comply with EU rules.”164


In May 2011, Twitter, Inc., a U.S.-based company, opened its European head-
quarters in London.165 Given Twitter’s UK presence and the High Court’s
recent superinjunction ruling against tweeting about a high-profile soccer
star, some commentators believe the UK courts may now have jurisdiction
to compel Twitter to release the contact information of anonymous tweeters
who do not respect the terms of an injunction.166 It is only a matter of time
before such novel issues are introduced into the workplace, where compa-
nies must determine how to enforce their social media policies on the global
stage.


Analysis, discussion, and application of how law is applied to such social
media cases can prepare students for the opportunities and inevitable risks
they will encounter in a global marketplace that is forever connected through
social networks.


Appendix A: The Facebook Project: Dealing with
Employee Gripe Sites*


*A gripe site is a blog or Web site maintained to criticize a person or company.


SCENARIO: Assume that you work as a middle manager for Social Me-
dia Law, Inc. (“SMLaw”). A disgruntled person has started a Web site,
www.SMLawIncSucks.com, which is highly critical of the company. You sus-
pect that the owner of the Web site may be a current employee. Assume


164Online Right “to Be Forgotten,” supra note 6.


165Aurora Johnson, Twitter Expands Sales Team and Gears for UK Push, Lakestar Media (Aug. 21,
2012), http://www.lakestarmedia.com/news/6921/twitter-expands-sales-team-and-gears-for-uk-
push/.


166British Broadcasting Corp., Courts ‘Could Target’ Twitter UK, (May 23, 2011), http://www.bbc.
co.uk/news/technology-13502854.
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that SMLaw does not have a social media policy. In the below scenarios,
SMLaw determines that this Internet activity did not occur on work equip-
ment, whether stationary or mobile.


Outside of Class Activity:


1. Log on to Facebook. If you do not have a Facebook account, or you are
resistant to having an account, e-mail me the assignment by the deadline
(make sure you follow the instructions in Number 3 and 4 below).


2. Add the professor as a Friend (search Facebook by e-mail)
3. Search the Internet for any type of gripe site against a company (e.g.,


www.SMLawIncSucks.com)
4. Go to the professor’s Wall on Facebook and post:


� The domain name of the gripe site, like SMLawIncSucks.com (it doesn’t
have to be one actually created by a company’s employee or an ex-
employee)


� Any comments on that site which are inappropriate (in your opinion)
for all to see on social networks


� A short paragraph explaining that IF the owner of that Web site actually
was an anonymous employee or ex-employee, whether or not a company
would be able to discover the name of the person. In other words, read
the content of the site, and see if it fits within the criteria for the court
to issue a subpoena compelling the Internet Service Provider (ISP) to
disclose the name and contact information of the Web site owner:


If the information is damaging to the company (posting company secrets, ha-
rassing employees, telling lies about the company, etc.), the company can file a lawsuit
against the ISP to give up the Web site owner’s name. When the ISP claims the right to
keep customer names anonymous, the company can ask the court to issue a subpoena
to discover the name, because the damages to the company outweigh the right to be
anonymous on the Web. If it turns out that the person is an employee, that person can
likely be fired.


Appendix B: Classroom Discussion Scenarios


SCENARIO #1A—Social Networks and Workplace Privacy in the United
States


Laura is a restaurant employee in the United States who regularly posts comments on
her Facebook Wall on a home computer. Facebook has three privacy settings: Friends
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only, Friends of Friends, and Everyone. All of Laura’s settings are on Everyone. Fred
(the restaurant manager) saw the following comments on Laura’s Facebook page:


� Several comments about rude restaurant customers, and
� Comments complaining that Fred is a lousy boss.


The restaurant fired Laura for posting these comments. Has the restaurant committed
a tort or violated any state /federal laws? In responding to this question, assume that
Laura is an employee-at-will and not a union member. Assume that the restaurant does
not have a social media policy addressing employee conduct on social networks.


SCENARIO #1B—Social Networks and Workplace Privacy in the United
States


Reconsider the facts in scenario 1A above. What if Laura’s privacy settings are on
Friends only, instead of Everyone? Usually, when someone sends Laura a Friend Re-
quest, she accepts even if she does not know the person. Unknown to Laura, Fred (the
restaurant manager) friended her under an assumed identity. Laura maintained her
Facebook page exclusively on a company-owned computer and was subsequently fired.
Did the employer violate Laura’s privacy rights? Would it make any difference if she
were a government employee?


SCENARIO #1C—Social Networks and Workplace Privacy in the United
States


Reconsider the facts in scenario 1A above. Assume that Laura’s posts appear on a
Facebook group page, which she created and maintains, called “Restaurant Employees
for Economic Justice,” a site that advocates unionization in the restaurant industry.
Laura gets fired for these particular Facebook posts:


� Photographs of unsanitary working conditions in the restaurant’s kitchen, and
� Comments complaining about lousy pay at the restaurant.


Does Laura have any posttermination rights, even though she is an employee-at-will?


SCENARIO #2—EU Workplace Privacy on Social Networks


Siena works at SMLegge, a large company in Rome, Italy. Unknown to her superiors,
Siena is seeking employment with an SMLegge competitor in Florence and has been in
communication with that company through her personal e-mail account on her work
computer, during work hours. Unknown to Siena, her supervisor, Lucca, placed com-
puter software monitoring devices on all employee computers. Lucca discovered Siena’s
personal e-mails and subsequently fired Siena. SMLegge does not have a computer
usage or social media policy for employees.
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SCENARIO #3—Title VII Harassment and Social Networks


John (an SMLaw employee on the team you manage) owns and maintains a Web
site, www.SMLawIncSucks.com. Without your knowledge, another employee on your
team, Jane, discovered John’s site, and found several insensitive comments about her
on a discussion board, including overt sexual suggestions. Jane sent John several e-
mails on their work e-mail account asking him to delete these comments. Rather than
deleting them, several more offensive comments appeared about Jane on the Web site.
Jane then turns to you for advice, as you hear about this Web site for the first time.


In responding to this scenario, assume that
� Jane’s name does not appear on the Web site, but current employees reading the


comments can figure out that they are about Jane.
� John maintains the Web site on his home computer, while off company time.
� While the Web site belongs to John, he did not actually write any of the offensive


comments. Instead, these comments were posted on John’s discussion board by Sal, a
top SMLaw client who has met Jane during his frequent visits to SMLaw’s offices.
Sal has made no offensive comments or gestures to Jane in person.


You advise Jane to complain about John and Sal’s actions to a human resources pro-
fessional in SMLaw but to no avail. (No action taken against John or Sal.)


Advise Jane of her best legal theory under Title VII against SMLaw.


SCENARIO #4—Anonymous Speech on Social Networks


You work as a middle manager for Social Media Law, Inc. (SMLaw). A disgruntled
person has started a Web site, www.SMLawIncSucks.com that is highly critical of
the company. You suspect that the anonymous person is a former or current employee
based on the content of the posts:
� This is the worst company I’ve ever worked for!
� Click here for SMLaw’s confidential computer security procedures.


Assume that the company unsuccessfully attempts to ascertain the identity of the Web
site owner. Can SMLaw ask a judge to compel an Internet Service Provider (ISP) to
produce the name of this anonymous person?


Appendix C: Project Guidelines for Team
Project: Drafting a Social Media Policy
A. Choosing a Firm and Describing the Corporate Culture


For this project, you will work in teams to draft a social media policy for
a specific company. I will ask you to divide yourselves into groups of four,
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which will constitute your working group. Within this group of four you will
choose a company that is your employer (e.g., a financial firm, a health care
provider, a telecommunications company, a multinational firm, etc.). It’s im-
portant that you define the organization’s culture around social media at your
company. Does the company culture address strictly personal activity? Or, is
the company interested in encouraging employees to use social networking
for business purposes and incorporate it into work time? This information
should be included in the introduction/preface to your policy.


B. Drafting the Social Media Policy


Once you have chosen and identified a firm as described above, each team
will prepare a list of important terms and issues that should be addressed
in its social media policy. You should consider the legal issues with using
social media that we have discussed in class and any other issues you feel are
important to your company. Please include the list of terms with your final
draft. Then draft a policy incorporating these issues.


You are allowed to do research and use other forms and policies you
might locate on the Internet, but you must document the source of any other
policies used. You are not permitted to copy and paste an existing policy. In
addition, do not throw in fancy provisions that you find online. You should
tailor your policy to the company you are representing.
Here are some sites to help you get started:
http://www.socialmedia.org/disclosure/
http://www.compliancebuilding.com/about/publications/social-media-
policies/
http://socialmediagovernance.com/policies.php


Many, if not most, company social media policies contain some provi-
sion that counsels employees against posting content that reflects negatively
on the company.167 Include such a statement in your policy and provide


167See, e.g., IBM Social Media Guidelines, http://www.ibm.com/blogs/zz/en/guidelines.html
(last visited Aug. 30, 2012); Intel Social Media Guidelines, http://www.intel.com/content/
www/us/en/legal/intel-social-media-guidelines.html (last visited Aug. 30, 2012); The Coca-Cola
Company Online Social Media Principles, http://www.viralblog.com/wp-content/uploads/
2010/01/TCCC-Online-Social-Media-Principles-12-2009.pdf (last visited Aug. 30, 2012); and
Wal-Mart Social Media Guidelines, http://www.walmartstores.com/socialguidelines/ (last vis-
ited Aug. 30, 2012).
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specific examples as a guideline for what constitutes a negative reflection of
the company. You can be creative here!


Finally, as a group you should consider the implications for employee
noncompliance. Make sure your policy includes a statement addressing how
the company will insure compliance with the new social media policy.


Turn in a written policy signed by all team members.


C. Individual Reflection


At the end of your paper, each student must include an overall reflective
statement about the project:


� How does the policy reflect the team member’s opinions and experience?
� Do you foresee problems with implementation of the social media policy?


Explain.
� What did you learn about social media policies and workplace privacy


rights in the European Union (EU)? Were you surprised by the varying
degrees of privacy and speech rights for workers in the EU when compared
to U.S. employees? Explain.


� What would have made the project a better learning experience?


Finally, in class, we discussed scenarios where employees got in trouble
for innocent (and not so innocent) activities on social networks, even when
they are not working on company time or company equipment. It appears
that the so-called younger generation is quicker to post private information on
social networks than prior generations. Whether or not that statement applies
to you, explain what precautions you will take when using social networks at
work, based on our projects and class discussions.
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Appendix D: Grading Rubric: Drafting a Social
Media Policy


Needs Improvement Good Excellent


Choice of Company
Clear statement of firm culture
How culture impacts firm’s social media
policy


Organization
Professional format
Clear headings
Includes all required topics


Mechanics and writing
Correct and appropriate use of grammar,
spelling, punctuation, etc.


Careful proofreading with no
typographical errors, omissions, and/or
additions


Research and Content
Citations to Web sites, company codes,
and legal issues


Appropriate (and creative) examples
Overall Comments


Possible Points Actual Earned


Company Culture 20
Organization 25
Mechanics 20
Content 35


Total
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