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Continued Assessment

of Needs, Threats,
and Solutions

Chapter Objectives

After reading this chapter and completing the exercises,
you will be able to do the following:

m  Determine the Iessons that were learned during the test disaster recovery,
® Decide how to overcome the threats that were uncovered,

m Use SWOT (strengths, weaknesscs, opportunitics, threats) analysis as
an additional method of determining threats.

m Plan for climinating threats going forward.

Introduction
he test is done; now it is time to determine what was learned in the test, and

Twhat can be taken from the experience and used so that the same issues
(and there will be issues) aren’t repeated the next time.

What to Do After the Disaster Recovery Test

After the test, it is important not only to step back and regroup, but also to meet as a
team and discuss the lessons learned. This is not the time to assess or assign blame.
This is the time to simply determine what was learned and what can be donc’bcltcr
going forward. It is important that the team meet, before a Jong cnough period of
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downtime that the they begin to forget, at Jeast once (typically more thar, once)
discuss what was done well, what was done poorly, and whaF was learned.
Extensive notes should be taken during these meetings so V eryone’s per.
ception of the lessons learned is captured. In t_he aftermath of the recovery ¢
the recovery test, some thoughts may not seem important or relevant, but after a

period of time they may appear to be more relevant.

What Was Learned?
The recovery test is over. The team has learned that either the organization cap
or cannot recover, and that is all that was learned, right?

Not exactly. There are many things that may have been learned. For exam-
ple, the organization may be conducting backups at the wrong time. Missing
critical information in a given time period may be captured if the time js
changed by even a small fraction.

Perhaps the organization cannot recover because the tapes being used are
incompatible with the hardware on which it is trying to recover. This can mean
simply changing the kinds of tapes used, or changing the kind of hardware used
for recovery. This depends largely on the recovery site and the recovery solution

that may be under contract.
Perhaps there were missed applications, files, or databases that should

have been backed up in order to fully recover the organization’s systems. These
missed applications are often the ones that are sitting on someone’s PC that they
never think of even being there until they need it; they are the only ones who use
it, and they are the only ones who will notice that it is missing. This information
needs to be captured so changes in strategy can be made.

There are often applications that people forget that they rely upon for their
day-to-day jobs. For example, a reporting database, written in Access and resid-
ing on a user’s computer but shared among all of the people in the department,
might not make the list of critical applications. This application would likely be
homegrown and might make use of information gathered from multiple data-
bases and massaged into a format that is easier for the end users to work with.
Without this application, it would take several times longer for the users to
perform their daily reporting and decision-making duties. The users likely
would take this application for granted (after all, it was likely not purchased but
built internally by a member of the group rather than a member of the IT
development staff), the computer on which it resides may not make it into the
backup schedule, and the information contained could be lost.

Depending on your backup strategy and how much information and
backup software you keep with each copy of your recovery backups, you may
find that, when you attempt to recover, you are unable to because you have not
taken into account that the software may not be loaded on the computer on
which you recover. Or you may find that the version of the software that you
have available is not the version that is required to read the files that you have
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restored. You may have upgraded vour installation, but not th
the software to reflect this upgrade

Any number of things can be uncovered or vnrecoverab!
the recovery testing or the recovery proper. It is Just as unpott
determine things that may have gone particularly well 1t you
[hl’Ollgll the FCCOVery process a number of tumes, you may nave a ¢
for how long each prece of the recovery process W ill take to accomplish. Pl
haps someone in the organization came up with a new way © do e backups
S0 that the recovery could be accomplished in half the ime. The e savings
shortened the timelines on the critical path and all the systems dependont on
the shortened recovery were likewise finished carly. This was brought outas a
lesson leaned from the recoy ery at the next postmortem debrietng

Although it is important not to assign blame for things that weant badly, it
1s often beneficial to morale to give kudos for things that went particularly well
It is often to the team’s benefit to praise even minor achievements. Although it
IS important to not appear to be insineere, it is also important 1o provide positive
reinforcement.

Lessons Learned

Radical Risk Management, a Miami, Florida company, had been
holding recovery tests every January in Denver, Colorado for several
years. The recovery team Hew in to the recovery area, as was their
standard practice. They requested that the company that stored theis
tapes send them to the recovery area so they were there when the
team arrived, as was their standard practice.

The team arrived on time, but the tapes were running a bit behind
schedule. When the tapes finally arrived, there was ice inside the
tapes and water inside the tape case. Apparently there were prob-
lems during shipping (presumably only mang shipping) and the
tapes appeared to be unusable.

The team, in the spirit of disaster recovery, made the decision to
attempt fo recover anyway and see what they could salvage and
what they could learn. After filing a claim with the tape storage com:
pany, they spent the entire first day of their recovery effort trying to
dry out the tapes and restore them to a condition where they could be
read from and written fo.

Although they were unable—due in part to lack of time and in
part o the degraded condition of the tapes—to completely recover,
they were able to take back a new set of ﬁ:aacns learned en new and
innovative ways to dry out wet tapes, which they shared not enly with

their organization, but also with their trading partners too.
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During these sessions, it is important to remember 10 stay on task oy Much
as possible. It is also important that the meetings not bccgmc a place (o judge
cither processes or people but to find facts. 1 the meetings hcqnn: 1 place
where blame is assigned, people will become defensive and little will pe
learned. Remember, the team is just that—a team.

What Will Be Done Differently

Once the fact-finding meetings are complete, and this has to be decided by cach
individual organization, it is time to make decisions on what the organization,
and the team, will do differently during the next recovery (whether it is a test or
an actual recovery).

There are many places where things are likely to change, depending on what
was uncovered in the meetings. There may simply need to be alterations made in
the documentation, or there may need to be changes made in the overall process.
Some will be small and simple to implement; others will be broader in scope and
scale and will take cross-functional effort.

These meetings on changes to make should occur as soon after the recov-
ery as possible. This is for two reasons: first, to make sure that you don’t lose
the momentum gained at the recovery and immediately following; and second,
to allow as much time for the implementation of the changes as possible before
the next recovery effort.

Changes should include any measures that can be added to make security
tighter at the next event. These incremental security changes will be simpler to
implement than if several iterations pass with no changes and then it becomes
apparent that the changes are necessary. Because disasters deal almost entirely
with security or lack of adequate security, it is important that security stay
uppermost in everyone’s mind.

The recovery planning process often seems to become rote and the real
purpose lost in the process. People forget that the purpose is to recover the
organization and get lost in the details of getting through the meetings and the
recoveries. It likely will not be possible to get the people really excited about the
prospect, but keeping a level of awareness and excitement is something that
needs to be a goal of the team.

It is important that every item that ends up in the “what we learned” cat-
egory be at least examined in the “what we will do differently” meetings.
Even if all that the group does is state the situation and open it for discussion,
at least the issue will have been aired and addressed as relevant or irrelevant
and can then be put to rest. Not only does this allow all issues that arise to be
addressed, it also allows the people involved to feel validated and their opin-
ion valued. Remember, morale is as important in the recovery team as it i
anywhere else.
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Threat Determination in System

Based on the outcome of testing and the follow-up debriefing e o lf‘ =
possible to determine what the uncovered risks are for th.c system. The,\c‘th-n.ldt}
nclude spoofing, tampering, repudiation, information d|sclgsurc. an-d d(.nAlACl 0
service, and level of privilege. It is important to note that in a static environ-
ment, for a given system design, the threats to that design don’t rcall,\; Cha.mgg.
However, ushthc sy;lmn c\'ol\':‘s or as the systems surrounding it a.nd tcedn?g it
evolve, so do the threats to the system. Organizations are, if nothmg: continu-
ously changing. This is becoming more and more the case. Look at Who J.Im_vd
My Cheese and Managing Chaos and Complexity, two books about managing
people and organizations in their times of change.

Ironically, once they have a disaster recovery plan, and even more so after
they have started to test the plan, many organizations simply ignore that there
may be emerging threats to their organization. They may feel that they
have done due diligence and that is all they need to do. If they are lucky, they are
right. It is more likely that something that they didn’t notice sneaking up on
them will cause issues later, or there will be an issue with the recovery site that
they never considered. After all, it is a recovery site; they are supposed to have
plugged all the holes, right? Maybe. Maybe not. Why take the chance?

Think about it. A new system may be created that feeds its information

into a system that you are already backing up as a part of the recoy
The new system may or may not

nectivity between the new source
be accounted for, and the depe
not have made it into your docum
ery efforts are misplaced and th
wrong order.

Or there may be holes in the securi
primary location but that have not b
These security issues may include ¢
lege to access the systems at the re

ery effort.
be included in the backups, but the con-

system and the old target system may not
ndencies between the two systems may
entation. This might mean that your recov-
al you are now recovering systems in the

ty system that have been plugged in the
een plugged in the recovery site location.

he screening of people who have the privi-
% .

S associated with the threat could be launched at
cach component.

.‘; =5
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Fach kind of threat attack cin be further roken des a1 P ey
are mibpated theeats o unmmitigated theests Aller pecavery ey e teay
should g gk throngh the systems and ook at the threats o g
which sre mitigted fones it have hieen Lk snto jeconnt i i Geery
plan or vemaoved from the equation) amd whinch are vnintigated (1, hich

sl allow for valnerabilities). Many unmitigated sk iy po COvered
until the tests hiave been condacted

s olten benelhicial to have someone on the team designated 1y, Mt 1
Find the holes i the system while the recovery is tikang place Thieo gy, theory,
the closest vou are polng to pel 1o replica of your praductian ey, and
allowing necess 1o the system by someone who s determimed to fd 1 pliaces
where it may be broken s olten o benebit, 10 may even be o an OFsLZation's
benelit 1o '-("[H'!Illll' at least one test cycle that s dedicated 1o finding ) the
places where the system can be broken

By throwmg aw many people ot the problem i possible, 10 s possble 1
find many previously undetected holes An organization may cye consider
Ricinge o consaltant with experience i locating weaknesses in i systen 1o point
them out Examples of some potentinl holes follow.

Spoofing Spooting refers to one person or entity electromically masquerad-
gt as another by falsitymg data, redirecting URLs, or redirecting messages 1o
an alternative site. s masquerading can lead 10 an illegtimately gained com-
petitive advantage by scavenging information from the business or 1o ilepal
activities by stealing mformation or money.

Spooting can be the end result of many different kinds of attacks, Any
attack that gains someane information can resalt in that information being used
(o spoof others mto revealing even more information to the hacker or 1o (rusting
that person with business to which they should not be a party,

Spoofing can include phishing or Web page spoofing, In phishing, an
organization’s Web page or Web page design is copicd (granted, easy ¢nough
to copy dircetly from the Internet, but why bother if you have access 1o the
information dircctly from backup tapes, from recovery site servers, or from
downed servers ina primary location lefl unguarded inoan emergency
situation), and unsuspecting victims provide personal information or make

purchascs of things that are not legitimate, This attack is often directed at
banks and financial institutions (or rather, at the customers of these compa-
nics) and is olten performed with the aid of UR], spoofing, which exploits
Web browser bugs in order to display incorreet URLs in the browser's loca-
tion bar; or with DNS cache poisoning as a means to direct the [egitimate
user away from the initial target to the fake one, Onee the user enters his or
her password, the attack-code reports a password error, redirects the user
back to the legitimate site, and poof  (he user (1) and password are grabbed.

The easiest way 1o get the user 1o believe that the site is legitimate is (o us¢

the legitimate site (oracopy of it) as the bait,

-




Another form of spoofing is phary

Harminge
q redirection of a domain nz
L%

Ccurs when the

gt Spoofer
ols up . ’ 1 1S intended [P :‘-\lr...i:“}\ destination tq
bt_,ltcf“mive destination in order to vain CCEsS L0 Sensitive information Grecid
an dlnulﬂbcrs‘ account numbers, password. and PINsg)

carc

. that is almost identical to the original (Payp
S0 .

[he spoofer SCtS up a Wep
"\\ 1S On
r into the incorrect
< people to log
gets Pe

© COmmon example) and

site, thereby farminge

| —Or plmrming---thc
ot they want from the Pcople who have been redirected. Often the
lnd-rcct is accomplished by means of spam being sent to Ie

red!

| t people know that
i account may have been compromised and that they wil| need to log ip again
i . I

o verify their account inibrm‘mim. f'\nulhg method m pharming can be Set up to
prevent the user’s computer from conmcnng.lhc legitimate DNS,; by
virus on the vietim’s computgr, by compmnn_smg the usgr's
by changing the user’s hosts file so ll?ul dnmz.nn hames will map to
address. All these places can be Cil&lly- obtained using inform '
have left behind during a recovery, during a test, on a set of backup tapes, or even
on the server, left unguarded during a declared disaster.

Although spoofing isn't something that is ne
recovery situation, and keeping in mind that s
approximation of the “target’s
from a recovery server m

insialling a
firewall or router, or
an Incorrect [p
ation that You may

cessarily more prey
poofing typic
" Web site, the easy avail
ay be a hole that no on conside

alent in 3
ally requires g close
ability of the Web site
red.
Tampering  The tests may uncover pl
at the primary business location or at {|
note of the differences between the
site when making the distinction in
paid to the places where t
will not likely have contr
location where tamperin
category of a t
There m

aces where tampering may o
1€ recovery site. It is im
primary business location
tampering, and special atte
ampering can occur at the recove
ol over, or even access to
g may occur, anywhere y
ampering-prone location should b
ay be times or places in the recoy

ceur, either
portant to make
and the recovery
ntion needs to be
ry site. Although you
» all the places at the recovery
ou find that might fall into the
¢ investigated and noted.

ery location where people out-
Side of the contro] of the recovering organization have access to system data.
They may hay

€ custody of the recovery media (
and they may

have access to the data at a low
or make alterations to the d

allowing them to make a copy)
level where they could scavenge
ata while it is within their control. It is important to
fesearch where flonorganizational people might have access to either the recov-
Y media or the S€rvers on which the data is being recovered and place that
Mformation the recovery document. Although changing the data during a test
Yould not result in much of an effect on an organization, similar alteratiqn d.ur-
;n% o actual declared disaster could potentially affect the entire organization
e re]atmnship With its competition and upstream and downstream partners.

¢ noted as potential risks of the recovery site and care-
during testing and actual recoveries. R
1t firewalls and DMZs in place at the recovery Sltﬁ-
keys Wworking as anticipated? Is the security to the

ese situations should b
Note should be made

Are there syfr icier
€ your cryptography
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network and physical security to the servers and the sever room allocated 1

vour recovery sullicient? : ,
: If you are working on this as a small business snly proprietorship (home
based m" otherwise), make sure that your LAN and/or wireless settings are ade.
quate for the location, If necessary, gel another computer tl'?).\ o1 !,qmw o
check and make sure that the network is secure. Make note of any inconsisten-
cies that you uncover and determine what, if anything, should be done in order
to fill in the gaps. \

Post recovery. these locations and situations should be mvestigated further
and plans made (0 mitigate the chance that tampering can oceur.

Repudiation To explain repudiation, it is important to first ook at nonrepu-
diation. In authentication terms, nonrepudiation means that a user or a server
cannot later (after they have performed an action) deny that they performed the ‘
action in question,

This speaks to the ability of an organization to ensure the security and |
recoverability of their cryptographic keys. Compromised keys (did you remember ‘
to scrub the servers at the recovery site and remove all traces of the organization’s
data and systems from the servers?) can be used by someone with less-than-
honorable intentions for fraud.

Cryptographic Keys 1 j

A cryptographic key is the piece of information that one computer
uses to control its mathematical computation of the encryption algo-
rithm to ensure that all secure messages are sent in encrypted format,
(typically) with a digital signature that ensures the message originated
with the sender ong gets to the receiver in the same format as it was
sent. This is critical fo allowing a business to do business in many
cases, because digital signatures are what allow a business transac-
tion fo oceur digitally and remain a legally binding transaction.

Encryption with one private key requires decryption with its cor-
responding public key. Encryption with another key, or decryption with
a different key, will result in either message fext encrypted with an
entirely different cryptographic key or the inability to decrypt the
cipher when it is reoti

Keeping your private key safe and secret is often one of the most
difficult, yet most practical, issues with cryptography. Anyone who
obtains the key can recover a message or set of messages, decrypt
messages that are infercepted, or spoof other people by using your
keys o get people to trust them rather than your business.
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FIGURE 9.1. Threat tree for stealing a bicycle.

Outline  An alternative for the graphic flow diagram for an attack tree
might be to take the same kind of approach, but rather than using a flow chart
outline the same details. The bicycle theft example in an outline might be as
follows:
1. Steal bicycle
A. Pick the lock |
B. Learn the combination |
I. Find it written down somewhere
2. Getit from owner
a. by blackmail

b. by bullying or threatening

]

. by cavesdropping on owner telling someone

l. overhear or oversee

2. just ask ‘
1 d. bribe the owner to tell ‘
C. Cut the chain (probable)
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SWOT (Strengths, Weaknesses, Opportunities, Threats)
Another usefal ol for disclosing Bot oy W here there are thivas fo e onpan-
ization and the recovery process but alke the strengths and wesknesses e
plan, as well as opportunities for improvement is SWOT analyus

Typically organizations comduct SWOT analyses o deternwne where they
stand with relation to their competitors o o the market as a whole. Marketng
classes typically focus on SWOT analyses ax a unit and me is spent hookang at
the difforent strengths, Weaknossex, opportunitics, and thivats o the organize-
tion from competition. But it we look at anyose or anything atmphng © Bevak
though our security measures, either deliberately o aecrdentaliy, we can apply
the same kind of thought process to determining i our revovery plan and our
testing seenario is sufticient.

MMMSWOTAMW‘S ]

Traditional SWOT analyses are tools used by organizations to audit
the organization's environment. Typically, they are the first tools
used by marketers to target key issues. SWOT shands for sirengths.
weaknesses, opportunities, and threals. Sirengths and weaknesses
are hraditionally internal factors, and opportunities and threats are
external factors.

Figure 9.2 is the graphic that typically accompanies @ SWOT
omiysi&mm«owmm&mmkmasmi&.hm
ther away it it from the oppesite idea. The further away from o
weakness a sirength is, the stronger it is. The further away from an
wmwommummmuw\mmwd
hpbtmobmﬁonmmewwmmmmm*i&
This will help you to see where they lie in relationship to each other
and visualize how to mitigate them into the center.

COMTIATD ON NEAT BALE
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BTRENGTHS WEAKNESSES

OPPORTUNITIES THREATS

FIGURE 9.2. SWOT analysis graphic.

Strengths  The S in SWOT stands for strengths. What things were done par-
ticularly well in recovery planning and recovery testing”? What steps were taken
to mitigate the risk to the organization from a disaster that addressed a particu-
larly sensitive area of potential disaster? These should be addressed in this part
of the analysis.

Typically, strengths point out places where an organization might have
core compelencies ar a competitive edge over the competition. Looking at it this
way, what are the core competencies of your organization’s plan? What special
precautions or special techniques did your team employ to make sure that you
were able to recover a particularly difficult system, or what technique did you
use in a challenging situation in the recovery process that allowed you to over-
come the situation?

Weaknesses Where there are strengths, there are also weaknesses. What did
your organization do that didn’t work as well as it should have? What was
missed as a potential risk? Were any of the systems unable to be recovered in the
appropriate time?

If you undo all the thought processes that you employ to determine the
strengths, you can better think through what the weaknesses might be. It is
important that thinking through the weaknesses is done in neither a judgmental
nor an accusatory manner, but only as a tool to find those situations that need to
be addressed so that in the future you can either overcome the situation or put
processes in place so that the weaknesses are less weak, less obvious, or elimi-
nated and even made into strengths.
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Opportunities  Often, in the process of planning, recovenng and fepealing
the cyele, people will have what might be termed as “Ahal moments
when something that no one ever thought of, &t least as it relates 10 the given
situation—oan be used to make better use of resources, speed the recovery, of
allow the group 1o leverage the economies of scale of scopx

Someone might have read something in a magazine on the plane on the
way to the recovery site, or on the way back from the recovery site, they think
is somothing the organization might be able to leverage (o their recovery
advantage Perhaps there s an emoerging technology that the organization
might be able to make use of, or perhaps the process might work better in a
different order

These thoughts should be jotted down-—on a plece of note paper, in the
margin of the recovery plan, on the back of a napkin —and brought into the
notes that accompany the reoovery plan in the post-recovery meetings
Although some of the opportunities may not end up in the planning and recov-
ery scenanco, if they are never considered they certainly won't be, Making note
of an idea that might make the recovery quicker, more efficient, of less prone to
human error maght allow similar thought processes to occur later when the
analysis phase of the post-recovery debniefing occurs. Many times people have
wonderful ideas in the hoat of the moment, in the midst of a tnal (like the recov-
ery testing), that they will have forgotten when the stress is less or when they
are in a different situation. These might be tragically lost opportunities to make
the recovery process better if they are not noted somewhere permanently,

Opportunities are often realized simply because someone has had the
tementy to think outside the box. This should not only be tolerated but also
encouraged. It is one reason why many people from different parts of the organ-
wation should be brought info the progess as often as possible, Although
younger members of the organization are often overlooked in the planning
process because they don't have as much expertence with the particular systems
in question, they can often be a wonderful source of new ideas and innovative

thinking.

Threat Fmally, we look at the threats—threats that have been considered or
threats that have come 1o light because of the recovery testing and planning.
Some threats may not become apparent until the recovery (esting exercise
begins and people start to think through what it is going to take, from a practi-
cal perspective, to recover the organization,
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Threats might be situations that endanger the organization’s security o
cause hardware or software failure, which become apparent only when the
recovery testing is in process. It might be an inadequacy in the recovery pl
that is discovered only in the process of recovering. It may even be a deficie
in the backup strategy that ends up becoming an issue when the recovery
process.

an
ncy
S in

Solution Determination

Once you have discovered your latest list of threats, either as an ongoing secu-
rity practice at your organization or as a result of your latest recovery test, you
have to decide what you are going to do about them. Ideally, every threat should
be addressed immediately, as it is a gap, a place where your organization may
find that it is in danger of a future disaster, or at the very least an emergency sit-
uation. However, realistically, many of these uncovered threats will find them-
selves relegated to the back burner in the organization or discounted as being
trivial or infrequent enough that they are simply not going to be dealt with.
Threats, like risks, can be weighted and categorized. Cost-benefit analysis
can be done on allowing the risks to remain or on pursuing a solution to them.
Many threats, particularly the ones uncovered during actual recovery attempts,
will likely have to be dealt with. It may mean simply changing your backup strat-
egy or including things in the backups that weren’t there before. It may mean that
additional testing will need to be done during the testing phase of the recovery.

Damage

What is the potential damage to your system from the threat? Will there be data
loss in the system? Will there be compromised data in transmission? Will there

be breached information? Is there potential for hardware damage or media
failure?

Reproducible

[s the threat reproducible in the primary location? What is the chance that the
threat will succeed in the primary location? What is the chance that the threat will
succeed at the recovery location? (What is the difference in these two chances?)
What are the chances that someone will stumble upon the threat or gap?

Exploitable

How much effort will have to be exercised to find the threat? How much
benefit will there be if it is found and exploited? Don’t think that businesses
are the only ones concerned with cost-benefit analysis. Anyone trying o
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