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Risk: The possibility of a person OF entity suffering harm or loae
because of an event. ‘

: 1 & s N 110 \

Business impact: Impact 18 the magnitude of ”.k potential losg g
the Sernousness of the evenl by extension, husmc.?.\ imp S the
magnitude of the potential loss o1 the seriousness of the event 1o g,
organization or the business.
Assessment: The actor result of judging the worth or value of <o thing
or someone.

Risk is connected to the event. For example, with stocks. the risk that he
stock will not go up in value is assessed. In disaster recovery planning risk i
the chance that an event (hurricane, malicious disruption, hardware faifire et )
will oceur to a given organization.

Business impact is connected to the business. In other words, w given
risk that a given event will oceur, what is the impact to lhg busin f that
event? The business impact (as well as the risk) may be negligible, as may be

a sole proprietorship accounting firm and the event i
a disgruntled employee. The same event mav have 3
ss is a multinational or global organ;-

the case if the business 1s
data corruption caused by
catastrophic business impact if the busine
zation with thousands of employees.

Defining Risk

Risk is defined as the possibility of a person or entity suffering harm or loss,
Within an organization or business, risk is viewed as the possibility that the
business will lose money because of a disaster oceurring. The possibility of
harm or loss from any given disaster is different depending on the organization,
the situation. and the severity of the disaster. It is possible to assign quantitative
values to the possibility that a given event will oceur, and also to the amount of
damage that is likely should such an event occur. In this way, it is mathemati-
cally possible to determine what might happen and the ramifications should it
happen for any organization for any given event.

In order to determine the possibilities of disaster and the resulting effects,
an organization needs to undertake a risk assessment.

Risk Assessment

Risk assessment is a careful, systematic examination of the environment and the
physical, technological, or human components that could cause harm to the
organization, staff, or product. Risk assessments are conducted to determine
whether sufficient precautions have been taken to protect the office, factories and
warchouses, and materials and personnel, and also to prevent harm to the business
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1
Il (s impartant to separale the hazard fram the risk that s, ane
Caulel b harmeasd by it Althaugh in the end the two are taken togeihe,

I clalaiming whal processes need to be put In place so that the o,
zalion can withstand any evenl that is likely to cause significqy,

issues, ta hegin the process it is imporfant to brainstorm ol the
hazards that ean he associated either with @ lecation or with a | s f
husinass of particular arganization _ _

Nal every hazard needs to he consicdered during this pro
hawever Brainstarming sessions can go quickly from creative 1o
dawnright silly i we dal While many events might be conceivble

le, a blizzard isn't a || ly

thay aren't incredibly likely. For examp
hazare that needs to taken inte accaunt if the arganization is lo.
in cential Texas ar south Flarida. Likewise, hurricanes should noi be q
cancarn o husinessas in Mantana.

Onee a list of all relevant hazards is developed, the risk that each
hazare will happen must be determined. For example, a shop that sells
lishing bait an a riverhank in a fload-prane area that lies in the path of
hurricanes has a high risk af being ahecled by a hurricane or o flood.
However, a taconite mine in noarthern Minnesota with a significant
invesiment in water relocation facilities and with a large land mass with
mining aperations taking place at several different levels in the mine
has (ﬂnw risk af being affected by a fload, partly because of the prac
lice al mining at different levels in the mine and partly due to the invest
men! in equipment to move water from one location to another.

11¢ ‘t;f

Risk Management

Onee the potential tor loss has been determined through risk assessment,
then the arganization can begin o manage that risk, and develop the disaster
revovery and business continuity plans to address each risk. Risk manage-
ment priocitizes risks i the order of severity and potential impact on the
arganization. For that reason, risk management is often considered to be
pedctive rather than proaciive, In the context of disaster recovery and risk
Managoment, 4 reactive company will tend to wait until situations present
themselyves before undertaking plans o mitigate or manage the risk of
dinasters ovcuiring that would impact the organization, Proactive organizi-
tons take into consideration all the alternatives that are likely to befall the
aiganization and attempt to plan for or around those eventualities. One
reasan that many arganizations choose a reactive approach is that it's often
diftienlt o assign quantitative measures to the hypothetical impact of a given
attiation on the organization, whether in whole or in part.
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T conmven S : -\7
Reactive Organization v |
int i ! business making homemade jgy
's Jerky Joint is a home bc_sed . . made jeryy
J(g:ef, lur)k(ey, and fish). The jerky is prqcessed using Joe's specig|
blend of seasonings and dried in his special smoker.

Joe was making a prefty good living with his busi.ness_ He kept his
recipe on an index card in the file cabinet along with @ Paper cop
of his receipts for jerky that he sold as well as supplies that he

purchased. He bought a computer to c9mputerize hE" Hlf?l-"', but never
got around to putting his records on disk. He kept his files—contqq
i formation for vendors he uses and vendors who contact him, as wel|
as a record book including his accounting files—in a shoebox in the
bottom drawer of his desk that he had built in the closet in his hallway,
His curing shed was built under a picturesque copse QF frees on the
banks of a lovely river. He always meant to buy flood insurance, byf
had never gotten around to it. He had been in the same location for ‘
five years.

A dam up river burst in a massive rainstorm. The water raced
down the river, leveling the curing shed and flooding Joe's house and \
his office.

When the flood waters receded, nothing was left of the shed. The |
records in Joe's shoebox were sodden, the ink was washed out of the
record book, and the receipts were washed clean, as was the index |
card on which he had written his recipe. He couldn’t fill the orders he |
had, and he couldn’t even try to subcontract the orders he had as he ‘
didn’t have any record of the orders. He had no tax records, no work- |
ing records of supplies bought for the current year, and no way to |
contact his customer base to let them know what had happened. |

Joe's business suffered a great loss due to his failing to plan for |
what was likely an inevitable emergency. He never considered the risk
of a flood, even though the likelihood of a flood given his location was
great. He never fook into consideration what would happen to his busi-
ness if an emergency situation were to present itself. He never took
even the simplest precaution (insurance and secure copies of records|
to help himself reestablish his business in the event of a disaster.

‘i
!
!

Emergency Situation or Event

Risk is often associated with emergency situations, situations that people often

c.all the event or the triggering event. The word “disaster” conjures up connota-
tions of emergency situations, natural disasters,

attack by outside sources, Of
other cat

astrophes befalling the location where the organization is found. The
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When it was deciding where to house ilts servim,‘ ‘I )Iulu Diveys
looked at the locations where it wcmte.d to be(']li-ﬁ’ clm‘.c On price
These locations included the first floor in a bui LlngAQf.ullmi on the
banks of a river, the basement of a building in Los | ngeles, an ol
house built on the top of a hill in Montana, and a log cabin in

middle of the forest. e
It was determined that flood was foo great a risk in the first locq,
tion, and there were few ways of effectively mitigating that risk. Th

building in Los Angeles was in an earthquake-prone location, and
would be difficult to minimize that risk. The log cabin posed oo greqy
a fire danger to be practical. But the old house on a hill in Montang
was perfect. Although there is @ tendency to have blizzard conditions,
the addition of generators and adequate backups for the other utilities
would allow the company to be self-sufficient if necessary. Because i
was located on top of the hill, it would be unlikely to be in the path of
an avalanche.

By doing careful research on locations that would be best for

locating its new business, the company provided a careful risk
analysis and was able to plan for eventualities and be able to

weather the storm.

Depending on the geographic location of the organization, hurricanes,
tornadoes, tsunamis, or earthquakes are often uppermost in the minds of those
assisting with the disaster recovery plan. Many of these risks are geographically
dependent, and contingency plans can be put into place well in advance of the
event. People doing business in tornado alley or in an area prone to flooding
should be aware of those tendencies and put into place plans and practices that
will mean that these eventualities have the smallest impact possible and that the
organization can recover as quickly as possible afterward.

Fire is a source of risk for any organization regardless of location or line of
business. The risk associated with the potential of a fire and the resulting
consequences of a fire will vary among lines of business, Refineries and gas
stations and organizations dealing with volatile chemicals will have different
risks and risk tolerances than a clothing retailer or a grocery store chain.

Proper engineering when building or renovating can diminish or preven!
damage from earthquakes or hurricanes: however, the disaster recovery plan
needs to provide for backup services that take these events into account. For

example, even if the building is intact after an earthquake or hurricane, will
there be electricity and running water? Will staff be able to get to work?

These plans can range from full real-time backups that are ready ©
automatically take over upon failure of the main data center, to using alternative

___-4
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| Fallure DPquipment failure can M Mgy,
i i1l f"i.‘}i &

pient and Systen

' i entire systenm
(ndividusl components can fail, en y

“““,l,l:'.',”l’ 11 not If »

1iggul
different aepects
§ CAN CAUSE
||UV tum'muum ity
Hard drives crash, A J40-1on production
]

. the plant,

disahling half o _ el atin i

Rk sebie, dis lipgm’t'mlw gmounts of memory, causing the Unix gey Very
] e 4

and contingencies ey be

enifire systems to become {
ruck can take out the fibe ot

A |)nul|y written program can b

il il conisu .
melticient and cor | L iy
(o erash. Miany of these situations can be planne f

made for situations where these losses oceul .

Data center planning, whether yous tv'ill.l (;:,‘u ,-|‘ ).”“” .“f o
company owned, needs 1o ensure that there 1s H_“i‘-w‘“"k‘ L(ll- = “““l-"--.- i u' any
systen it is critical for business operations, S :,l;,Au.‘u | »l iy ,t recon
ery in cane of fatlure and notfication ['ll'illl-‘) for such even Il"l ities n ; o be ip
pliace. Further, i high availability is ('.llll("ill [0 ‘llw. organization, fault-1olergy,
i fatlover contingencies need (o be provided h'n‘,

Fven with modern clustering technology, (Ilhn"slul recovery planning needs
to provide Tor the possibility of fatlure both at the wnp,llc system and data centey
levels and have In place procedures for such losses, The rapid reco ery from
nyaten loss in key 1o business continuation and minimizing the loss of profits

L 'Jt‘l[l,“'

Utility Loss  The loss of utilities to o data center can be mitigated by the
|nnvm'iuu Of u dta center UPS or other backup system, but these measures cannor
provide continuation of operations without supplementation by onsite electrical
generation or onsite water purification, Consider the effects of Hurric anes Katrina
and Rita in 2008 on the Louisiana and Mississippi border communities. most
particularly New Orleans, These towns had more water than they could handle, but
not nearly enough (o use, Although the need for water purification would not be
nearly aun critical In most sttuations, there gre situations where the need for access
o potable water in critical, Sizing the ongite POWEr generation properly to provide
both for current needs and future growth as well as noise abatement is one key.

 Another measure that can be taken (o limit the single point of failure for
uHH‘HvN ."f lryir}g (O provide multiple feeds from the utility grids into the organ-
Leation, This Hmity (he chances of loss of power due 1o single line disruption,
although it would be useless should you face grid disruption,

Maliclouy Disruption Al businesse

;\;ll:\ll'lt::l?:||\ 1‘»::'!;!:(1:3 :'! ’:ht: U'll’gmll'l.tlliﬂll. Both ul'!'hesc risks can be mitigated by the
The disater Fccuscr c:lm lyrlundurcls 1o both internal an external applications.
breachos ranging l)‘mi; {I Ul:]l} Tu;}'ld. nelude provisions for dealing with security
by a disgruntled or lcl'mimu" Iu REIVICe attacks 1o the Internal destruction of data
ol attaek need to be gy e ulnlwltlyac. Proper Fecovery operations fi it each type

YEeted to just the areps affected withoy impacting other areas

OF aperations, Sy -
© ueh targeting requir,
_ HUIres cog { . A ,
CHsLE wal iy PEration betwee ft il g 40
© minimg| Impact o those areqy pyof Involved in lht,“;ct:" :lm“(mdl i
*attack,

Soare vulnerable 1o attack both from

—
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) ce. This chapter covers
There are many methods that you can use. Thi apter covers
following methods:

l)isnslcr-buscd risk qssessment

2]

m Asset-based risk assessment
m Business impact assessment
m OCTAVE risk assessment

mclhodsv—r-»whcthcr different methods or

re likely myriad other .
you did some research on risk assessment,

There a
combinations—that you could find it

—————

Matching the Response 1o the Threat

Although a fire that destroys large parts of a building may require invoking the

full disaster recovery plan, a denial of service attack on a Web site does not.
asured response spelled out in the disaster

Each threat needs a plan and a me
d detail the use of resources, and

recovery (DR) plan. Each response shoul
assign only those resources needed to fix the problem.

Identifying Mission-Critical Processes and Systems

Each system and each process contributes to the operation of the enterprise, but
there are some without which the enterprise cannot carry out the others. Identify-
ing each of these processes and systems and then providing for their rapid recovery
within the DR plan is one of the keys to successful business continuation.

Evaluating Critical Functions

Functions need to be assessed by problems that their loss will cause 10 the
everyday operations of the business. Will the loss of a function affect the
con_tinued manufacture of the product? Will it affect the receiving of goods of
their shipment?. Will it affect the tracking of goods through the enterprise’
Although.a dpcxsion support system (DSS) such as a management dashboard
may prowfje information to management, it may not be critical to the operation
of the business. The decisions as to which functions are critical and which ar¢
not need to be made in an objective and independent manner.

Setting Priorities Based on Time Horizons

11; Z lmptogtea?htetogﬁllzer;l:;r that everything can’t be done at once. Although this
. y no solution at w1ll_pl§ase all stakeholders and upper managcmem-
it’s important to maintain a realistic outlook on what can be accomplished an
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part of any good DR plan, If you can prevent something from failing 70U nyji
the need for recovery. y

Although there are many types of disaster and hazard threats 1}, Cann,
be avoided, the risk assessment process will point out those areas w}: S Nev; ("
altered processes or security measures can help to avoid the poteni i) o (:;
data or unscheduled downtime. If the risk assessment is success| ! You wj
casily be able to see those areas where you can put into place me; ures thy
will allow you to avoid as many of the threats as possible.

Some measures may be as simple as changing passwords from 1/, defayjg
and on a regularly scheduled basis, or enforcing organizational statuies, |y Mmay
mean rearranging seating within your organization so that only e Who

require access to the servers have that privilege. It may mean addin, Security
hardware to the infrastructure to limit access to the assets should ina Propriate
individuals attempt to physically access the hardware.

Creating Contingency Plans for Unavoidable Threats

Even if you can prevent most of the risks from being exploited, there will be
some risks that are unavoidable. Planning to mitigate the effects of these risks
1s both necessary and prudent. However, the amount of time and resources
vested in that planning should be dependant on the probability of the event
oceurring. You would not spend much time planning for an earthquake in upstate
Vermont, but a lot of time looking at the possibility of snow causing a roof
collapse.

People in the World Trade Center and in the Pentagon likely never foresaw
the eventuality of September 11, 2001. Even if they had foreseen the potential
for terrorist attacks via airline crash, the ability to put into place any means to
nullify the threats would have been futile and likely would have fostered a false
sense of security in those involved.

The remainder of this chapter covers each risk assessment method previ-
ously described in greater detail. Some are less complicated than others, some
deeper and broader. As with everything, the tools that you choose (in this case
the assessment methods) are often are the ones that fit the situation, They may
be the ones that you are told you have to use. Whatever the tools. however, the

methodologies are similar.

Disaster-based Risk Assessment

The premise of this type of assessment is that the decisions relating to risk
management and disaster recovery should be made based on awareness ©
existing risk factors rather than out of habit or based on what may prove [0 be
unfounded fears. Leaders, particularly those who are in charge of the disaste"

el
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the mesuits of E=sone. For mere detnl. vanous ¢ il o @-'--:E:':
picted. This document should be reviewed frequentdy ar wpda:=: ~
EEEagETS can offer enceuragement and mCTEOVES 0 g2t the oty
compieted.

This process is broken down mio five seps:

L Idennfs hozards.

2 Assess hasards,

3. Develop controls and make risk decisions.

4 Impiement conmols.

S. Test and evalmate.

The followmy sections explam each step i greater detail

Identify Hazards or Risks

C@ak#ﬂwﬂ*&mm&ammfxzm
mgmaﬂemﬁnshmbecmihedarﬂmﬁrorg:mr_
ffom 2 fie © 2 metcor itming the building However. only a portion of the b
ﬂqﬂy-ﬁqm»ammm&mwﬁcf
some (i the meteor) are so remote 25 t© be negligible. The DR team nesds

' Sxamme cach busimess wnit and each department and determine which nis
appiy to that group.

Mkpﬂw“suﬁshﬂmkmismnlﬂm-
Ths will allow the tasks to be done im paralle] and will allow cach business =
or depariment o gt 2 better feel for what events will actually affect = 20 b
extension. the organization as a whole.

There will emerge. from this exercise, a list of the most common risks
to the orgamization as well as a better idea of the interdependencics berwes
not ouly the disaster recovery tcam but also the organization as 2 whole ©
comc up with 2 complete picture of the risks affecting the business as 2
*lﬂdmh&bﬁhﬁmuﬁﬂ&emﬂldﬁaﬁam‘a}'ﬁﬁ
will be derived.

Hazards are actual or potential conditions that can occur
Injury, illness. or death of key personnel due to bio-terrorism
Damage to or loss of plant equipment due to hurricane
Damage to or loss of plant equipment due 1o tornado
Damage to or loss of plant equipment due to fire
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and cmnpliculcd undertaking Thi
14
as a whole rather than in stagey, |y |
" » ! "I
cted to the risk ass e

often a difficult

Risk assessment 18
g undertaken

Harly true if it is bein

particu g URGSLE ‘
often easier for the team or for individuals conne
complete the undertaking in bite-sized p1eces. [his may be an hour ot g iy,
(wice a week, or until a good understanding of the rigks can be accomplighe|
licated or goals (hat are too lofty allow (and encoy,

Goals that are too cOmp

ss. Actual risks can be missed in the process of fryjy,

age) inaccuracies in the proce

to meet impossible deadlines, and perceptions of risk where risk does 1ot exist ¢y,
lead to misplaced effort.

Remember that hazard identification and the whole risk assessoicat progegg

rent scale, a different scope, depending on the ize of fhe

will end up being a diffe
organization that is performing the
ards for a multinational organization are
are unique to the location, the size,

Team members should constantly consider
nvironmental. Also, they should remain conscious of

wnization, Table 3.2 15 an

assessment. Many of the events thit are hay.
also hazards for small businesses, by
and the complexity of the orpanization

many
their enemies, which may

be human, technological, or ¢
the capabilities that the enemies have to disrupt your Org:
example of a small business’ hazard identification list. This business is a family-
owned specialty grocery store located on a hill in western Pennsylvania. In this list
the organization in question has determined the hazards that are most likely to
affect the organization. There are many hazards that are particularly relevant to
small businesses. These include, but are not limited to, flood of the business itself,
flood of access routes to the business, fire, arson, computer virus, utility outage,
illness of key personnel, theft, and power surge.

Large businesses are affected by many of the same things; however, there are
some differences that are more relevant to larger businesses than to smaller ones.
These include, but again are not limited to. denial of service attacks, hackers,

TABLE 3.2 Weighted list of hazards identified by a small business.

Weight (1 to 5 scale)

Flood of business
Flood of access routes

Fire

Arson

Virus

Electrical outage

Catastrophic illness of owner

Theft

|

Power surge
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The organization decided that, to mitigate the risk, it would provide
those who needed access to the servers with an electronic key carq,
Further, all employees were given a key card, and security fo where
the employee was permitted to go was tied to that card. If the card
was reported lost or a replacement was requested, the security 1o the
lost card was terminated. That way, anyone who needed access to
the servers would be given a card and only those with cards could
get in. This was when there were 50 employees.

Over time, employees began to leave their cards in their desk draw.
ers, hanging on lanyards on their cube walls, or just laying on their
desk. There was an incident when someone who was not officially given
access to the server room was found inside, having appropriated some-
one else’s key card fo gain access. It was time to reevaluate the risk mit
igation methods that were in place. There were now 150 employees.

The organization decided that biometric opfions were the way to go.
Fingerprint scanners allowed people into the building and into most loca-
tions where they were permitted to be. Access to the server room had
pupil scan added fo the fingerprint scanner as an added measure of
security. This way, employees could not lose their access method, nor was
it easy for someone to use someone else’s security. When an employee
was no longer employed by the organization, the computerized access
was revoked. This was when the organization had 500 employees.

As you can see, reevaluation based on needs of the organization,
over time, needs to take place. This is true of any organization and |
any hazard and risk combination. Needs change. Technology
changes. The organization needs to change along with it.

Asset-based Risk Assessment

A second five-step approach to risk assessment is asser-based risk assessment.
It attacks the problem more from the perspective of the assets rather than from
the perspective of the disaster. Under this approach, you assess all assets.
threats, vulnerabilities, and risks to come up with appropriate countermeasures
for each. The following sections describe these steps in greater detail.

Asset Assessment

The first step in this particular risk assessment methodology is asset assessment
Disaster recovery team members and the asset owners identify and rank the asse®
that are most critical to the mission-critical operations, followed by the next levels of
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themselves, “If | wanted to physically harm this asset, I would “If
[ were <insert natural disaster> | would affect this asset by . . . or “[[ | vere
a <hacker, virus, worm, or other attacker— | would attempt to break i 1,
asset by .. " In this way you can put yourself more into the position of
adversary and find different ways that an asset may be compromised
During the valnerability assessment, it’s important that you tike
account the severity of each vulnerability. Compiling this information ives (e
team more complete information, so combinations of threats can be analy zed,

Risk Assessment

The risk assessment step is the point in the process where all previous assessments,
assets, threats, and vulnerabilities are combined and evaluated. By looking at 4]
previous worksheets and asking the following questions you can determine the
weighted lists of assets, threats, and vulnerabilities to use as a basis for identifying
necessary controls:

m Whats the likely effect to the organization if this asset is harmed by one
of its relevant unwanted events?

m  How likely is it that this adversary or adversaries can and will attack
one of the assets to which they are associated?

m  What vulnerabilities is this adversary or adversaries most likely to take
advantage of connected to this asset?

The purpose of this step, and the end result of proceeding with this step. is
an evaluation of how all the ratings interact to arrive at an overall level of risk
for each asset. Using the risk analysis worksheet is extremely helpful in this step
as 1t will assist you with organizing the information and presenting it in a read-
able and understandable format.

By making effective use of this worksheet, you should be able to determine
the major vulnerabilities and threats in the organization, where they will lay, and
what assets they affect that compare the overall risk across the spectrum of
assets. You will then be able to determine the physical and cyber risks as well as
which of the risks will require the most immediate attention and controls.

Initially, the terms used to describe the ratings of severity for each com-
ponent may be qualitative and imprecise. Verbal ratings such as medium are
often subjective and hard to combine to get an overall understanding of
complete risk to the organization. However, users and subject matter experts
may be more comfortable in using brief, subjective terms rather than attempting
to objectively assign a number to the process.

[n situations where subjective measures are being used, it is typically prefer-
able to assign a numeric value to each subjective measure. For example, you may be
able to assign a numeric rating scale of 1 to 10 or | to 5 that can then be used to com-
bine all weights in an analysis to come up with an overall weighted scale.
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]HU\'I('("’« thie Cantig o -.lly})r!)ln'cl BECHEIY e ety Loy eneh o

I

% e teain s renpotisbility o create o thrent prafile for ench pone .y
Phane | s typieally subdivided imto thiee processes

L, Identity senior mmnagement konowledge, Tdentilicntion o PO,

annetn, necurity requirements, theeats, and argamzational s, 4:.:1

vitlierabilities Troin o representative sel ol upper mmmngeie il ey

umentation of the findings are relevant outcomes of thie gl Phax

can then be combimed with the iformation gathered dtiens

Processen

2. Identify the operntional aren knowledge by collecting ntormuglgy,
about the important assets, security requirements, theents, g iy
rent organizational strength from lower-level managers In oo leeteqd
operational areas, This iformation s combined witli 1 O Tt gy
pathered i process | and should be pathered Trom managers oo  the
organization i all mission-critical areas of business

3. Kdentify staff knowledge about the important assets, threuts, i
seeurity requirements, as well as organizational strengihs, wenk
nesses, and vulnerabilities from staff of the business areas and I
staft members in the organization. These wnputs are combimned
with the information from the previous processes to create the then,
profiles, The analysis team selects the top eritical information
related assets and defines for those assets the threa profiles for the
organization,

It is interesting to discover the differences pointed out by senior man
agement, middle management, and the I'T and operational staff. They miy
well see the company’s important assets very differently. Phase 1 is often
educational to all involved because of these differences as much s it 1s in
learning information about the different critical processes and information
assets in the organization,

Phase 2: Identify Infrastructure Vulnerabilities

Phase 2 involves identifying infrastructure valnerabilities. In this phase, an
evaluation of the information infrastructure is conducted, The analysis team
examines the network, assesses patterns to the information deemed critical to
the organization and classes of IT components that are directly or closely
related to each asset, It is then determined to what extent cach cluster of com
ponents is resistant to threats against the physical assets and those associated
with the informational assets,

Phase 2 is subdivided into two processes. The first process identifies
the key components. The set of key components that either support or
process the critical information-related assets are identified and a means by
which these physical assets can be evaluated is defined. Once the key
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OICE QUE

‘ ¢ Aisasters
What two features of disaster
SR

has to an emergency: i :
ation of the organization

A. Type of disaster and loc¢
B, Location of the organizat
f the emergency an

jon and time of the emere

oA d extent of impact presc
. Time o

D. Type of disaster and extent of impact presented
What two considerations need to be taken into account when estapligy,

service level ugrccmcnts?

A. Can the agreement reasonably last a lifetime and can the agreemey,
be reasonably fulfilled? .

B. Can the agreement be reasonably fulfilled and can the agreemep h

reasonably enforced?

Can the parties reasonably agree and can the agreement reasonah),
last a lifetime? :

D. Can the agreement be reasonably enforced and can the parties

reasonably agree?

What of the following is not a result of gathering functional area inpuy

A. Helps with the definition of the orga

B. Allows each business unit to realize its wo

¢ Allows the functional area to take ownership of its pa

nizational emergency
rth to the organization
rt of the DR plan

D). Helps the functional area to buy into the plan

What is the definition of risk used in this chapter?

A. The possibility of a person or entity suffering harm or loss
B. The amount that an insurance company stands to lose

(. The variability of returns from investment

D, The chance of nonpayment of a debt

Why are risk assessments done?

A. They are the first step in the DR plan
B. To determine if enough precautions have been taken 10 protect ¥
organization from harm or loss of revenue

C. To find out what emergencies might befall an organization
D, To give the DR team something constructive to do
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Project 3.3: Security

Security is of par
will look at the hazards and ris

1.
2,
3.

Research the hazards that are inherent with the location. 2 2 e

as man-made.
Determine the risk that eac
Order the risks and hazards from most i

h hazard may happen

kely to least like R

chosen.

peve | -
JLERS ",

amount importance in the information
ks through the lens of securnt)

Choose a type of disaster.
Describe the disaster.
Determine if there may be potential security 1sSUES associaled with

disaster.
Describe the issues and the potential risks associated with

and security issues.
Provide information on what might be done to mitigate the risk

e B
S f - G.",ﬁ\"*'

You are responsible for performing a risk assessment. Choose one of
the types of assessments in the chapter or find another type of risk
assessment and describe that new assessment type. Perform a risc
assessment using the chosen type of risk assessment for a home office.
Detail all the hardware, software, and information assets that might

be affected.




