he IT staff at Texas Health Resources Inc. must de-

liver more than technical functionality. And it needs

to deliver more than the business requirements: It
Jlso has to meet the organization’s ethical standards.

To that end, its systems must help ensure that Texas
Health complies with laws and regulations.

And they also have to promote the right behaviors and
prevent of flag undesirable ones, says Michael Alverson, vice
president and deputy CIO at the Arlington-based nonprofit
health care system. Consider the challenge of handling
patients’ medical records. Even though the federal Health
Insurance Portability and Accountability Act mandates that
agencies keep those records private, caregivers still need to
access them—when appropriate.

So the organization’s electronic health records system “gives
doctors and nurses who are caring directly for patients quick ac-
cess when they use the right authentication,” Alverson says.

But additional authentication is required to get records for
patients who aren’t under the provider's immediate care. The
system records who gets access to what, allowing officials to
audit and review cases to ensure there’s no inappropriate access.

“The IT staff holds itself to similar ethical standards, too,”
Alverson says. The department has policies that prohibit taking
gifts and endorsing vendors, to help guarantee that workers
make procurement decisions based only on quality and needs.

FIGURE 13.1

Organizations and soclety presents indivi
new ethical challenges and dilemmas.
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Ethics, IT, and Compliance

And when there’s any question—such as when a vendor
proposes a deep discount if Texas Health agrees to be an
early adopter of new technology—IT leaders can turn to the
systemwide Business and Ethics Council for guidance.

“If we really want everyone to subscribe to the idea that
working at ‘Texas Health is special, then we have to have peo-
ple actively believe in doing the right thing,” Alverson says.

Companies are increasingly looking at their ethics poli-
cies and articulating specific values that address a range of
issues, from community commitment to environmental sus-
tainability, which employees can use to guide their work.
The need to comply with federal laws and regulations drives
some of this, while consumer expectations, employee demands
and economic pressures also play a part.

Information technology consultant Dena L. Smith lays
out a hypothetical dilemma: Should an IT department hire a
more expensive vendor because the vendor shares its own
company’s ethics standards, or should it go with a lower-cost
provider that doesn’t?

Companies with established ethical standards that guide
how they conduct business frequently confront this kind of
question, Smith says, but it’s a particularly tough question
today, given the recession. With IT departments forced to
cut budgets and staff, CIOs will find it difficult to allocate
dollars for applications that promote corporate ethics.

“The decisions were easier in the days when the econom-
ics were favorable, but the choices may have to be more lim-
ited now,” says former CIO John Stevenson, president of
consultancy JG Stevenson Associates. “Now it’s how much can
you afford to do versus how much do you have to do so you
don't get burned.” Stevenson says companies that had moved
toward certain ethical goals before the economic crisis—
whether those goals involved green initiatives or corporate re-
sponsibility programs—aren’t giving up their gains. “But if
they haven’t done that ye, it gets more difficult to say we’ll
spend more money than we have to,” he says.

“Companies use the term ‘corporate ethics’ to mean
many different things. In many organizations, if not the ma-
jority, it means compliance with a set of legal and minimum
standards. In other organizations, corporate ethics means
defining a set of corporate values that are integral to how
they go about business,” says Kirk O. Hanson, executive
director of the Markkula Center for Applied Ethics at
Santa Clara University.

Either way, CIOs have an opportunity to show how
technology can further their companies’ ethics objectives.

“Policy decisions at the very senior level need the sensi-
tivity that IT experts can bring to the table,” Hanson says.
“CIOs will know the capabilities of IT and be able to con-
tribute that to corporate strategy. They will also know the
misuses of those capabilities and be able to flag those and
prevent the organization from stepping in scandals.”

Hanson cites a 15-year-old case in which marketing
workers at a large telephone company spent millions of dollars
to develop a list of customers with ties to the Washington
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area that they pl:anned to sell to other marketers. In violation
of fompﬂny policy, they compiled the list using the compa-
ny’s d.atabase of customers who frequently placed calls to the
District of Columbia,

Executives learned about the list before the marketing de-
partment sold it. I'T' then developed a system to monitor use
and block future unauthorized access to such information,
Hanson says. However, it came a bit late, since I'T should have
developed the application in advance, anticipating the need to
protect the information as well as detect any efforts to breach it

Hanson says I'T today can build systems that can screen
potential subcontractors and vendors to see if they share cer-
tain values.

It’s also possible to create tools that flag contracts whose
costs exceed expectations in ways that suggest bribery or
other improprieties, or set up systems that analyze customer
satisfaction surveys to find evidence of unethical behaviors
on the part of workers.

Meanwhile, companies that put green initiatives at the
top of their ethical concerns can have IT create applications
that track energy consumption to flag anomalies that indicate
inefficiencies or calculate the corporate carbon footprint and
identify ways to reduce it.

“You have to step back a minute and ask, ‘What is the
role of technology around ethics?’ ” says Smith. “Technology
can help from a monitoring, protection and prevention stand-

of ways.” The notion of corporate ethics hasn’t
always been so broad, says Mike Distelhorst, a law professor at
Capital University Law School, a former adjunct professor of
business ethics at the Capital School of Management and
Leadership and former executive director for the university’s
Council for Ethical Leadership.

“«You'd be hard-pressed to find any company that doesn’t
have a beautiful ethics and compliance program,” Distelhorst
says. “They're talking about it and they’re working it all out in
various strategic documents. But the question is whether
they’re actually living by it. Some are, and clearly some aren’t.”

Regardless of where a company stands in the process, I'T
Jeaders should be ready to contribute, he says.

“These policies are worked out on the ethics and com-

liance committees below the board level, and they’re hav-

ing the CIO as a key player,” Distelhorst explains.

point in a lot

CASE STUDY QUESTIONS

1. What are the two meanings of ‘corporate ethics’ in or-
ganizations today? What does each definition imply for I'T
practices? How does the economic environment affect this?

2. How does I'T provide more opportunities for difficult
ethics issues to arise? How does I'T help address those?

3. Use examples from the case to justify your answer.

4. Should organizations pursue high ethical standards re-
gardless (or in spite of) their bottom-line impact? Or
should they limit themselves to those scenarios where
“good ethics make for good business”?

That’s the case at Intel Corp., 53y$ the company’s CIO,

Diane Bryant. ' ! T
Intel’s Ethics and Compliance Oversight Committee estab-

i inci d its work-
lished the following five principles for the compay and its W
ers: Intel should conduct business with hc_mesty and integrity; the
company must follow the letter and spirit of the law; employees
are expected to treat one another fairly; employees should act in

the best interests of Intel and avoid conflicts (:jf mte:;s;;nd etn-
ployees must protect the company’s assets and repu :
d maintains the systems that al-

«Intel’s IT staff builds an :
¥ [inet company to meet its legal and {egula(tiory Elire-
ments. Such as those laid out for accounting and governance
by the Sarbanes-Oxley Act.," Ejryant says. b

It also developed applications gnd a team 0 workers to
handle document retention, which is crucial should there be
with electronic discovery requests.
lso enables Intel to enforce its OWn valqes and
ry requirements, Bryant explains. So
help perform rigorous checks on
suppliers to ensure that they have sgffic'if.nt business Coﬁn-
nuity plans and environmental sustainability plans, as well as
ethical stances that match Intel’s own. IT has also dehve_red
sophisticated systems that monitor the power consumption
and carbon dioxide emissions of Intel’s data centers. And it
developed systems that monitor for potential mglicious be-
havior, such as violations of access management rights or the
public release of Intel’s intellectual property.

“We put solutions in place that help protect Intel’s five
principles,” Bryant says.

Few companies are that advanced in their use of tech-
nology to further an ethical agenda. “Companies recognize
that they have to be on record as being committed, but
they’re not yet as convinced that they have to manage it like
other parts of their business,” Hanson explains.

But when companies do decide to move in that direc-
tion, that’s when CIOs can shine, offering ideas on what
metrics to use and what to measure.

“That's where IT can be a real leader,” Hanson says,
“since they know what can be measured and captured.”

a legal case

ButIT a
not just meet regulato
there are applications to

Source: Adapted from Mary K. Pratt, “Business Ethics Steering Clear of
Scandal,” Computerworld, August 23, 2009; and Mary K. Pratt, “The High
Cost of Ethics Compliance,” Computerworld, August 24, 2009.

1. The passage of the Sarbanes-Oxley Act in the United
States has greatly increased the compliance obligations
of‘publicly traded companies. Go online to research how
this landmark legislation affected the obligations of I'T
fiepamncnts, and the way in which they develop and
implement new technologies. Prepare a presentation to
synthesize your findings.

2. Should an IT department hire a more expensive vendor
because the vendor shares its own company’s ethics
standards, or should it go with a lower-cost provider
that doesn’t? This is an important question posed in
the case above. What do you think? Break into small
groups with your classmates to discuss your positions.
Can you reach a consensus on this issue?
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Sers say protecting network end points is becomin
::;Liodlfﬁ;!u& as the type of endpoint deviccs—g
AT Pls, aptops, smartphones—grows, making
Sothdca b mplex moving target. The problem is com-
on thecse dl;&:erange AL ETORD Sw“hm corporations do
: s, which translates into different levels of
D for classes of users on myriad devices.
. Dll:c:dmg the appropriate device defense becomes the
0. 1 job of endpoint security specialists,” says Jennifer
Jabbush, CISO of Carolina Advanced Digital consultancy.
Depending on the device and the user’s role, end points need
to be locked down to a greater or lesser degree.
 For instance, Wyoming Medical Center in Casper, Wyo-
ming, has four classifications of PCs: “open PCs in hallways
for staff use; PCs at nursing stations; PCs in offices; and PCs
on wheels that move between patient rooms and handle very
specific, limited applications,” says Rob Pettigrew, manager of
technical systems and help desk for the center.

Pettigrew is deploying Novell ZenWorks to 850 of the
center’s 900 PCs in order to make sure each class has the
right software. With 110 applications and 40 major medical
software systems, that makes a huge matrix of machine types
and restrictions to contend with, he says.

In addition, physicians in affiliated clinics can access
via SSL VPN (a kind of VPN that is accessible over Web
browsers), but they are limited to reaching Web servers in a
physician’s portal, which is protected from the hospital data
network. Some Citrix thin clients are also used to protect

FIGURE 13.12

The proliferation of end
endpoint security more im

 Source: © Bloomberg/Getty Images.

Wyoming Medical Center, Los
Angeles County, and Raymond.lames:
End-Point Security Gets Complicated

k but overall the strategy for

k in progress, Pettigrew says.
deal with the exter-

data from leaving the networ
unmanaged machines is a2 wor
«We're hoping to get more help desk to

nal physicians,” he says. ' .
%x}lrc concern that can be addressed by endpoint security

is data privacy, which is paramount for the Los Angeles
County Department of Health Services inl California, says
Don Zimmer, information security officer for the depart-
ment. He supports about 18,000 desktops and laptops ar}d
operates under the restrictions of Health Insurance PoitabﬂA
ity and Accountability Act (HIPAA) regulations. “That

means disk encryption,” he says-
«If it’s not encrypted and there is a breach, then we have

to start calling people,” he says. To avoid violating patients’
rivacy and a loss of public trust, the department encrypts the
drives of all the PC end points with software from PointSec.
Equally important is keeping sensitive information off
movable media that can plug into USB ports. The depart-

ment uses Safend’s USB Port Protector product that either
Jdocuments or requires that they be

denies access to sensitive
d before being placed on

encrypted and password-protecte

the removable device.
Everyone’s talking about the insider threat. But protect-

ing data can’t supersede the requirement to give users the
access they need to do their jobs—otherwise, soon you'll
have neither business data nor employees to worry about.

Striking a balance between access and protection isn't easy,
however. In an InformationWeek Analytics/DarkReading.com
endpoint security survey of 384 business technology pros,
43 percent classify their organizations as “trusting,” allowing
data to be copied to USB drives or other devices with no
restrictions or protective measures.

Stll, IT is aware of the need to move from a stance of
securing end points to assuming that laptops and smart-
phones will be lost, good employees will go bad, and virtual
machines will be compromised. Instead of focusing on end
points, let fortifications follow the data: Decide what must
be protected, find out everywhere it lives, and lock it down
against both inside and outside threats, whether via encryp-
tion, multitiered security suites, or new technologies like
data loss prevention (DLP).

DLP suites combine network scanning and host-based
tools to collect, categorize, and protect corporate intellec-
tual property. These products can maintain an archive of
data an.d documents, along with associated permissions by
group, individual, and other policies.

The.y then actively scan internal networks and external
connections looking for anomalies. This takes data protec-
tion b.eyond perimeter or endpoint protection; DLP facili-
tates _mtemal safety checks, allowing “eyes-only” data to
remain eyes only and minimizing the risk that sensitive data
will be viewed by the wrong folks, even in-house.

Zimmer says he is looking into DLP software as well
that can restrict the access individual devices have to data.



A]thﬂugh the technology can be effective, it also requires
that businesses lo;ateland classify their data so they cflu, :.:
olicies surrounding it—a job that can seem insurm:;m ;c
ble, depending on h}(:w data have been stored. i

For Pettigrew, t is means finding the § perc by
tive data stored outside the medical (ﬁ:ntergs 2?!:::;:1? i

c medi-
cal records system.

Rather tl?an deal with many vendors for specific end-
point protection products, some businesses opt for endpoint
security suites, such as those that evolved from the antivirus
roots of vendors, including McAfee and Symantec.

Sam Ghelﬁ, chief SﬁC'Lll’ity officer at financial fitin Rave
mond James, opted for Sophos’s Endpoint Protection a:d
Data Sec.:urity Su_ite, which offers firewall, antivirus, data loss

revention, antispyware, encryption, and network access
control (NAC). The company wants tight control over the
Web content that is available to users to minimize the mal-
ware coming in via basic Web browsing. The company uses
a Sophos Web proxy that filters sites based on reputation,
but also the content that sites return.

Mobile devices that could contain confidential company
information are disk encrypted, again using Sophos agents.
I a device is lost or stolen, the encryption key is wiped out,
making it impossible to decrypt the contents of the hard
drive.

Ghelfi says he believes in personal firewalls on individual
machines because they can stop groups of devices from talk-
ing to other groups. “Centrally managed, they can reveal
network traffic patterns,” he says.

He doesn’t use all of the features of the Sophos suite,
though. For instance, he is just getting around to imple-
menting NAC to let unmanaged guest machines get on the
network but still minimize risk that they are infected.

That will clear them based on authentication, access
method and type of machine, but for contractors that re-
quire access to the main network, he also insists that they
install the Sophos suite. Other unmanaged machines, such as
those of guests, are allowed access only through a dedicated

wireless network that leads to a limited set of servers in a
network segment flanked by firewalls, he says.

“Such endpoint security suites can be attractive finan-
cially,” Jabbusch says, “because customers can wind up with

CASE STUDY Ql

- 1. What is the underlying issue behind endpoint security;
- and why is it becoming even more difﬁf:ult for compa-

 nies to address it? Define the problem in your W1

~ words using examples from the case. |

‘What are the different approaches taken by the organi-

zations in the case to address this issue? %at are the

dvantages and disadvantages of each? Provide at least

two examples for _each alternative. .

jority of respondents to a SUrvey (‘iiSC\:S‘S;:% 11:(';1;:5

escribed their company as;t:rustmg- : bei:xg :
hat i i a compan

What is the upside ?i LR e i

1g”? What is the downside
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::;l:::)(‘}'eiizgfl, ’!‘}I'f‘hmt and support fcf,es and less manage-
Jence iF cur;tmln I ere may be a certain amount of conven-

AES stomers decide to layer on more applications
within a suite,

The newest class of devices—smartphones—is presenting
ongoing challenges as organizations figure out how to deal
with them. Particularly dicey is whether to allow employees
to use their personally owned devices for business and to ac-
cess the business network.

The jury s still out, at least among state government
chief information officers. A recent survey by the National
Association of State Chief Information Officers says that of
36 states responding to a survey, 39 percent say they allow
personal smartphones if they are protected by state security
measures. Twenty-seven percent say they don’t allow per-
sonal smartphones on their networks, 17 percent say they
are reviewing state policy, and 17 percent say they don’t have
statewide control—each agency sets its own policies.

A separate Forrester Research survey says that 73 percent
of businesses surveyed are at least somewhat concerned about
smartphones being authorized for business use. According to
DeviceLock, its survey of more than 1000 IT professionals
found that fewer than 40 percent of respondents said yes to
the question: “Have you taken any steps to secure your busi-
ness against the security threat posed by iPhones? “Analyz-
ing the responses by region, researchers found that only
25 percent of respondents in North America and Western
Europe said yes to the question, suggesting this is a “back
burner” security issue, says the endpoint data leak-prevention
specialist.

Jabbush says the type of smartphone is a factor. “I can’t
imagine allowing an iPhone,” she says. “A BlackBerry is
somewhat better” because BlackBerries have a management
infrastructure and the devices can be locked down to corpo-
rate policies.

Mobile device security is one of those areas that should
get more attention. However, it is likely that this topic will
remain buried—until a lost or stolen iPhone leads to a visi-
ble and costly security breach.

Source: Adapted from Tim Greene, “Endpoint Security Gets Complicated,”

Network World, April 1, 2010; and Joe Hernick, “InformatdonWeek Analytics:
Endpoint Security and DLP,” InformationWeek, April 27, 2009.

1. Data loss prevention (DLP) was a technology mentioned
in the case, and one that is garnering more and more at-
tention from corporate security departments. Go online
and research what DLP involves, and look for examples
of its application to actual problems, and their outcomes.
Prepare a report to summarize your work.

2. Whether to allow employees to use their own smart-
phones (or other devices yet to be invented) on corpo-
rate networks is quickly becoming a contested issue.
What do companies stand to gain, or lose, in either
case? What about employees? Break into small groups
with your classmates to discuss these questions.
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hat Bryan found on an executiy,
six years ago still weighs heavily
He’s particularly troubled thay
discovered using a company PC to view por
Asian women and of children was subsequently promoted
and moved to China to run a manufacturing plant, “To this
day, I regret not taking that stuff to the FB].” Iy happened
when Bryan, who asked that his last name not be published
was IT director at the U.S. division of 2 § ,

national corporation based in Germany_

The compar{y’s Internet usage policy, which Bryan
helped develop with input from senior management, prohib-
ited the use of company computers to access pornographic
or adult-content Web sites. One of Bryan’s duties was to use
products from SurfControl PLC to monitor employee Web
surfing and to report any violations to management.

Bryan knew that the executive, who was a level above
him in another department, was popular within both the
U.S. division and the German parent. Yet when the tools
turned up dozens of pornographic Web sites visited by the
executive’s computer, Bryan followed the policy.

“That’s what it’s there for. I wasn’t going to get into
trouble for following the policy,” he reasoned.

Bryan’s case is a good example of the ethical dilemmas
that IT workers may encounter on the job. IT employees
have privileged access to digital information, both personal
and professional, throughout the company, and they have the
technical prowess to manipulate that information. That gives
them both the power and responsibility to monitor and re-
port employees who break company rules. IT professionals
may also uncover evidence that a coworker is, say, embez-
zling funds, or they could be tempted to peek at private salary

information or personal e-mails. There’s little guidance,
however, on what to do in these uncomfortable situations.

In the case of the porn-viewing executive, Bryan didn’t
get into trouble, but neither did the executive, who came up
with “a pretty outlandish explanation” that the company ac-
cepted, Bryan says. He considered going to the FBI, but the
Internet bubble had just burst and jobs were hard to come
by. “It was a tough choice,” Bryan says. “But I had a family
to feed.”

Perhaps it would ease Bryan’s conscience to ‘know that
he did just what labor attorney Linn Hynds, a senior parter
at Honigman Miller Schwartz and Cohn LLP, would have
advised in his case, “Let the company handle it,” she says.

“Make sure you report violations to the right person in your
company, and show them the evidence. After that, leave it 0
the people who are supposed to be making that decision.

e’s computer
on his mind,
the man he
nography of

500 million muld-

Ideally, corporate policy takes over where the law stops, gov-
 erni

g workplace ethics to clear up gray areas and remove
2l judgment from the equation as much as [‘JOSS.IbIc. .
f don’t set out your policy and your guidelines, ld
‘make sure that people know what they are an
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Ethics, Moral Dilemmas, and
Tough Decisions: The Many
Challenges of Working in IT

understand them, you’re in no position to hold workers ac-
countable,” says John Reece, a former chief information of-
ficer at the Internal Revenue Service and Time Warner Inc.

Having clear ethical guidelines also lets employees off

the hook emotionally if the person they discover breaking
the policy is a friend, someone who reports to them directly,
OT a supervisor, says Reece, who is now head of consultancy
at John C. Reece and Associates LLC. Organizations that
have policies in place often focus on areas where they had
trouble in the past or emphasize whatever they are most
worried about. When Reece was at the IRS, for example, the
biggest emphasis was on protecting the confidentiality of
taxpayer information.

At the U.S. Department of Defense, policies usually
emphasize procurement rules, notes Stephen Northcutt,
president of the SANS Technology Institute and author of
IT Ethics Handbook: Right and Wryong for IT Professionals.
Adding to the complexity, an organization that depends on
highly skilled workers might be more lenient. When
Northcutt worked in IT security at the Naval Surface
Warfare Center in Virginia, it was a rarefied atmosphere
of highly sought-after PhDs. “I was told pretty clearly that
if I made a whole lot of PhDs very unhappy so that they
left, the organization wouldn’t need me anymore,” says
Northcutt.

Of course, that wasn’t written in any policy manual, so
Northcutt had to read between the lines. “The way I inter-
preted it was: Child pornography, turn that in,” he says. “But
if the leading mathematician wants to download some pic-
tures of naked girls, they didn’t want to hear from me.”

Northcutt says that he did find child Porn on two occa-
sions and that both events led to prosecution. As for other
offensive photos that he encountered, Northcutt pointed out
to his superiors that there might be a legal liability, citing a
Supreme Court decision that found that similar pictures at a
military installation indicated a pervasive atmosphere of sex-
ual harassment. That did the trick. “Once they saw that law
was involved, they were more willing to change culture and
policy,” Northcutt says.

When policies aren’t clear, ethical decisions are left to
the judgment of I'T employees, which varies by person and
the particular circumstances. For example, Gary, a director
of technology at a nonprofit organization in the Midwest,
flat-out refused when the assistant chief executive officer
wanted to use a mailing list that a new employee had stolen
from her former employer. Yet Gary, who asked that his last
name not be used, didn’t stop his boss from installing unli-
censed software on PCs for a short time, although he refused
to do it himself. “The question is, how much was it really
going to hurt anybody? We were still going to have 99 5 per-
cent compliant software. I was OK with that.”

He says he uninstalled it, with his boss’s

3 approval, as
soon as he could, which was about a week ater.

w
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ﬂlin?sotr}:l;tc‘:)t:oafregs:f;n?:;ie I'Il' profession shquld have two
s e a:] aw or accounting .have had
AT ics an stan:tdards of practice. That
¢ ) ' mpany policy is nonexistent or unclear, I'T pro-
essionals stfll have standards to follow.

1 That might be useful for Tim, a systems administrator
who works at a Fortune 500 agricultural business. When
Tim, who asked that his last name not be published, hap-
Qened across an unencrypted spreadsheet of salary informa-
tion on a manager’s PC, he copied it. He didn’t share the
%nform.anon with anyone or use it to his advantage. It was an
lrppulswe act, he admits, that stemmed from frustration with
his employer. “I didn’t take it for nefarious reasons; I just
took it to prove that I could,” he says.

Tim’s actions point to disturbing trend: I'T workers are
justifying their ethically questionable behavior. That path

can end in criminal activity, says fraud investigator Chuck

Martell. “We started seeing a few cases about seven of eight
f investigative

years ago,” says Martell, managing director 0
services at Veritas Global LLC, a security firm in Southfield,

Michigan. “Now we're investigating 2 tremendous amount

of them.”

Whole Foods Market Chairman and CEO John Mackey
spent years earning a positive reputation as 2 corporateé
leader who was not afraid to take a stand on ethics issues.
Before other companies figured out that it pays to be envi-
ronmentally friendly, Whole Foods led by setting standards
for humane animal treatment. In 2006, Mackey took the
bold step of reducing his own annual salary to one dollar,
pledging money instead for an emergency fund for his staff.
Not shy about expressing his views, Mackey challenged lead-

ing thinkers, like Nobel Prize-winner Milton Friedman, on

1. Companies are developing ethical policies and guidelines
for legal reasons, but also to clarify what is acceptable
and what is not. Do you think any of the issues raised in
the case required clarification? Would you take exception
to any of them being classified as inappropriate behavior?
Why do you think these things happen anyway?

2. In the first example (Bryan's), it is apparent that he did
not believe justice had been ultimately served by the
fiecision his company made. Should he have taken the
issue to the authorities? Or was it enough that he re-
ported the problem through the proper channels and
lt.it the organization handle it, as was the recommenda-
tion of Linn Hynds? Provide a rationale for the position
you are willing to take on this matter.

3.In tl'\e case, Gary chose not to stop his boss from in-
.stal!mg unlicensed software, although he refused to do
it himself. If installing unlicensed software is wrong, is
there any difference between refusing to do it versus
not s@_pping somebody else? Do you buy his argument
that it was not really going to hurt anybody? Why or

* why now ‘
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relish the public spotlight.

bargained for in terms
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need to pay attention t0 €
sons are continually challenged by new

cluding technological advances

communication on
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enough to undo a reputation

Source: Adapted from Tam Harbert,
Truths—and Little Guidance,” Comput

Like many Jeaders, Mackey seemed to

: han he
On July 20, 2007, however, Mackey got m‘ore t
s of publicity- The Wall Street FJournal

that Mackey had Jong used the pseudonym Ra-
Yahoo Finance forums that flat-
d leveled criticisms against the
ial and possibly 1
s incident,
ome time.
disclosure of Mackey’s
vital that we not lose sight of the
¢ ethics and leadership in 2 rapidly
stion that the cur-
anies to tackle

ous financ

unfold from thi
be known for s
Amid the furor that followed this
bou
1d. There is no qu€
pted many more comp

By now, apusiness ethics” i a0 established part of doing

ust in the United States, but also increasingly
joke that “pusiness eth-

me not merely to €x-
¢ business conduct itself according
nd integrity. Business will always
thics and leadership, but these les-
developments, in-
that promote new kinds of
ders cannot afford to
single misstep can be

for ethical leadership.

ron,” as society has co

ct, but to demand, tha

line. Business lea

“Ethics in I'T: Dark Secrets, Ugly
erworld, October 29, 2007; and David

Schmide, “What Is the Maoral Responsibility of a Business Leader?” CIO

Magazine, September 12, 2007.

1. Go online to follow up on John Mackey’s story and
search for other instances of debatable behavior where
IT has been an important factor. Are the ones featured
in the case exceptions, or are these OCCUITENCes becom-
ing more and more common? How do organizations
seem to be coping with these issues? What type of re-
sponses did you find? Prepare a report to summarize
your findings.

2. The case features many examples of what is arguably
unethical behavior, including child pomography. ac-
cessing adult content on company-owned equipment,
installing unlicensed software, and so on. Are some of
these practices “more wrong” than others? Is there any
one that you would not consider problematic? Break
into small groups to discuss these questions, and make a
list of other ethical problems involving I'T that were not
mentioned in the case.




REAL WORLD

t’s not what's comipg intf) ,the corporate network that con-

cems.Gene Fredriksen; its what's going out. For the chief

secupty ofﬁcer at securities brokerage Raymond James
Financial Inc. in St. PcFersbu_rg, Florida, leakage of sensitive
customer data or proprietary information is the
The probl:em isn’t just content within e-mail messages, but
the explosion of alFematwe communication mechanisms that
employees are using, i“CIUding instant messaging, blogs,
FTP transfers, Web mail, and message boards. It's not
enough to just monitor e-mail, Fredriksen says. “We have to
evolve and change at the same pace as the business,” he ex-
plains. “Things are coming much faster.”

So Fredriksen is rolling out a network-based outbound
content monitoring and control system. The software, from
San Francisco-based Vontu Inc,, sits on the network and
monitors traffic in much the same way that a network-based
intrusion-detection system would. Rather than focusing on
inbound traffic, however, Vontu monitors the network activ-
ity that originates from Raymond James’s 16,000 users. It
examines the contents of each network packet in real time
and issues alerts when policy violations are found.

Network-based systems do more than just rule-based
scanning for Social Security numbers and other easily identifi-
able content. They typically analyze sensitive documents and
content types and generate a unique fingerprint for each. Ad-
ministrators then establish policies that relate to that content,
and the system uses linguistic analysis to identify sensitive data
and enforce those policies as information moves across the
corporate LAN. The systems can detect both complete docu-
ments and “derivative documents,” such as an IM exchange in
which 2 user has pasted a document fragment.

When BCD Travel began to investigate what it would
take to get Payment Card Industry (PCI) certification f"or
handling customer credit card data, Brian Flynn, senior vice
president of technology, realized that he didn’t rea.]ly know
how his employees were handling such information. Not

only could PCI certification be denied, but the travel agen-
¢y’s reputation and business could also be harmed. .At the
National Football League’s Houston Texans, IT Director
Nick Ignatiev came to the same realization as he investigated
PCI certification. * ik

In both cases, vendors they’d been working with sug-
gested a new technology: outbound content managemell:t
tools that look for proprietary information that mlgh'ih e
leaving the company via e-mail, instant messaging, or © e;
avenues, Flynn started to use Reconnex’s iGuard networ
appliance, with vivid results, “It was a shock to see “.’hat”w}i\s

 Boing out, and that gave us the insight to take ar:'gon,P l'f
~ says, After Ignatiev examined his message flow uslﬂti ah;
~ sade Systems's PacketSure appliance, he too ¢ ealized la‘; ; -
- employees needed to do a better job protecting c:rmc::1 ata,
cluding customer credit cards, scouting reports, a1 e

; 1
(R

new priority.

Management Information Systems, Tenth Edition

Raymond James Financial,

BCD Travel, Houston Texans,

and Others: Worrying about What
Goes Out, Not What Comes In

How does the technology work? Basically, the tools filter
outgoing communication across a variety of channels, such
as e-mail and IM, to identify sensitive information. They’re
based on some of the same technologies—like pattern
matching and contextual text search—that help antivirus and
antispam tools block incoming threats.

Tools typically come with basic patterns already defined
for personally identifiable information, such as Social Security
and credit card numbers, as well as templates for commonly
private information, such as legal filings, personnel data, and
product testing results.

Companies typically look for three types of information
using these tools, notes Paul Kocher, president of the Cryp-
tography Research consultancy. The first, and easiest, type is
personally identifiable information, such as Social Security
numbers and credit card information. The second type is
confidential company information, such as product specifi-
cations, payroll information, legal files, or supplier contracts.
Although this information is harder to identify, most tools
can uncover patterns of language and presentation when
given enough samples, Kocher notes. The third category is
inappropriate use of company resources, such as potentally
offensive communications involving race.

The traditional security methods may restrict sensitive
data to legitimate users, but Flynn and Ignatiev found that
even legitimate users were putting the data, and their com-
panies, at risk. At BCD Travel, a corporate travel service,
nearly 80 percent of its 10,000 employees work in call cent-
ers and thus have legitimate access to sensitive customer in-
formation. BCD and the Texans did not find malicious
activity; instead, they found people who were unaware of se-
curity risks, such as sending a customer’s credit card number
by e-mail to book a flight or room from a vendor that didn’t
have an online reservations system.

Fidelity Bancshares Inc, in West Palm Beach, Florida, is
using the message-blocking feature in PortAuthority from
PortAuthority Technologies Inc. in Palo Alto, California.
Outbound e-mail messages that contain Social Security
numbers, account numbers, loan numbers, or other personal
financial data are intercepted and returned to the user, along
with instructions on how to send the e-mail securely.

Joe Cormier, vice president of network services, says he
also uses PortAuthority to catch careless replies. Customers
often send in questions and include their account informa-
tion. “The customer service rep would reply back without
modifying the e-mail,” he says.

“The challenge with any system like this is they’re only
as valuable as the mitigation procedures you have on the
back end,” notes Fredriksen. Another key to success is edu-
cating users about monitoring to avoid “Big Brother” impli-
cations. “We are making sure that the users understand why
we implement systems like this and what they’re being used
for, he says.
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Mark Rizzo, vice president of operations and platform en-
gineering at Perpetual Entertainment Inc. in San Francisco,
learned in a previous job the consequences of not protecting
intellectual property. “I have been on the side of things disap-
pearing and showing up at competitors,” he says. The start-up
online game developer deployed Tablus’s Content Alarm to
remedy the problem. Rizzo uses it to look for suspicious activ-
ity, such as large files that are moving outside the corporate
LAN. Now that the basic policies and rules have been set, the
system doesn’t require much ongoing maintenance, he says.
Still, Rizzo doesn’t use blocking because he would need to
spend significant amounts of time to create more policies in
order to avoid false positives.

Although companies in highly regulated industries can
justify investing in outbound content monitoring and block-
ing tools, other organizations may have to sharpen their
pencils to justify the cost. These are very expensive solutions
to deploy. Fredriksen, who built a system to support 16,000
users, says that for a setup with about 20,000 users, “you’re
in the $200,000 range, easily.”

With outbound content management tools, “you can
build very sophisticated concept filters,” says Cliff Shnier,
vice president for the financial advisory and litigation prac-
tice at Aon Consulting. Typically, the tools come with tem-
plates for types of data that most enterprises want to filter,
and they can analyze contents of servers and databases to
derive filters for company-specific information, he says.

1. Barring illegal activities, why do you think that employees
in the organizations featured in the case do not realize
themselves the dangers of loosely mana ging proprietary

and sensitive information? Would you have thought of
these issues?

o

How should organizations strike the right balance be-
tween monitoring and invading their employees’ pri-
vacy, even if it would be legal for them to do so? Why is
it important that companies achieve this balance? What

vfgu:d be the consequences of being too biased to one
side

w
-

The IT executives in the case all note that outbound
n}ommnng and management technologies are only part
ot an overall strategy, and not their primary defense,

What should be the other components of this strategyl?

How much weight would you give to human and tech.

nological factors? Why?

(Consulting firms can improve these filters using linec
and subject matter experts.) g lingyjge
As any user of an antispam tool knows, no f;

A - ¥ 3 lter is per.

fect. “A big mistake is to have too much faith i, the to]
: y 01,

They can’t replace trust and education,’ says congy] :

Kocher. They also won’t stop a determined thief, he sav:ant

Even when appropriately deployed, these tools aon‘z
create an ironclad perimeter around the enterprise, For os
ample, they can’t detect information that flows through
Skype voice over IP (VoIP) service or SSL (Secure Sockes
Layer) connections, Kocher notes. They can also flood logs
with false positives, which makes it hard for IT security staff
to identify real problems.

That’s why chief information officers should look at out-
bound content management as a supplemental tool to limit
accidental or unknowing communication of sensitive dat,
not as the primary defense. Fredriksen says that although
Vontu is important, it’s still just one piece of a larger strategy
that includes an overlapping set of controls that Raymond
James uses to combat insider threats. “This augments the
intrusion—detection and firewall systems we have that con-
trol and block specific ports,” he says. “It’s just a piece. Its
not the Holy Grail.”

Source: Adapted from Galen Gruman, “Boost Security with Outbound
Content Management,” CIO Magazine, April 9, 2007; and Robert Mitcheil.l
“Border Patrol: Content Monitoring Systems Inspect Outbound Communi-
cations,” Computerworld, March 6, 2006.

1. Technologies such as VoIP used by Skype and siﬁllﬂaf
products make it more difficult to monitor outgoing
information. Search the Internet to help you under-

stand these technologies and why these problems ansé:

Other than banning them, what alternatives would you

suggest to companies facing this problem? Prepar¢

presentation to deliver your recommendations.

es noted in the

(3%

As a customer of many of the companies no!
case, or others in the same industries, what 13 yot:f t
expectation about the measures and safeguards ra
these organizations have implemented to protc§ P
inappropriate leaking of your personal quomcﬁmged? :
After reading the case, has your expectation ==

Break into small groups with your classm

these issues.

ates t0



