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Using Log Data to Identify Indicators of Compromise

Log data offer clues about activities that have unexpected—and
possibly harmful—consequences.

The following parsed and normalized firewall log entries indicate a
possible malware infection and data exiltration. The entries show
a workstation making connections to Internet address
93.177.168.141 and receiving and sending data over TCP port
16115.
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1. Describe what is happening.
2.1s the log information useful? Why or why not?

3. Research the destination IP address (dst) and the protocoliport
(proto) used for communication.

4. Can you find any information that substantiates a malware
infection and data exfiltration?

5. What would you recommend as next steps?
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1. Describe whats happening.

2. th log information usaful? Why or why nof?

3. Resoarch the dostnaton IP address (dst) and the protocoliport
{proto)used for communicatin.

4, Can you fnd any information that substantiates a maware
Infecton and data exfivaton?

5. What would you recommend as next steps?



