271

L 008: available at http:/ftinyurl.com/gs2ejt). Despit icti

| 2008 . . . . pite the age restr

APYL od 0D many SO(.Zldl x}etworl.nng sites, children may simply ilgie abo:tC ttll(l);i
is0p 5 gaid access. Girls, 1n particular, use the Net to express their sexuality:

f social network sites revealed the shocking, highly personal

e uploading for all to see. They include a 15-year-old irlco';tent
picture, which c.an be viewed by anyone, focuses on he? b:N :tse
5-year-old is pictured sitting provocatively, exposing her breastzaa S;j
s up to her thigh. And we found one 16-year-old girl who is seen posi?x
o her nderwear in dozens & photographs. (Sunday Mercury, 14 April 2008,
available at http://tmyurl.com/que;t; cf. Koskela, 2006; Jewkes, 2010a) ;

The pervasiveness of images of young women asserting their sexual agency on
petworking sites and on YouTube may be unsettling but it is arguable that they
Jre SimpPLY using a new channel to express what is essentially ‘normal’ adoles-
cent pehaviour, especially in a culture which increasingly attaches more
emphasis 00 the desire to look, to be watched, and less stigma to nudity, inti-
nate confession and explicit material in published diaries and blogs. The open
displays of sexuality by young women that one encounters on social network-
ing sites are arguably the inevitable consequence of a surveillance-rich and
qurveillance-tolerant society (as discussed in Chapter 8). In today's ‘celebrity
culture’ women are urged to live up to prevalent feminine codes regarding
their domestic roles, body shape, dietary habits, dress sense, sexuality and
sexual performance. While, for some, this imposed self-surveillance may result
in negative responses including disgust and shame at their failure to live up to
these ideals, for others, the ability to make public their private bodies via web-
cams, phone cameras and social networking sites may constitute empowerment,
albeit nonetheless a form of ‘obedience to patriarchy’ underpinned by a ‘per-
vasive feeling of bodily deficiency’ (Bartky, 1988: 81-2; cf. Coleman and

McCahill, 2010).

Concluding tﬂ?ﬁg@ﬁ

T'his chapter has discussed a range of ‘cybercrimes’ and included more detailed
studies. At the beginning of the chapter,

S;SC“SSit?n of two very different case At T , i
e considered the role that the Internet s playing in the devel(?pment of China
Zz a0 economic and cultural super-power briefly dwelling on jssues Es ciwersz
reﬂcyber warfare and citizen journalism- In the latter part O.f t}l:e fc ezgoex;f it
i ®cted on young people's sexual experimentation onhn.e, the fr o

Ords them that they may be denied in other spheres of ll.fC, and the devian

Criminal consequences that can result. These examples Jlustrate the extent
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* Chapter 9 has also offered a brog

to which the evolution of the Internet m'c'l).f be cha.\r'flctcriz:cti} as a ‘CTI.I’OI)'iCk: of
tradiction’ {Curran, 2010). From its military origins an k’e mas’ﬁfl‘.\/e invest.
:Ii):nt put into its development by a .US g(?verrclime'nt ig‘é lcn(ﬁdm\;:;taw and
technological superiority over the Soylet Union 1 (;H\I/vnﬁi bl ar, to' the
'hippy’, liberal counter-culture in which the'V\for L o0 ki hds lToncewed
in the 1980s, and the era of deregulatec% media 1{1 the % ljv\lf ich allowed the
newly commercialized Internet to flourish, the hlStO-I‘Y of the I}lt-e,met has com.
bined paradoxical influences and fmtcc?mes. In ltS' post-military phase, it
amalgamated the values of academic §c1ence, Amenca.n c.ounterculture and
European public service ideals. But having come to public hfe.as B profoundly
democratic concern it eventually had to offer itself to‘ commercu.il Interests and,
then, to private and state bodies who wanted to use it for survellla.ana of popu-
lations (Curran, 2010). Vestiges of the count'er-culture ethos remain intact and
arguably are evident in the sexual and political free(.lorns afforded to users, as
described in this chapter. But it is also true that the liberty and democracy that
many of us take for granted have more negative, even sinister, connotations.

Summary

e This chapter has discussed two examples of online activity that raise urgent social,
cultural and political questions and illustrate some of the complexities and para-
doxes inherent in our uses of the Internet in the 21st century: namely, its facilitation
of democracy and freedom on the one hand, and repression and risk on the other.
Our focus could have been any number of online behaviours that would illustrate
the contradiction and dilemmas thrown up by the Internet, but the two chosen - its
role as a conduit of power within China and between China and the West; and its
radical reformulation of the ways in which children and young people communi-
cate, interact and negotiate sexual relations - are in keeping with broader themes
that underpin this entire book.

L.Ike so many 9ther issues examined throughout this volume, the Internet crystak
lizes social attntur.ies towards youthful deviance, and highlights both the ambigu-
ous status occupied by adolescents (simultaneously infantilized and adultified) and

also the paradoxical relationship between young people as victims and, cof
versely, as offenders or deviants

d introduction to the t § activities that
. , | oroad ypes of activi
]ma;/ ble described as ‘cybercrimes’; including electronic theft and abuse of inte'
;c;fltj.a eg;(;pferraty;gats;khate crime, invasion of privacy, defamation and identit;,;
; ud; hacking a 5 oy
ritie qro s 9 and loss of sensitive data: child pornography 8"
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