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of ading ther.n tf) Sf?nd them money. In ::i;tIOVer several | ;0111?;: relation-
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ing to come from legitimate Ofganiza;mg . in which comm jn"ds scen
.ties target Internet users, inducing thenions such as banks and ;zaltzlons
ipancial information which can then b:’ voluntarily surrender ;ex:'g
stent of such fraud solicitation has reached used to defraud them, Thl(;
ly Jaunched the Consumer Protection éuch levc‘*ls that the EU has
to tackle cross-border Internet scams (ESO?peratlon Network in an
The law also offers protection to individuals Wlf);::r' 2007).- |
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lecturer who claimed that the ISP had failed to remove two ersity
[nternet postings defaming him, while in America a 'teacher revizrv:;?ngzo;i
up by students at the City College of San Francisco resulted in one teacher
filing @ Jawsuit against the site, denouncing it as a 'disgusting, lie-filled,
destructive force' (Curzon-Brown 2000: 91). Since Facebook became the pri-
mary mode of communication for many young people, the site has had to
respond to many requests from teachers, lecturers and other professionals for
unkind and potentially libellous material to be removed.
In providing a forum for discussion among discrete groups (such as the pre-
sent and past students of a particular teacher) the [nternet inevitably makes
public what might be assumed to be private, as some students have discovered

i ; i 43 . _exam celebra-
when fined by their universities for on post-exam

tions and posting photographic ‘evi
several universiti eportedly ch . bk
niversities have r€p Y ' to admit indivi

1

sites to make decisions about whether of no 2

to be cautious when they6mafon(p;1 i
a

.20 who had

g

Teachers themselves have I
assume might be relatively private statemef;:,s ' ms, @ ge lecture?
Party politician successfully sued Trac’ W. "on relating o the Irad
accused him of being @ ‘Nazi' in a8 online discus¥ 200 in damas® and costs
war; Williams was ordered t0 pay otal of £1uz' yasa at the Climatic
(Gibson, 2006). Even email 18 subject o public “ Follngng
’ ’ . 1 2 th ublic

t Clan I’lts Of Cll

yersity © @ . oliti
misled P um :
pat the arg to galn

ifsearch Unit at the Uni
spicions that leading scientists e O
. 1] sed
aspects of climate change and devised kamatio o Act Ol) wa? documents
Mate chan ' Freedom of Infor™ icatio - Jentit
ge sceptics, the Frec il C ommuni atl ¢ person identityl
ty em* .« the theft © jp .. In 2007, the

ac i
cess to thousands of univers! acy 13
to prvY e tast o Y

pyAnf)ther cybercrime relate !
alice that has dramatically increast




[ LD - —— T

Federal Trade Commission reported that 8.3 million émegcafjs had b?en victims

e i theft over a 12-month period. Meanwhile, the LR credit-checking
o z cent increase in identity theft over the sam
agency Experian reported a 69 per . Sentity thefk e
period. According to UK government figures, 1 e1.1t1 y thell now costs the
British economy £1.7 billion per annum (Home Office, 2006, see http://www.
identitytheft.org.uk). Identity theft encompasses d full range of offences‘ from
the appropriation and use of credit card numbers to the whc.)le.sale adoption of
someone else's persona. It can be mundane anfi opportt.mlstlc; for ex_ample,
many identity thieves rummage through dustbins for discarded crefjxt card
statements or pick up receipts left at bank ATMs. However, more high-tech
versions include hacking into an individual's personal computer in order to
steal his or her bank and credit card details, using software programs designed
to work out or randomly generate PIN numbers, and ‘skimming’ credit cards
in shops and restaurants to produce a near perfect copy of the original card.
Apart from financial fraud, identity theft has come to be viewed as an impor-
tant ‘precursor’ enabling a range of further offences, including illegal
immigration and human trafficking using stolen identities (see http://www.
met.police.uk/op_maxim/.

Concern over the growth of identity theft has inspired initiatives such as the
UK Government's Identity Fraud Steering Committee, which brings together
police, government and financial bodies in an attempt to develop a coordinated
response. Meanwhile, financial services providers such as banks and credit
card companies now routinely offer customers ‘identity theft insurance’
intended to protect individuals against the consequences of having their iden-
tity stolen and used to defraud them. There may be a generational divide in
levels of public anxiety, however. On the whole, fears about possible identity
theft appear to be more strongly experienced by older people (illustrated, per-
.haps by .the fact that in 2004 sales of shredders increased by 50 per cent at one
international supplies company, with 1.3 million units sold in a single year;
Jewkes and Yar, 20.10). But as Smith (2010) points out, although young people
may be more c.avah.er about their potential for victimization, the expansion In
sBomal networking sites has left young people at greater risk of identity crime.

y way of example, he notes that one in seven users on Facebook Jog into their

profile YirtuaHy. all. the time during office hours, rendering both themselves
and their organizations open to criminal activity.
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'signal crime’, the mediated public Outer
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greater self-regt’ o adult victims are extremely rare and the most iy,
reported cases }nvolvlngfall upon pOrD ography featuring children. It hag beey
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of our age _( 1icatgi0n5 that moral panics tend to have on government apg
attf’ n'dan;rlir:)lfi)ties In common With proader news values, the issue is largely
policing '

kept in the public eye through case:.invlolving high-profile ‘offenders’ inclyg.
‘43 'yictims.

ing Celebtr)ltll‘:/ :ﬁ;iﬁ:‘;ﬁfg have taken too long to address the problem of
onl;?:: );hiled sexual abuse and have, for many years bgcnlplay{ng ‘catch-up with
online offenders. Limited resources, lack of .technologlca exI')e,rhsc, a tendency
to target 'low hanging fruit' and an occupational culture .re.zsxstant.to new chal.
lenges are among the impediments to successfully policing online abuse of

ws, 2005, Jewkes, 2010a) but, thankfully law

children (Jewkes and Andre - -
enforcement 1s nowW beginning to reflect the changing technological and cultural

landscape. The launch of the Child Exploitation and Online Protection (CEQP)
Centre in 2006 underlines the UK police's commitment to stemming the global
Internet trade in child pornography. One of their achievements has been to
develop a pro-active strategy based on specialist intelligence. An initiative that
has proved reasonably successful is the employment of undercover officers pos-
ing as children on fake websites and in chat rooms to lure paedophiles, although
investigators are hampered somewhat by the law. However, the charge of
'grooming’ has caused concern among civil liberties groups because it is
designed to target adults who meet a child after contact has been made on the
Internet but before any offence has taken place, raising the question of whether
thinking about sexual acts is the same as committing them. Even if a case reaches
court, proving intent is notoriously difficult for the police and prosecutors. This
legislation enables the police to carry out ‘sting’ operations by posing as children
in Internet chat rooms and then arranging to meet the unsuspecting groomers
at a 'real’ location, but they are not legally entitled to entrap a suspect.
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dren and young people put themselves at risk of victimization and engage in
more 'extreme’ behaviours online than they would in the ‘real’ world. Among
the 'risky’ behaviours to emerge in recent years is 'sexting’, where an indi-
vidual sends nude or suggestive photos of themselves over their mobile phone.
While such pictures are usually sent by young women to their boyfriends,
Kent police report that predatory adults are taking advantage of the willing-
ness of young people to experiment with their sexuality over the Net by
engaging in sexually explicit chat and by exposing their bodies in front of a
webcam (http:/tinyurl.com/agfq2j}. In the United States, a survey carried out
by the National Campaign to Prevent Teen and Unplanned Pregnancy found
that one in five teenagers had sent or posted online nude or semi-nude pictures

of themselves and 39 per cent had sent or posted sexually suggestive messages
as 'sexting’ since become (includ-
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