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spionage protection agents in Germany said the country faced extremely
goghistigated Chinese and Russian internet spying ope’ratlons targ.etmg indus-
trial secrets and critical infrastructure such as Germany’s power grid.

ber-warfare offensives to date took place in Estonis
puters were used to jam government, bus;.
ks, widely believed to have originated in

Russia, coincided with a period of heightened bilateral political -tension. They
inflicte,d damage estimated in the tens of millions of euros. China last week

accused the Obama administration of waging ‘online wgrfare’ against Iran by
recruiting a ‘hacker brigade’ and manipulating social media such as Twitter and
YouTube to stir up anti-government agitation. (www.guardian.co.uk/technol

ogy/2010/feb/03/ cyber-warfare-growi ng-threat)
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According to IISS terrorism and warfare in cyberspace may be used to disable a
country's infrastructure, meddle with the integrity of another country's internal
military data, confuse its financial transactions or to accomplish any number of
other possibly crippling aims (ibid.). In June 2009 the Pentagon created US
Cyber Command and in Britain it was announced that a cyber-security opera-
tions centre would be established at GCHQ in Cheltenham. Yet governments
and national defence establishments at present have only limited ability to tell
when they were under attack, by whom, and how they might respond (ibid.).

While these measures might give cause for alarm and seem to be in
response to threats that might come from a Hollywood movie (almost cer-
tainly starring Bruce Willis) we should not overstate the threat of cybercrime,
cyber-terrorism or cyber-warfare. Further, it has not been my intention here
to paint China as a particular problem; rather, it has been presented as a fas-
cinating case study illustrating the speed and scope of Internet penetration
and the consequent shifts in local and global power that occur. However, we
must retain a healthy scepticism about claims made in the West regarding the
threats posed by rapidly developing nations such as China. Put bluntly, media
f:omment.ators, politicians, criminal justice actors and security professionals
in countfles like the UK and US may have strong vested interests in overplay-
;I;)i ftlel ; ltsel;fz Str izetae?' As Majid Yar | 2(?10) has intimated, much of the debate
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Electronic theft and abuse of intellectual roperty rights
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One of the most obvious consequences of the new information
ations revolution is its creation and distribution of unimaginably more

information-based products W s to re-evaluate traditionally held

ideas about crime and criminality. For example, theft has commonly .involved
one person taking something belonging to another person without his oOf her
permission - the result being that the first party no Jonger has possession of

the property taken. Investigation of this typé of offence is usually'rc‘alatively
es property that is tangible visible and

straightforward in so far as it involv .
om based (Goodman, 1997). But in a virtual context, it is quite possible ff)r
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flon and, in some cases, make a perfect copy of the item, the result being that
::noriginal owner still has the property even though the t'hicz‘iffnow }iasaie\;z—
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dollars in lost sales, this form of ‘dj gital

. ' hedrooms the world over is every bit a
piracy’ taking place lilll1 t‘::;agflrsn:; use of the Internet to market or distrib.
unlawful _aS thg knf(xarg (Yar, 2006). Moreover, it is not just young people who
ute copleght_e LA rorally acc'eptable to illegally download movies, music and
peBeve th_a L I; rvey found that only 26 per cent of professionals oppose
software: in the US a survey y has been slow to respond to the problem of

i 0). The industr s ' :
Ellieazl{a(rﬁ; 2?121 k))roadband technology has made it even quicker and easier to

download music and movies illegally. Ir.Io‘.wever, 'some ClDS ti;re now being
manufactured in such a way as to make it nnposmble. tc? p a); em '(and copy
them| on a PC. Meanwhile, the Record Infiustry ASSOClatlf(')ln 0 Am<?r1ca (RI{\A)
is taking legal action against individuals. it a}leges offer ile-swapping services
on university campuses, and the Mov:e‘: Plctu're AssoS:xatlon of ’Amenc‘a is
attempting to close down sites that distribute fl'lms online. But many believe
that big corporations are being forced into playxlng: cat-and-mouse games they
can'’t possibly hope to win because - as the RIAA's 1n.fa.mous c_losure of Napster
demonstrated - when the illegal business of one outfit is terminated, numerous
others will appear in its wake. Most recently, legal controversy has arisen
around the Sweden-based website 'Pirate Bay', which directs searchers to
media files available across the Internet, but does not store or offer any content
itself, as a way of circumventing anti-piracy laws. While copyright-holders
claim it is a major source for piracy, its operators claim they are acting within

the law, and the case remains ongoing.

industries who are losing millions of

Hate crime

Hate crime may be racist, religiously motivated, homophobic, gendered, disab-
list (Chakraborti and Garland, 2009) or, as we shall see, simply a violent reaction
to a particular offender who has been in the news. The promotion of hatred is
widespread and the Internet is a relatively cheap and accessible means of con-
necting similarly minded people across the world and coalescing their belief
systems. The Net is also a sophisticated tool for recruitment and unification,
providing links between hate movements that were previously diverse and frac-
tured, and facilitating the creation of a collective identity and empowering sense
of community (Perry, 2001). In fact, while the potential of the Internet as
weapon of warfare has already been discussed, it must also be remembered that
the Internet has increased the global reach of terrorist groups, such as al Qaeda,
:;::;a: use computer and telecommunication links, email,’cellular and radio
need f;rsﬁt:eSOSS;S(;ZSP“&“OHS over long distances while dispensing s th?

. Sical presence. Coleman and McCahill (2010) note that & for
mer radical Muslim claimed that more than hal .« who had
embraced a radical ideology were i 2" of young Saudis W |

recruited through the Internet. In Europ®
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s on the political far right ~ neo-Nazis, ski

yarioY thzoll{fi Klux Klan - use the Net to targljtazls);s::sf]:ﬁads apd groups with
tiefvjj t;ce with racist, anti-semitic and homophobic Pmpagair:i lm'}Z}rles'Slonable
au e kind of legal sanction that might accompany the circulati Wlf little fear
ofa; ., more traditional’ forms. Although Germany and man ;O:t }(;erStl;ch mate-
ouptries have crix?lina;lzed the publication and distribution of hate pr opl;; ‘;lle;;
ihe Internet riar.namsf larg.ely unregulated and there is little the police can dc;
less 2 specific Cl’ll'ﬂe’ 1-s reported. Moreover, the constitutional protection
forded t0 'free speech’ in the USA makes it difficult to challenge the global
dissemination of messages of hate.

Although often targeted at broad demographic groups, religions and so on
pate Crime is increasingly taking the form of vigilantism against individualsl.
Two examples from recent years demonstrate how unregulatable the Internet
can be and how linked technologies can create 'viral' chains of communication
in a very short space of time. In November 2008 the case of ‘Baby P' or 'Baby
peter’, a two-year-old tortured and killed by his mother's boyfriend, shocked
the British public. Breaching two separate legal orders, several Internet sites
revealed the child’s identity and posted photographs of his mother and step-
father along with their names, address, and other personal details. Several
social networking sites had to take swift action to remove pages with the
mother's profile on after online vigilantes began a campaign calling for violent
retribution against them, and the court trial itself had to be postponed for
several months [with the cause of the delay being cited as 'legal reasons’|. In
March 2010, following the recall to prison of Jon Venables on suspected child
pornography offences, an entirely different individual, David Calvert, was
mistakenly identified as the man who, as a child, had murdered James Bulger.
Within a few days more than 2,370 people had joined a group on the site ask-
ing whether Calvert was in fact Venables (this despite the fact that Venables
was in prison and Calvert was at home). The group was removed after com-
Plaints to Facebook, but the rumours persist on other sites such as Yahoo
Answers, with people claiming to have Jearned his identity via text messages.
Calvert is said to have endured a torrent of abuse and had to produce faxr}lly
Photo albums to prove his identity to doubters. So se.vere was the 'reactﬁoz
“82inst him by some parts of the community that a panic button was nstalle
# his home (Guardian, 9 March 2010).
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and consequently being found in contempt of court. ISPs are now compelled
to take all reasonable measures to prevent this from happening. A similar ]
order was imposed on behalf of Maxine Carr following her release from prison
in 2005 (the first time a lifetime injunction to protect identity has been
awarded to someone not convicted of murder). Her QC made the case for his
client's anonymity on the basis of serious threats and allegations made in "
Internet chat rooms and their linking to unfounded press reports about her
(Guardian, 25 February 2005).

More legally ambiguous are 'hate’ behaviours that might be termed ‘cyber-
bullying' or 'trolling’. As we shall see later in this chapter, some bullying among
children and young people is linked to sexual behaviour but, much like tradi-
tional bullying it may range from name-calling to serious threats of assault and
blackmail. Like its 'real-life’ equivalent, cyber-bullying behaviours may be
covered by legislation {such as the 1997 Harassment Act) but much of it consists
of low-level abuse, gossip and rumour which, while potentially very upsetting
to the recipient, is not usually a criminal offence. ‘Trolling’ on the other hand
is usually associated with more serious behaviour. Formerly known as ‘flaming’,
trolling has become associated with the worst displays of hatred, misogyny,
racism and homophobia, usually on public Internet forums and has, in several
cases, resulted in the victim taking their own life. Trolls can be prosecuted in
the UK under the Malicious Communications Act, introduced in 1988 and

updated in 2003 to make it an offence to make improper use of a public elec-
s network such as grossly offensive, indecent, obscene,

tronic communication
n numerous

menacing or annoying phone calls and emails. There have bee
reported cases involving celebrity victims; for example, a young man who used
Twitter to send Olympic diver Tom Daley offensive tweets during the London
2012 Games was arrested and issued a formal harassment warning. Several
offenders have been sentenced to prison sentences for trolling.

Invasion ofgp/rjvacy, defgmation and identity theft .

SIS L

The entitlement to security of person is regarded as a fundamental human

right, yet the scope and pervasiveness of digital technologies open up new
areas of social vulnerability. Invasion of privacy takes many forms from
'spamming’ to online defamation, stalking and violence. Spamming has thus
far been considered little more than an extension of conventional junk mail,
although it is increasingly being recognized as an insidious and frequ"'“tly
illegal’ activity. It can encompass electronic chain letters, links to porno-
graphic sites, scams claiming that there are extensive funds - for example,
fro“.l over-invoiced business contracts or a deceased relative's will - available
for immediate transfer into the target's bank account, fraudulent prami

investment schemes, phoney cancer cures and bogus ’test kits for anthra¥



