8

Crime and the

Surveillance Culture

CHAPTER CONTENTS

NSA, GCHQ and the new age of surveillance
Panopticism

The surveillant assemblage

Control of the body

Governance and governmentality

Security and 'cybersurveillance’

Profit

Voyeurism and entertainment

From the panopticon to surveillant assemblage and
back again

‘Big Brother’ or ‘Brave New World’'?: some concluding
thoughts

Study questions

Further reading

222
224
226
228
230
232
236
239

242

243
248
248
249




OVERVIEW _

Chapter 8 provides:
ning the covert surveillance ang ¢

i r
evelations conce :
US and UK over their own citizen,

t agencies in the
her countries
f the panopticon as a metaphor for ¢q,.

e Anoverview of recentr

activities of governmen
the citizens of numerous ot
o A consideration of the dominance O

temporary surveillance techniques. |
o A discussion of the extent t0 which surveillance technologies and systemg

are linked to form carceral networks of disciplinary power.

¢ An exploration of the institutional rationales and motivations that have |eg to
a dramatic expansion of surveillance over the last two decades.

An analysis of the ways in which media and popular culture have helped yg
to conceptualize various forms of surveillance through their representation in
newspapers, television, films, music, art and so on, and how the ‘viewer soci.-
ety’ that traditional and ‘new’ media have given rise to, synthesize panoptic
and synoptic models of surveillance.
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o US intelligenc istleblower Edwarq sy,
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I wd
oplﬂations' rather than just individuals, now 1 °n has warneq that entire

.. eilla
it no longer based on the traditional practice of 1 e
some individual suspicion of wrongdoing,” he ¢ argeted taps based o

mails, texts, search history, what you buy, who yoi'rdf'r' ‘It covers phone calls
1 le 4

ou love.” nds are, where
who'Y You go,

(Guardian, 3 May 2014)

over the Jast 30 years, Western societies have experienced .
he use of surveillance, to the extent where most citizeCe ha rapid growth in
(s granted that they are observed, monitored, classi fir:eil aaV:; come to take
Jlmost every aspect of their public lives. Such }’1as been theI:foliontrO}led in
about state su.rv‘eillanc.e. and counter-surveillance in the formnz)i' owﬁi?[\lr:
blowing by activists, military personnel, computer experts and former secu-
rity employees, that such stories seem to have been circulating for a very
long time. Indeed, it might appear scarcely believable that WikiLeaks, the
online organisation that publishes 'secret’, sensitive and classified informa-
tion, only came to many people’s attention in 2010 when the extent of war
crimes committed by coalition troops in Afghanistan was published.
Nonetheless, revelations such as those reported by the Guardian above, are
shocking for the level of personal, intimate intrusion they claim is occur-
ring. The disclosure by Vodafone that government agencies have been using
its network to snoop on the conversations of its customers, represents the
first time such an organization has publicly admitted both to initial com-
plicity in surveillance and subsequent resistance to governments’ demands
for access to user data (Guardian, 6 June 2014). |

The Guardian has been at the forefront of bringing revelations about .the US's
National Security Agency (NSA) surveillance activities' tf) a global audience. Ir;
June 2013, Edward Spnowden, a former systems administrator for thedCt;r;t;aa
Intelligence Agency (CIA) and Defense Intelligerfce Agency (I?IiAIEI’air/laii lleg
contractor working for an intelligence and security comp?ny 1 ot and 'highly
edly downloaded 1.5 million secret files about the Niixts. octi);;alists. He then
o woversial practices before flying @ e Kon? . I:vhil; in his absence the
flew on to Moscow where he has been.gfant_ed as.y 1:1 f:ilng the’ Espionage Act, an
US Department of Justice charged him with vi0 Snowden's revelations Were
offence punishable by 30 years in custody: A'mOIi Agency at GCHO, collected
that the NSA, together with the Britit‘?}} IntelllgiI;ssed and collected data from
e phone records of millions P acalled Prism, mined personal data
Google and Facebook accounts via a progffﬂg ? nacked computers, in
from smartphone apps such as ‘Angry BUes
gﬁme. and internet commux.lications (

ending G20 meetings), carric

and infected moTe
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orks worldwide with malware designeg

. / d N . 5 0
000 computer o g intelligence data with 'Isracl in an ing,, Stey
. of the European Union, spied on a atigy,

electronic surveillance methg i e €agt 4
Chancellor Angela Merkel, sifted throy gp}fd the

phone J text communications of its own citizens gpgq thosvast
amounts of €M an nd harvested millions of faces from web images & of
ies, &

it] 558 doy
many ot ; Josed facial recognition database (wv\rw_buSmeSSinSider
in a previowsT  timeline-2014-6) .

_ While these examples are fairly .
com/snowden-leff; the tip of the iceberg (see website aboye for alfijj
ranging, they €

1y represent
hi errvf learned in one yeafr of unprecedented top-secret leaksf}
list OfdlEv?ri)f:t :;gmain su 1 but, while the US Government haye bran,
Spowden's

ncertai | o
him a traitor and criminal, his alter-ego as patriot and hero Bt by o
m a . .
lined by his appointment, 11 Fe

bruary 2014, as Rector of Glasgow University
he time of writing, the scale of the US and UK Governments Surveillane,
A emes is still unfolding with new revelatlor}s .belng r-eported N @ neg.
Prf)lgr:zls s A decade ago most academic scholarship in the field of Surveillance
daily - circuit television (CCTV), and experts could Scarcely

i d
s concerned with close . : ‘
wa d invasive surveillance was actually becon,

have envisaged how pervasive an 151V
inag Nonetheless, CCTV continues to ignite heated debate, perhaps 1argely

because it was introduced on a rapid and grand scale in the UK with little o,
no public discussion. With the oft-cited estimat.ion that the average person Jjy.
ing and working in a major city could be filmed up to 300 times a day,
surveillance became a cornerstone of the literature on ‘target hardening
'defensible space’ and victimization. Some studies examined whether visual
surveillance technologies such as CCTV were effective in cutting crime or
whether they simply displace it to surrounding areas (with contradictory find-
ings). Others focused on the capacity for visual surveillance systems to reduce
public fears about personal safety. On the basis that these issues are dealt with
at length in other books (for example Coleman and McCabhill, 2010}, this chap-
ter will take a different approach and will discuss some of the key motivations
b.ehmd the ra.pid expansion of surveillance and its potential for social classifica
g::; i?:;cliosoma'lt hcilrlxtrol. The chapter will also attempt to blend voices‘ from
and Cultuglv:iudie Os‘;‘)f the most prominent writers in the fields of soc10198§
debates et §i ut first et us consider the primary motif that unit
rveillance across al] academic disciplines: the Panopticon-

Panopticism
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In the po
: pular ¢ i
figure of 'Big Br(z)?ls;(:ﬁusnessf many forms of surveillance are dominated bY.the
» George Orwel]'s Creation of an all-seeing; all-knoW™



R

-~ Th

i =
-

r-power. In academic discussions :
. vif’.ible ts:fe(:a If)hor has been that of the pan0pti:;)(§nsu;;?iﬂ:nce ,h however, the
domll}an well to discussions of surveillance techn(')logies V%i;cc }‘;‘t 11613nds itself
esP.e?i1 juals 10 monitor the behaviour of others. The panopticon deav e‘}’rf s(c;me
1sdt;:.cenmr}’ r'eformer Jeremy Benfham, was an architectural dersign thafzoulg
o use 4 for an?nS. schools, factories, workhouses and any other social instity-
i that reql.llfed the ‘managemc'ent of large groups of people by a small
Jusmber of ind1V1fiuals with authorlty' over them. While Bentham's vision was
esseﬂﬁan)' a benign ox.le,. the panol?tlcon became a motif for punitive prison

. es, and although it is often written that Bentham's model was never real-
eral prisons have been and continue to be constructed according to the
broad pﬁnciples of pano;?ticism. In brief, Bentham's design consisted of a cir-
oar building with individual cells built around its entire circumference, and
2 central watchtower in which the activities of the prisoners could be con-
watched. A system of lighting that illuminated the cells but kept the
inspection tower in darkness made it possible for just one person to monitor
many inmates, each of whom knew they were under surveillance, but did not
know exactly when. They were therefore obliged to behave as if they were
being monitored at all times, and conformity and passivity were assured. The
mental state of being seen without being able to see the watcher induced a fear
that eliminated the need for visible deterrents or overt force.

Writing about the plague at the end of the 17th century, Foucault (1977)
describes how certain areas of a town were cordoned off and kept under con-
tinuous vigil with guards inspecting every part of the town fto ensure that
ho-one escaped to spread the disease further. Consequently, like the inmates
In Bentham's prison, the town's population were not simply observed; the
surveillance of them was designed to act as a deterrent, a caution to encourage
the{n to behave in a certain way. Thus, for Foucault, Bentham's architectu'ral
Jesign was not only a blueprint for future surveillance technologies which
Would allow a small, unseen few to observe the lives of the masses, it was also
“Means of dispersing control over a conforming, docile population. o
Used it : S example, who toek the ideological concept- be' o d information
teor - (0 demonstrate the potential of new communication an .

“iologies. M 1985) has considered numerod
Mmooy ost notably, Stan Cohen | . ol seighbourhood

e, o lons of surveillance, including co-mmunl’fy pene camleraS, nd argued
that t}’le 1‘}’:1118 security, and the use of puth sU.-rVCIHaIECOI Aroong the conse-
quencesy ave enabled the ‘dispersal’ of somal‘ contr d patin] ontrols

of dispersal are the move to informal, private and ©

Which 1, . 1an increase in
t Widen , bringing about "an =
he ¢ the net' of the formal system DY temgin the first place (Cohen,

Otal
l9gs, Mumber of deviants getting into the sys " which noreases
roll level of intervention, with old and new deviants

e
ized, sev

stantly
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.o traditional institutionalization) fah
ng ed’ (ibid.). In short, surveillanc, b
el;,(eratiVe in a wide range of s.ocial settin:S
| justice state but also c.zlo;'ngszﬁje it, ang : SnOt
Js and groups to criminalizatiq, or 1 b
1d not have been (cf, COleman Cing

isperse an .
p ithin the crimul

merely foun ber of indiv

labelled as devian
McCahill, 2010}.

i blage
The sqﬂleﬂant assemblag .

he panoptic model is obvious in relation o 1

: and communications by govern
spread surveillance of prIV;;j;ttiiism has also been evoked tq explaip ths
revealed by Ed Snowcggfv although, as Norris and Armstrong (1999) 4 \
insidious presenc‘;zf tic effects of CCTV systems are limiteq, ThrI;:
:ﬁﬁ:f?ffmfgf af: hilg)hlighted- First, CCTV systems that operate i public
spaces, such as streets, are impossible to -momtor. COHtmuou?h’ and it
relatively easy for those intent on behaYlng deviantly to disguise theiy
appearance or move outside of the camera’s gaze. Second,- €ven when dey;.
ance is observed, the ability to mobilize a rapid response is Constrained, [y,
most cases, CCTV operators themselves are not authorized to deal wity
incidents, and neither are they in a position to demand swift intervention
by the police. Third, the disciplinary power of CCTV is only complete whep

he Wide

' of t .
The pertinence e, ‘

abouts, addresg . ta can be 8athered aboyt the offender - name, where-
i ' Preyie and so on - hence the use that the

the publig 1ill in the blanks’ mes like Crimewatch UK in appealing t0

However, depth, or iy,
Connectiop of

and compytey

differeny ::Icl]iityi °f surveillance can also be achieved via thi
.
databases) on i o OT example, digitized CCTV sysie?

: n T _ o
“OMpanieg), 1, the sec::)s;guuons (such as the police and pri

N 1d
€co €cade of th social me
offendeyg and v; e one of the prj e le:.t centur)'f, bt
Victim mary sources of information abou

Ms and fe
. . Se
W Criming) Cases are reported without recows
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elf'fevelations posted by the individual concer d
ned on Face

o 1 5 Jaggerty and Ericson refer to this con
mjittefé systems as a 'surveillant assembh:rertgence of once discrete s
"e.luaise d the 'disappearance of disappearance‘gez @nd argue that we h;’r-
?ﬂﬂ;;tiﬂg question of whether our electronic liieor?tot 619). This raises th:
?:Zce over Our 'real’ identitifas. Once information (be itl;?:ue}:lave e hon prece:
person is entered onto a linked surveillance system, their 'gr te.x tufﬂ) 2bout
;en if it is ifalse’. In much the same way as a persorlx’s le 11 ?ntltx P
ted from @ mass of facts taken from the beginning to thga lccil o s con
cerﬁﬁcate’ passport, employment histories, medical and dent:lrllre(::f hée ) b.irth
2 record. pOS.t mortem, al.nd so on - a cumulative mass of docuor; S'tcmm-
(aptures and fixes then'f (Finch, 2003, 2007; cf. Foucault, 1977) soe:fu1 S'ﬂ:}t
idual can be captured in a web of non-documentary, visual surrveillan .
Writing well before the advent of social media, Mark Poster was pr: C}l{
when he noted that, increasingly, in any major serious crime investigatiorlx) botll(;
ihe victim(s) and the suspect will have their movements, consumption patterns
reading tastes, personal contacts, sexual histories and various other aspects oi’f
their private Jives compiled into a detailed ‘dossier that reflects the history of his

deviation from the norm’ (Poster, 1990: 91). But even before the ubiquitous
nformation was coalesced and then made public knowl-

a. For example, following the murder of Crimewatch
er London home in April 1999, it
d, 486 names in her Filofax were
tories about Dando’s relation-
yfriends appeared in the

[sic.]
Facebook was invented, i

edge via the mainstream medi
UK presenter Jill Dando on the doorstep of h
was revealed that 14,000 emails were examine
investigated, and 2,400 statements were taken. S

ship with her fiancé and several of her previous bo in
tabloid press. Further depth of knowledge was achjeved by means of additional
layers of surveillance. For example, after CCTV footage showed a blue Range

Rover speeding south of the murder scene shortly after the killing, 1,200 cars
were traced (the result of which was that seven months later the murdelr team
arrested a man on suspicion of the theft of such @ vehicle). In the week f (;: Ow’tgg
her death, police released CCTV footage of her shopping i Hamm?rsrglt (:in his
morning of her murder, and also revealed that their 'prime suspes” c};jzerg;)aariing
getaway on a number 74 bus, speaking o1 a mobile phone B George (Who
at Putney Bridge. A year after her murder, on 25 MaY 2007 I;afrroym rison after
“_1t'1ma1tely was found not guilty of the crime and was releaSeﬂla;ce OI; his home.
tight years) was arrested following a period 0 urve tjon which can

Another early example that illustrates the depth of 1 " hunt for
be achieved when fragments of data ar€ coalesced 1S .

ilj']ﬁaf-old Shevaun Pennington,
s r{: 2003 after ‘meeting’ him
tion abtur n home it was reporte

out their missing child an

5 Internet € .
e her famlly

the po

ina _
4 that, despit
d her abduCtOf,



