


PART 1 « COMPREHENSIVE CASES

EXHIBIY I Five Year Income Figures of RIM (in thousands of U

5 dollars)

(in thousands of US
Feb 2010 Feb 2009 w Mt =
Revenue 14,953,224 11,065,186 6,009,395 ?,227:805
Gross Profil 6,584,266 5,007,298 3.()89.551 -6—31 i
bet Income 2,457,144 1,892,616 Lp_g&sz_ ,

Source: Annunl Reparts of RIM fer 2007 and 2009

Box 1 Timeline of Major BlackBerry Events
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in Australia

200"‘—]:”“fk—Bcn'y subscribers pass the one million mark.

globally.

: | i i . o
2002—First Asia-Pacific partnership with Hutchison Telecommunicati

* 2005—195 carriers and distribution partners in over 49 countries. BlackBerry de

* 2006—An cstimated 25% of the BlackBerry subscriber account bise is ou
* 2010—550 carriers and distribution partners in 175 countries. 46 million su

ons® in Hong Kong and Telstra Corpo

vices available in over S0.000 s

(side North America. L
bseribers by mid 2010

Source: Adapted from, Toylar Paud, "BluckBe:ry Trritates Spy Mastars,” www.

addition to this, it earned seryice revenue through a monthly ac-
cess fee charged to the carrier depending on the number of end
users (using BlackBerry) with an active status, In exchange,
RIM provided aczess to BlackBerry architecture for wireless
transmission of data for the end user, via the casrier.”

By 2010, BlackBerry was & very popular phone and its pop-
ularity, as a trade analyst cbserved, “can be put down Lo its main
selling point: the fact that it enables users to securely access their
email accounts while away from rheir desks”> RIM advertised
its strong security as one of ils major advantages over iis nivals
such as Apple Inc,,” Google Inz.,'% and Nokia Corporation.'! It
was reporied that RIM used powerful codes to encrypl email
messages and calls, which were unmutehied by rivals.'

3 Hutchison Telecommunications Hong Rung Holdings Limited (HTHKH) is
tegrated 1¢ ceomiuications provider in Hong Kong. It provides

# leading in ‘ i
luding motile and Wi-Fi services, fixed line, and IDD

4 host of services nc
services under the brand nuine #3rce Browdband.”! ]

o Telstra Corporution Limited 15 un Austraian lellﬂtnmmflmcalions and media
company. Telstra provides hoth Jocal and long distance fixed Tine and mao .
hile services, along with dialup, witeless, DS, and cable Internet access in

Australia
INelecommsimategy,blegspot.com, May 14, 2007

) RIM Business Model,” hitpy/ ‘ r
! McGinley, “How Big Is the BlackBerry 7" www.arabianbusiness.com,

August 1,2010

Y apple Inc (preyiously Appe Compu er, Inc,) is un American multinatonal

G son engnged i designing and markeding consumer eleetronics, com-
;Z:] ::tlt(::;::gusd personal corputers The compiny is best known for i"‘
Macintosh line of computers, the iPod, the iPhone (2 smartphone competing
with RIM's BlackBerry), and the iPad.. ) :

0 Google Ing, 18 anATIET ican multinational «Enmpany wnm‘mlcr::m in Internel
search. cloud compuling, und online advertising technologies. (.ou.mc devel-

d provides a number of Internet-based services and prf.‘;lurle. Its Nexus

?)Ten(?m:&sa) and Android smnnphon\;.‘ snftware cuxrnper": with BlackBerry.

1! Nokia Corporation 15 @ Fionisn mulunm.n_omlal ;::,ml;:'z;:::.ﬁc;;; :])::g“:m

] i (ic clu

ing .;md x.l;anufm:mung :::l:blk dev u?n ::‘;ndus “gm
cquir for

[t vom, August 6, 2010

And this sccure communications: offered |
atract 2lite users such as President Barack
addition to a majority of corporate executives
When Obama hecame the US President, he was
cantinue using his BlackBerry amongst legal
cerns.” Obama, who openly displayed his love
opined, “It's just one tool among a number of ool
1o use, 1o break out of the bubble, 0 make sure
still reach me."'* Obama succeeded in keeping
with enhaneced security features. In the UK, B K
ered so secure that the UK’s intelligenze co
not using BluckBerry for communication ¢ould
tiveness of military operations or cumnpromise la
BlackBerry's strong security feature became its:
point in the Western countries such as US, Cana
~ However, little did RIM know that Blackb
ing point would become 2 major hurdle in ils
sion, especially in Asia und the Middle Fast. (Reff
for R}M's overseas reyenue.) A number of eoun
securily concerns over BlackBerry's coding sysies
5:(},‘;21;“[: ny_r the concerns raised by various

shong eicryption made it difficult for governme!
T.f: :0 r\:ﬁ‘;’: ;‘ommunim.'llions that happened ¥
them accesy Bl: T;f"'“nu'les Wgabanie: -
. s BlackBerry messages or face a ban
i ‘lz‘lunsitgszalr;: RIM's BlackBemy-india Standoft:"
2 The U.S. Secrer Servi
of cell phone in order
dent’s e-mails mus
" "Obaii Plang to
Tanuary 16, 2009

" “Fuctbox: Where
August 13,2010

s

e prohibits the 1.§ Presiden f
10 minimize sceurity risks, And!
¢ revarded and made avinlable
Keep his Bluckberry)” www.comy

BlackBerry Stands Around the




EXHIBIT I RIM's Overseas Revenue Distribution

in thousands of US dolla;
Revenue { i
e Feb 2010 Feb2009 Feb2008  March 2007  March 2006
anay
s . :‘SJGZ 887,005 438,302 222,517 178,558
0K 1,447‘1?3 6.?’(1')7,598 3,528,858 1,756,608 1,335,402
o X 447, 1,536 461,592 - :
er Ccu;g::i ]:.042.283 2,499,047 1,580,643 1,057,978 551,885
1953224 1 1,065,186 6,009,395 3,037,103 2,065,845
Source: Annual Reports of RIM for 2007 and 2009

EXHIBIT IV Countries Raising Concerns Regarding BlackBerry
o BlackBerry
S R Concerns Raised Users
India Indian security agencies were demanding full access (o 1,000,000
m.essagmg services of RIM and threatened to ban RIM if it
‘ fails to oblige.
‘ France A French protection agency raised security concerns over 350,000
the usage of BlackBerry by the cabinet.
UAE UAE raised objections for exporting data over RIM phones 500,000
‘ ‘ on security grounds.
| Bahra!n Moral and security concerns over the usage of BlackBerry 78,000
Kuwait Moral and security concerns NA
L/ebapon Lebanon sought access to encrypted information. 60,000
i Saudf Saudi Arabia had threatened to ban BlackBerry service as 700,000
Al‘abx? RIM was reluctant to share encryption codes.
Algeria Security concerns NA

Source: Adapted from various sources

global security threats were forcing a tight monitor on all com-
munication channels. The United Nations telecommunications
| agency urged RIM to allow security agencies (o access customer
data, and Hamadoun Toure, Secretary-General of the International
Telecommunication Union, expressed his support by saying that
all governments, fighting terrorism, had the right to access citi- _CiNDY COHN,
zens’ communication and information.'® Respective governments Legal Director and General Counsel for digital rights group
wamed that if RIM refused these requests, it could face bans. And Electronic Frontier Foundation,?®in 2010
d combined bans (by various countries) would significantly harm

“A company like RIM really needs to think not just about
the UAE or Saudi Arabia, but about their customers world-
wide. . . . BlackBerry is willing to offer backdoor access (in
the Gulf), other countries are going to want that too. And at
that point it’s really a race to the bottom.”"

| RIM’s market share. “If RIM concedes, they've lost any hope of being distinc-
tive.... They will destroy the brand and appear to have a

THE BLACKBERRY CONTROVERS Y lack of scruples. If they don’t ‘blink;’ they could stand to

AND RIM'S REMEDIAL MEAS URES lose a reasonable amount of volume, but they would also be

viewed as courageous.””

“The company is in a pretty tricky position now. . . . Part of P
the BlackBerry’s appeal is that it offers high levels of secu- 4 2
rity and that same factor is what'’s gefting it blocked.”"" founder and CEO of Buyology Inc.,* in 2010
~MATTHEW REED,

Senior Analyst & Editor; Middle East &

18 . 19 Adam Schreck, “Saudi Arabia Blackberry Ban Lifted,” www huffingtonpost
Africa Wireless Analyst,'® in 2010

.com, August 10, 2010
2 Electronic Frontier Foundation is the leading American civil liberties group
defending people’s rights and promoting privacy protection in the digital age.

ISR IM should open up user data: UN agency.” www.cbe.ca, September 2, 2010 21 Mangalindan, J. P, “Why the UAE Ban is a Golden Opportunity for Black-
”Anlhony DiPaola, “RIM Refuses to Give Codes as BlackBerry Faces Bans.” Berry,” http://tech fortune.cnn.com, Augus? 6,2010 ;

s bilinessweak com August 4, 2010 2 Buyology Inc. is a privately held mark oy L ﬁ;'n Lzhgto ey
" Middle East & Africa Wireless Analyst, & formightly, covers key market devel- and manages data regarding non-conscious decision making. By 10, Buyol-

i i st i i llout, new license ogy had the world’s largest brain scan database, with scans collected from five
e Middle East, including network rol ' :
::nds(sl:;u“l,;;g\mrf:::rsmnid acquisitions, and new service launches. countries—the US, UK, Germany, Japan, and China.
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BlackBerry, since its launch, was known for the strong encryP-
tion which was so strong that the time taken to crack would
be as :;’3“8- “as it would for the sun to burn out—billions of
years,™ as claimed by RIM. Scott Totzke, Vice-president of
global security at RIM, elaborating it further explained, “Every
message that is sent via a BlackBerry is broken up into 2Kb
packets of information,” each of which is given a 256-bit key
by the BlackBerry server... That means to release the contents
of a 10Kb e-mail, a person would have to crack 5 separate keys,
and each one would take about as long as it would for the sun to
burn out—billions of years.”*

Ptpan from the strong encryption, when someone used Black-
Be.rry s email or BlackBerry Instant Messenger or sent a message
using BlackBerry Personal Index Number (PIN), the data was sent
d!rectly in encrypted form to RIM servers in Canada, making it
dlfﬁcull for the local governments to intercept or monitor conver-
52.“10!18 (regarding illegal or terrorist activities), as the information
did not pass through domestic servers. And this inability to access
BlackBerry traffic frustrated countries such as India, Saudi Arabia,
anq the United Arab Emirates (UAE), along many others. Analysts
pointed out that among many other web-based mail systems, such
as Gmail, which also used encrypted data, only BlackBerry was
singled out, because RIM was the only firm that sent users’ data
to servers in Canada automatically.” And many countries were de-
manding that RIM should set up local servers, apart from seeking
access to the data transmitted via BlackBerrys.

Middle East

Citing security concerns, the UAE, which had 500,000 Black-
Berry subscribers in mid-2010, announced on August 1, 2010,
that it would ban BlackBerry services—e-mail, messaging,
and web services—from October 11, 2010 unless RIM offered
an acceptable solution to access BlackBerry traffic. The UAE'’s
decision to ban BlackBerry came days after several youths
were arrested for organizing a peaceful protest using Black-
Berry Messenger. The UAE had raised BlackBerry concerns
on national security grounds much earlier, which snowhalled
into controversies. For instance, in 2009, UAE’s state-owned
mobile operator Etisalat”® urged the BlackBerry customers to
install software, described as an upgrade for service enhance-
ments. RIM said the tests showed that it turned out to be a
spyware, which would have allowed the UAE government
to access the private information stored on the BlackBerry
phones. RIM criticized UAE, and dlrected2 7lhe users on how
to remove the software. Financial Times’' reckoned, “The

23 jopathan Richards, “RIM to France: BlackBerry Is Safe,” http:/technology
timesonline co.uk, June 20, 2007 )
% Jonathan Richards, “RIM to France: BlackBerry Is Safe.” http //technology

_timesonline co.uk. June 20, 2007 ;
25 Jane Wakefield, “Untangling the BlackBerry Ban,” www.bbc co.uk,

2?:::-;%2 9I'(l-ztl)ecommunications Corpon!'liull. opcfaling unfler bra'nd name
Etisalat, i a UAE-based {elecommunications services pro\.rlder. with opera-
tions in 18 countries across Asia, the Middle East, and Aff rica. As of Febrgary
2011, Etisalat is the 13th largest mobile network operator in the world, with a

135 million.
al customer base of more than ] ) .
:Z?Finantial Times is the latest UK and intenational business, finance,

economic and political news daily.

ontroversy cnuld’ be interpr
lic signs of (he Gulf states _cor!cems abé,
RIM.2 Moreover: the assassmfm'on of.lv.[a];
senior leader of Hamas (Palestinian mililan
room in Dubai, allegedly by a team of the
agency in January 20.] Q, mad.c the BlackBerry
censitive in UAE, a8 it is believed that the atta
cated securely on their BlackBerry phones. )

UAE's announcement to ban B!ackBerry me
of criticism from the western countries. US Stafg
spokesman P. J. Crowley [ermed. SUCzhg technologica
as a move in the wrong direction. Rep'onm'
ders® implored the UAE government to lift the b
a compromise to proftect the freedom of the popul;
ever, the regulators in UAE argued that some feaip
by BlackBerry fell oulside‘lhc countr_y‘s laws, ther
ing judicial, social, and national security concerns

“Just a few days before the scheduled ban, U,
d an agreement and UAE’s Telecommunica
latory Authority (TRA) announced that it would not
BlackBerry services from October 11, 2010. On
2010, UAE’s TRA stated that “BlackBerry service
compliant with the UAE’s telecommunications regul
work”® and it also “acknowledged the positive eng:
collaboration of Research in Motion (RIM) in reacl
Jatory compliant outcome.”** RIM refused o discus
of the deal and how it managed to meet UAE’s concerm

Shortly after UAE’s action, Saudi Arabia,
Middle East market with 700,000 BlackBerry use
it would block BlackBerry Messenger from Augus
the service did not meet the regulatory requirement
a national security threat. The governments in
crn countries also drew support from the conse
smartphones such as BlackBerry, as youth were neg
fluenced by it. (Refer to Box 1I for concerns of Gull
But later Saudi Arabia delayed the ban, as RIM reache
liminary agreement with Saudi regulators that wo dd
government limited access to BlackBerry instant
September 1, 2010. It was reported by the trade
the agreement with RIM also included placing a
server inside Saudi Arabia.”

spyware ¢

* “Concern over Crime behind BlackBerry Plan,” Financial Ti
2010, page 4
2 WIAR-
UAE: BlackBerry Crackdown Will Affect Visitors To0."
.com, August 2, 2010
5 :
0 Repono_:rs Wmfoul Borders is an international non-govemi
organization, which aims at defending journalists and media
oned or persecuted, and it also fights against censorship and 1&¥
mine press freedom, i
al < « Visil
Adam Schreck, “UAE: BlackBerry Crackdown Will Affect VISt
I:znpzllncwsyahou.com, August 2, 2010
* Adam Schreck, “UAE: BlackBerry Crackdown Will Affect
?‘np:/lnews.yahoo.com, August 2, 2010
* Andrew England, “UAE Lifis Threat,”
1s Bl W&
October 8, 2010 o
Mgt
*“United Arab Emirates Will N fes."
t )
October 8, 2010 G
as v
Pr:\cbdullah Al-Shihri, “BlackBerry, Saudi Arabia Agreer
edent,” www.cleveland.com, August 7, 2010




pox 11 Concerns of BlackBerry’s Gulf Customers

, “Ii’s a waste of time and money... [ had (g buy

. “My daughter collapsed once, Whep v
ting her BlackBerry phone she became
she receives and even replies (o them la

€ ook her to ¢
SO attached t
(e at night.”

Adapred from “The Flip Side,”

; . it f hi :
home is punching messages and laughing by hims:lrfﬂllf’::,dim of m{ children and since then, the little time he spends at
) ot normal.”

h.e hospital, the doctor said she was suffering from fatigue. After get-
Ot that she even used to be on it while in bed. She reads every SMS

The father of a BlackBerry user

A mother who confiscated her daughter’s BlackBerry

The other Middlc Ea.slern countries such as Lebanon, Bah-
rain, and Kuwait also raised security concerns on BlaCk‘Berr
ysage. Lebanon’s Telecommunications Regulatory Aulhorily
(TRA) said it was assessing the security concerns regardin, (hﬁ
smartphones such as BlackBerry. TRA claimed it :/as n(ﬁ ]
acting to Saudi Arabia and UAE’s stance on Blackberry, but it
was worried over the integrity of the telecom network after the
arrest of three people suspected of spying for Israel %

KUW&]F did not threaten a BlackBerry ban, but it was hold-
ing talks with RIM over moral and security concerns. Kuwait
asked RIM to block access to pornographic sites, for which
RIM asked for four month’s time. Most of the Middle Eastern
governments considered pornography to be a crime. Using In-
ternet on BlackBerry was different from using Internet on the
other smartphones, as Internet was not controlled by the local
wireless carrier that BlackBerry was running on. BlackBerry
directly connected through the local wireless carrier’s network
to RIM’s servers located in Canada and accessed the Internet.
Canada gave freedom to its citizens to watch whatever they
wanted to and thus even BlackBerry users in Kuwait were able
to access everything that Canadians could.

Bahrain, another Middle Eastern country, also had raised
security concerns about BlackBerry messaging services, but
later decided not to ban BlackBerry. On August 8, 2010, Sheik
Khaled bin Ahmed Al Khalifa, Bahrain’s foreign minister, said,
“We’re not saying there is no security concern ... But.. .. Thcr‘e
are many other ways for the criminals or lcrlj()rl§ls z[? communi-
cate, so we decided we might as well live with it

India .
India, the world’s second-largest mobile phone market with
one million BlackBerry users, threatened to ban BlackBerry
if RIM did not let the Indian Government access BlfleBcfry
Enterprise Servers (BES)**—which many Indian business and
government organizations used—and B]angerry Messenge.ri
BES was very popular among the enterprise cuglomcrs,‘a; i
Offered a higher level of security and RIM clanmed. nel(li (l:r
RIM nor any other third party could access the corporate data
on the encrypted BES network.
*“Nation-by-Nation Look at BlackBerry Controversy.” www.msnbc.msn
-<om, August 13, 2010

Adam Schreck, “Bahrain Says No Plans to Ban
:Ixup://"ews-)'ahoo,com, August 8, 2010 :

When using the BES, an organisation hosts i
ey for access o transmitted content, offering a

BlackBerry Services.”

1s own server and encryption
higher level of security.

The Economic Times, August 7, 2010, page 4

India had raised concerns over BlackBerry services in
2008 too. RIM’s response then was that it did not allow any
third party or even its own employees to access the data sent
over the network.” In the same year the terrorist attacks in
Mumbai occurred, in which 173 people were killed and 308
people were injured. This intensified concerns in India over the
government's inability to access encrypted communications,*
Five BlackBerry phones were recovered from the crime scene,
and it was suspected that the terrorists would have co-ordinated
the entire attack on BlackBerry phones.

India was a very lucrative market for RIM and on Sep-
tember 1, 2010, Informa Telecoms & Media*' forecasted that
BlackBerry sales in India would be more than 600,000 by
end of 2010 and that India’s smartphone market would have
reached approximately 12 million by then—a figure expected
to reach 40 million by the end of 2015.** RIM, faced with satu-
rated markets in North America and the UK, had no option but
to give into the Indian Government demands as “India is an
absolute gold mine."*

On August 29, 2010, RIM was able to avert a ban by get-
ting a 60-day reprieve from the government to continue its ser-
vices in India. During this 60-day period the security agencies
would be testing the solutions provided by RIM and see if they
were able to tap into BlackBerry Messenger and BES. RIM has
provided a technical solution to intercept the BBM between
two handsets after providing the PIN. The Indian Government
on September 6, 2010 asked RIM to provide a technical solu-
tion to intercept its BES. But RIM had maintained that it was
unable to provide anyone the text of emails sent using its cor-
porate service designed for secure communications.* Hence,
industry observers could not figure out as to how RIM would
fulfill the Indian Government’s demand. They stated that RIM
would eventually also have to set up a local server in India to

¥ Dew Alam, “BlackBerry vs World: Should RIM Cave into Government
Pressure,?” http://topl 0.com, August 10, 2010

40 “BlackBerry's Security Stance Sows Anxiety.” hitp://economictimes
.indiatimes.com, August 10, 2010

41 nforma Telecoms & Media is a leading provider of business intelligence
and strategic services to the global telecoms and media markets.

42 Josh Halliday, “BlackBerry Wins the Battle But Not the War in India,”
www.guardian,co.uk, September 1, 2010 i 4

“ Douglas Quan, “RIM Reported to Have Made Deal with India,
www.montrealgazette.com, August 14, 2010

4 “RIM Should Open Up User Data: UN Agency.” www.cbe.ca,
September 2, 2010
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requests that could compromise the security of their prod-
ucts or increase the human rights risk to their users. One
lesson we should draw from RIM’s current challenge is that
all companies should aggressively advocate for legal stan-
dards that respect human rights in all countries in which
they operate, democratic and non-democratic alike.””

—CENTRE FOR DEMOCRACY AND TECHNOLOGY, IN 2010

This is the new China and Google story, except now it's

ha.ppening in the Middle East... Google at least had a fight
with China.”™

—ROBERT GUERRA,
Director of Freedom House," in 2010

The BlackBerry controversy was not the first dispute of its
kind between governments and communication companics
over ll:li()mﬂlli()n control. The Google-China controversy was
very similar to the controversy of RIM. Any company that en-
tered China should abide by the stringent Chinese censorship
rules, including the self-censorship rule. On January 12, 2010,
Google announced that it was no longer willing to censor the
searches and might pull out of the country. On March 22,
2010, Google announced that it would automatically re-route
its searches from the Chinese search engine (google.cn) to its
Hong Kong-based website, where Google was not required
legally to censor searches. This move shifted the responsibil-
ity of censoring the searches from Google to China. The of-
ficial Google Blog read: “attempts over the last year to further
limit free speech on the web in China including the persis-
tent blocking of websites such as Facebook, Twitter, YouTube,
Google Docs, and Blogger —had led us to conclude that we
could no longer continue censoring our results on Google
.en.””® China responded back by saying Google was violating
Chinese censorship rules and threatened Google that it will
not renew Google’s Internet Content Provider (ICP) license,
without which Google’s search presence in China would be
severely hurt.”

Though Google won applauds from human rights organi-
zations worldwide for the tough stance it took against China,
Google could not go out of the Chinese market because of the
huge potential its Internet market had. China, the world’s larg-
est Internet market with 400 million users offered prospects of
earning revenues between US$15 billion and US$20 billion an-
nually through the online advertising markq. Thus G.oogle, to
stay in such a lucrative market, agreed (o flhliie by Ch;;mse law
and ensure it was not providing law-breaking content.”” Google

72 §tephen Kurczy, “BlackBerry Caved to Saudi Demands: Rights Group,”

www.csmonitor.com, August 10, 2010 -
“BlackBerry Caved to Saudi Demands: Rights Group,”

73 Giephen Kurezy,
P 3, August 10, 2010

http:l/www.csnmnitor.con i
74 Ereedom House is an independent watchdog organization that supports the
cxpansion of freedom around the world. Freedom House supports democratic
cthge monitors freedom, and advocates for democracy and human rights,
75 wp new approach to China: An Update,” htip://googleblog blogspot.com,
March 22, 2010

76 Melanie Lee, “Why Is

com, July 10,2010
71 “Google vs China,”

China so Important Lo Google?” http:/www.reuters

2 hnp://www.n:dhcrﬁng.com. July 14,2010

will stop the automatic redirect
red Hong Kong website. On .
{ China agreed (o renew Goog
en facing (in various coun|
China. All the communication coy
‘qdle East, in order to operate, had
i‘:js”; :\:::Idcou]d face a ban. In India, in addig
September 1, 2010, Googlg and Skype were s
up Servers to enable segu{;ty agencies 10 acces
(h;: Internet traffic. Nokia, " on Augus.t 4,2010,
Berry controversy, announced.lhal' it was not g
restrictions on mobile messaging in emerging p
tries.”’ Nokia announced lhat it wnulq host a se
November 5, 2010, appeasing the Indian governm,
opined that governments always hafd an upper hang,
the end, commercial gain and bus.mcss growth cong
would take first preference and lhlngsgzuch as the
nd information took a back seal.

said that it

faced in

vacy a

Case Questions

1. Why is the BlackBerry controversy proming
particularly in the Middle East, and not anywhe
the world? ‘

2. Analyze the measures that RIM can take to a
curity concerns while taking care of its busin
effectively.

3. Discuss the strategic lessons arising from the B
episode for MNCs operating in the technology
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