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Case Project 12-1: Determining Possible Vulneral
of Microsoft CA Root Server

In conducting security testing on the Alexander Rocco network, you have
found that the company configured one of its Windows Server 2008 computers
as an enterprise root CA server. You have also determined that Ronnie Jones,
the administrator of the CA server, selected MDS as the hashing algorithm for
creating digital signatures. Based on this information, write a one-page report
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explaining possible vulnerabilities caused by signing certificates with MDS. The
report should cite articles about MDS weaknesses and include recommenda-
tions from Microsoft about using MDS in its software.
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Formatting guidelines:

Use letterhead paper (you may have to create your own) and do not mention the class or
the professor or the school in your reports

Your report should be no less than one page and no more than four pages of typed
material (not including the headings, any pictures or diagrams, etc.), unless the required
page length is stated in the Case Project

Double-spaced and Times New Roman (12-point) font type

References are on an extra sheet at the end of the report and must be in APA format

Do not make reference to the class, Saint Leo University, the problem numbers, or your
professor in your Case Project submissions

Each Case Project assignment is a stand-alone and should be in a separate file.




