Focus: What Was Stuxnéet?

Ralph Langner is a jovial fellow with a quick wit, whose sense

whimsy is perhaps best lustrated by the fact that he wears CUWboy
boots. Wearing cowboy boots shouldn’t be all that notable, until One

realizes that Ralph is not from Texas, but Germany, ai‘:'ld 1S NOt a cow.
boy, but a computer specialist. Langner is also incredibly inquisitiye.




s € mbination that led him to play a role in the discove
. nost notable weapons in history; and not just cybxc:y
r

Gince 1988, Ralph
e safety of large-scale installations. Their special focus

s dustrial ontrol systems, the computer systems like SCADA
(short for “supervisory control and data acquisition”) that monitor
strial processes. SCADA is used in everything from the

and run indu _
anagement 2nd operation of power plants to the manufacture of

candy wrappers
In 2010, like many other industrial control experts, Ralph grew
concerned abouta cyber “worm” of unknown origin that was spread-
d embedding itself in these control systems.

ing across the world an
Thousands of computers in places like India and the United States

had been .nfected. But the bulk of the infections (roughly 60 per-

cent) were in ran. This led many experts to infer that either Iran had
pa ricularly poor cyber defenses for its SCADA-related programs,

which made it more vulnerable, or a virus had initially targeted
.. in Iran and, as one report put it “subsequently failed in
k, spreading uncontrollably to

be far from the case. Curious,

o dissect the code of “St ; |
. terested they becamé. It was

and his team explore it, _
a wonderfully complex piece of malware like none the worl
ever seen. It had at least four new “Zero days” (premou?ly unhlow}
vulnerabilities), utilized digital signatures with the pnvate.keys o,

es, and
two certificates stolen fr ’

when they don’t have to. To use fO
en that one

almost illogical giV rp
pretty good sign that Stuxnet’s MaKer ‘lﬁl penet
wanted to be absolutely C€r O fenses USiD,
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ST, T was 2 find of global im, .
Loy speculaied about but never seen, a speciy,
ez por Had Znally been used. Pl des




things, however-: i
ver: President Johnson’s 1964 “Nationwide W
ar on

the Sources of Poverty”: Nixon’
Some conservative _Mawm_nn © 1969 “War on Drugs”; and what
en .M.grumgmm.a ore recently claim is a secret “War
e disconnect between an actual st
: te o
Wmu“.”ﬂ.ﬁ:mﬂm “ﬂﬁ_ misuses uu». the concept uM.HM“w:% “an”m”“cm
to describe an mﬂnwuﬂnszmh:mmﬁm a term like “cyberwar.” War is used
from a state of ously %mﬂm set of conditions and behaviors,
— noa»mmﬁﬂn_wpm& conflict between nations (World War II) to
i 1 e _"E._“hw (New York City’s “war on sugar”). As for
nE.._._G mm“._.,m:._ ofcyber mmm* been used to describe everything from a
B an Thie ““u alism and disruption (the “Russian Estonian
ES& m.._&mi_ il ol Mm,ﬂ.__ m.mzm& to an actual state of warfare uti-
o nw.wwni&&a&u_ s eed, in 2010 The Economist ran a cover story
portrayed it as everything from military conflict to

credit card fraud.

Why it Matters 121

licated. The key ele-
d connections

nt’s position is that

he US governme
tly, the m ttack would have

. f the use of force, a nwv_m.ﬁ.m have
ﬂhz death, injury or significant destruction.
\cted through cyber means, the effect must
or destruction. To ﬁ_.?_l&m a ﬁmﬂm:mr.m plane
gaged In ,;r warfare; a plane dropping leaf-
however, might be

fets, Ot SO -

i .o it. Most wars don’t actually have
that World War 11 had. Instead,
the United States may not

orth Korea in 1950, but it's hard to
flict in which 5.3 million perished was justa “police
ent Truman called it at the time. In turn, while the

history books record it, has never formally ended

the actual fighting ceased in 1953
“We in the US tend

be just as fuzzy.
e as an on-off toggle switch—either

' says Joel Brenner, former
US Director of National

argue that @ con
sction,” as Presid

Korean War, as the
with a peace treaty,

Cyberwar’s lines can
to think of war and peac
at full-scale war or enjoying peace,’

head of counterintelligence under the
Intelligence. “The reality is different. We are now in a constant

state of conflict among nations that rarely gets to open wart-
fare.... What we have to get used to is that even countries like

China, with which we are certainly not at war, are in intensive
cyberconflict with us.”
g?h&ﬁww be where n%ﬁm_.iﬁ. has more in common with more
ot o &n%unm..mnm.nm conflict like the Cold War, during which con-
the eclitor nMME: t mﬂcwﬁ% result in direct, open violence. Indeed,
oo vm._wﬂ _.,M_,w_m: Policy magazine, David Rothkopf, has argued
Wb urn ﬂ:m the era of the “cool war,” not only because of the
nitelo of the attacks but because “it can be conducted indefi-
y—permanently, even—without triggering a shooting war. At

—mm.m# H—.—mﬂ IS Em Eﬁﬁwﬂvq.:_



A
The Parties agree tha track were not an act of T"""'arr NA hﬁ
in Eurﬂ . t dlt a " the Cyberﬂ 3 i'f‘,'ﬂted a Shﬂﬂ f‘llm ﬂbﬂﬂt ihe
Pe or North od later €
them all.” i aders P o public piplomY
This sentence wpi“"‘“en e War 11 Cy her:-.P o because it shows the back and ft:rrth
194 X Oop , Eeﬂ“ sei mgtructw techﬂﬂlﬂgies* Espec‘lﬂll‘j’
I 9 estabiishad the EFThg Eﬁwmﬂc . ween old laws and new # n act of war in
t 1s one of the most im \ takes plaif be:h, queﬁtiu of what constitutes 511 ] gt
tional politics. These s; th:,gn it come® mMu-:’n of today’s thinking OR theusli\lwz o er and
tive dEfense," wl"l.l (.‘h W ;;'f [ T.'E'ﬂlm‘ the Pﬂb _-Wﬂl'ld Wﬂl' “. 1945
This “All for one, on E;':ﬂt theﬁ of war dates 10 os. The challeng® s that concepts developed
: D " =
€m fl'Dm the st rhen com
art ﬂf '['E'ﬂm' . 1" 3 -
beyond, including th cleasly tot f;yberl w, for instance, an “aggression that would jus
the United States mdeu; [n inte “”“:: : def <cribed by ihe UN Charter as a “use of fﬂl'C.E
Afghanistan. . s mtﬁe t:ritnﬁal .ntegrity ..-of @ state.” The problem s that’I&'lf
But in Apn] 2007, NATO and i galﬂf'"eﬁ only .ﬁ Ph ys'u:al world of clearly demaircated borders. 5
a twenty-firstcentury test :ﬂ s collective :‘;erfedw acceptable back in 1945 but not in the contemporary
one of Europe’s most wevs alliange: m wis P cyberattacks don't US® shysical force, take place in & BEE
h}-C realm, NOT necessarily involve only states. i
: wing more challenging to apply doesn t

sites were hit with a-l | ean, howeVer,
ﬂttﬂCk resulted from :.rier_;:ai]i iemal of service atta ck. While ﬂm I:aﬁcent offorts t
million computers in seventy-fi otnets that had captured over 4 for example, after
lier, Estonia quickly pointed th ve countries, as we read about ear- NATO Cooperative Cyber Defe
whom it was embroiled in a © EL"_‘EEI' at its neighbor Russia w:th sioned twenty law professors to
statue honoring Russian mldjpo tical dispute over the muv:z of \aws of war apply to cyberspace, i1 a document entitled the “Tallinn

ers from World War IL. Estonia’s for- Manual on the International Law Applicable to Cyber Warfare.” The

eign minister called for hel :
. believi . % :
threatened its security an diﬂ“;i::aglh t'hat tl}e massive cyberattack manual laid out their ideas on everything from what self-defense
that under the Washington Treaty N ance’s as a whole. It argued might mean in the cyber world to a controversial (but logical) argu-
again;:( thissiart of oo "cyben?r’ar , ATG was obliged to defend ) ment thﬂt any civilian fighting in a cyberwar loses legal protections
While they were concerned about the attacks | t a:i) a ‘mvﬂjan. While an i_mpm:tant e{'ft}l.:t, it has no legal standing, and
, however, the other viously a number of nations outside of NATO, such as Russia,

members of NATO didn’t think Arti
- K Articl ; ,
e 5 applied. Estonia was being were less than enthusiastic about the manual’s findings. Even more,

bullied in cybers
pace, but no one was dead ' ! certain
or hurt and no property 'L NATO members like the United States were not quick to

was actually destroyed or ¢ P
Th war, at lezst as NKTO?;HCLE::;EEEL iItt :;iﬂ cte look like the start of Yo embrace the manual they had sponsored

e alliance risking an actual war wi , rtainly wasn't worth The reality is that the “ formalizi

. ity ol wi ia. Inst e “process of f aliz ber-
ministers of NATO waited a few w:e]kl:utzsfasmf e Ef"d' the defense Space will likely take decaclijes given th:rngfer;l ; n?les't:m :b'm
Ceploring the cyberattacks and sent techni ca; ex:e?tfim e - various governments,” reports Foreign Policy miﬂmp?ﬂ: Tfls seeong
in unblocking its networks. Amusingl * Yo aid Bstonin 0 leave a massive v ' ‘ ‘ - o

; W Pt acuum in the interim. ' ;
B ﬁAWS political are updated or new ones are accepTedr;z: :\Z :Yngrﬂtfngj gle:r:eiss

the old codes Or create new OnNes.
the Estonia incident, the
nce Centre of Excellence commis-
formally examine how the known

o either update
the confusion OVEr




a third option: a -
1ON: apply existing laws’ hac: . .
M.Wmﬂﬁmnm. n.”rmimm U:Emﬁ._mm iy _umm__n Principleg
Air Force major general ang ro 1, 2WYer who
mwﬂm...sr ﬂﬂﬁmw: " }

Cyber attack is Niverg;

E_ﬂmm any other kind of attack §overned by wmm_nm:w EMMMH
kind M%.Nﬁmmﬁw wq 2Y 10 determine when a cyberattack gopg
What did EM mnNHMM "H _mmmw_w justifies war s to EMM:EH:E?

. : € rea sﬂﬂmn—: Hmmmh.ﬁ:mm . mmg ..
rmvwmsmn Via cyber means? Look to the amount MMM the fact thay;
ar Wﬁnnﬂ. and establish parallels. AMage, causeq

Ocusing on impact is important because it rec.

mmﬁnrm have to involve qm.mww Wmnmﬂmm.: recognizes m#._.ﬁ not aj|

_”E_:H E.B_ma violence, Indeed, in inter.

e or set fires to b _
across ﬁrw border would still be committing an armed mﬂ:h.ﬂimmﬂ.&g
sion equivalent to the use of guns for the same effect |

q_u—._..m Same H_D,W_.ﬁ mmu_urmm in reverse. You EEEQH—_._“ g0 to war _..n.
action causes &mmm.-% elaces lts websites. By comparison, when the

_ and destruction, the discussion moves into the
realm of war. If your power plant explodes in a fiery blast that kills
thousands, whether the cause was an actual bomb or logic bomb is
not a major distinguishing factor.

The real challenge is the gray area in the middle, incidents
between destruction and disruption, such as a denial-of-service
attack. When it was under attack, Estonia wanted NATO to declare
that its sovereignty had been violated, which would have triggered
the collective self-defense article of the NATO treaty. In the virtual
world perhapsit had been, but not in the physical world. Here again,
even these seemingly new forms of attack have parallels to guide
us. While they may not have imagined cyberspace, the 1940s-era
statesmen who wrote the UN Charter did imagine things like the
interruption of “postal, telegraphic, ra dio, and other means of com-
munications.” Such interruptions were certainly frowned upon, but
they did not constitute war. Professor James Hendler, former chief

= | tagon’s Defense Advanced Research Projects
scientist at e ren e .2t in the case of Estonia, th )
Agency (DARPA), says that in t a, the attacks were

#more like a cyber riot than a military attack.” It was disruptive, but
it wasn't war.

; the

outside world. At
and the o Omﬂﬂmum._
led the country, causing

¢ was stark. The cyber-

.&mmﬂmﬂnmw,_:ﬁﬁmn . nm.
=ﬂw Wmmy but a war was &mm_..q HmwﬁMm m;m:.__. -
| mn”.w the attack is not the only thing to p 1t DAL

tons that could Emaﬂm_% Sp

ﬁnﬂﬁ.ﬁm

ot the invasion
act of war? Of course not; .
< hen looking to judge how the war actually started

effect. .
&E,_wwmﬁo_ﬁm to the second key determinant of dﬁ.rmu a O&mumzw“
. di and measurability. There mus

becomes an act of war: directness 4 offcs: THia
some fairly direct and intended link between cause an o m.ﬁm of
factor is often applied to distinguish acts of mmﬁ._nﬁmmm m \diers
war. The theft of government secrets could certainly lead 3 soldie
losing their lives one day by revealing to the enemy, m_u_._. Emwmﬁnw
how a plane operates or the location of a secret base. But it is only
and when the war starts that this theft could ever have that impact.
This indirectness is why nations have traditionally not gone ﬁm. war
over acts of espionage, be they physical or increasingly now AE.EE
No one likes to be the victim of espionage, to be sure. But spyIng is
cast more as part of the rough game of statecraft that nations play
rather than the all-out breaking of international rules that starts
real wars.

An important part of these discussions, however, is often forgot-
ten. While we’d like to think that law is the guide to our behav-
ior, clearly delineating when a cyberattack escalates into war is not
just an issue of law or just for the lawyers to decide. As the great

Cause is not the




an nuclear program, and [brap;
: A ahim Othm
o yri mic Energy Commissijon,. Combined :M%
_ nn.E....ﬁ:H lifted from the hard drive, such as co :
plans and photos of a type of pipe used for work on mmmmh.”.ﬂnnMMH

the Israelis realized the laptop was an atomic alarm bell, The Syrians

g

. - 1 ber means,
. secret information via cy . -
finding ¢h a military outcome. The Israelis had success

ration wi .
cyber ope ry’s computer networks, allowing

. ilita
tully penetrated the Syrian mi . . :
_:m?mm <ee what the Syrians were doing as well as direct their own

data streams into the air defense network. This caused the Syrian
radar operators to see a false image of what was really Fmﬁﬁmﬁubm
as the Israeli jets flew across the border. By effectively turning off
the Syrian air defenses for the night, the Israelis not only got to
their target without any losses, but they also did so with a much
smatler force.

Orchard is a great illustration of the concepts behind “computer
network operations,” as such military cyberattack operations are
dubbed. While much is shrouded in secrecy about the rise of such
operations, one of the first known US military exercises in this space
was “Eligible Receiver,” a test of computer network operations in
1997. In many ways it was akin to the Fleet Problems of the 1920s,
E_.ﬁ.:,ﬁrm US Navy first experimented with aircraft carriers, or the
_.c.Em_E._m Maneuvers of 1940, when the US Army evaluated mech-
anized tank forces. After a small “red team” of computer experts
gained access to the computers at the US Pacific Command’s head-
“ﬁﬁwmﬁmﬂm well as E.m 911 mEm_..,mmanw phone systems in nine US cit-

, LN mﬁwﬁmﬁuﬁ decided —...—.E_F just as with the NHHHU_NH—G or the ﬁﬂH—.—n__




128 CYBERSECURITY AND CYBERWAR

wﬁn.rm_.m compromised over five hundred Pentagon

incident that became known as “Solar Sunrise.” “OMPputers nan
.—.Onwx._ the vast majority of the world’s militaries hay |

of planning or organization in place for cyber Emlmam_ > Some sopy

can be thought of as the “Five D's plus One.” The US a3 Plang
_.H :

describes cyberwar as the ability “to destroy, Foree

n—ﬁ.ﬂ. ’ Gl ;
rupt, |and] deceive,” while at the same time ..__.n_mmm_ﬁwhwmmﬂﬁmﬁ ._E. -
enemy’s use of cyberspace for the very same p gainst the 7

.mcnm... military programs range from focused infiltrat
raids like Israel’s Operation Orchard to broader efforts ik

-

e the c.m ,_._“

military’s “Plan X,” a $110 million program designed to “help war. &

planners assemble and launch online strikes in a hurry and maks

cyber attacks a more routine part of U.S. military operations.” e
across the world, what the New York Times called “a new type of =
warfare” actually has much in common with war as it has always L4

been conducted. The computer used as a military weapon is just a
tool. Just as with the spear, the airplane, or the tank, it simply aidsin -
achieving the goals that are part of any military operation,

Before battle begins, a smart commander engages in whatis -
known as "intelligence preparation of the battlefield.” Much as '

Allied efforts to crack Axis radio codes proved crucial to victory

in World War 1II, intercepted digital communications can be just as -

critical today. As the Israelis did in Orchard, this part of cyber war-
fare is about deploying one’s digital weapons even before the battle
has begun, infiltrating networks, gathering information, and poten-
tially even laying the groundwork for more aggressive action. For
example, some of the information inside US military computers sus-
pected to have been targeted by Chinese military hackers includes
unit deployment schedules; resupply rates, materiel movement
schedules, readiness assessments, maritime prepositioning plans,
air tasking for aerial refueling, and “the logistics status of American
bases in Western Pacific theater.” This kind of data might prove use-
ful if war ever broke out. And, as the 2013 Snowden leaks showed,

US cyber warriors are gathering the same information about their -

potential adversaries in China and elsewhere.

But the difference between current cyber efforts and past intel-
ligence collection programs is how computer network operations
| NWM— allow aggressive actions inside the enemy’s communications

once the shooting has begun. It’s the difference between reading the

Cyber warfare would, In

Alternatively, the attack might not Ewum R . tha,
communications but instead attack the 1nuo thin

. . ) g tion
feeding the enemy false reports via its own devices. “Informa

= ‘bed nons
i ary has traditionally described opera ™
warfare” 15 how the military 12> d influence decision-making,

" e innd an
that try pet inside the enemy s min : ‘
z”iuw.rw .dea is to use modern information technologies to the same

ends. The objectives might be highly mﬂmﬁmm‘—.n., such as mﬂmm ncﬂ.ﬂ.
mands from top leaders, to more tactical insertions along the lines ©

hat the [sraelis did in Orchard, compromising individual weapons
ir Sensors. .
mwmws.”m“w ”__._W”Hnnm interesting potential effects of such mﬂwnrm 15
how success might be multiplied by the impact on the minds of
the users of the networks under attack. Only a relatively small per-
centage of attacks would have to be successful in order to plant
seeds of doubt in any information coming from a computer. Users’
doubt would lead them to question and double-check everything
from their orders to directions. This illustrates again the notion of
trust, which was so important in Part 1. The impact could even go
beyond the initial disruption. It could erode the trust in the very net-
works needed by modern military units to work together effectively;




Into computer networks, providing everything from GPS locationto J
m.mu._ﬂmmw controlled operations. Here again, the very same _._mﬁzwmm.._

ing that allows drones to strike targets with precision thousands a_._.m.. 1
miles away also opens up new possibilities of disruption and even

co-option. What we enter is an era of “battles of persuasion.”

One could never co-opt the flight of a bullet, steering it away from
where the gunner shot it. Nor has anyone proven able to brainwash h

a bomber pilot in midair and shift his allegiance. But if the com-

puters on robotic weapons systems are compromised, they could
vm. ‘persuaded” to do the opposite of what their owners intended.
This creates a whole new type of combat, where the goal may not be 5

merely to destroy the enemy’s tanks but to hack into his computer

networks and make his tanks drive around in circles or even attack

each other.

And, of course, cyberwar might see computers used in the same

way that other weapons have been used to cause destruction and
loss of life among enemy forces. As opposed to traditional kinetic
mnuﬁn_nm.aﬁ T.—mn-mn a Tﬁ.ﬂmﬂ, an mﬂﬁmnﬁuﬂﬂuu ﬂ.ﬁm_ﬂ would involve more

ink twice about conducting 1t.
o instead go after “soft tar-

5 In
: aditional modes of war.
» 25 has long been the case In I . ell over

ets,

network operations woul . K .
viewed as directly or indirectly supporting the military enterprise.

These range from civilian contractors, Erw ﬁwﬂiﬂm much of the
supply and logistics support to modern militaries (about half of the
American force in places like Afghanistan and Iraq were mn.wcmﬁ%
private contractors), to the ‘nfrastructure that the military relies on
for its operation, such as ports and railroads. Of note, the computer
Setworks that these civilian forces rely upon often don’t have the
same levels of security as military networks because they lack simi-
lar resources, standards, and incentives. The result is they make par-
ticularly choice targets. In one 2012 Pentagon-sponsored war game
we participated in, a simulated enemy force hacked the contractor
company supplying the logistics of a US force, with the simple pur-
pose of transposing the barcodes on shipping containers. It seems
a minor change with little impact. But had it been a real attack, US
troops in the field would have opened up a shipping pallet expect-
ing to find ammunition and instead only found toilet paper.

“ The history cm warfare mruHEm that it's not just those who directly

pport the military who might cross the cyber firing line. When




as part i

d m%nm QMW %vmgﬁ. Thanks to the modern milita; s

of . networks, they might even mak S depen;
gravity to target. € Up a new center 1

_ . A . But the .
near the destruction visited by m%HEW?E& ﬂ@iﬂn&mﬁﬂ“ =_. _ui&nnmmm," gz |

aries upon Dresden or the permanent irradiation of Hiroshima.

Second, the weapons and operations in Vi 5.1
predictable mﬁm.._qm&mﬂuﬂ means, _mm&EMw wmeﬁMMHHM: “EEMMMM 4
m._mE among EEHQ commanders. For instance, the blast W&E.@w i
a _uo_ﬁw can be projected to exacting standards; not so m.._m._,.m&ﬁ_ B
of most malware. Most cyberattacks rely on Em__ secomiand mﬂm_ 3 .g
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ified Department of Defense information networks; and prepare to,
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cascading an attack
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The central problems this strategy faces are whether cyber- civilian side of the national security apparatus and civilian govern-

space dominance is achievable and whether deterrence in cyber- ment leaders start to understand and contribute to them. Important
space is workable in execution. Such posture requires knowing plans and strategies for a powerful new technology are being made,
who your adversaries are, which is exceedingly difficult in but the broader civilian political system and populace has largely
cyberspace. As a study on American cyberattack policy and eth- remained apart from the discussion. For example, the United States’
ics concluded, “Absolute, unambiguous technical proof could be strategic policy laying out its budding offensive cyber posture,

lacking, which forces more reliance on non-technical info than s designed to “offer unique and unconventional capabilities to
policy makers like.” ' advance US national objectives around the world with little or no
Additionally, deterrence 1s not as effecFive against nonstate warning to the adversary or target and with potential effects rang-
groups, which, of course, are major players a C}’bEI‘S_PﬂCE- Not all Ing from subtle to severely damaging.” But it only emerged in public
are rational actors, and even those that are rational weigh costs and discourse via leaks to newspapers, months after it had been decided.
benefits very differently than governments with broad tEI‘}'itﬂI'ieS It would be a mistake to draw a historic parallel between the
and populaces to defend. Nonstate fisrtil;;s :E?ll;;nﬂy don't have dhE":ttructive power of cyber weapons and nuclear bombs, as some
fixed locales to target, and man)t!h 0 e dsd e :verwelmfne Clvilian leaders have recently done (the head of the US Senate
counterattacks. A response ﬁomnstaie sroups crave w[l:l_lfle Pﬂr;x;::lle Arrned Services Committee amusingly described a cyber weapon as
the recognition that so many no B Y Just “like a WMD"). Yet there is a worrisome parallel in how civilian

_ is also a dee
ven generaﬁng pubh 4 5ympﬂﬂ1}’- There 1S P concern that leaders nowadays, as in the _East, might be caught off guard by how
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operational plans actually make use of these new weapons. For
instance, when General Curtis LeMay headed the new Strategic
Air Command in the 1950s, he surprised civilian leaders when they
finally got around to asking what he planned for American nuclear
bomber forces, if there ever were a crisis with the Soviets. LeMay
explained that he was not too concerned, because he’d just order 2
preemptive nuclear attack. “I'm going to knock the s**t out of them
before they take off the ground.” It's a good thing they asked and
shut down such plans before the Cuban Missile Crisis just a few
years later. Today’s leaders might want to ask if there are any cyber
equivalents.



