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For the purposes of cybersecurity, the bottom line is that digital

identity is a balance between protecting and sharing information,

Limiting acquired information is not only good for privacy, it can

prevent others from gaining information for more sophisticated
authentication fraud. At the same time, each system has incentives

to maximize the amount of data it collects, as well as use that data
for its own goals.

What Do We Mean by “Security” Anyway?
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o that node was responsible f
aking it appear that Or
Mn ?mmqm are, however, many other types of dat,
1C. that are harder to hide. Even the patterns of
browse and click EHOE.._WT a website can _um

entify and authenticate online
vities is a different question from how should we. You may

“ot have wanted your Social Security number to be revealed 3¢
a party. Or that dog might have preferred its identity remain
secret, at least until the two of you had gone out on a few more

How It All Works 35

To illustrate, in 2011 the Federal Aviation Administration ordered
nearly half of US airspace shut down and more than 600 planes

grounded. It seemed like a repeat of how American airspace was
shut down after the 9/11 attacks. But this incident wasn't a secu-

rity issue, as there was no one behind it. The cause was a software

glitch in a single computer at the Atlanta headquarters building.
Take the same situation and change the glitch to a hack: that's a
security issue,

The canonical goals of security in an information environment
result from this notion of a threat. Traditionally, there are three

goals: Confidentiality, Integrity, Availability, sometimes called the
“CIA triad.”

Confidentiality refers to keeping data private. Privacy is not just

some social or political goal. In a digital world, information has
value. Protecting that information is thus of paramount importance.

Not only must internal secrets and sensitive personal data be safe-
guarded, but transactional data can reveal important details about
the relationships of firms or individuals. Confidentiality is sup-
ported by technical tools such as encryption and access control as
well as legal protections.

Integrity is the most subtle but maybe the most important part
of the classic information security triumvirate. Integrity means
that the system and the data in it have not been improperly altered
or changed without authorization. It is not just a matter of trust.
There must be confidence that the system will be both available and
behave as expected.

Integrity’s subtlety is what makes it a frequent target for the most
sophisticated attackers. They will often first subvert the mechanisms
that try to detect attacks, in the same way that complex diseases like
HIV-AIDS go after the human body’s natural defenses. For instance,
the Stuxnet attack (which we explore later in Part II) was so jar-
ring because the compromised computers were telling their Iranian
operators that they were functioning normally, even as the Stuxnet
virus was sabotaging them. How can we know whether a system is
functioning normally if we depend on that system to tell us about
its current function?

Availability means being able to use the system as anticipated.
Here again, it's not merely the system going down that makes
availability a security concern; software errors and “blue screens of
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Beyond this classic CIA triangle of security, we believe it is impor-
tant to add another property: resilience. Resilience is what allows a
system to endure security threats instead of critically failing. A key
to resilience is accepting the inevitability of threats and even limited
failures in your defenses. It is about remaining operational with the
understanding that attacks and incidents happen on a continuoys
basis. Here again, there is a parallel to the human body. Your body
still figures out a way to continue functioning even if your external
layer of defense—your skin—is penetrated by a cut or even bypassed
by an attack like a viral infection. Just as in the body, in the event of

a cyber incident, the objective should be to prioritize resources and
Operations, protect key assets and systems from attacks, and ult-
mately restore normal operations. ’

All of these aspects of security are not just technical issues: they
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flew journalists from around the country to the Idaho National
Laboratory. Only four years earlier, the INL, an incredibly secure
and secretive facility that houses a Department of Energy’s nuclear
research facility, had conducted a top-secret test to destroy a large
generator via cyberattack. In 2011, in an effort to raise awareness
about cyberthreats, government experts not only declassified a
video of the 2007 test, but held a public exercise for journalists to
“watch” a faked cyberattack on a mock chemical plant. The govern-
ment wanted to show that even their own experts couldn‘t preventa
team of hired hackers (known as a “red team”) from overwhelming
the defenses of a critical facility.

This episode is a good illustration of how those who profession-
ally think and talk about cybersecurity worry that their discussions
of threats are ignored or downplayed. Frustrated, the result is that
they resort to turning the volume up to the proverbial 11 & la Spinal
Tap, conducting outlandish exercises and only talking about the mat-
ter in the most extreme ways that then echo out into the media and
public. Indeed, following a series of warnings by US government
officials, by 2013 there were over half a million online references in
the media to “cyber Pearl Harbor” and another quarter million to a
feared “cyber g/11.”

The complacency these experts worry about stems in part from
our political system’s reluctance to address difficult, complex prob-
lems in general, and cybersecurity in particular. But this kind of
tenor also feeds into a misunderstanding of the threats. For example,
three US senators sponsored a large cybersecurity bill in the summer
of 2011, and so wrote an op-ed in the Washington Post urging sup-
port for their legislation. They cited a series of recent, high-profile
attacks, including those against the Citigroup and RSA companies
and the Stuxnet worm’s attack on Iranian nuclear research. The
problem is that these three cases reflected wildly different threats.
The Citigroup attack was about financial fraud. The RSA attack was
industrial theft, and Stuxnet was a new form of warfare. They had
little in common other than they involved computers.

When discussing cyber incidents or fears of potential incidents,
it is important to separate the idea of vulnerability from threat. An
unlocked door is a vulnerability but not a threat if no one wants to
enter. Conversely, one vulnerability can lead to many threats: that

unlocked door could lead to terrorists sneaking in a bomb,
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There are different types of vulnerabilities with different ways
of exploiting them, but a common approach is to find some way
of tricking the victim’s computer into executing the attacker’s
commands rather than the intended program’s. A key is that most
computer systems treat data as both information to be processed and
commands to be executed. This principle is foundational to the very
idea of the modern computer, but also a major source of Insecurity.
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buffer overflow. Computers use memory to store data and instruc-
tions. If a program can be tricked into writing inputted data that
is larger than expected, it can spill over the allocated “buffer,” or
storage area, and overwrite the space where the computer stores the
next instruction to be executed. If that newly written memory space
is then read and interpreted by the computer, the program can break
or follow the attacker’s instructions. Once the program executes
arbitrary instructions, the attacker can effectively gain control of the
system. In essence, it follows the same principle as the SQL attack,
where the computer interprets data as instructions, but now it takes
place at the system memory level.

Designing these types of attacks requires a great deal of skill and
experience, but once the vulnerability has been exploited it is rela-
tively easy to package. This “exploit” is a piece of software or set of
commands that can take advantage of the vulnerability. And that is
where cyber risk takes on a whole new level of concern, as it allows
other, less sophisticated attackers in on the action. It's as if the mas-
ter thief now writes a book about safecracking that comes with a
handy-dandy set of tools.

Malicious software, or “malware,” is a prepackaged exploitation
of a vulnerability. There is often a “payload” of instructions detail-
ing what the system should do after it has been compromised. Some
types of malware contain instructions for reproduction, in order to
spread the attack. “Worms” spread themselves automatically over

the network. In some cases, this can be sufficient to cause drastic
harm: many of the worms that attacked Microsoft Windows in the

late 1990s and early 2000s had no direct malicious effect but still
overwhelmed corporate networks because they tried to send out
an exponentially large number of copies. One worm even sought to
patch vulnerable computers, a “good worm,” but still managed to
cripple networks. Other vulnerabilities have been exploited to allow
the attacker to capture valuable personal data or, in an anarchistic
turn, just destroy data on the vicim’s computer.

Malware can also be spread over the Web via “drive-by” attacks,
where the victim’s only mistake is visiting the wrong website. Such
attacks exploit vulnerabilities in the web browser or in the many
components and add-ons that web browsers use to take advantage
of sophisticated websites. The attacker first compromises the web
server and then simply attempts to exploit vulnerabilities in any
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