leﬂ?" p
gram n
mg random m«your*fac‘ '

mg, contmued their counterterrorlsm
ass1gmng rovmg teams of NYPD off

patmlhng N YC s streets

Street and Iandmarks :

Buﬁdmg 17 As many as 10
: cars frc '

, h' goa
ay "‘om ‘the :«iea that they are
Dn preventlon

n’g: h k Fedei‘éil

mg , ‘;en;t'er (FLETC) mmsmn 1s, ,“We tram '

;,Over one mﬂ—




‘ﬂ‘n’ee grams the Fafgo Metropoi itan Statistical Area has

- f':,rece ved over §8 milli ion of funding for radio equipment. Our

JIM NIELSEN

region includes all emergency services provided in Clay County,

~ Minnesota, and Cass County, North Dakota. This includes the

cmes of Moorhead, Minnesota, and Fargo, North Dakota.
Prior to receiving the grant, some of the area’s law

, enfmcement agencies were using VHF radio frequencies, while

others were using UHF radio frequendies. VHF radios could

_ not commumcate with UHEF radios. The region ’s two full-time
fire departments also used radios operatmg on different radio
bands. These grants allowed us to purchase mobile radios,

*per‘cabie radlos and voting repeaters, which allow all of the

epartmeht is hlghly

'serv:ce onented and we

do not experience a large
; ameunt of serious crime.
ces wnth hameiand secunty have been posi-

ave aliowed Us to purchase a great deal of

region’s law enforcement agencies, EMS providers, and ﬁre

~ departments to commumcate instantly with each other.

The channels on all mobile and portable radios in our region
are now uniformly labeled, a!iowmg officers to easily find the

. channel they are directed to use in an emergency. The radio

system is dngltal and operates on VHF frequencies. Law enforc:e-
ment agencies can also send encrypted communications from -
both their mobile and portable radios. For merly, there were some
small areas of our city where the portable radios we used did not

~ always tfansmlt rehably We now have clear commumcat!on on
- portable radlos throughout the city, because the grants allowed
| 50e rep[ace our existing voting repeaters with new digital vot-

o - flng repeaters, and to add two additional voting repeaters.

,;  Prior to eceiving this fundmg, the Red River Valley SWAT
am, ’the reglonai tacncai team to wh:ch OU!’ department beiongs

~ad'os were not cnmpat ible because of their
s, and they could not send encrypted transmis-
mvycan not only send such transmxssxons but

to any aSsxstmg agency
Iready had a omt dispatch center called
ﬂey Reg\onal Dlspatch Center a shared | aw




o of 'September 11 hlgh- e
. 'r hghte the ‘nadeq qacy of information sharmg
n any law enforcement and intelligence agen-
1ce 2004, state, local, and regional fusion
ave been formally established across the
\ States. The philosophy behind the fusion
and then' occupants durmg trafﬁc stops.l ~ center concept is that by integrating various forms
stresses that there must be research- based stan-w . of mformatlon and intelligence, mcludmg intelli-
dardized trammg for all patrol ofﬁcers m terronsts - gence from the federal governmen’c governmental |
tactics ' | .  entities will be better able to assess the risk of terror-
Smaller and mld mzed agencxes have attempted  istattack and to respond to both terrorist attacks and
 to become more involved in terrorism trainingand natural disasters. A fusion center is defined as a col-
equlppmg their agencies for posmble terrorist activi- laboratx,ve effort of two or more agencies that prov1de
ties in their communities. Timothy McVeigh, the  resources, expertxse, and information to the center
Alfred P. Murrah bombing terrorist, was caught with the goal of maximizing its ab1hty to detect, pre-
by a local pohce officer making a traffxc stopon vent, investigate, and respond to crlmmal and ter-
McVelgh s’ vehicle. With terrorism actlvﬁ:y occur- rorlst activity. e
ring at the local level, agencies are turning to the_ . , _,orxgmal 1dea of the fusxon centers was
federal government for assistance with training and ’e :embraeed by the 9/11 Commission. Most centers are

equipment. The Federal Excess‘Property Programsx~ - run by state police or other law enforcement agen-

~ known as 1033 programs, ellows Iaw er forcementv"usu cies. Man also have repl’esentatwes e . - e‘
agencies to obtai y extra mili , - ‘

’ » as well as analysts from the FBI, the
the Department of Defense ent of Homeland Security, and local fi 112

or departments‘ The centers poten-
to stat lo l. nd federal databases/

eqmpment boats safety equ1pmen ‘
programs are admxmstered thro




g the: seventh ear since thez« Twir
1, without anmh T
rrorist attack xt'became increas-
1ging to convince t e public and
' persennel that rxsk ':;1;111 exists.

iﬂi

; 1ding toa many resources on terrorzs;,
that 1t soaks up both police attention and resources.
: ome ‘01173 executives have des
: others taik about “termr orlented

olicing.
 ofthe nterna ‘mnal Assocxatxon of Chlefs of Pohce
ACP)V in a report calhng on the presxdent of the
tates to shift money back to cnme ﬁghtmg,

e mmple truth is t | /

ich more likely to find themselves victims of
me thar of terrorist attack. ... In terms of day-to-
ay crime fighting, we re far worse off than we were

before 9/ 11 #1153










- evolved based upon this f; :

security and individual liberty.

According to Thomas Rossler, a perad1gm shxft .

~ has occurred within the American justice system

as a result of the terrorist attacks of 2001, and the k

ensuing legislation has expanded police and govern-

mental powers. This paradigm shift, according to
Rossler, involves a change in perspectwe from post -

factor responses to criminal act1v1ty to an aggresswe
stance on preventing crumnal activities before they
are carried out.*

As indicated earlier in th1s chapter the USA ,
Patriot Act was enacted in the 1mmed1ate aftermath f

of the 9/11 attacks. The act has 10 sections or titles
outlining new powers for government operations.

Titles I, II, I1I, IV, and VII spec1flcally affect law

enforcement’s role in antiterrorist actxvmes 155 (See

Table 15.2)
One of the main ObjeCtIVBS of the Patriot Act was

to remedy a lack of communication between the fed-

eral law enforcement agencies and intelligence agen-
cies that were individually trying to fight terrorism.
The 9/11 terrorist attacks demonstrated how critical
inter- and intra- -agency communications are to pre-
vent and respond to such attacks. The Patriot Act
attempts to establish a coordinating mechanism to

combat terrorism by employing the combined efforts

of all U.S. law enforcement and intelligence agencies.
According to Professor Jim Ruiz, a professor at
the Pennsylvania State University at Harrisburg, and

Kathleen H. Winters, a Ph.D. student at Ohio Scate
University, the lack of interagency communication
was a by-product of multiple federal law enforcement

and intelligence agencies gathering information on
terrorism but failing to share the intelligence gathered

with other departments and even within their respec-
tive agencies. The CIA often compartmentahzed its
information to lessen the likelihood of i interception,

and the National Security Agency (NSA) exhibited an
“almost obsessive protectlon of sources and methods,”

thus forcing other agencies to poss1bly duplicate inves-

.

collected by other federal agencies.

' Ieadershlp  and the [Forezgn Intellzgence Survezllance .

 Act of 1978] F

0 Enhance Demestxc Secunty
es a counterterrorism fund, increases

’ ‘ support for the FBI, allows law
 tradition of attempting to strike a balance between‘ - technical supp

~ enforcement to request military assistance in

_ certain emergencies, expands the National

'k : Eiectromc Task Force, and forbids discrimination
- ;agamst Mushms and Arabs.

Title I Dessgned to Improve Surveillance. Grants
~ authority to federal Jaw enforcement agencies
to mtercept commumcatlon about terrorism, ;
allows searches of computers, allows intelligence
: agencies to share information with criminal
‘justrce agenc:es explams procedures for

~ warrants, creates new definitions of intelligence,

_ allows for roving wiretaps, and provides for
expandmg mtelhgence gathering.

Title 1ll Designed to Stop Terrorism Finances. Grants
expanded powers to law enforcement agencies to
seize financial records, provides access to financial
records, forces transactions to be disclosed, and
expands investigative power in money aundermg

 Title IV Desagned to Protect U.S. Borders. Outlines

~ measures to protect the borders, tlgh‘tens
immigration procedures, allows foreigners to
be photographed and fingerprinted, and gives
benefits to victims of terrorism.

Title VDes;gned to Enhance Invest:gatwe Powers.
Provides a reward program, calls for sharing of
investigative findings among law enforcement
agencies, extends Secret Service jurisdiction, and
forces educational institutions to release records
of forelgn students

Tltle vi Desngned to Compensate the Famtltes of Public

Safety Officers Killed during a Terrorist Attack.

Tttle Vil Desugned to Expand the Information Sharing
- Network. Prov:des for the expansion of law
-enforcement’s nationwide information exchange,
the Regional Informatlon Sharmg System (RISS).

 Title Vil Desugned to Stren

gthen Crlmmal Laws
 Defines terrorist attacks, defines domestic

. {;terrorxsm provudes the basis for chargmg
’: terrorists overseas crlmmahzes support for
tigations to obtain information that had already been sy | |
Also, “pressure .
from the Office of Intelligence Policy Review, FBI

~:m;nahzes ,c




nes mum; be‘ gzmck beiwbe,n the pur~ .
stice and pmtec:i;wn of the innocent. o

c:arbumugh in a hr;efmg paper for
tute, geemed to agree w;th Rmz and

al e terronsts are not the fxrst enemy

. America has faced. British troops burned
he White House in 1814, the Japanese navy

ched a surprise attack on Pearl Harbor, and

et Union deployed hundreds of nuclear

that targeteci American cities. If policy

makers are serious about defending our free-

“dom and our way of life, they must wage this
var without dlscardmg our traditional constitu-

jonal framewark Qf hmzted government. !

] nathan R White has summanzed eac:h view
the Patriot Act as follows. Supporters of the Patriot
\ct believe it increases federal law enforcement’s
ability t'ob respond to terrorism and creates an intel-
ligenc ondmt among Jocal, state, and federal law
;enforcement agencies. They believe counterterror-
\ ngthened by combining law enforcement
al ¢ eferxse mteﬂzgence Qpponents of the

ile expandmg pohce powers and are concerned
armgfnoncmnmal mteihgence durmg crimi-

: ntnbuted to the faﬂure to detect and
tacks of 9/11.163
Her of the Umversxty of Central

trictions set forth in these laws
ers to provide to students from the
s list ir 'formatmn that could possi-
terr nst manner 0t Former FBI



. catxons for them have ra1sed fun’ :

cerns as to ‘whether our deliberately inefficient

sys’cem of checks and balances and limitations

_ on government power can get the JOb done in
this new environment. Will the system itselt

. become a casualty of this so-called war on terror
and thus allow the enemy yet another powerful
blow agamst our 1nst1tut10ns and vaxlues'?165 '

, Many critics of the Pa’cnot Act. questlon the con-

stitutionality of national security letters. National

security letters can be issued if a local FBI offi-

cial certifies that the mformatlon sought is relevant
to an international terrorism or foreign intelligence
investigation. In 2011, the FBI sent 16,511 national

security letters concerning 7,201 individuals to

finance, telephone, and Internet companies asking

for records.'®® National securlty letters can be used

to retneve the foﬂowmg

* Internet and telephone data, mcludmg names,
addresses, log-on times, toll records e maﬂ
’ ‘addresses, and service prov1ders ‘

* Financial records, mcludmg bank
money transfers, prov1ded the FB
they are needed to protect a.gamst

e Credlt 1nformat1on from 1nd1v1d !
loan companies, mortgage hold' ,
ﬁnanc1al ms’ututlons -

e kalakaansarAresresataatirarsan T aattedtar ek aatrat

national security letters Information requests issued by a

1ng
o 1ssued approvals after the fact to justify their actions.

counts and .

el tf f Jus tzces Cfﬁee ofthe

al (OIG) reported that the FBI ille-
ed mor hé’ﬁ 2,000 U.S. telephone call
002 and 2006 by invoking terror-

1at d1d not exist or simply persuad-

phone omp;mies to provide records. FBI offmﬂ:

The court created under the Foreign Intelligence

f,ental con- f Surve:ﬂance Act (FISA Court), which authorizes

. search warrants and clectronic surveillance in terror-
~ ism and spying cases, approved 2,072 warrants and

w1retaps and 155 applications for business records
in 2005.1%9 From 1995 through 2004, FISA received
10,617 such apphcatlons and approved all but 4 of
them.'”® In 2007, the FISA Court approved 2,370

. requests to search or eavesdrop on people in the

Umted States believed to be linked to international ’
terror organizations. This represented a 9 percent
increase over 2006. The court denied three warrant

‘ apphcatmns in full and partly denied one.'”!

In 2005, it was disclosed that the Natlonal
Secunty Agency (NSA) had been secretly keep-
ing track of phone calls that millions of ordinary
Americans made every day. This mformatmn had
been collected since 2001 from the nation’s three larg-
est phone companies and had produced what was

‘ ‘reported to be the largest such database ever. Therea-
 soning behind this huge database was that the NSA
could sift through all that data, using a process called

link analysis, searching for patterns that indicated ter-

 rorism threats. Intelhgenee experts said figuring out

the patterns >f communication would ‘help in under-

. ;kstanchkng al-Qaeda. If the NSA came across a call

ern that warranted further i investigation, it could
er mvestlgatory actions. ‘When asked about
Teve led data~mm1ng program President
, “We're not mining or trolling through
s of rmlhon of innocent Amencans
focus onihnk t“ ' 11-¢Qae;da;terror-

local FBI official who certifies that the information is relevantto e

an mternataonal terronsm or fore:gn mteH' ence lnvestlgatlon




