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The US Environmental Protection Agency (EPA) is the lead federal agency for the security of drinking water
in the United States. The agency is responsible for providing information and technical assistance to the more
than 50,000 water utilities across the country. The distributed physical layout of drinking-water utilities makes
them inherently vulnerable to contamination incidents caused by terrorists. To counter this threat, the EPA
is using operations research to design, test, and deploy contamination warning systems (CWSs) that rapidly
detect the presence of contaminants in drinking water. We developed a software tool to optimize the design
process, published a decision-making process to assist utilities in applying the tool, pilot-tested the tool on nine
large water utilities, and provided training and technical assistance to a larger group of utilities. We formed a
collaborative team of industry, academia, and government to critique our approach and share CWS deployment
experiences. Our work has demonstrated that a CWS is a cost-effective, timely, and capable method of detecting
a broad range of contaminants. Widespread application of these new systems will significantly reduce the
risks associated with catastrophic contamination incidents: the median estimated fatalities reduction for the
nine utilities already studied is 48 percent; the corresponding economic-impact reduction is over $19 billion.
Because of this operations research program, online monitoring programs, such as a CWS, are now the accepted
technology for reducing contamination risks in drinking water.
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An abundant supply of safe, high-quality drink-ing water is critical to the American way of
life. In our homes, we rely on safe water for drink-
ing, cooking, washing clothes, bathing, and watering
lawns; at work, we rely on it for operating restau-
rants, hospitals, and manufacturing plants; and in our
communities, we depend on an abundant supply of
water for fighting fires.
A terrorist attack on our drinking-water infras-


tructure could severely impact the public health
and economic vitality of our communities. The dis-
tributed physical layout of drinking-water systems
makes them inherently vulnerable to a variety of inci-
dents, including contamination with deadly agents
that could cause illnesses and fatalities to large num-
bers of people. The 9/11 attacks led to a new US
government focus on homeland security, especially
on reducing vulnerabilities in critical infrastructure.
Water utilities, water-industry associations, and local
and federal governments are addressing these vul-
nerabilities by adding fences, locks, and cameras.
However, significant challenges remain in detecting
contamination incidents early enough to mitigate both
public health and economic impacts.
The US Environmental Protection Agency (EPA)


is the lead US government agency for critical-infra-
structure protection in the water sector. The EPA has
the long-standing responsibility of working with the
50 states, the District of Columbia, tribes, and six terri-
tories on oversight and implementation of regulations
pertaining to the water sector. In 2004, President Bush
directed the EPA to “develop robust, comprehensive,
and fully coordinated surveillance and monitoring
systems���that provide early detection and awareness
of disease, pest, or poisonous agents.”
In response to this federal mandate, the EPA’s


Threat Ensemble Vulnerability Assessment (TEVA)
research program is using operations research to
develop contamination warning systems (CWSs) that
counter threats against the drinking-water infrastruc-
ture. A CWS integrates monitoring and surveillance
data from multiple detection methods to provide early
detection of contamination in drinking-water distri-
bution systems. The TEVA Sensor Placement Opti-
mization Tool (TEVA-SPOT) uses sensor-placement
algorithms to design CWSs that reduce the poten-
tial impact of contamination incidents through early


detection and rapid response. Operations research has
played a key role in developing fast algorithms that
can design sensor placements for large water net-
works and that run on standard desktop comput-
ers. The EPA has partnered with the American Water
Works Association (AWWA) to apply TEVA-SPOT in
large US cities to develop CWSs that significantly
reduce public health and economic risks. The TEVA
program focuses on intentional contamination inci-
dents; however, CWSs designed through the TEVA
program also provide some protection against acci-
dental and natural contamination incidents.
To run the TEVA-SPOT software, the utility must


provide specific input data: its water-distribution net-
work topology and its utility operational rules, the
characteristics of the sensors it wants to deploy, the
design basis—the types of contamination incidents it
would like the CWS to detect, the performance mea-
sure to minimize through optimization, the likely util-
ity response time, and a list of locations that could
potentially house sensors. The software simulates all
the contamination incidents described in the design
basis, calculates the potential impacts of those inci-
dents, and selects a sensor design that optimally
reduces those impacts. By simulating the incidents
and calculating the impacts over space and time, the
optimization routine is able to determine the best
locations for sensors and the times at which they will
detect incidents. This approach allows utilities to use
early detection and rapid response to maximize the
potential reduction in consequences of contamination
incidents.
Through the TEVA program, operations research


has changed the direction of water security in the
United States. Online monitoring has become the
accepted technology for reducing contamination risks
in drinking-water systems. By demonstrating that
online monitoring is more cost-effective than rou-
tine sampling and analysis programs, we achieved
a 75 percent cost reduction in utility CWS deploy-
ments, resulting in savings of millions of dollars at
each utility. More than 70 utilities and consultants
have been trained to use the TEVA-SPOT software.
We have designed CWSs for nine of the largest US
water systems, which collectively serve more than
17 million customers. By collaborating with industry,
academia, and government, the ideas and software
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tools developed as part of this program have been
widely adopted and accepted by the water industry.


Drinking-Water Risks
Risks to drinking-water systems are a function of
their vulnerability to a contamination incident, the
likelihood of such an incident, and the potential
consequences. Since the 9/11 attacks, many water
utilities have conducted risk assessments and spent
millions of dollars to reduce identified vulnerabili-
ties and install protective measures. However, public
water-distribution systems remain vulnerable to acci-
dental or intentional contamination because of their
distributed layout (US Government Accountability
Office 2003).
Security threats to water-distribution systems are


not recent phenomena. World history documents
many instances of deliberate contamination of water
to disable the enemy during military conflicts
(Hickman 1999). There have been several more recent
contamination incidents, and intelligence data indi-
cate numerous foiled attempts. For example, the
Department of Energy’s (DOE) Energy Incident Quar-
terly reported 833 destructive or potentially harm-
ful acts against utility systems within the United
States from 1986 to 1995 (Kunze 1997). Moreover,
international terrorist threats to water systems appear
to be increasing. For example, in his 2002 State
of the Union Address, President Bush noted that
confiscated Al Qaeda documents included detailed
maps of several US municipal drinking-water sys-
tems. In addition, a 2004 FBI bulletin noted that
Al Qaeda members have sought information on water
supply and wastewater management practices in the
United States.
Accidental contamination is also of concern. Loss


of pressure because of a power failure or main break
could cause environmental contaminants to enter a
water pipe. Similarly, routine maintenance operations,
such as flushing or failures in system components
(e.g., pumps), could disrupt system pressure and
lead to contamination. Cross-connections with sewage
lines or chemical feeds, which could be very difficult
to detect, could cause long-term introduction of con-
taminants at low levels.
Whether accidental or intentional, a contamina-


tion incident in a large water-distribution system


could have significant public health and economic
impacts. The 1993 outbreak of Cryptosporidium in
Milwaukee, Wisconsin—the largest known outbreak
of waterborne disease in US history—is an excel-
lent illustration (MacKenzie et al. 1994). After an
undetected equipment failure, the filtration process
in one of Milwaukee’s water-treatment plants inade-
quately removed Cryptosporidium in untreated water
from Lake Michigan. This infected an estimated
403,000 persons and resulted in over 4,400 hospitaliza-
tions and 69 deaths. According to Corso et al. (2003),
the total cost of this outbreak-associated illness was
$96.3 million (approximately $31.7 million in medi-
cal costs and $64.6 million in lost productivity). The
city also spent $90 million on a new water-treatment
system.


Reducing Risks
With current practices at water utilities, rapid detec-
tion and response to a contamination incident is a
challenge. Sampling to meet regulatory requirements
is not sufficiently frequent to provide the early warn-
ing needed to effectively respond to a contamination
incident. Thus, the first evidence of a contamination
incident is likely to be when patients seek medical
assistance in an emergency room. It might take days,
if not longer, for the drinking water to be recognized
as the source, and for identification and quantification
of the cause. For example, an outbreak of salmonel-
losis in Gideon, Missouri in 1993 caused over half of
the population to become ill; however, an effective
response was not issued until 38 days after the initial
contamination (Clark et al. 1996).
The EPA’s efforts to develop more effective detec-


tion systems started in 2002. Following meetings with
drinking-water utilities, public health agencies, and
state and federal agencies, the agency developed
the Water Security Research and Technical Support
Action Plan, which identified a comprehensive list of
research needs (US Environmental Protection Agency
2004). The EPA established the TEVA research pro-
gram in 2003 to address many of these research needs,
including the development of methods to assess risks
to water utilities and to develop methodologies to
reduce these risks. We formed a team of engineers,
physical scientists, mathematicians, and computer sci-
entists from the EPA, the University of Cincinnati,
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and two national laboratories (Sandia and Argonne)
to study these issues.
Parallel to the EPA’s efforts, AWWA was actively


involving its member utilities in identifying water-
security research needs. It organized a series of
meetings around the country to discuss new security
initiatives and to identify critical informational and
technological gaps (American Water Works Associa-
tion 2002, Roberson and Morley 2005). AWWA and
the EPA recognized that by working together, they
could enable research to be validated rapidly and
pilot-tested in the field; consequently, the results of
water-security research would be more relevant to the
water community and communicated more rapidly to
the water utilities. As part of the partnership, AWWA
established the Water Utility Users Group, consisting
of more than 20 medium-to-large water utilities from
across the United States that meet annually to share
information, data, and operational experiences.
The TEVA-SPOT software was developed through


this collaborative process. We met with the utilities to
understand their needs and requirements for detec-
tion systems. At each of the annual meetings, we pre-
sented the most up-to-date results of our work; the
participating water utilities provided feedback to help
us to focus our research. Thus, we were able to
improve the tools such that they could handle very
large utility network models using desktop comput-
ers in a short amount of time; this made the tools
accessible to most water utilities. This collaboration
resulted in the implementation of CWSs at several
utilities, and plans to deploy more soon.
In 2006, the EPA’s Office of Water received funding


to deploy CWSs at several US utilities as part of the
Water Security Initiative (WSI). WSI integrated our
work on CWS design with practical guidance on lab-
oratory analysis, response protocols, and data anal-
ysis tools. Our work, which was used to justify the
use of online continuous monitoring rather than a
routine sampling and analysis program, resulted in a
75 percent reduction in WSI program costs. We helped
to design the CWS sensor network for the pilot city,
including recommending the number and locations
of sensor stations. These stations have been running
effectively for the past year, and the program is now
in an evaluation phase to identify needed improve-
ments in contamination-detection technologies and


utility-response protocols. In 2008, the WSI program
expanded nationwide; the TEVA methodologies are
now considered the standard of best practice for the
new utilities.


TEVA-SPOT
A key technical challenge for designing an effective
CWS is the strategic placement of sensors through-
out the water-distribution network. Given a lim-
ited number of sensors, a desirable sensor placement
minimizes the potential economic and public health
impacts of a contaminant incident. The TEVA-SPOT
software was developed to support a flexible decision
framework for sensor placement; it has two major
steps: a modeling process and a decision-making
process (Murray et al. 2008). The modeling process
includes the following: (1) describing sensor charac-
teristics, (2) defining the design basis threat, (3) select-
ing impact measures for the CWS, (4) planning the
utility response to sensor detection, and (5) identify-
ing feasible sensor locations.
The design basis threat for a CWS is the ensem-


ble of contamination incidents that a CWS should be
designed to prevent. A design basis threat consists of
a set of contamination incidents that can be dynam-
ically simulated with standard water-distribution
models (Rossman 1999). Each contamination incident
is defined by the type of contaminant, time and loca-
tion of the injection, and the injection characteristics
(e.g., injection rate). TEVA-SPOT provides a conve-
nient interface for defining and simulating many con-
tamination incidents in parallel; this has reduced the
computation of very large design basis threats from
weeks to hours using the EPA’s high-performance
computing system.
TEVA-SPOT was designed to model a wide range of


sensor-placement problems. For example, it supports
a number of impact measures, including the number
of people exposed to dangerous levels of a contam-
inant, the volume of contaminated water that cus-
tomers use, the number of feet of contaminated pipe,
and the time to detection. Response delays can also be
specified to account for the time a water utility would
need to verify a contamination incident before notify-
ing the public. Finally, the user can specify the feasible
locations for sensors and fix existing sensor locations


D
ow


nl
oa


de
d 


fr
om


 i
nf


or
m


s.
or


g 
by


 [
12


8.
12


3.
44


.2
3]


 o
n 


18
 O


ct
ob


er
 2


01
5,


 a
t 


11
:0


8 
. F


or
 p


er
so


na
l 


us
e 


on
ly


, a
ll


 r
ig


ht
s 


re
se


rv
ed


. 








Murray et al.: US EPA Uses Operations Research to Reduce Contamination Risks in Drinking Water
Interfaces 39(1), pp. 57–68, © 2009 INFORMS 61


during optimization. This flexibility allows the user to
evaluate how different factors impact the CWS per-
formance and to iteratively refine a CWS design. The
software can also be used to compare the performance
of different sensor designs and to select one that best
meets the needs of a utility.


Optimization Model
The TEVA-SPOT team has developed a variety of
sensor-placement formulations. The objective of sen-
sor placement is to minimize the impact of contami-
nation incidents in a design basis threat; the goal of
the standard TEVA-SPOT optimization model is to
minimize the expected impact of the contamination
incidents. This model makes the common assump-
tion that sensors operate perfectly: they make no
Type I or Type II errors. A response delay is fac-
tored into this model to account for utility operations
to confirm detection signals. Other models have also
been developed to optimize despite data uncertain-
ties (Carr et al. 2006, Watson et al. 2009) and sensor-
detection failures (Berry et al. 2009).
The appendix describes the mathematical formula-


tion of the standard optimization model, SP. Devel-
oping this model was critical to the successful
application of TEVA-SPOT to real-world distribu-
tion networks. Previous sensor-placement methods
modeled the impact of contamination incidents with
explicit constraints that incorporated pipe network
topology, flow directions, and travel times (Berry
et al. 2006b). These models summarize network-flow
information from contaminant transport simulations
(e.g., average flows from different incidents); thus, the
optimization objective approximates the impact com-
puted with the design basis threat.
By contrast, the SP directly integrates the results of


contaminant transport simulations, which are used to
formulate the SP objective. Thus, optimal solutions to
the SP minimize the impact computed with the design
basis threat. In addition, we can compute impact mea-
sures in a generic way, enabling the computation of
impacts for a wide range of contaminants and injec-
tion scenarios. Finally, these simulations are treated
as a preprocessing step in optimization; thus, the SP
allows users to perform fast interactive optimization.
The SP’s mathematical structure is equivalent to


the well-known p-median problem; the appendix


includes additional discussion of this relationship.
To make this correspondence, we note that some con-
tamination incidents might not be observable for a
given sensor configuration because no sensors are
placed on junctions where the contaminant will flow.
In this case, the impact of these incidents is simply
the impact after the entire contaminant transport sim-
ulation has completed. The p-median problem has
been extensively studied in the operations research
literature, and TEVA-SPOT includes state-of-the-art
p-median optimization heuristics that exploit this
correspondence to quickly find sensor placements.
Finally, the mathematical structure of the SP can be
used to evaluate whether a heuristic sensor placement
is near optimal.


Limited-Memory Optimizers
The SP has a significant practical limitation: the mem-
ory needed to store the contamination impact values
could be very large for real-world distribution net-
works that have tens of thousands of junctions. The
memory of the SP grows polynomially as both the
number of nodes and the number of contamination
incidents increase. However, the number of contam-
ination incidents that must be modeled can be quite
large. Ideally, we would perform sensor placement
for incidents that model a wide range of contam-
inants, network operating conditions (e.g., seasonal
variations), demand patterns (e.g., daily versus week-
end), and contaminant types.
The number of scenarios needed for such a model


makes the solution of the SP well beyond the capa-
bilities of 32-bit workstations; large-memory 64-bit
workstations are needed to analyze large water net-
works with many scenarios. For example, in Berry
et al. (2006b), we describe a sensor-placement opti-
mization problem for a network with approxi-
mately 12,000 junctions. We simulated approximately
39,000 contamination incidents to model contami-
nation incidents with a single contaminant at all
junctions with nonzero demand at four different
start times. Berry et al. (2006b) note that a state-
of-the-art greedy randomized adaptive search pro-
cedure (GRASP) method (Resende and Werneck
2004) works well on this problem; however, this
method requires over 8 GB of memory to solve this
problem. Accounting for different network-operating
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conditions, demand patterns, and contaminant types
could quickly lead to much larger sensor-placement
problems.
The ability to perform CWS design on 32-bit


workstations is an important requirement for TEVA-
SPOT because more powerful computing platforms
are not commonly available in the water commu-
nity, and water-utility budgets are limited. Conse-
quently, we customized the TEVA-SPOT optimizers to
perform limited-memory optimization. TEVA-SPOT
includes three optimizers: integer programming, local
search, and Lagrangian methods. It also includes sev-
eral ways of reformulating the SP to reduce the size of
the integer program model. For example, the impact
values in the SP could be combined if they are suffi-
ciently close (see the appendix for additional discus-
sion). Although this results in an approximate SP, it
can eliminate a large number of variables in the inte-
ger program.
The local search solver is based on the GRASP


method (Resende and Werneck 2004). Using this
method, a run takes seconds even for problems with
tens of thousands of nodes and incidents; for exam-
ple, in Berry et al. (2006b), we report results for a
dual-processor 64-bit 2.2 GHz AMD Opteron Linux
workstation with 20 GB of RAM. This run time effi-
ciency is largely because of using data structures that
precompute elements of the neighborhood search.
TEVA-SPOT includes a modified implementation of
this optimizer that uses a sparse data structure that
requires less memory, although the neighborhood
search takes more time.
The integer programming and local search meth-


ods are general-purpose methods that we can apply
to a variety of sensor-placement formulations other
than the SP. The Lagrangian optimizer can only
solve the SP; it was added to TEVA-SPOT because
it uses much less memory than the other methods;
in the large problem that Berry et al. (2008) describe,
the Lagrangian heuristic required approximately one-
eighth of the memory of the GRASP optimizer. The
Lagrangian method is based on Avella et al. (2007)
and Barahona and Chudak (2005), and requires linear
space and near-linear time. This procedure converges
to a fractional linear programming solution that is
then used to generate a sensor placement with a con-
strained rounding heuristic.


Application of TEVA-SPOT
to Water Utilities
The EPA used the TEVA-SPOT software to help nine
utilities in the Water Utility Users Group design
CWSs. We walked through the modeling process
described above with each utility and identified the
specific types of sensors to be deployed, the design
objectives, and the possible locations of the sensor
stations. Some utilities already had sensors in place;
in such situations, our objective was to identify a few
supplemental locations; however, most utilities had
no existing sensors.
The decision-making process was iterative and


involved applying the optimization software to select
optimal locations, and then verifying the feasibility of
those locations with field staff. The software quanti-
fied the trade-offs between the locations selected opti-
mally by the software and the “near-by” locations
selected by the utility for practical reasons.
In addition, the optimization software allowed us


to develop cost-benefit curves for each utility. Figure 1
shows these curves for three utilities.
As the number of sensors increases, costs and ben-


efits also increase. In this figure, benefit is measured
in terms of the percentage reduction in public health
impacts that the CWS design provides. The utilities
used this information to determine how many sensor
stations they needed and to understand the level of
risk they considered acceptable.
TEVA-SPOT was also used to evaluate how a CWS


affects the distribution of public health and economic
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Figure 1: The cost-benefit curves for three utilities show that the benefits
of a CWS design increase as the number of sensors (cost) increases.
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Figure 2: The graphs show histograms of the percentage of incidents that result in a given number of fatalities
for the case with no sensors (left) and the case with an optimal design (right).


impacts for all contamination incidents considered in
a design basis threat. For example, Figure 2 shows the
distribution of public health impacts over all of the
simulated contamination incidents, without a CWS
and with a CWS in place.
The CWS reduces the mean and maximum num-


ber of fatalities by 57 percent and 75 percent, respec-
tively. Using this design, 35 percent of the incidents
are detected (i.e., 65 percent are not detected).


Impacts
We have categorized the impacts of this operations
research project into security benefits, operational
benefits, and research benefits. We measure security
benefits in terms of reduction of risk, which is a func-
tion of likelihood and consequence. For terrorist inci-
dents, likelihood is virtually impossible to measure
and is highly volatile. Therefore, reducing risk gener-
ally focuses on reducing the potential consequences
of an incident (Garcia 2007). Reducing the potential
consequences also reduces the conditional likelihood
of an attack being successful and has a significant but
unquantifiable effect on the likelihood of an attack
through deterrence. Thus, reducing the likelihood of
success for the adversary by, for example, 20 percent,
would reduce overall risk by at least 20 percent—and
possibly by much more. Therefore, we focus on quan-
tifying the reduction in the consequences of contami-
nation incidents.


Security Benefits
To estimate CWS benefits to the nine partner utilities,
we assessed the potential fatalities that could result


from contamination incidents and the associated eco-
nomic impacts. We considered two realistic terrorist
contamination scenarios in these assessments: con-
tamination with an infectious biological agent intro-
duced over a 24-hour period, and contamination with
a toxic chemical agent introduced over one hour.
Figure 3 illustrates the estimated reduction in eco-
nomic impacts due to the CWSs deployed or planned
for the nine utilities. These economic savings can be
attributed to the reduction in the number of fatalities
resulting from early detection and rapid response as
part of the CWS.
We considered a large set of realistic contamina-


tion scenarios for these utilities; this plot shows the
reduction of the mean and 95th percentile of the
impact distribution. We computed fatalities based on
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Figure 3: This graph shows economic savings because of reduced
fatalities. It illustrates mean economic savings and corresponding savings
for the 95th percentile of contamination incidents. Two data points, which
represent a biological and chemical contamination scenario (not distin-
guished in the graph), are included for each utility.
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contaminant-specific data, after calculating how much
contaminant customers at various locations and times
throughout the network would consume. We then
estimated the economic impacts because of fatalities
using a value of statistical life (VSL). VSL is the aver-
age value a person would be willing to trade off to
prevent a premature death. It does not refer to the
value of an identifiable life, but rather the average
value of individual risk reductions across an exposed
population. The EPA uses a VSL value of $6.2 million
(US Environmental Protection Agency 2000).
The pluses in Figure 3 represent the utilities that


have already deployed a CWS; the diamonds repre-
sent the planned CWSs for the remaining utilities.
In some cases, water utilities had existing sensors
installed. These designs did not change the locations
of existing sensors; instead, they selected the locations
of new sensors. Consequently, these sensor designs
can only improve a utility’s detection capability.
As Figure 3 shows, a CWS can significantly reduce


economic consequences of fatalities for biological and
chemical scenarios. The mean savings vary from
$1 billion to $33.4 billion with a median of $5.8 bil-
lion. However, because an informed terrorist would
attempt to maximize the impact of an attack, the mean
impacts might not be the best measure. Although the
sensor placements were optimized to minimize mean
impacts, Figure 3 shows that 95th percentile economic
savings were also significant: the 95th percentile sav-
ings range from $1 billion to $171.7 billion with a
median of $19 billion.
Figure 4 shows the relationship between the per-


cent reduction of economic impacts because of fatali-
ties and the percentage reduction in fatalities.
These are independent, but related, measures for


CWSs. Points at the top of Figure 4 represent utili-
ties that have a significant reduction in the number of
fatalities. However, this percentage reduction is rela-
tive to the total number of fatalities without sensors
(or, in some cases, with the set of existing sensors).
Thus, the reduction of economic impacts in these util-
ities could vary dramatically because of differences in
the total number of fatalities in these systems.
Finally, we consider economic impacts incurred by


the water utility. Following a contamination incident,
contaminants may be difficult to remove from pipe
walls and fittings. In the worst cases, utilities might
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Figure 4: This graph illustrates the relationship between the economic
savings from the reduced fatalities and the percentage reduction of
fatalities. These data points are for the 95th percentile impacts for fatal-
ities and associated economic effects. For each utility, data points are
included for a biological and chemical contamination scenario (not dis-
tinguished in the graph).


have to reline or replace contaminated pipes. There-
fore, the CWS designs were evaluated to determine
the fraction of the distribution network that might
need to be replaced. A CWS can reduce the cost of
replacement by enabling a utility to quickly contain
the spread of a contaminant. The authors estimate
that using CWSs will reduce the expected decontam-
ination and recovery costs for these nine utilities by
up to $340 million. For many utilities, these savings
are greater than their annual operating budget.


Operational Benefits
CWSs support dual-use applications that provide not
only security benefits but also daily operational bene-
fits to water-distribution systems; for example, CWSs
can be employed to detect cross-connections or other
types of accidental contamination of distribution sys-
tems and to help manage common water-quality
issues. Other potential CWS dual-use benefits include:
• Enhancement of knowledge of distribution-


system water quality; this leads to improved oper-
ations and compliance with regulations (e.g., more
consistent disinfection residual levels, improved cor-
rosion control, early warning of nitrification episodes,
and reduced disinfection by-product levels).
• Identification of problem valves and leaks.
• Integration of security programs into daily oper-


ations.
• Building of public trust.


Research Benefits
The TEVA-SPOT team has actively promoted the
use of operations research in the water community.
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We have published 18 papers in major international
conferences, including both academic and water-
industry conferences. We also co-organized The Battle
of the Water Sensor Networks, a competition to com-
pare water-system sensor-placement methods. This
competition encouraged many researchers to develop
sensor-placement methods and also highlighted the
need to (1) develop sensor-placement methods to
analyze large-scale networks, and (2) consider mul-
tiple performance objectives in the sensor-placement
design process. Finally, we published nine peer-
reviewed, CWS design-related articles in water, engi-
neering, and operations research journals.
The participating utilities in the AWWA Water


Utility Users Group have been at the forefront of
CWS research and development. This interaction has
helped to highlight practical CWS issues and has pro-
vided a forum for educating the water utilities about
issues that impact its development and deployment.
The many lessons learned from these interactions
have had an impact on CWS acceptance within the
water industry. Most notably, the broader community
has accepted quantitative methods for risk assessment
and optimization, and CWS is viewed as the appro-
priate technology for reducing contamination risks.
We have given tutorials at academic and indus-


try conferences. To facilitate the adoption of the
TEVA-SPOT capabilities within the water sector, we
are working with consultants and software vendors in
the water industry. The toolkit containing the TEVA-
SPOT software base is also available to researchers.


Concluding Remarks
Jack Hoffbuhr, the AWWA Executive Director, said of
this project, “There is nothing water suppliers take
more seriously than their responsibility to provide
safe drinking water to their customers. That is why
the AWWA is so proud to partner with the EPA
on a very successful operations research project that
will improve drinking-water quality, reduce costs,
and potentially save lives. The real beneficiaries of
this effort will be you and me and all the other con-
sumers of water in this country.”
The EPA’s TEVA research program has brought


together a diverse team from across the United States
to demonstrate the feasibility of using CWSs to min-
imize the risk of contamination in water-distribution


systems. The CWSs that we designed for American
drinking-water utilities are being deployed to
improve the security of water distributed to millions
of people. We estimate that they will significantly
reduce the risks of potential contamination incidents.
These results have directly impacted the design of
the Water Security Initiative, a multimillion dollar
pilot program that the EPA is rolling out to utilities
nationwide. The effective use of operations research
methods was critical to the success of the TEVA pro-
gram. Operations research influenced all stages of the
solution process in this project: assessing available
options, developing computational risk-assessment
techniques, formulating accurate sensor-placement
problems, solving large-scale sensor-placement prob-
lems, and delivering a software framework that effec-
tively supports CWS design decisions.
Prior to learning the results of this project, it was


not clear that CWSs were a practical approach to
improving water security in distribution systems.
Routine sampling and analysis had been proposed as
a potential approach that could provide early detec-
tion of contamination incidents in drinking-water sys-
tems. Such a system would be analogous to the
Department of Homeland Security’s BioWatch pro-
gram, in which air samples are collected from many
cities nationwide and tested for the presence of bio-
logical agents. However, the authors’ comparison of
such a water-sampling protocol with a simple online
monitoring system indicates that a CWS, which pro-
vided a 75 percent reduction in capital and operations
and maintenance costs and better performance, is a
more cost-effective approach (Berry et al. 2006a, Janke
et al. 2006). This analysis influenced the direction of
the EPA’s CWS research program and the design of
the Water Security Initiative.
Operations research had a particular impact on


the EPA’s ability to solve sensor-placement problems
for large-scale water-distribution systems. Prior to
the development of the TEVA-SPOT software, meta-
heuristic optimization methods could only be effec-
tively applied to small distribution networks; the
largest network studied had less than 100 junctions.
Thus, the only options available to analyze real-
world distribution networks (with thousands of junc-
tions) were expert judgment or ranking methods that
use location features (e.g., distance to schools or
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pipe size). The team’s focus on operations research
led to optimization methods that could quickly ana-
lyze these large systems, and comparisons, such as
The Battle of the Water Sensor Networks, have clearly
demonstrated that these optimization methods can
determine much better sensor placements than the
above alternatives.
Finally, operations research has helped in the devel-


opment of decision-support capabilities that are rele-
vant to the water industry. A water utility could use a
variety of sensor-placement criteria to evaluate a CWS
design, and the TEVA-SPOT team worked closely
with water utilities to assess how these criteria would
impact sensor-placement optimization. These discus-
sions directly impacted the design of the TEVA-SPOT
software, which provides a powerful, flexible capabil-
ity for CWS decision-making support. These discus-
sions also impacted the algorithmic techniques devel-
oped for TEVA-SPOT. For example, we recognized
that commonly available computers in the water
industry would not be able to analyze large water net-
works; this motivated the development of the limited-
memory optimizers that have been applied to net-
works of over 20,000 junctions on standard 32-bit
workstations.


Appendix
The most widely studied sensor-placement formu-
lation for CWS design is to minimize the expected
impact of an ensemble of contamination incidents
for a given sensor budget. This formulation has also
become the canonical formulation in TEVA-SPOT
because it can be used effectively to select sensor
placements in large water-distribution networks.
An integer programming formulation for expected-


impact sensor placement is


(SP) min
∑


a∈�
�a


∑


i∈�a
daixai


s.t.
∑


i∈�a
xai = 1 ∀a ∈ ��


xai ≤ si ∀a ∈ �� i ∈ �a�
xaq ≤ 1 − si ∀a ∈ �� i ∈ �a\�q��
∑


a∈�
xaq ≤ f ����


∑


i∈L
cisi ≤ p�


si ∈ �0�1� ∀i ∈ L�
0 ≤ xai ≤ 1 ∀a ∈ �� i ∈ �a�


SP minimizes the expected impact of a set of con-
tamination incidents defined by �. For each inci-
dent, a ∈ �, �a is the weight of incident a, which
can be interpreted as a probability or relative weight.
This formulation integrates contamination simula-
tion results, which are reported at a set of locations,
denoted L, where a location refers to a network junc-
tion. For each incident a��a ⊆ L is the set of loca-
tions that can be contaminated by a. Thus, a sensor
at location i ∈ �a can detect contamination from inci-
dent a at the time the contamination first arrives at
location i. Each incident is witnessed by the first sensor
that sees it. For each incident a ∈ � and location i ∈ �a,
dai defines the impact of the contamination incident a
if it is witnessed by location i. This impact measure
assumes that as soon as a sensor witnesses contamina-
tion, then any further contamination impacts are miti-
gated (perhaps after a suitable delay that accounts for
the response time of the water utility). The si variables
indicate where sensors are placed in the network, ci is
the cost of placing a sensor at location i, and p is the
budget. The value f is the fraction of incidents that
are allowed to go undetected.
The xai variables indicate whether incident a is wit-


nessed by a sensor at location i. A given set of sensors
might not be able to witness all contamination inci-
dents. To account for this, L contains a dummy location q.
This dummy location is in all subsets �a. The impact
for this location is handled in one of two ways: (1) it
is the impact of the contamination incident after the
completion of the entire contaminant transport sim-
ulation, which corresponds to the impact that would
occur without an online CWS, or (2) it has zero impact.
The first approach treats detection by this dummy
location as a penalty; in this case, f is typically set to
one because these penalties inherently limit the num-
ber of failed detections. The second approach ignores
the detection by this dummy and uses the value f to
explicitly limit the number of failed detections.
If the impact of the dummy is treated as a penalty,


then the third constraint is redundant; the witness
variable xai for the dummy will only be selected
if no sensors have been placed that can detect this
incident (because the impact of this dummy detection
is larger than all other impacts for each incident).
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Ignoring the constraint in this case, the SP is identi-
cal to the well-known p-median facility-location prob-
lem (Mirchandani and Francis 1990) when ci = 1 and
f = 1. In the p-median problem, p facilities (e.g., cen-
tral warehouses) are to be located on m potential sites
such that the sum of distances dai between each of
n customers (e.g., retail outlets) and the nearest facil-
ity i is minimized. In comparing SP and p-median
problems, there is equivalence between (1) sensors
and facilities, (2) contamination incidents and cus-
tomers, and (3) contamination impacts and distances.
Whereas the SP allows placement of at most p sen-
sors, p-median formulations generally enforce place-
ment of all p facilities; in practice, the distinction is
irrelevant unless p approaches the number of possible
locations, or an optimal solution can be found with
fewer than p sensors.
The SP model provides a generic approach for per-


forming sensor placement with a variety of design
objectives. Calculation of different impact metrics,
contaminants, and contamination incidents could be
accounted for by changing the computation of dai. For
any given contamination incident a, there are often
many impacts dai that have the same (or nearly the
same) value. For example, if the contaminant reaches
two junctions at approximately the same time, then
the impact for these two junctions would have the
same impact values. In Berry et al. (2007), we describe
a revised formulation of the SP that combines these
impact terms and the corresponding witness vari-
ables. Although this may generate an approximate IP
problem, this aggregation strategy has proven effec-
tive for large sensor-placement applications.
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