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CHAPTER 16
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Managing Risk
in Programs

Pi’“_’:&'\:l'ﬁ rarely exise in isolation. Thxr}’ often form part of a wider program ot wirk, and

programs and projects in vurn can be organized into portolios. The project munagement

wotld has recently been extending its interest into management of programs and posrfolios.

For example, the Project Management Insrivuce {PMIY) produced the fiest issues of its Stan-

dard jor Pragram Management and Srandeard for Portfolio Management in 2006, and second

editions were produced in tate 2008, In the same time frame, the UK Office of Government
Copunerce (OGC) revised its Managing Successfid Programs standard to a third edition, Major
organizatdons have started to think about how to INAZE Projects, Programs, and portiolios in
an integrated way, through a method that is sometimes called P3M, and some have started to

implement this approach.

While ATOM is clearly targeted at managing risk in projects, it is important to sec how it
interfaces with the program level. This chapter explores the specific characteristics of program
risk management, drawing on current thinking and practice, and explains how elements of
the ATOM approach can be applied to management risk.

From Projects to Programs

Projects are recognized as an effective means to deliver value to a business, which has led to the
establishment of project management as a macure discipline (some would say a profession).
Project-based organizations are now secking ways to organize their delivery of projects in the
most cffective manner, resulting in the emergence of program management and portfolio man-
agement. Both of thesc disciplines offer frameworks for structuring project work and relating it
to the needs of the business. However, neither program management nor portfolio management
have yet reached the level of maturity attained by project management. Here we will concen-

trate on the program level since it is closest to projects and therefore most relevant to ATOM.,

There is clear consensus that organizations will rcap benefits by managing their projects in a
coordinated manner, and that program management offers a framework for doing that. Unfor-
tunately, the precise details of program management are not yet defined in a way that is accepred
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by all. Everyone agrees, however, that programs are risky undertakings, so risk management must
be an integral part of how programs are managed. However, since there is no current consensus
on the fundamentals of program management, it is not surprising that program risk manage-
ment is even less well defined. We will start by briefly outlining program management basics,

then discuss the elements necessary to ensure effective management of risk ar the program level.

Program Management Basics

At the most fundamental level, the immaturity of program management as a discipline is
illuscrated by che varying definitions of the word “program(me)” (and even its spelling!), as
well as the varying understandings of the purpose of program management. Figure 16-1 pres-

ents definitions from leading program management standards and guidelines.

Despite the obvious differences in these definitions, there is wide agreement that programs
exist at a higher organizational level than projects, and that their purpose is to deliver strategic
benefits. It is also clear that the scope of programs is broader than just the sum of their con-
stituent projects. More significantly, the objectives of a program are not simply the sum of the
objectives of the projects within that program, since program objectives relate to the strategic
goals of the overall organization. Some people would say that in simple terms, project objec-
tives are tactical and relate to deliverables, while program objectives are strategic and focus on
the delivery of benefits.

Much more could be said about the nature of programs and the role of program management.
However, the aim of this chapter is to consider specifically how risk can and should be man-
aged in the context of programs. It is axiomatic to say that programs are risky, and that risks
need to be managed proactively, but how? Perhaps one option is simply to take the ATOM

PROGRAM(ME) ’ PROGRAM(ME) MANAGEMENT

A group of related projects managed | The centralized coordinated

SOURCE
PMI Standard

for Program
Management
(2008}

in a coordinated way to obtain
benefits and control not available
from managing them individually,
Programs may include elements of
related work outside of the scope of
the discrete projects in the program.

management of a program to
achieve the program’s strategic
objectives and henefis.

OGC Managing
Successful
Programmes
(2011)

Atemporary, flexible organization
created to coordinate, direct, and
oversee the implementation of a
set of related projects and activities
in order to deliver outcomes

and benefits related to the
organization's strategic objectives.

The action of carrying out the
coordinated organization, direction,
and implementation of a dossier of
projects and transformational activities
{i.e., the programme) to achieve
outcomes and realize benefits of
strategic importance to the business.

APM Body of
Knowledge
(20086)

A group of related projects, which
may include related business-
as-usual activities, that together
achieve a beneficial change of a
strategic nature for an organisation.

The coordinated management
of related projects, which may
include related business-as-usual
activities, that together achieve a
beneficial change of a strategic
nature for an organisation.

FIGURE 16-1: Definitions of Programi{me) and Program(me) Manzgement
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project risk management approach and apply the same process at a higher level? Bur just as
programs are not just large projects and program management is not the same as project man-
agement, so program risk management is different from project risk management. Program
risk management has a different aim and scope, and follows a different process, which requires
different techniques. These are addressed in the following sections.

Aim and Scope of Program Risk Management

The aim of program risk management is to manage risks at program level. However, this is not
as simple as it sounds. A risk can be defined generically as “an uncertain event or condition that,
if it occurs, has a positive or negative effect on one or more <> objectives.” Inserting the word
“project” at the point marked <> gives a specific definition of project risk. It is also possible to
define other types of risk by inserting other words, including strategic, technical, environmentil,
or personal. Similarly, a program risk can be defined as “an uncertain event or condition that, if

it occurs, has a positive or negative cffect on one or more program objectives.”

Since programs sit between projects and organizational strategy, there are three potential
sourccs of risk that could affect a program. Risks could arise at program level from three direc-
tions, as illustrated in Figure 16-2, namely up from the components of the program, down
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FIGURE 16-2: Sources of Risks al the Program fLevel
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from organizational strategy level, or sideways from the program level itself. The scope of pro-

rram risk management must include all three sources of risk.
24 g

Risks Escalated or Aggregated from Below
Program risks are not simply the sum total of project risks. There are four ways in which risk

at program level arises from program components.
g prog p

1.

IS

Programs contain projects, and projects are risky, so at least some of the risks

that can affect the program will come from within the projects that constitute

the program. Of course, not all project risks are relevant at the program level, so
escalation criteria are required that will define the thresholds at which a project risk
should be passed up to the program level. These criteria need to include project risks
with program-level impact as well as project risks requiring program-level responses.
As a result, individual project risks that were identified chrough the ATOM process
(or other project risk management approach) and then escalared will appear as
program-level risks.

It is also necessary to be able to aggregate project risks, where a number of similar
and related risks at the project level might combine to create a program-level risk,
cither by simple summartion (ten insignificant project risks may equal one significant
program risk) or as a resule of synergy (the whole may be greater chan the sum of the
parts). The risk categorization steps in the ATOM Asscssment step facilitace such

acereration by identifvine commonalities and vossible svmereies. A seneric nracram-

PR SR rrad UL cient o s eallaull chat iuubunnﬁ T U P S P TS, pravehs mualipndinng

(see Figure 16-1), so risks may also be escalated and aggregated to the program level

from these program elements and not just from projects.

Risks Delegated from Above
Programs exist to deliver benefits, which are aligned with the organizational strategy, and

there are strategic risks associated with the overall direction of the organization. While many
strategic risks can and should be addressed wholly by the senior leadership of the organiza-

tion, some will have implications for those programs that are used to deliver the strategy and

create the business benefits, Strategic risks that can affect program objectives or that require

program-level action will nced to be delegated. This requires well-defined delegation criteria

and thresholds as well as clear channels of communication ro ensure that management of stra-

tegic risks delegated to the program level is reported back to senior management. The goal is

delegation without abdication.
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Risks Arising at Program Level

In addition to risks escalated from below or delegated from above, programs are affected
by specific uncertainties at the program level. These include both threats and opportunities
across the full range of risk types, including technical, management, commercial, and external
risks. Program-level risks fall into two main categories: those arising from interfaces between
program components, and “pure” program risks relating to the execution and management of

the program itself.

Managing Program Risk

It is a common misconception to limit the understanding of program risk management to the
need for a structured risk process at the program level. While chis is one part of the solution
to the challenge of program risk, it is not the first, and perhaps not the most important. In the
same way that there are two levels of risk affecting projects, namely overall project risk (“risk”)
and individual risk events (“risks”), program risk management should occur in two main ways:
implicit (addressing overall “program risk”) and explicir (tackling individual “program risks”).

Implicit Program Risk Management
Overall “risk” can be managed implicitly at the program level through the inherent structure
of the program itself. This occurs at two levels: component selection and program execution.

1. The components of the program should be selected in order to maintain risk
exposure at a level that is consistent with organizational risk appetite while offering
the required return to the business. Some people recommend a “risk efficiency”
approach for project risk management; this is clearly also applicable to program
management, particularly in relation to the selection of program components.
This element of the management of program risk must be closely linked to the
overall strategic risk process of the organization, which will determine the selection
criteria for program components. The level of overall project risk exposure for each
constituent project within the program will form a key input to this analysis, and
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Explicit Program Risk Management

In addition to managing “risk” implicitly at the program level, there is a requirement to
explicitly manage “risks” that emerge during the execution of the program. This requires a
structured program risk management process analogous to the ATOM project risk manage-
ment approach, which must iteratively identify risks, assess their significance and importance,

dCV’CIOp 'APPI’OPL'iZHIe ['CSPOHSE'S, implemem thDSE responses, ﬁﬂd monitor Sllbscqllﬁﬁt changcs.

Many program management guides and textbooks limit their descriptions of risk manage-
ment to this type of explicit risk process, and most simply recommend adopting or adapting
the methods of project risk management. While the structure of the program risk manage-
ment process matches that used for projects, it is not possible simply to use the ATOM pro-
cess unchanged at the program level. There are some important differences, as outlined below.

 Initiation. This step launches the risk process for the program and defines the

A
&

escalated or aggregated from the cotuponent level and those delegated from the strategic

level will need to be reassessed against program-level risk thresholds o allow them to be
prioritized on a common basis.

Quandrative risk analysis techniques can be used 1o provide an overall assessment of
program risk exposure, combining the effects of all types of risk at the program level and



