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Security Policy 
Security policy for access control is not unique to defining policy in any other area. 


Rather than discussing security policy specific to access control we will broaden the 


discussion to security policy in general. Some of this section is a repeat of information we 


covered in Week 1, however it merits repeating in the context of the learning we have 


done to date. 


 


Security as a process includes four key elements: prevention, detection, response and 


recovery. To determine the investment that needs to be made in these areas requires 


doing an inventory of the assets of the organization and determining the value of these 


assets to the organization.  


 


A risk assessment needs to be performed that determines the threat level and vulnerability 


to each of these assets. As part of the assessment the cost of recovering an asset that is 


attacked needs to be determined.  


 


After a thorough assessment a determination can be made as to how much should be 


invested into protecting an asset and the type of protection that should be implemented.   


 


Aspects of policies have different target audiences. NIST standard 800-12 defines 3 


broad categories that policies should target. http://csrc.nist.gov/publications/nistpubs/800-


12/handbook.pdf 


  


 Management: Policies define security roles and responsibilities within the 
organization. Also discussed is how policies are created, revised, reviewed, 


approved and retired. 


 Operational: Policies that deal with the operational aspects of the organization. 
For example, definitions of the physical access control to a facility, or definition 


of the access control policies for certain systems. How employees are trained in 


the application of policies in their roles is part of operations. 


 Technical: These policies cover the range of technical issues. For example; the 
access control and authentication models used in an organization; how systems 


are configured, firewall policies, use of encryption, how accounts are managed.  


   
Across these three categories there needs to be agreement throughout the organization as 


to the importance of security. There must be a top to bottom commitment in the 


organization to successfully implement the security policy. Having mechanisms for 
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verifying security compliance and assigning accountability for compliance is required for 


a successful implementation.   


 
Every organization has a security policy. Some organizations have very strong policies 


which are implemented with documentation, training, audit procedures, certification 


requirements, compliance reviews, and other mechanisms. Some organizations have no 


stated policy. They just wing it, hoping everything will work out. Those are the two 


extremes, with other organizations policies spread out across the spectrum. 


 


RFC 2196 is the internet working group that provides guidance for developing security 


policy and procedures for systems on the Internet. http://www.faqs.org/rfcs/rfc2196.html   


 


The working definition RFC 2196 provides for security policy is: 


 


Definition: Security Policy:  A security policy is a formal statement of the rules 


by which people who are given access to an organization's technology and 


information assets must abide. 


 


Having a written security policy is fundamental to an organization. It provides acceptable 


behaviors, practices, responsibilities around the handling of information, systems, brick 


and mortar facilities and anything else related to security. 


 


Policies do not have to be complex. In fact, policies should be simple to access, easy to 


understand and easy to seek clarification on. Similarly the implementation of security 


policies should be easy to follow and they should support the task at hand. Further, 


security policies need to be enforced at all levels of the organization. 


 


Seems like a simple concept. For many organizations security policies are anything but 


simple. For many organizations security policies are not clearly defined if defined at all. 


The policies cannot be easily located and once they have they may be out of date. The 


policies may be pages and pages of technical and legal verbiage that is not well-organized 


and require the entire document to be studied, rather than having it clearly divided into 


the necessary levels of abstractions to quickly and easily understand issues.   


 


 


Defining a Workable Policy 
An effective security policy requires broad acceptance throughout the organization. This 


buy-in has to be at all levels of the organization. Security policy has to originate at the top 


levels of management. Management needs to prioritize the definition of a Security Policy. 


This starts with management articulating the importance of protecting company assets. 


Management must support the process through all phases of the Security Policy. This 


includes requirements definition, review cycles, education/training, implementation and 


maintenance. This requires an ongoing investment in time, staffing, physical resources. 


 


A successful policy must have broad representation across the organization contributing 


to the definition. RFC 2196 suggests the following representation. The list should be used 
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for guidance and modified according to the needs of your organization. I have made a 


couple of additions. 


 site security administrator 


 information technology technical staff (e.g., staff from computing center) 


 Administrators of large user groups within the organization (e.g., business 


divisions, computer science department within a university, etc.) 


 security incident response team 


 representatives of the user groups affected by the security policy 


 responsible management (including international management) 


 legal counsel (if appropriate) 


 training staff 
 


 


The fundamental steps as defined in RFC 2196 for establishing a security policy is: 


 Identify what you are trying to protect. 


 Determine what you are trying to protect it from. 


 Determine how likely the threats are. 


 Implement measures which will protect your assets in a cost effective manner. 


 Review the process continuously and make improvements each time a weakness 


is found. 


 


 


Enforcing the Policy 
Having a security policy is only as good as the enforcement of it. The policy must be easy 


to enforce and it must be consistently enforced. The mechanisms for enforcing the 


security policy should be clearly defined in the policy documents. It is important that 


security enforcement is as automated as possible.  For example, acquiring accounts, 


system permissions, access to confidential information, access to physical resources 


should all be seamlessly integrated into the request process so that no “special” steps 


need to be taken.  


 


It is of the utmost importance that security procedures are enforced. If the policy can be 


bypassed by a quick phone call or mail message you do not have an effective policy.  


 


An effective security policy needs to be easy to use and it needs to provide a predictable 


and timely response to a request for security access. A security policy must be 


consistently enforced at all levels of the organization. If the policy is seen to be bypassed 


by individuals because of their position in the organization everyone will try to bypass 


the system.  


 








If these characteristics are not present in a security policy people will seek alternatives, 


they will avoid aspects of their job that require dealing with security and they will 


become disgruntled.  


 


 


Automated Security Event Auditing 
Ronald Reagan made popular the phrase “trust but verify”. This basically means that 


entities can be trusted as long as the facts around the trust can be verified. The tool for 


doing this is auditing. Every security event should be able to be audited. This means a 


record gets written to an audit file each time a security event occurs. If you recall in the 


lecture on access control we learned about auditing in the context of accessing objects. 


Security auditing is a similar concept. 


An audit capability is an integral part of a security system. The audit capability records 


any action involving security access to a log file. There must be some way to control 


what security information is written to the log file. The security policy should provide 


guidance as to what information needs to be audited. 


An audit capability should provide the tools to easily select information from the audit 


log based on various parameters. For example, one should be able to select information 


based on user, security event, object type, date, time and other criteria.  


Security event auditing could be integrated with a general audit capability provided by an 


operating system, application or physical security mechanism. 


 


Assessing the Risk 
The cost of not having a security policy can be very large. In fact it is a ticket to disaster. 


Some companies have been driven out of business because of a simple security breach. 


The business disaster may not have been the actual breach, but rather the bad press 


caused when the lack of adequate policy protecting assets became public knowledge. 


Loss of customer confidence can be more damaging than the loss of tangible assets.  


 


The risk assessment methodology should be part of the security policy document. It is 


important to understand the policy around what assets need to be protected and how they 


should be protected. It is equally important to understand how the decisions were made to 


protect some assets and not others. Knowing the methodology used for risk assessment 


and the assumptions made is a key input to understanding the security policy.  


 


We discussed in week 1 the importance of doing a risk assessment. That discussion 


focused on computer based assets but it really applies to all assets. Reviewing some of 


these concepts is worthwhile. I have replicated some material from week1 as it is relevant 


to the discussion on security policy. Further it amplifies the fact that security policy and 


risk assessment are key elements that contribute to a secure information infrastructure. 


 


 Some areas to consider in risk assessment are: 








 Loss of intellectual property 


 Loss of physical property 


 Loss of access to resources such as: systems, data. 


 Loss of customer information and customer assets 


 Loss of customer confidence in your ability to keep their information safe 


 Liability costs for losing customer assets 
 


When defining the security policy each of the above items needs to be considered from 


the perspective of: 


 What are the assets that need protection?  


 How vulnerable is each asset to attack or disaster? 


 What are the threats to a particular asset? 


 What is the cost of protecting an asset? 


 What is the cost of not protecting an asset?  


 What is the cost to recover an asset from attack or disaster? 


 What are the benefits from protecting against an attack or disaster? 
 


 


 


Asset Classification 
The following table can help support a risk assessment. If numbers are assigned to each 


category rather than High, Medium, Low weighted averages and threshold values could 


be calculated that could help determine the security measures to implement (or not). 


     


ASSET  VULNERABILITY  THREAT  COST TO 


IMPLEMENT 


PROTECTION 


COST TO 


RECOVER 


FROM  


ASSET n High High Medium High 


ASSET 


n+1 


Low High Low Low 


ASSET 


n+2 


Low Medium High Low 


ASSET 


n+3 


High Low Low High 


ASSET 


n+m 


Etc. Etc. Etc. Etc. 


  


 


Consider the following examples for a given asset n. Keep in mind that the rationale used 


analyzing any threat and determining how it will be handled is highly subjective.  


 


Example:  If the threat of a security breach is high and the cost recovering from 


the breach occurring is high you may decide that the benefit of implementing 


protections worth it. 


 








Example: The cost associated with recovering from a security breach of this type 


is high. The threat of the breach occurring is low and the cost to implement 


protection breach is also low. Despite the fact that the threat is low, the protection 


cost is also low therefore with a high recovery cost you might decide to protect 


against the attack.  


 


Example: The cost associated with recovering from a security breach of this type 


is low. The threat of the breach occurring is high and the cost to implement 


protection breach is also high. Since the recovery cost from this attack is low you 


might decide to defer the high cost of protection despite the high breach potential.  


 


 


 


Impact and Probability 
Another useful tool for assessing risk is an Impact and Probability Matrix. The 


objective is to have all threats have a low impact to the information system and for each 


threat to have a low probability of occurring. While this is the ideal it probably does not 


represent reality. By determining a numeric impact and probability ranking each threat 


could be placed within a quadrant. Based on which quadrant a threat falls into the 


organization may decide to implement protection mechanisms or not.  


 
The following chart is credited to “Network Security Assessment” by Michael Gregg and David Kim. This 


text provides one source for how to develop a ranking methodology for risk assessment. 
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Security education is an ongoing process that strives to provide the proper security skills 


needed by each individual in the organization. 


 


Another goal of security education is to get everyone in the organization to always think 


about security. This requires integrating security consciousness into every member of the 


organization. Everyone needs to be security conscious, from cleaning crew members to 


the CEO. Security needs to be integrated into the work environment so that it becomes 


automatic to each employee.  Ongoing security education throughout the organization 


supports this goal. 


 


There are levels of security training. The type of security education can be categorized 


based on the target audience and the particulars of the training.  For a given organization 


or role the division of security training may differ. 


 


General Information: Companies can post security policies at physical premises. Some 


ways this can be accomplished are: posting security reminders on company web sites, 


distribution of fliers at facility entrance/exit points, short seminars, publishing security 


notes in company news letters, sending regular mail messages. Another technique is to 


encourage employee feedback, providing recognition/rewards for ideas. 


 


General Awareness: All employees need to be generally aware of security policy. They 


must understand what assets need to be protected, the value of the assets, general forms 


of attack, liability of a security breach. Employees must understand acceptable employee 


behavior. They need to know who to report problems to. A typical awareness course 


might be given every 6 to 12 months through the company intranet.  Each employee must 


read the high level policy and indicate they will abide by it by completing some online 


acceptance. There may be a short quiz on the material that a minimal grade needs to be 


attained.  


 
Job Specific Training: All employees involved with IT systems are required to know 


more about the security policies. They need to know more system specific policies 


dealing with the security tools, system procedures. As users of IT assets they need to 


understand threats, vulnerabilities and defenses. Course work may be required based on 


their job code or role. Their knowledge is expected to be deeper than the general 


employee awareness. General technical training may involve one or two courses a year 


perhaps 3 – 5 hours for each course. Specific training related to a job code or role may 


also be required which is more in-depth. 


 


Security Education: Moving up on the security knowledge ladder some employees have 


the requirement for detailed security education which can be college style courses, 


targeted professional seminars or both. This is also coupled with on the job training and 


experience. Employees requiring this level of course work typically work in security 


related positions performing functions such as:  developing security policies, performing 


security audits, developing security software, maintaining security assets. 


 


 








Security Auditing 
Security auditing refers to a review of an organizations security processes and 


procedures. In some ways a security audit resembles an I.R.S. audit (knock on wood).  


 


The procedure proceeds as follows. A specific project team is selected to be audited. 


They are contacted by the security audit team to prepare for a security audit. They are 


told to make available various documents that describe aspects of security. These may be 


discrete documents or may be sections of documents that address various security issues. 


The documents are provided for review by the security team. Following is an 


hypothetical example of the type of documentation that may be reviewed. 


 


Security Policy – Defines overall security policy 


 


Functional Specification - (identifying security specific aspects) 


 


Design Specification - (if applicable identifying security specific aspects) 


 


Security support plan - (describing aspects of the policy that that the audited 


process of product must address)  


 


Security roles – Identification of roles, identification of individuals that are in 


roles 


 


Testing Plan – How is security functionality tested? 


 


Maintenance – How will the security functionality be maintained? (Virus 


protection, patches applied, CERTs) 


 


Disaster Plan – What to do when disaster occurs. 


 


Recovery Plan – How to recover from a disaster.  


 


Risk Identification and Risk Management Plan 


 


Issue Identification and Issue Management Plan 


 


Proper signoff – Each document must show proper signoff by all parties that 


have an interest in the integrity of the system. 


 


 


Sometime later the auditors appear after reviewing the documents. They come with a 


group of individuals that have expertise in various areas. The auditors’ use the documents 


as a guideline to start interviews with team members to assess the level of compliance to 


security policy. If additional artifacts are needed, including demonstration of 


functionality that is provided. The audit takes place as an iterative procedure. 


 








Once completed the security team issues a report describing the nature of the audit, what 


was reviewed, the areas of compliance and areas of noncompliance. Any areas of 


noncompliance are ranked with a severity indicating the urgency that needs to be applied 


to get to compliance. 


 


Discussion: Audits can be very difficult procedures for some team members to 


participate in. Particularly for teams that are low on the SEI-CMMI maturity scale 


(Software Engineering Institute – Capability Maturity Model Integration 


http://www.sei.cmu.edu/   


 


Audits are a critical element that contributes to a mature security environment. As 


employees and project teams mature on the SEI-CMMI scale they will see the 


value of the security audit. It takes a lot of management effort and support to 


institute and support an audit process. Employees have a tendency to resist the 


process. Nowadays the audit procedure is more universally accepted. The 


convergence of internet standards has contributed to acceptance, since they 


provide a framework that a project/process can be compared to. Also, the benefit 


of adhering to standards is now intrinsic in the engineering psyche. There was a 


time this was not the case. 


 


I remember the “old days” when code reviews, design reviews, quality reviews 


and security reviews were formally introduced. The meetings often became a 


hostile environment. Individuals would take personal offense for any type of 


project criticism. There was little visible respect for participating groups and 


group members. It was an ugly, painful meeting that few individuals looked 


forward to, or saw any value in. Fortunately, the engineering process has 


improved.   


 


 


 


 


 


Summary of Policy 
This section should be viewed as a sampling of some security policy issues. It is 


important to recognize that having a security is fundamental to the health of your 


organization. The details of a particular security policy are unique to the organization’s 


needs. There are many resources available to guide the creation of a security policy. 


Some resources are: 


 


RFC 2196 is the internet working group that provides guidance for developing 


security policy and procedures for systems on the Internet. 


http://www.faqs.org/rfcs/rfc2196.html   


 


Software Engineering Institute – Capability Maturity Model Integration, Carnegie 


Mellon Institute 


http://www.sei.cmu.edu/ 
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NIS (National Institute of Standards) Recommended Security Controls for Federal 
Information Systems 


http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf 


 


 CERT (Computer Emergency Response Team), Carnegie Mellon 


http://www.cert.org/ 
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