FEATURES OF DRIFT

n the early afternoon of January 31, 2000, Alaska Airlines flight 261, a

McDonneli Douglas MID-80 took oft from Puerto Vallarta in Mexico,

bound for Seattle. The pilots had just taken over the airplane from the
incoming crew, who had nothing special to report about the status of the
airplane.”

A bit into the flight, the pilots contacted the airline’s dispatch and maintenance
control facilities in Seattle on the radio, This was a shared company radio frequency
between Alaska Aitlines’ dispatch and maintenance facilities at Seattle and its
operations and maintenance facilities at Los Angeles International Airport (LAX}.
They had run into a pretty serious problem: the hosizontal stabilizer, which helps
control the aircraft’s nose attitude while in flight, appeared to be jammed.

“Understand youre requesting diversion to LA?” Seattle maintenance
asked the pilots at3.50 p.m. “Is there a specific reason you prefer LA over San
Francisco?”

“Well a lot of times it’'s windy and rainy and wet in San Francisco and uh, it
seemed to me that a dry runway, where the wind is usually right down the runway

eemed a little more reasonable.”

A few minutes later, a dispatcher from Seattle provided the flight crew with

e current San Prancisco weather. The wind was light, out of the south {180
egtees), and the visibility was good (9 miles). But, the dispatcher added, “If
ouwant to land at LA of course for safety reasons we will do that, we’ll tell you
ough that if we land in LA, we’ll be looking at probably an hout to an hous
nd a half we have a major flow program going right now;” referring to air traffic
ntrol restrictions that would make it hard to get the aircraft out of Los Angeles

“I really didn’t want to hear about the flow being the reason you're calling us,

cause ’'m concerned about over flying suitable airports,” the captain replied.

¢ did, however, discuss with his first officer potential landing runways at SFO,
finding a discrepancy: “One eight zero at six ... so that’s runway one six what
eed is runway one nine, and they're not landing runway one nine.”
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«] don’t think so,” the first officer replied.

The captain then asked Seattle dispatch if they could “get some support” of
“any ideas” from an instructor to troubleshoot the problem.

He received no response.

“It just blows me away,” the captain then said to his first officer, “they think
we're gonna land, they’te gonna fix it, now theyre worried about the flow. 'm
sorty, this airplane’s not gonna go anywhere for a while. So you know”

“S they'te trying to put the pressute on you,” a flight attendant replied.

“yyell, no. Yeah.”

The Seattle dispatcher had not given up on 5af Francisco. He informed the
flight crew a few iinutes later that the landing runways in use at SHEO were 28R
and 281, and that “it hasn’t rained there in hours so I'm looking at ... probably a
dry runway.”

The captain teplied that he was waiting for a requested center of gravity (CG)
update {for landing), and then he requested information on wind conditions at
Los Angeles, The dispatchet replied that the wind at LAX was out of the west

(260°) at 9 knots.
Nine seconds later, the captain, compating SFO and LAX wind conditions,
told the SEA dispatcher, “vetsus 2 direct crosswind which is effectively no change
in groundspeed ... T got to tell you, when T look at it from 2 safety point 1 think
that something that Jowers my groundspeed makes sense.”

“That'll mean LAX then for you,” the dispatcher replied. He then asked the

captain to provide L.AX operations with the information needed to te-compute

the airplane’s CG because “they can probably whip out that CG for you real -

quic ")

when we start down to go il there.”
Tt was now almost four in the afternoon.

Turning to LAX operations, the captain aslked if they could “compute [the
airplane’s] cursent CG based on the information we had at takeoff;” and asked ;
them once again for the latest weather information at San Francisco. The weather

was basically unchanged.

“That’s what 1 needed. We are coming in to see you,” the captain then told

1.AX opetations. The first officer began giving LAX opetations the information’

it needed to re-compute the airplane’s CG for landing; _
Then, at 407 pm., 2 mechanic at Alaska Aitlines’ LAX maintenance facility.

contacted the flight crew on the company radio frequency and asked, “Are you
{the] guys with the uh, hotizontal stabilizer situation?” :
“Affirmative.” the captain rephed. B
The mechanic, referring o the stabilizer’s primary trim system, asked, “Did
you try the suitcase handles and the pickle switches?” E
«“Yeah. We tried everything together,” the captain said, adding: “We've run jus
about evergthing. If youve got any hidden circuit breakers wed love to know

about them.”

“We're going to LAX.” the captain then said, “We're gonna stay up here and :
burn a little more gas, get all our ducks in & rOW, and then we'll be talking to LAX :

FEATURES OF DRIFT 27

“OK, I'll look at the circui
double check.” circuit breaker guide,” the mechanic replied,
cou e check”” He then asked the flight crew abou ‘1::3 anic replied, “just as a
system. t the status of the alternate
“It appeats to be j
§ jammed ... the whole thi
when we use the pri whole thing. The AC load ike
trying to run bui g;trll)ar}; we gf.;t AC [electtical] load that tin;ﬁerﬁ pikes OL}t
h » rake won’t move it. Wh the motors
appens. en we use the alternate, nothing

“You sa :
y you get a spike ... on
el ... on the meter . _
to move it with the primary, right?” up thete in the cockpit when you try

IIl th.c IIleatltLtIlC, th€ Captanl ]flad tUIﬂCd to l}le {it O.{.{iceI It [ € C( )(:k DL, I 11
St
gonlg to Cth 1t Off, hﬁ Sald, talklng ab(){lt thC aut()l)ﬂ()t ‘ You g() .
()ka?, dle f:‘lrS t ()f{i(:er S’dld. 7
I}ICII tlle C'rlptﬂln reitera f:(] o the L.!LE{ me L 1 H e )E{(f QCCULrec
h Cham at
k]
Wllelk wWe dO the PILHIE]IS‘ term but the]ie S o a[)[)IECdele ChﬂI! c 1n t}] ectt ﬂ.]
g € 61 1C
mf:ChaIllC not fig re t]:].ltlg u l[ 11 gs5e fe ¥ stance
I}le y O able 0 LI SO (8] 5 pO k] [$) adl
£l

replied that he woul
facility, ould sec them when they arrived at the LAX maintena
nee

Lets do that,” the captain said.

The autopilot was stiil .

o L his tim . .

This will click i Speonatt ¢, and the captain said

autopilot click It Of.f' Accotding to the Flight DHEL R said to the first officer:

_/’E th was then disengaged at 1609:16 ecorder (FDR) data, the
e S . . - : !

el fo]loi,vn;ei Emte\;] (f;htfa Fockp1t voice recorder (CVR) recorded the d

recorded a Soundiimﬂatagttﬁhtilmps m short succession at 1609:16 95(’}1‘1}33 (?é'li
< R € Hp : . T
You got it?” the captain askez_nzonml stablizer-in-motion tone.

€ auto 1]()1 Was (}lqell aged again 3.{1(1 the air larle E)e an to 1tCh nose

down, startin i
, o a dive that lasted about 8 ;
31,000 to between 23,000 and 24 008 feStS(?COIlds as the airplane fell from about

“It EE

got worse,” the captain

Ai o p managed to say. “You’ :
rframe vibration was getting louder nowy e stalled.”

NO no. }‘ 3 S g N
sy .y ouve g()l O release it ou've got to telean:
1&. Chc]( SOlJIlded.

:Help me back, help me back.”
Okay,” the first officer responded.

“C
“enter, Alaska two si
- sixty one we ate, ah, in a di
aly tfafﬁc controll o« ¢, an, a leC here” N
er, > the ¢
‘And P've lost control, vertical pitch.” ’ aptaint told the

E he QVets o
pCCd WarmIlg came on aIld O
3 C nf_LtlllEd fOr dle
next 3.5 Sf:(:()llds
l&]aska 261, Say B.gal[ 1r &le COI]'I()HE] as ked m d.leelle.
XC&]:I we're out Of tWEIHyﬂSJX EhOuSﬂIld iCEt WE Are 1 a ver I'_lcal dlve
2] £l

adive yet ... but uh we
: e’ve lost vertical ; N
the captain added, “Just help meg,r cal control of our airplane.” Not much later.

. 110t




28 DRITINTO FALURE

The first officer didn’t think so. “No we don’t,” he immediately told the
controller. Turning to the captain, he suggested: “Let’s take the speedbrakes
off”

«“No, no leave them there. It seems €O be helping” The speedbrakes, which
come out of the top of the wings to help get rid of airspeed, were stll out as 2
response to the overspeed from the first dive.

“Olkay, it really wants to pitch down,” the captain said. Transmitting to the
controller, the captain said that they were at “Twenty-four thousand feet, kind of
stabilized.”

Three seconds later, he added, “We’re slowin’ here, and uh, we'te gonna uh
do a little troubleshooting, can you give me a block [altitude] between uh, twenty
and twenty-five?”

Tt was 4.11 p.m ... The airplane’s airspeed had decreased to 262 knots, and
the airplane was maintaining an aldtude of approximately 24,400 feet with a pitch
angle of 4.4°. The controller assigned flight 561 a block altitude of between FL
200 and 250. Between about 130 and 140 pounds of pulling force was tequired to
recover from the dive and keep the aircraft level.

ey hatever we did is no good,” the first officer said. “Don’t do that agaia.”

“Yeah, no, it went down. 1t went to full nose down.”

«“Ip’s a lot worse than it was?”

“Yenh, we're in much worse shape now. 1 think it’s at the stop, full stop. And
T’m thinking, can it go any worse? But it probably can, but when we slowed down

Lets slow it, lets get down to two hundred knots and see what happens.”

The captain turned to LAX maintenance again. “We did both the pickle switch
and the suitcase handles and it ran away full nose trim down. And now we'tein a
pinch. So we're holding, we’te wotse than we were.” The captain explained that he
was reluctant to oy troubleshooting the trim system again because the trim might
“go in the other direction.”

“QOkay, well, your discretion. 1f you want to &y it, that’s okay with me if not
¢hat’s fine. Um, we'll see you at the gate.”

“T went tab down ... tight?” the captain explained to the mechanic, “and it
should have come back instead it went the othet way.”

“You want to try it or not?” the captain then asked the first officet.

«UJh no. Boy, I don’t know.”

About 120 pounds of pulling force was being applied to the pilots’ control
columns at this point, just to keep the airplane level.

At a quarter past fou, the Los Angeles controller instructed the flight crew to
contact another controller on a different radio frequency, which the flight crew
acknowledged.

“We're with you, we'te at twenty-two five)” the first officet radioed to the
new controlle, “we have a jammed stabilizet and we’re maintaining altitude with
difficulty. Uh, but, uh we can maintain altitude we think ... Our intention is to
land at Los Angeles.”

The controller cleared the airplane direct to LAX and asked, “You want 2
lower altitude now, of what do you want to do sir?”
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THE BROKEN PART

As the investigation examined airplane parts from the sea floor and matched the
wreckage with data traces from the -cockpit voice recorder and the flight data
recorder, the culprit became obvious: the jackscrew-nut assembly that holds the
horizontal stabilizer had failed, rendering the aircraft uncontrollable. The broken
part had been found.

Like (almost) all aircraft, the MD-80 has a horizontal stabilizer (o1 tailplane,
or small wing) at the back that helps direct the lift created by wings. It is this little
tailplane that controls the aircraft’s nose attitude: without it, controlled flight is
not possible. The tailplane of the MD-80 controls nose attitude in two ways. At
the back end of it, therc’s a control sutface (the elevator) that connects directly
to the pilots’ control yokes in the cockpit. Pull the yoke in the cockpit back, the
clevator angles up and the airplane’s nose moves up in returs.

The story of Alaska 261, however, is about another part of the horizontal
stabilizet. The whole stabilizer itself can angle up or down in order to trim the
nose up or down. As fuel is used up during the flight, or wing flaps are extended
and retracted, or as a catering trolley moves up and down the aisle inside the
aircraft during flight, the flight characteristics of the airplane change (for example,
its center of gravity or the center of its lifting force shifts). To prevent the airplane
from pitching down ot up with changes in the center of gravity and centet of lift,
it needs to be able to trim. That’s the role of the moving stabilizer. The stabilizer,
that is, the entire horizontal tail, is hinged at the back, and the front end arcs up
or down.

Here’s how this is accomplished mechanically. Pushing the front end of the
hotizontal stabilizer up or down is done thsough a rotating jackscrew and a nut.
The whole assembly works a bit like a carjack used to lift a vehicle, for example
when changing a tire. You swivel, and the jackscrew rotates, pulling the so-called
acme nuts inward and pushing the car up. In the MD-80 trim system, the front
part of the hotizontal stabilizer is connected to a mut that drives up and down a
vertical jackscrew. An electrical trim motor rotates the jackscrew, which in turn
drives the nut up or down. The nut then pushes the whole horizontal tail up or
down.

On the 31st of January, 12 minutes after take off, passing through 23,400 feet,
the hotizontal stabilizer had moved for the last time until the aitplane’s inital dive
2 hours and 20 minures later.

Adequate lubrication is critical for the continued functioning of a jackscrew

- and nut assembly. Without enough grease, the constant grinding will wear out
_ the thread on either the nut or the screw (in this case the screw is deliberately
- made of harder material, wearing the nut out first). The thread actually carries

the entire load that is imposed on the vertical tail during flight. ‘This is a load of

- around 3,000 pounds, similar to the weight of a whole family van hanging by the

thread of a jackscrew and nut assembly, Were the thread to wear out on an MD-
80, the nut would fail to catch the threads of the jackscrew. Aerodynamic forces
then push the hotizontal tailplane (and the nut) to its stop way out of the normal
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range, rendeting the aircraft uncontrollable in the pitch axis, which is essentially
what happened to Alaska 261. Eiven the stop failed because of the pressure. A
so-called torque tube runs through the jackscrew in ordet to provide redundancy
(instead of having two jackscrews, like in the preceding DC-8 model). But even
the torque tube failed in Alaska 261.

On the susface, the accident seemed to fit a simple category: mechanical
failure as a result of poot maintenance. A single componeant failed because people
did not maintain it well. It had not been lubsicated sufficienty. This led to the
catastrophic failure of 2 single component. The break instantly rendered the
aircraft uncontrollable and sent it plummeting into the Pacific,

But such accidents do not happen just because something suddenly breaks.
Thete is supposed to be too much built-in protection against the effects of single
failures. Other things have to fail too. More has to go wrong And indeed, the
investigation found more broken components in the system.

Closest to the flight crew, it found that there was no suggestion in any checklist
that the flight crew should divert to the nearest possible airport when they got the
first indications of hotizontal stabilizer trouble. In fact, they found that the use
of the autopilot with a jammed stabilizer was “inapproptiate” and that a lack of
guidance on how to fly an airplane with a jammed stabilizer could lead crews to
expetimenting and improvising, possibly making the situation worse.

As for the lubrication of the jackscrew, the investigation determined that the
access panel in the tail plane of this aircraft type was really too small to adequately
perform the lubrication task. Also, there had been widespread deficiencies in
‘Alaska Ailines’ maintenance program, leading, for example to a lack of adequate
technical data to demonstrate that extensions of the lubrication interval would
not present a hazard. There was also 2 Jack of a task-by-task enginecring analysis

and justification in the process by which manufacturers revise recommended
maintenance task intervals and by which airlines establish and revise these
intervals.

Coupled to this, the investigation concluded that the end-play check interval
(which measures how much play ot slack there is in the screw/nut assembly) was
inadequate. A restraining fixture for end-play checks was used even though it
did not meet aircraft manufacturer specificatiops. In addition, the so-called on-
wing end-play check procedure was never validated and was known to have low
reliability. There was no requitement {0 record ot inform customers that allowed
overhauled jackscrew assemblies back onto airplanes that had higher end play
than expected.

Finally, the investigation noted shortcomings in regulatory ovessight by the
Federal Aviation Administration, and an aircraft design that did not account for
the loss of the acme nut threads as a catastrophic single-point failure mode.

This is the logic that has animated our understanding of failure for a long

time now. Failure leads to failure. In otdet to explain a broken component {the -
jackscrew), we need to look for other broken components (the checklist, the

access panel, the stress tests, the maintenance program, the company’s oversight:
all of them broken in theit own way). In fact, any upbringing in Western science
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the blunt organizational end and beyond, to the regulatory authority. But it still
returns with broken components. Which is the problem. That is not system
thinking, System thinking is about relationships, not parts. System thinking is
about the complexity of the whole, not the simplicity of carved-out bits. Systems
thinking is about non-linearity and dynamics, not about linear causec-effect-cause
sequences, Systems thinking is about accidents that are more than the sum of the
broken parts. It is about understanding how accidents can happen when no parts
are broken, or no patts are seen as btoken.

Which produces a second question, pethaps even more fascinating. Why
did none of these deficiencies strike anybody as deficiencies at the time? Of,
if somebody did note them as deficiencies, then why was that voice appatently
not sufficiently persuasive? If things really were as bad as we can make them
look post-mortem, then why was everybody, including the regulator — tasked
with public money to protect safety — happy with what was going on? Happy
enough, in any case, to not intervene? You see, we create a huge problem for
ourselves when we call these after-accident discoveries by all kinds of normative
names, like deficiency, or inadequacy, ot shortcoming, Inadequate or deficient or
short relative to wha# Cleatly, people must have seen the norms that ruled their
assessments and theit decisions at the time as quite acceptable, otherwise pressure
would have built for changing those norms, Which didn’t happen.

These are questions at the heart of the future of safety. Behind the broken
part onboard Alaska 261 lay a vast landscape of things that weren’t all that broken,
or not seen as broken at the time. There had been organizational trade-offs and
decisions that all seemed quite normal, there was deregulation and increasing
competitive pressute that was normal because it operated on every company.
There were changes in regulations and oversight regimes, Which there always
are. There were underspecified technical procedutes and continuous quality
developments in aircraft upkeep, which are normal because procedures are always
underspecified and changes in how to conduct maintenance ate atways ongoing
— including the routine extension of maintenance intervals, There had been
collective international shifts in aircraft maintenance practices, following the lind

of cross-national public-private initiatives that mark a global industry. And all this
interacted with what one company, and its regulator, saw as sensible and safe.

One way to look at these influences, and the accident they eventually helped
fashion, is as a story of drift: drift into failure, The story of drift is just that: a
story, a way of telling things, of weaving them into a coherent narrative. The
reason for telling it is not to claim a true account of what happened. The treason
is to encoutage a language, ot a pesspective on accidents, that is motre open to
the complexity, the dynamics, erosion and adaptation that marks socio-technical
systems, than our thinking about accidents has been so far.

That is what this book invites us to do: to read a story of drift into the period
before the accident ot incident. 'To read a story of drift into what is going on
inside an organization even without an incident or accident having taken place.

Not because it is the correct angle to take — in fact, reading “deift” into what
we see means making all kinds of analytical sactifices. But we make analytical |
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to assign certain routes to particular airlines, and to control the fares on these
routes, There was a rationing of routes and players, resulting in strict limits on
competition. New players had a very difficult time getting into the business, and
rarely succeeded for long if they did. This arrangement kept airfares well above
those that would be attained in a free market.

The 1978 Aitline Dereguladion Act in the US.A. changed all that, and was
soon followed by similar initiatives in other Western countries, Market forces
could now determine who could enter the industry, who could fly which routes
and for what prices. The regulator at the time, the Civil Aeronautics Board (or
CAB) was disbanded and replaced by the Federal Aviation Administration.
Interestingly, deregulation became an asynchronous process in most countries:
even though aitlines were now allowed to compete under market forces, the
infrastructure that they used remained in the hands of governments for a long
time {airports, airways and the air traffic control system to run it), and even
transnational arrangements often constrained heavily who could fly from which
country to which. In the wake of deregulation, however, the airline industry
expanded its employment by 32 percent, and passenger travel increased by 55
percent. The real cost of travel dropped by about 17 percent in the first decade
after deregulation alone, and dropped even further in the ensuing decades,®

Deregulation cannot in itself be construed as a safety culprit, of coutse.
Heavily regulated industries do not necessarily have a better safety record (if
anything, it may encourage collusion between regulator and industry, particularly
it part of the regulator’s role is to encoutage business development), and the
period after deregulation actually saw a steady increase in aitline safety.” But
changing the rules of the game does change what goes oa inside a complex
system. And complexity theory can easily predict that changing the number
of agents will change the dynamics of any complex system; it will affect the
speed at which feedback about agents’ actions travels and the patterns along
which it reverberates. It might even change the way in which success is defined
and assured, and also the way in which failuze is bred and pethaps no longer
recognized.

Jens Rasmussen suggested that work in complex systems is bounded by three
types of constraints. There is an economic boundary, beyond which the system
cannot sustain itself financially. Then there is a wotkload boundaty, beyond which
people or technologies can no longer petform the tasks they are supposed to.
And there is a safety boundary, beyond which the system will functionally fail, For
Rasmussen, these three constraints, or boundaries, surround the operation of any
safety-ctitical system from three sides. There is no way out, there is only some
room for maneuveting inside the space delineated by these three boundaries.

Managerial and economic pressure for efficiency will push the system’s operations

closer to the workload and safety boundaries. Indeed, the likely result of increasing
ompetitive pressure on a system, and of resource scarcity, will be a systematic
migration toward workload and safety boundaries.®
Noncommercial enterprises expetience resource scarcity and Rasmussen’s
three constraints too. With respect to the Alaska 261 accident, for example, a new




38 DRIFT INTO FAILURE

regulatory inspection program, called the Air Transportation Oversight System
o years prior to the accident). It drastically

(ATOS), was put into use in 1998 (tw
reduced the amount of time inspectors had for actual surveillance activities.
A 1999 memo by a regulator field-office supervisor in Seattle sugpested how

this squeezed their oversight work into a cornet where the safery and workload

boundaties met:

\We are not able to propetly meet the workload demands. Alaska Airlines has
expressed continued concern over out inability to serve it in a timely manner.
Some program approvals have heen delayed or accomplished in a rushed manner
at the “eleventh hour,” and we anticipate this problem will intensity with time.
Also, many enforcement jnvestigations ... have been delayed as a result of
resoutce shortages. [If the regulatot] continues to operate with the existing limited
number of airworthiness inspectors ... diminished surveillance is imminent and
the tisk of incidents ot accidents at Alaska Aitlines is heightened.’

Adapting to resoutce ptessure, approvals were delayed or rushed, surveillance
arcity is normal:

was reduced. Yet doing business undet pressures of resource sc
Scarcity and competition are patt and parcel even of doing inspection wotk., Few
regulators anywhere will cver claim that they have adequate time and personnel
resources to carry out their mandates. Yet the fact that resoutce pressute is normal
does not mean that it has no consequences. Of course the pressure finds ways
out. Supervisors write Memos, for example, Battles over resources are fought.
Trade-offs are made. The pressure expresses
political wrangles over resources and primacy, in managerial preferences for
d investments over others, and in almost all engineering and
between strength and cost, between efficiency and diligence.
sfully under pressures and resoutce constraints is a source

certain activities an
operational trade-offs
In fact, working succes
of professional pride. Being
inspections with fewet inspectors may
at promotion, while the negative side e
some fat-away field office.

Yet the major engine of drift hides so
between operating safely and operating at
at all. This tension provides the energy behind the slow, steady disengagement of
practice from eatliet established norms or
can eventuallybecome driftinto failure. Asasystem is taken into use, itlearns, and as;
it learns, it adapts. A critical ingredieat of this learning is the apparent insensitive
to mounting evidence that, from the position of retrospective outsider, could
have shown how bad the judgments and decisions actually are. This is how it look:
from the position of the retrospective outsider: the retrospective outsider sees
failure of foresight, From the inside, however, the abnormal is pretty norma
and making trade-offs in the direction of greater efficiency is nothing unusual. |

however, there 18 a feedback imbalance. Information o
fhicient can be relatively easy to get. Am

win a civil servant compliments and chances
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itself in the common organizational, -

able to create a program that putatively allows better -

ffects of the program ate felt primarily in

all, between building safely and building

design constraints. This disengagement

FEATURES OF DRIFT 39

carly arrival time is measarabl i
e and has immedi i
cary ass : ate, tangible b i
o Ca:h ?;rol\;fed_from safety in order to achieve that g%)al ho‘:;}:xitrs 'iHOW TlluCh .
iftcul hav;.l bilztzfy an;:l compare, It it was followed by a’safe landenS apatond
omediat o ; ler ;];a)lce S;c]slmji. Extending a lubrication interval siiﬂaggji‘r :;:rﬂy
ime and money, while borrowi o
apparently problem-free jackscrew assembly. Remen?lel%hf:ﬁrtli{;afiure ?f -
, cturer knew

of no reported fati -
gue proble ; o .
by 2,300 airplanes P ms or failures in 95 million flight hours accumulated

Evidence from a feedback imbalance. then 5
can operate equaly safely, : Fy
constitutes incremental e

et mort chsoat ¥ ugge}s;ts strongly that the system
! . From the outside, such f1 i
-  yet e ficie side, ne-tunin
constitutes nonconformip mentation in uncontrolled settings. On the 1'nsideg
brothenon o e ty is an adaptive response to scarce resources and
- 1his means that departures from the norm become th fm
€ notm.

Seen from the insi
¢ inside people’s own .
. ' work, deviation .
They are compliant with the emerging s become compliant behavior.
3

: local wa
important to th T e Vs to accommodate muld

epe g techmce ;)rgan{zz_mon (mgmrmzmg capacity utilization but do iple goals
m al or clinical requirements, but also deadlines) g 50 salely;

As Weick poi
o .
o leicl I:C)1 egil;f:n?g; ilowever, safety in those cases may not at all be the
; at were ot were n
fesut of the de : ot made, but rather an i
Srochastic var) thc;r; ;ha; hinges ona host of other factors, many not ealgjrllderl'yhming
e chourol of those (;wp(r) er;ga%e mfthe fine-tuning process.'® Empirical 35(1.1\};;1:6
, 0ot of safety. Past y v
n orhes words . Past success does not gua
safs g o ?g more and more from safety may go well forg; \:ilrilfeebfumre
W en . . - e
we atre goimg to hit. This moved Langewiesche to >sajlzJ tt}jvi
a

Murphy’s law is wron, ;
& everything that X
we draw the wrong conclusion.!! g that can go wrong usually goes right, and then

DECREMENTALISM, OR SMALL STEPS

!

\K h.en. 1t {itst laUIIC}led t}le alIC]i'a.ft m thC In_fd 19608 D()nglas IECOIIIIIlended that
¢l

operators lubricate the trim j
. e trim jackscre
e ] 5 : j w assembly every 300 to 350 flj
ommer e
ca comm (E;al usage, that coul_d mean grounding the airplan§ ftoikrI (:U—f;-
e Surroundg] t}\iv weeks.. Immediately, the sociotechnical organizati ucal
eroms surte coursge : e gpcfara}lfzn of the technology began to aciapt and s to g)
¢ : s o drift. Through a vasi f , rments
1> course 10 ety of changes and developme
i renance fctlued ’Ii:;esfgz Xtthee DC-9/ M!I)h~80 series aitcraft, the lubgcaﬁrcl)trj
: . nsions were hardly th
eva was exicr . ¥ the product of man;
oot ends 'itzéleone, 1.fhat all. A much more complex and constantl 1;%;;7“ g
bcontmctomrsmalnd § with representatives from  regulators mam)l/fa mvmg
evdopmen, O,f and operators was at the heart of a fragmentéd discom(;:i oo
for obmentof ma ;iﬂ;fﬁgc standards, documents, and speciﬁcati,cms Ratio??iltl;
) - al decisions was prod ' . )
" maint iter i produced relatively 1 i
picte, emerging information about what proved to beyf Oczllll}F e o
, for all it

Sitplici >
" picity, unruly technology. Although each decision was locally ratio > eceiving

nal, making




a0 DRIFT INTO FAILURE

i e
for decision-makers in their time and place, the global picture became on
sense E
o C;nftt;;ltoff;ﬂrfz tubtication interval of 300 hours, the inltervil :,rii ;};SCSIEE
f tliirAlfska 261 accident had moved up to 2,550 .hours, h'(ji mdci)stance e 0F
magai de morte. As is typical in the drift toward failure, this dis nce was bo-
gi?g;:(;lin one 1e.ap The slide was incremental: stgl];:ft})y step, dgT;:;Sl;nd gﬂ ecior
. iati i t an ,
g h the aviation system from ditferen d dizection
tiatriﬁzgirgif;%ustry initiatives with aitline-driven ones, but all interacting to
s m irecti i ls.
i direction: greatet interva o ‘
pesy ?SSSE? S;:I:nfzzoﬁ;animem ofgdetegulation in the airline mdustify, ]z;f)li (;11:;\2
1 inn ation,was to be accomplished every 700 hours, at every O er
C .
i tenance B check (which occurs every 350 flight hours%.o bt hours for the
mm-lnn 1987. the B-check interval itself was increased }:O 5 g
ire i , ino lubtication intervals to 1,000 hours. .
e TSSL;SH? f}:i)fli? %V;e climinated altogethet, and tasks to be1 ag;orzg];sk;i
. dist';ibuted over A and C checks. The fackscrew assem?llyhu an s
Wei)e Ic(;-one cach eighth 125-hout A check: still every 1,000 flight t_:;t it.ldustty -
* ]§ in 1991, A-check intervals were extended across the en industty 0
150 ﬂlzt }11It1 hours’ ieaving a lubrication every 1,200 houts. Thrge_y:taitosn B{V O;ld ¢
heck iterval \x;as extended again, this ime to 200 houts. Lubtic
che
& flight hours. o
happerll;;éc rfz\.fa’sggf ajrll%nes removed the jackscrew-assembly 1ubr1clatlgri tabs;liicf;?;'rlxl
IR h Ci{ and moved instead to a so-called task card.that §p£c1}{je rLLmj caion
ther (E:é fn()nths. There was no longer an accompanying k’fhgli 1;! :u .
;‘Tia Airlines, eight months translated to about 2,550 flight ho le(.i o evidence
aTh jackscr;:w recovered from the ocean floor, however, revea
e

i ious 1 . Tt might
that there had been adequate lubrication at the previous interval at all o

; fresh
i it had last received a coat of :
re than 5,000 hours since 1t na —volode into
have bfil?ﬁrcr)?lzh this drift, the effect of small th1ng§ could sudde)nlyI LX§58 }Tours
greﬂSZﬂng huge. Miss one lubrication if you service the part (2‘V5€5[5)7 houars, an d
some : : . . lubricate every 4, >
. Miss one when you lu .
e yg;ll? a;;i ilr? r:\lz(e)lj;ﬂ;i)ubie. This is where decrementalism, or small changes
you C

g 5 5 g (f A p B
ca O events. na where c Way o} 575 em Oroantze OF €X3mm €

arouna sc 11D1C 101 inter V'zl]S ra }1(:]: tnan coONtnuou ub at1on-4s-
d _'l a b t) h S CkleCkS aﬂ.d.'l 11C
y ]:].1 1y 111V 1}‘ (16 Cildellt on L]-C}l SIILall Ch.aIlges.
necessar ) can make 1t gh SENs € p s
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14 CFR Part 25 and applicable amendments, However, systems that wete similar
to ot that did not change significantly from the earlier DC-9 models, such as the
longitudinal trim control system, were not requited to be recertified. CAR 4b
remained the certification basis for those parts of the MD-80, MD-90, and 717.
This meant that even the most modern of the lineage, the Boeing 717, today has
parts in it that are certified in 1965 under rules from 1962, and never needed to be
re-certified. Just a time check: these rules were laid down a yeat before Kennedy was
assassinated. When the first DC-9 was certified, we still had four years to go before
landing on the moon. These were slide rule times. No computer-aided design. The
effects of, and sensitive dependency upon, such initial conditions are with us in lots
of airplanes flying around today.

Undesstanding how a system may sensitively depend on initial conditions
is something that certification processes are supposed to be able to do. But
certification does not typically take lifetime wear of parts into account when
judging (in this case) an aircraft airworthy, even if such wear will render an aircraft,
like Alaska 261, quite unworthy of flying. Certification processes certainly do
not know how to take socio-technical adaptation of new cquipment, and the
consequent potendal for drift into failure, into account when looking at nascent
technologies. Systemic adaptation or wear is not a criterion in certification
decisions, not is there a requirement to put in place an organization to prevent or
cover for anticipated wear rates or pragmatic adaptation, or fine-tuning,

Asacertification engineet from the regulator testified, “Wear is not considered as

amode of failure for either a system safety analysis or for structural considerations”
(NTSB, 2002, p. 24). Because how do you take wear into account? How can you
even predict with any accuracy how much wear will occur? McDonnell-Douglas
surely bad it wrong when it anticipated wear rates on the trim jackscrew assembly
of its DC-9. Originally, the assembly was designed for a service life of 30,000
flight hours without any periodic inspections for wear. But within a year, excessive
wear had been discovered nonetheless, prompting a reconsideration.

The problem of certifying a system as safe to use can become even fmore
complicated if the system to be certified is sociotechnical and thereby even less
calculable. What does wear mean when the system is sociotechnical rather than
consisting of pieces of hardware? In both cases, safety certification should be a
lifetime effort, not 2 still assessment of decomposed system status at the dawn of
a nascent technology. Safety certification should be sensitive to the co-evolution
of technology and its use, its adaptation. Using the growing knowledge base on
technology and organizational failure, safety certification could aim for a better
understanding of the ecology in which technology is released — the pressures,
tesource constraints, uncertainties, emerging uses, fine-tuning, and indeed lifetime

ea.

Safety certification is not just about seeing whether components meet ctiteria,
en if that is what it often practically boils down to. Safety certification is about
ticipating the future. Safety certification, is about bridging the gap between a

plece of gleaming new technology in the hand now, and its adapted, coevolved,
imy, greased-down wear and use further down the line, But we are not very
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good at anticipating the future, Certification practices and techniques oriented
toward assessing the standard of current components do not translate well into
understanding total system behavior in the future. Making claims about the future,
then, often hangs on things other than proving the worthiness of individual parts.
Take the trim system of the DC-9 again.

The jackscrew in the trim assembly had beea classified as a “structure” in
the 1960s, leading to different certification requirements from when it would
have beent seen as a system. The same piece of hardware, in other words, could
be looked at as two entirely different things: a system, ot a structure. In being
judged a structure, it did not have to undergo the required system safety analysis
(which may, in the end, still not have picked up on the problem of wear and
the risks it implied). ‘The distinction, this partition of a single piece of hardware
into different lexical labels, however, shows that airworthiness is not a rational
product of engineering calculation. Certification can have much more to do with
localized engineeting judgments, with argument and petsuasion, with discourse
and renaming, with the translation of numbers into opinion, and opinion into
numbers — all of it based on uncertain knowledge.

As a result, aitworthiness is an artificially binary black-os-white verdict (a jet is
cither airworthy or it is not) that gets imposed on a vety grey, vague, uncertain world
_ a world where the effects of releasing a new technology into actual operational
life are surprisingly unpredictable and incatculable. Dichotomous, hard yes ot no
meets squishy teality and never quite gets a genuine gtip. A jet that was judged
airworthy, ot certified as safe, may or may not be in actual fact. It may be 2 little
bit unairworthy. s it still airworthy with an end-play check of 0.0042 inches, the
set Himit? But “set” on the basis of what? Engineering judgment? Argument? Best

ess? Calculations? What if a following end-play check is more favorable? The
end-play check itself is not very reliable. The jet may be aitworthy today, but no

longer tomorrow (when the jackscrew snaps). But who would know? Nobody,

really. Because the technology is unruly.
UNRULY TECHNOLOGY

Unruly means that something is disorderly and not amenable to discipline or
control. It is a better word than uncertain. Very little to none of the technology
we put into out complex systems is believed to be uncertain. Uncertain means
unknown. And the whole point of engineering and validation and verification is
to calculate our way out of such uncertainty, to not have such unknowns. We run
the numbers, do the equations, build the computer simulations, so that we know
under what load something will break, what the mean time between failures will
be. :
But despite all these efforts, there will always be unknowns, cven if the
technology is considered ot judged or believed to be certain. The term “unruly
technology” was introduced by Brian Wynne in 1988 to capture the gap between
our image of tidiness and control over technology through design, certification
regulation, procedures, and maintenance oa the one hand and the messy, not-so:
governable interior of that technology as it behaves when teleased into a field of
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intervals were extended once again, this time to 15 months. This stretched the
flight hours between end-play tests fo about 9,550.

The last end-play check of the accident airplane was conducted at the aitline
maintenance facility in Oakland, Califoraia in 1997. At that time, play between
aut and screw was found to be exactly at the allowable limic of 0.040 inches.
This introduced considerable uncettainty. With play at the allowable limit, what
to do? Release the airplane and replace pasts the next time, ot replace the patts
now? The rules wete not clear. The so-called AOL 9-48A said that “jackscrew
assemblies could remain in service as long as the end-play measurement remained
within the tolerances (between 0.003 and 0.040 inch) ™" It was still 0.040 inches,
<o the aircraft could technically remain in service. Or could it? How quickly would
the thread wear from there on? Six days, several shift changes and another, more
favorable end-play check later, the airplane was released. No patts were replaced:
they were not even in stock in Ouakland. The aitplane “departed 0300 local dme,
So far so good,” the graveyard shift turnover plan noted.”

Three years later, the trim system snapped and the aircraft disappeated iato
the ocean not far away. Between 2,500 and 9,550 hours there had been more
drift toward failure. Again, each extension made local sense, and was only an
increment away from the previously established norm. No rules were violated,
6 laws broken. Even the regulator concutred with the changes in end-play check
intervals. These were normal people doing normal work around seemingly normal,
simple, stable technology. Even the mamufacturer had expressed no interest in
sceing these numbers ot the slow, steady degeneration they may have revealed. If
there was drift, in other words, no institutional or organizational memory would
wnow it. But ist’t that exactly what we build protective structures forr Regulators,

maintenance programs, accountable managers, nominated postholders?

CONTRIBUTION OF THE PROTECTIVE STRUCTURE

The operation of risky technology is surrounded by structutes meant to keep
it safe. The protection offered by these structures takes a lot of forms. In
addition to the organization necessary (o actually run the technology, there are

regulatory arrangements, quality review boatds, nominated post holders, safety
departments, and a lot more. These deal with all kinds of information through
meetings, committees, international or cross-industry collaborations, data
monitoring technology,
formal contacts. All of which produces vast arrays of rules, routines, procedures,
guidance material, prescriptions, expert opinions, engineeting assessments and.
managerial decisions, And the people who populate this system change jobs and

might even move from industry to regulator and back again. This is one of the’
featuses that makes comples systems complex: their boundaries are fuzzy. It is
almost impossible o say where the system that makes the maintenance tules:

begins or ends.
Thete is, in other words, an astounding web of inpumerable relationships i

which the operation of tisky technology is suspended — a web, moreover, that:

has no clear boundaries, no obvious end ot beginning, This creates 2 wonderful

incident reporting sysiems, and a host of informal and
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A STORY OF DRIFT

i ittees was a way of
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i:itctil;iguglilgzg zlfétween building and maintaining a system, between producing
it and operating it. Bridging the gap 1s a

bout adaptation — adaptation to newly
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emerging data (for example, surprising wear rates) about unruly technology. But
adaptation can mean dtift. And drift can mean failure. Alaska 261 is about unruly
technology, about gradual adaptations, abour drift into failure. It is about the
inseparable, mutual influences of mechanical and social wotlds, and it highlights
the inadequacy of our current models in human factors and system safety.
Structuralist models are limited. Of course, we could claim that the lengthy
lubrication interval and the unteliable end-play check were structural deficiencies.
Were they holes in layers of defense? Sure, if we want to use that language. But
such metaphots do not help us look for where the hole occurred, or why.

What kind of model could capture the gradual adapration of a system like that
surrounding jack screws, and predict its eventual collapse? There is something
complexly organic about MSGs, something ecological, that is lost when we model
them as a layer of defense with a hole in it; when we sec them as a mere deficiency
or a latent failure. When we see systems instead as internally plastic, as flexible,
as organic, their functioning is controlled by dynamic relations and ecological
adaptation, rather than by rigid mechanical structures. They also exhibit self-
organization (from year to year, the makeup of MSGs was different) in response
to environmental changes, and self-transcendence; the ability to reach out beyond
cuttently known boundaries and learn, develop and pethaps improve.

Such an account needs to capture what happens within an otganization,
with the gatheting of knowledge and creation of rationality within wotkgroups,
once a technology gets fielded. A functional account could cover the organic
otganization of maintenance steering groups and committees, whose makeup,
focus, problem definition, and understanding coevolved with emerging anomalies
and growing knowledge about an uncertain technology. ‘The journey that ended
with the demise of Alaska 261 was marked by smalls steps, by a succession of
decrements ot downshifts in what people considered normal and acceptable,

including those people (both internal and external to the company) tasked with
safety oversight. The journey took place in a landscape of increasing competitive
pressute and resource scarcity, constantly changing and evolving guidance on how
0 manage the unruly technology, and with normal people who came to work
each day to do a normal job,

Can incident repotting not reveal a drift into failute? This would seem to be

.2 natural role of incident teporting, but it is not so easy. The normalization that
accompanies drift into failute (an end-play check every 9,550 hours is “normal”’

ven approved by the regulator, no matter that the otiginal interval was 2,500
ours) severely challenges the ability of insiders to define incidents, What is an
cident? Before 1985, failing to petform an end-play check every 2,500 hours

could be considered an incident, and given that the otganization had a means for

eporting it, it may even have been considered as such. Bur by 1996, the same
eviance was normal, regulated even. By 1996, the same failure was no longer an
lcident.

And there was much more. Why report that lubricating the jackscrew assembly
fien has to be done at night, in the dark, outside the hanger, standing in the little
asket of a lift truck at a soaring height above the ground, even in the rain? Why
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report that you, as a maintenance mechanic you have to fumble your way through
two tiny access panels that hardly allow room for one human hand — let alone
space for eyes to see what is going on inside and what needs to be lubricated —if
that is what you have to do all the time? In maintenance, this is nottnal wotk, it
is the type of activity required to get the job done. The mechanic responsible
for the last lubrication of the accident aitplane told investigators that he had
taken to wearing a battery-operated head lamp duting night lubrication tasks, so
that he had his hands free and could see at least something. These things, such
improvisations, ate normal, they are not report-worthy. They do not qualify as
incidents. Why report that the end-play checks are performed with one restraining
fixture (the only one in the entire airline, fabricated in-house, nowhere near the
manufacturer’s specifications), if that is what you use every time you do an end-
play check? Why report that end-play checks, cither on the airplane or on the
bench, generate widely varying measutes, if that is what they do all the time,
and if that is what maintenance wotk is often about? It is notrmal, it 1s not an
incident.

Liven if the airline had had a reporting culture, even if it had a learning
culture, even if it had had a just culture so that people would feel secure in
sending in their reports without fear of retribution, these would not be incidents
that would turn up in the system. This is the banality of accidents thesis. These
are not incidents. Incidents do not precede accidents. Normal work does. In

these systems:

accidents are different in nature from those occutting in safe systems: in this
case accidents usually occur in the absence of any setious breakdown or even
of any serious error. They result from a combination of factots, none of
which can alone cause an accident, or even a serious incident; therefore these
combinations remain difficult to detect and to recover using traditional safety
analysis logic. For the same reason, repotting becomes less relevant in predicting

major disasters.”

The failure to adequately see the patt to be lubricated (that non-redundant,
single-point, safety-critical part), the failure to adequately and reliably petform an

end-play check —none of this appeats in incident reports. Butit is deemed “causal”
or “conttibutory” in the accident report. The etiology of system accidents, then, -
may well be fundamentally different from that of incidents, hidden instead in

the residual risks of doing normal business under normal pressures of scarcity

and competition. This means that the so-called common-cause hypothesis (which
holds that accidents and incidents have common causes and that incidents are .

gualitatively identical to accidents except for being just one step short of a true of

complete failure) is probably wrong for complex systems.

The signals that are now seen as worthy or reporting, or the organizational .
decisions that are now seen as “bad decisions” (even though they seemed like
perfectly good or reasonable proposals at the time) are seldom big, risky events:
or order-of-magnitude steps. Rather, there is a succession of weak signals and.
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THE LEGACY OF NEWTON
AND DESCARTES

ot long ago, a nurse from Wisconsin was charged with criminal “neglect
of a patient causing great bodily harm” in the medication error-related
death of a 16-year-old woman during labot. The nurse accidentally

administered a bag of epidutal analgesia instead of the intended penicillin by the
intravenous route. The criminal complaint concluded that:!

O

The childs attending physician and the defendant’s nurse supervisor
reported that the nurse failed to obrain authorization to remove the lethal
chemicals that caused the child’s death from a locked storage system,
The nutse disregarded hospital protocol by failing to scan the bar code
on the medication, a process of which the nurse had been tully trained
and was cognizant. Had the lethal chemicals been scanned, medical
professionals would have been forewarned of its lethality and the death
would have been prevented.

The nurse disregarded a bright, clearly written warning on the bag
containing the lethal chemicals prior to injecting them directly into the
child’s bloodstream.

The nurse injected the lethal chemicals into the bloodstream in a rapid
fashion, failing to follow the approved rate for any medications that may
have been presctibed for the child, in an apparent effort to save time. The
rapid introduction of these chemicals dramatically hastened the death of
the child, effectively thwarting any ability to save her life.

The nurse disregarded hospital protocol and failed to follow professional
nursing procedures by not considering the five tights of patients prior
to the administration of the lethal chemicals {right patient, right route,
tight dose, right time and right medication). The practice at her hospital
requires the consideration of these five factors at least three times ptior
to the administration of any medication; the most important procedure
established to prevent putting a patient’s life in jeopardy through
medication errors,




4
THE SEARCH FOR THE BROKEN

COMPONENT

f there is one idea that Newton and Descartes have taught us when things

go wrong, it is to look for the broken component. Nothing characterizes

the Newtonian—Cartesian worldview as much as its emphasis on analytic
teduction, or decomposition, The story in Chapter 2, of course, is about 2 broken
part — the jackscrew/actne nut on an MD-80 airfiner. ‘Though perhaps it is more
cotrect to say that the story starts with a broken part. Initself the part isn’t that
interesting, If we want to understand why it ended up broken, analytic reduction
doesn’t get us very far. Instead, we need to go up and out, rather than down and
in, We have to begin to probe the hugely intertwined webs of relationships that
spring out and away from the broken part, into the organizational, the institutional,
the social. Yet often our quest to understand why patts are broken simply leads us
to other broken parts. The decompositional logic is almost everywhere.

Consider the.practice, very common in all kinds of accident investigations, to
examine the 24-hour and 72-hour histories of the persons involved at the sharp
end ~ the train drivet, the pilots, the first mate. Hardly ever do these examinations
reveal anything interesting. Sure, the pilot may have been playing teanis with her
husband the day befote, got 7 hours of sleep before getting up to report to the
airport. The train driver had a 10-hour day prior to the day of the accident, So?
Well, this is to rule out anything to do with the operators, investigators have told
me. Fair enough,

But this seemingly very innocent practice of excluding possible causes serves
to reconfirm the image of an investigation as a search for the broken component
in the rubble. It legitimates as well as reproduces a kind of naive Newtonian
physics about how systems work and fail. How do we find broken components?
The 24- and 72-hour histories suggest that we first start with the people at the
sharp end. We rummage through their lives, we probe more and more hours
backwards into their professional and private doings, hoping for the “Ahal” part
to pop up. A pill bottle on the night stand. A fight with the spouse. A lousy hotel
room on an overnight with too much noise and too little sleep. That last beer
leaking over into the 8-hour window from bottle to throttle.
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i nt
If this search doesn’t tura up anything; if we fail to find thehrc;lgn vcvzrrrii;rfnd
there. we redirect out attention to the next system, of the nes ttiaon .a Ve may o
: i he Safety Management System of the organization, shionab!
e iy lt)zkl?l%::aziays And we may find that itis broken in vatious pla;gs. epc()) u t§
tc_lb;:fnt’?wgrk as well, for example, o the quality managemelnt olf a ;rzjiir;%nii éﬁon
i ient in how it tracks people’s progress algng various levels o wentaion
e heromnerat ountability. The resulting investigation, a catalogqe o
e compon a(t:;: is all too common. The “findings” section of accident reports
s be? t flonrlfc(i):g;l s&tgh an engineering catalogue, listing the components that wete
?Zzsdt ?Di‘(}))k(iﬂ, and the components that were found not broken.

BROKEN COMPONENTS AFTER A HAILSTORM

ncident in which an airliner flew into a hailstorm and

After its investigation of an i i

sustained severe damage, the report came up with the following inits
section (among others):

1. The pilots’ licenses and ratings were valid.
OK, component not hroken.

5. The aircraft had a valid certificate of airworthiness.
0K, component not broken.

3. The pilots reported for duty well before the required time.
0¥, component not broken.

rdic Severe Weather Chart

i i the No
4. The pilots did not study or take with them e carore Westher

for the time of their flight. Moreover, they did not s
Chart prepared by the World Area Forecast Centre.
Not OK — two broken components found.

ervices was preparing a SIGMET {a forecast for

5. The Aeronautical Weather 5 T atothe e eoment

significant weather) but it was published too late wit

of weather conditions.
Mot OK — one broken component found.

6. Engine anti-ice and ignition systems were used as instructed.

OX, component not broken. ‘
7. The galleys in the cabin had been secured for landing.

OK, component not broken.

i into -
8. The pilot flying did not disengage the autothrottle when the aircraft flew in

turbulence, as recommended by the Aircraft Operating Manual.
Not 0K, one broken component found.
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8. The co-pilot tried to switch the weather radar on, but no r.
shown.

Not OK — one broken component found.

adar image was

10. After the windshields had Lbeen cracked, the pilot flying turned the
windshield heating switch off. This action is not included in the malfunction

check list flight deck window cracks in flight. The flight crew did not take the
actions mentioned in the checklist,

Not OK ~ one broken component found.

11. The cabin crew paid attention to the abnormal, rattling sound of the

engines, However, they did not inform the cockpit crew of their observation
during the flight.

Not OK - one broken component found.
And so it goes on. A catalogue of components, both broken and not broken.

An accident report that lists findings as its major product invokes comparison
with the way in which we used to train doctors (and stll do, in many places).
Give the students a bunch of components (both broken and not broken),
divvy them up across classes ranging from anatomy to physiology to neurology,
and then let the students themselves piece it all together; let them figure out
how all these components work together to account for the functioning or
malfunctioning of a human body. In case of a typical accident o incident
teport, the writers make a similar leap of faith. The reader is trusted to make a
meaningful connection between a list of broken and not-
and a coherent narrative of the event. This connection only works in a
Newtonian-Cartesian world, whete there is a straightforward relationship

between the way in which components work or fail, and how the system works
or fails as a whole.

broken components

The perpetual search for broken components is in part a heritage of the
engineering origins of accident investigations. An engineering undetstanding of
the wotld, at least if it is driven by Newtonian—Cartesian logic, is to break the
large thing (the accident or incident) apart so as to teveal its inner COmMPponents.
Ferret about among those components, and find the ones that are broken.

Note the really interesting (and, as you will sce later, treally problematic)
assumption that there is a direct relationship between the broken component(s)
inside the system, and the behavior of the system as a whole. In the example
above, the supposed mishandling of the encounter with hail by the flight crew,
and the resulting damage and danger to the aircraft and its occupants, can be
reduced to the pilots not conducting some of the procedures by the book, and
making other procedures up where the book offered none. The whole, in other
words, can be explained by reference to the behaviot of the parts. The functioning
or non-functioning of the whole can be understood through the functioning or

non-functioning of constituent components. In the Newtonian- Cartesian world,
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their relationship is unproblematic, direct, and in no need of further proof or
synthetic work. This, in effect, is where many investigations close the book.
Broken component(s) identified, fixes suggested. Finished.

On the other hand, we could also consider our system as something that is
alive, as something that has all kinds of processes running through it at a vatiety
of levels, which connect the various components in many complex ways. In that
case, pulling the system apart and lifting components out of it to examine them
for theit individual performance basically kills the phenomenon of interest.
Broken components may not really explain a broken system. But we ate getting
ahead of ourselves. For now, let’s try to understand how the hunt for broken
ate with good analysis, with finding the

components is something that we equ
with knowing what to fix. So what if we

cause, with knowing what went wrong,
can’t find a broken component?

In the summer of 1996, Trans World Airlinas flight 800 from New York to Paris,
a Boeing 747-100 with 230 people onboard, exploded suddenly when climbing
out over the sea alongside Long Island. lt was only 11 minutes after takeoff. The
huge amount of kerosene for its Atlantic crossing vaporized and ignited, creating
a fireball that was seen along the coastline of Long Island. The fragmented
aircraft disappeared into the ocean, forming an expanding bubble of debris so
pulverized that a weather radar interpreted it as a rain cloud.

What followed was one of the most expensive and most vexing accident
investigations to date. Yet, despite its length and the reconstruction of the entire
wreckage in a hangar close by, it failed to yield the “ayreka part,” that single
bit of wreckage, or equipment, that contained a critical clue, a clue that could
point to the broken component. |t gave rise to @ large number of conspiracy
theories. Alight streaking towards the jet was seen by some witnesses just prior
to the explosion, metal in one place seemed bent inwards and then outwards,
pointing to a hole created by an external projectile, and microscopic traces of
PETN [Pentaerythritol Tetranitrate}, a compound used in plastic explosives, were
found on a piece of flooring from the passenger compartment. A conspiracy
involving the U.S. Navy, a test missile, the FBI and a whole host of other agencies,
would be one reasonable candidate cause. Later, however, the FBI stated that
these traces were consistent with explosives allegedly spilled during a training
exercise ahoard the aircraft a few weeks before the crash.

After more than four years, the Mational Transportation Safety Board (NTSB)
concluded that the probable cause of the accident was an explosion of the center:
wing fuel tank, resulting from ignition of the flammable fuel/air mixture in the
tank. The source of ignition energy for the explosion could not be determined
with certainty, but, of the sources avaluated by the investigation, the most likely
was a short-circuit outside of the tank that allowed excessive voltage to enter
it through electrical wiring associated with the fuel quantity indication system.
Researchers from across the US.A., dissatisfied with the many anomalies and
unexplained pieces of evidence in the official investigation, have gathered in a

: c}rlew. In 81 percent, people were the sol
these analyses has judgmental or even m
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in scientific applications, but also latgely consistent with in

tuition and common
sense.

REDUCTIONISM AND THE EUREKA PART

As said, the best known principle of Newtonian science
Newton by the philosopher-
To understand any complex
it to its individual compone

, formulated well before
scientist Deseartes, is that of analysis or reductionism,
phenomenon, you need to take it apart, that is, reduce
ats. This is recursive: if constituent components are
still complex, you need to take your analysis a step further, and look at their
components. In other words, the functioning or non-functioning of the whole can

be explained by the functioning or non-functionin

g of constituent components,
Attempts to noderstand the failute of a complex system in terms of failures

or breakages of individual components in it — whether those components are
human or machine - are VEry common,

Linear, componential thinking permeates the investigation of accidents and
organizational failures as well as reliability engineering methods. The defenses.
in-depth metaphot, popularized as the “Swiss Cheese Model” and used in event
classification schemes relies on the componential, linear parsing-up of 2 system,
50 as to locate the layer or part that was broken. The analytic recursion in these
methods ends up in categories such as “unsafe supetvision” or “poor managerial
decision-making.” Indeed, in technically increasingly reliable systems, the “eureka
part” has become more and more the human and there is a cottage industry of
methods that try to locate and classify which errors by which people lay behind
a particular problem. Most or all implicitly presume a linear relationship between
the supposed error and the parts or processes that were broken or otherwise
affected.

Our undetstanding of the psychological sources of failure

reductive Newtonian recursion as well. In cases where the component failure
of “human error” remains incomprehensible, we take “human crros” apart too.
Methods that subdivide human error up into further component categories, such
as perceptual failure, attention failure, memory failure or inaction are now in use
in ait traffic control and similar lincar, reductionist understandings of human
error dominate the field of human factors, The classically mechanistic idea of
psychology that forms the theoretical bedrock for such reductionist thinking of
course predates human factors, Analytic reduction §ponsors an atomistic view of
complex psychological phenomena: understanding them comes from tevealing
the functoning ot breakdown of their constituent components.

Even sociological ot cultural phenomenaare often explained using areductionist
approach. Much safety culture wortk, for example, breaks “culture” down into
what individual employees experience or believe (mosdy through attitude surveys
about, for example, work pressare, management behaviors in refation to safety,
tisk perceptions), as well as the presence or absence of particular components
of, for example, a safety management system, safety Investments, worker
qualifications or other safety arrangements, It measures those, adds them up and

is subject to
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gets a number for a safety culture. Together, these components are assumed to
constitute a “culture,” yet it is never made clear how the parts become the whole.
Such approaches meet with skepticism from those who see culture as something

much mote complex and incompressible:

Cultute cannot be managed; it emerges. T.eaders don’t create cultures, members
of the culture do. Culture is an exptression of people’s deepest needs, a means
of endowing theit experiences with meaning Fven if culture in this sense could
be managed, it shouldn’t be (...} it is naive and perhaps unethical to speak of

managing culture.*

This is not to say that measuting these things is not meaningful. It may well
identify interesting areas for safety intervention. But to say that it measures
“culure” is making a particular set of Newtonian assumptions about the
relationship between part and whole, between individual and society, This
relationship is called into question by anthropologists like Hutchins, who argue
that the regulatities that are seen as characteristic for a culture (the whole) cannot

be easily found inside the members (the parts):

A given group of individuals may enact different distributed cognitive processes
depending on institutional arrangements. Observed patterns of behavior emerge
from the interactions of the internal processes with structures and processes that
are present in the environment for action. This means that the regularities that are
often identified as being characteristic of 2 culture may not be entirely “inside”
the individual members of the society in question and may not genetalize across

activity setiings. From the contextual point of view, the term culture can be read

as a shorthand label for an emergent uneven distribution of a variety of material,
social, and behavioral pattetns that result from a universal humasn process.”

The atomistic view of culture or community ot society sees the relationship
between parts and whole as unproblematic. The parts simply add up to make

the whole. If parts are imperfect of even missing (for example, if particular

components of a safety management system are incomplete, ot access to the
boss with safety concerns is impossible), then this will add up 1o a culture in a
straightforward way, to a measurable safety culture (or lack thereof). This logic (of .
a simple, additive relationship between parts and the whole) is so petrvasive that
Margaret Thatcher even denied the existence of community of society altogether

in an interview in 1987: “ ... there is no such thing as society. There are individual -
men and women, asnd there are families” From that extreme point of view, there
are only atoms, parts, components. And somehow, they make up a whole. But for

that point of view, the whole isn't the point. It’s the parts and the easily added
numbets they represent.

It is interesting to note that such a position is quite consi
and often Protestant societies. Through the Enlightenment, and the intellectual
tradition since the Scientfic Revolution, it has seemed self-evident to evaluate

stent with Western,
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bad causes (a hugely negligent action hhy an incompetent nurse). The worse the
outcome, the more “negligent” its preceding actions ate thought to have been. In
coad traffic, talking on a cell phone is not considered illegal by many, until it leads
to a (fatal) accident. It is the effect that makes the cause bad.

The Newtonian model has been so pervasive and coincident with “scientific”
thinking, that if analytic reduction to determinate cause-cffect relationships (and
their material basis) cannot be achieved, then either the method ot the phenomenon
isn't considered worthy of the label “science.” This problem of scientific self-
confidence has plagued the social sciences since their inception, inspiring not only
Durkheim to view the social order in terms of an essentialist naive Newtonian
physics, but also for example to have Fread aim “to furnish a psychology that
shall be a natugal science: that is, to represent psychical processes as quantitatively
determinate states of specifiable matetial particles, thus making those processes
perspicuous and free from contradiction.””’ Behaviorists like Watson teduced
psychological functioning to mechanistic cause-effect relationships in a similar

attempt to protect social science from accusations of being unscientific.®

THE FORESEEABILITY OF HARM

According to Newton’s image of the universe, the future of any part of it can be
predicted with absolute certainty if its state at any time was known in all details.
With enough knowledge of the initial conditions of the particles and the laws
that govern their motion, all subsequent events can be foreseen. In other words,

if somebody can be shown to have known (or should have known) the initial .

positions and velocities of the components constituting a system, as well as the .

forces acting on those components (which in turn are determined by the positions

of these and other particles), then this persofl could, in principle, have predicted -
the further evolution of the system with complete certainty and accuracy. A system
that combines the physiology of 2 three-month old baby with the chemical particles

diethylamino—dimeﬂlylphenylacetanﬁde that constitute lidocaine will follow such.
Jawfual evolution, where a therapeutic dose is less than 6 mg lidocaine per gram

serum, and a dose almost 10 times that much will kill the baby.

If such knowledge is in principle attainable, then the harm that may occur.
if particles are lined up wrongly is foreseeable, too. \Whete people have a duty.

of care (like nusses and other healthcare wortkers do) to apply such knowledge:

in the prediction of the effects of their interventions, it is consistent with the

Newtonian model to ask how they failed to foresee the effects. Did they not know:

the laws governing their patt of the universe (that is, were they incompetent,

unknowledgeable)? Were they not conscientious or assiduous in plotting out the
possible effects of their actions? Indeed, legal rationality in the determination
of negligence follows this feature of the Newtonian model almost to the lettets
“WWhere there is a duty to exescise care, reasonable care must be taken to avoid
acts or ornissions which can reasonably be forescen to be likely to cause harm:
If, as a result of 2 failure to act in this reasonably skillful way, harm is caused, the
person whose action caused the harm, is negligent.”

': ;)f the “real” out there, models or re
- Knowledge is basically that represe
- not match “reality,”
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between parts and whole. There also seem to be nonrandom patterns of gene
density along chromosomes which are not wellunderstood, and regions of coding
and non-coding DNA. Then there is gene-switching: the ability to turn genes on
or off through the organism’s interaction with its changing environment.

The human genome, in other words, can at best be described as a set of
hardware, which in turn can run all kinds of versions of software and thousands
of different and partially overlapping and even contradictory programs at the
same time. Complex systems are open systems, and so is the human genome. It
is this openness to the environment and the system’s ability to recognize, adapt,
change, and respond that renders any project to describe the pre-existing order
quite hopeless. When you think you've described the system once, vou'll find
that it will have morphed away from your description before you're even done.
And even any temporary or tentative description of the arrangement of parts
spectacularly underdetermines what can be observed at the system level,

Founding sociologist Emile Durkheim took the same Newtonian position
for social science in the nineteenth century. Underneath a seemingly disordered,
chaotic appeatance of the social world, he argued, there is a social order governed
by discoverable laws (obligations and constraints) and categories of human
organization (institutions). As with the theological reading of the human genome
project a centuty-and-a-half later, Durkheim wanted to pursue the essential
properties of social systemns: those features that are enduting, unchanging, and
that can be discovered and described independent on who does the discovering
ot describing, from what angle or perspective, and at what point in time. Such
“essentialistm” is typical for Newtonian science: the idea that behind our initial
befuddlement and confusion of the world as it meets us, lies an unchanging, pre-
existing order of hard facts that we can lay bate in due time.

The consequence of this Newtonian position for understanding failure is that
there can be only one true story of what happened. For Newton and Descartes,
the “true” story is the one in which there is no moge gap between external events
and their internal representation. Those equipped with better methods, and
particularly those who enjoy greater “objectivity,” (that is, those who, without
any bias that distorts their perception of the world, will consider @/ the tacts) are
better poised to achieve such a true story. Formal, government-sponsored accident

investigations enjoy this aura of objectivity and truth — if not in the substance of
the story they produce, then at least in the institutional arrangements surrounding
its production. First, their supposed objectivity is deliberately engineered into the
investigation as a sum of subjectivities. All interested patties (for example, vendors,
the industry, the operator, the legal system, unions, professional associations) can
officially contribute (though some voices ate easily silenced or sidelined or ignored).
Second, those other parties often wait until a formal report is produced before
publicly taking either position or action, legitimating the accident investigation as
arbitrator between fact and fiction, between truth and lie. Tt supplies the story of

“what really happened.” Without first getting that “true” story, no other party can
credibly move forwatd,
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A NEWTONIAN ETHIC OF FAILURE
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with components. If these processes fail to satisfy societal accountability
requitements, then courts deem certain practitioners ctiminal, lifting unicuely bad
compotents out of the system.

Newtonian hegemony, then, is maintained not by impositon but by
interpellation, by the confluences of shared relationships, shared discourses,
institutions, and knowledge. Foucault called the practices that produce knowledge
and keep knowledge in circulation an epistemé: a set of rules and conceptual
tools for what counts as factual. Such practices are exclusionary. They function
in part to establish distinctions between those statements that will be considered
true and those that will be considered false. Or factual rather than speculative. Or
just rather than unjust.”” The true statement will be circulated through saciety,
reproduced in accident reports, for example, and in books and lectures about
accidents, These true statements will underpin what is taken to be common-
sensical knowledge in a society - that is, the Newtonian physical order. The false
statement will quickly fade from view as it not only contradicts common sense,
but also because it is not authorized by people legitimated and trusted by society
to furnish the truth.

A naive socio-technical Newtonian physics is thus continuously read into events
that could yield much more complexly patterned interpretations. Newtonian
assumptions not only support but also reproduce theit own ideas, values,
sentiments, images, and symbols about failure, its otigin and its appropriate ethical
consequences. Collectively, they assert that action in the world can be described
as a set of casual laws, with time reversibility, symmetry between cause and effect,
and a preservation of the total amount of energy in the system. The only limiting
points of such an analysis are met when laws are not sufficiently tigorous or
exhaustive, but this merely represents a problem of further methodological
refinement in the pursuit of greater epistemological tigor and mote empirical
data produced because of it.

" On Apri] 27, 1900, Lotd Kelvin, the eminent physicist and president of Great
Britain’s Royal Socicty, confidently told his members that Newton’s approach had
been successfully extended to embrace all of physics, including both heat and light.
In fact, the turn of the century was accompanied by an optimism about Newton’s
theories of particles and motion, which had been confirmed by generations of
scientists in fields ranging from chemistry to biology to sociology.'® Newton
appeared to be able to explain every phenomenon in the universe, Everything
was, in principle, explicable, knowable, The great order of the creation would be
uncloaked. The outbreak of colossal epidemics had been tamed, the industrial
revolution was moving into overdrive. People’s infatuation with science and
technology gave them supreme confidence in their ability to manipulate and
control the wotld around them.

Today, we have inhetited a Newtonian commitment that all but excludes even
4 common awareness of alternatives. It is not that more complex readings would
be “truer” in the sensc of corresponding more closely to some objective state
of affairs. But they could hold greater or at least a different potential for safety
improvement, and could help people reconsider what is usefal and ethical in the
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aftermath of failure. The next chapter studies the scientific literature on safety and
accidents for how it has attempted to theotize drift. As we will see, Newtonian
assumptions keep cropping up, even in narratives that try to take history and

complexity seriously.
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THEORIZING DRIFT

MAN-MADE DISASTERS
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WHAT IS COMPLEXITY AND
SYSTEMS THINKING?

i trying to understand why things go wrong in complex systems, the safety

specialist has traditionally looked at the functioning ot breakdown of

carefully isolated parts or phenomena. How is it that the pilot did not notice
a speed decay? How can it be that the nurse did not see the bold-printed warning
EPIDURAL ONLY on the infusion bag? Why did a piece of insulating foam
separate from the left bipod ramp section of the Space Shuttle Columbia external
tank at 81.7 seconds into the launch?

These are important questions, and often hold the key to unlocking at least part
of a story on how things went wrong. These questions make it possible to research
and systematize various detailed processes, ot to find out about the state of a part
Ot a component at or befote the time of some failure, But there is something really
important that such knowledge cannot tell us, and that is how a number of different
things and processes act togethet when exposed to a number of different influences
at the same time." This is the question that complexity and systems thinking tries
to answet.

MORE REDUNDANCY AND BARRIERS, MORE COMPLEXITY

The Newtonian focus on parts as the cause of accidents has sponsored a belief
that redundancy is the best way o protect against hazard. Safety critical systems
usually have multiple redundant mechanisms, safety systems, elaborate policies
and procedures, command and teporting structures as well as professional
specialization. The results of such otganizational, operational and engineering
measures makes these systems relatively safe from single point failures. It protects
them against the failure of a single component or part that could directly lead to
a bad outcome. But there is a cost to this.

Bartiers, as well as professional specialization, policies, procedutes, protocols,
tedundant mechanisms and structures add to a system’s complexity. With the
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introduction of each new part ot layer of defense, there is an explosion of new
relationships (between parts and layers and components) that spreads through
the system. Complexity and systems thinking says that accidents emerge from
these relationships, even from petfectly “norma » relationships, where nothing
(not even a patt) is broken. The drive to make these systems reliable, in other
wotds, also makes them very complex. Which, paradoxically, can make them less
safe. Redundancy, ot putting in extra barriers, or fixing them up better, does not
provide protection against this safety threat. [n fact, it helps create it, by making
the systems mote interactively complex.”

TInteractive complexity refers to component interactions that are non-linear,
unfamiliar, unexpected or unplanned, and either not visible or not immediately
comprehensible for people running the system. Linear interactions among
components, in contrast, are those in expected and familiar production or
maintenance sequences, and those that are visible and understandable even if
they were unplanned. But complex interactions produce unfamiliar sequences,
or unplanned and unexpected sequences, that are either not visible or not
immediately comprehensible. An electrical powet orid is an example of an
intecactively complex system. Failures, when they do occur, can cascade through
these systems in ways that may confound the people managing them, making
it difficult to stop a progression of failure. Increasing complexity, particularly
interactive complexity, has thus given rise to a new kind of accident over the last
half century: the system accident Tn a system accident, no component needs to
be broken. The accident results from the relationships between components {or
the software and people running them), not from the workings or dystunction of
any component part.

This insight has grown out of what became known as systems engineering
and system safety, pioneered in part by 1950s acrospace engineers who were
confronted with increasing complexity in aircraft and ballistic missile systemns at
that time. One particalar aspect of complexity fascinated and concerned safety
sesearchers: the interconnectivity and interactivity between system components.
Their relationships, in other words. The problem with this was that greater
complexity led to vastly more possible interactions than could be planned,
anderstood, anticipated or guarded against. Rather than being the result of a few
ot a numbet of component failures, accidents involve the unanticipated interaction
of a multitude of events in a complex system — events and interactions, often very
normal, whose combinatorial explosion can quickly outwit people’s best efforts
at predicting and mitigating trouble. Interactive complexity refers to component
interactions that ate non-linear, unfamiliar, unexpected or unplanned, and either
not visible or not immediately comprehensible for people running the systemn.*
The idea behind system accidents is that our ability to intellectually manage
interactively complex systems has now been overtaken by our ability to build
them and let them grow {like a NASA-contractor bureaucratic-organizational
complex).

Just think of the introduction a new procedute to double-check something that
was implicated as a broken part in some previous accident. The new procedure
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After a number of suspicious cases of overdosing”by Theratfl:c-}iSSr:”acr:Z\;sa,gz
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i morment. Because what cou : :

T e - “causes” were, even after doing all the analytic

question? 1 had no idea what the ‘causes , T O s
wortk together. It was fascinating, in fact, that managem

¢ sdy in respofse to that
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of their problems pinpointed, just like in a broken machine. They wanted us to
tell them which screws to tighten, which lines to replace, which areas to lubricate.
This was not surprising, probably, for a company whose business consists of
doing just that. :

But such a Newtonian-Cartesian, or mechanistic understanding of
otganizations is not limited to people who are in the mechanics business, My
undergraduate professor in industrial psychology, decades ago, illustrated the
same thinking by putting his hands beside his eat, as if he were holding a
small box in the ait. “What you want to do is shake that organization around,
to find out what’s loose in there, what’s rattling” he said. That was the
recommendation to a large group of wannabe consultants and organizational
psychologists. Shake the box, open the box, find the loose part, fix it, close the
box, hand it back.

In the case of the maintenance otganization that my colleague and I tried to
help more recently, we never found what was rattling loose inside, We did identify
vatious broad influences that seemed to shape how people related to their work,
what they found important, what they felt encouraged to pay attention to, We
began to trace how a number of different things and processes acted together
when exposed to a number of different influences at the same time.

The recent spin-off of the maintenance organization, that aimed to have it
stand on its own commercial legs, had led to a tension between intensive and
extensive growth — should the company nurse the depth and quality of its core
processes fot its only large customer (the organization of which it had, until
recently, been part?) or should it aggressively court outside business and broaden
its offerings? Organizations like this produce means-ends otiented social action
through its formal structures and processes. Those aim to achieve certainty,
conformity and goal attainment, But if you suddenly expose the organization to a
new competitive environment, which offers a host of previously unencountered
and unexplored threats and opportunities, it can quickly wash away the basis of
certainty for what goals need attaining, for what social expectations there are
and which ones are considered legitimate by whom, for what norms should be
conformed with.

People in core business units stopped teporting incidents: aspects of the new
environment made the entire notion of incident negotiable, not just for those
facing them on the work floor, but also for those hearing about them higher up.
Hven when things were reported, lirtle to nothing was done. How exactly such
larger influences of a new competitive environment travel down to the heads
of individual employees to help determine what they will see as rational at any
moment in their work is still anybody’s guess, even that of current theorizing. So
we could never “pinpoint™ the organizational spin-off as a cause,

To make things easy, our story could have eaded with a description of the limits
on cognitive performance by individuals (the “parts” in the system), how fatigue,
language difficulties in the communication with contractors, lack of motivation,
goal displacement and tole ambiguity all constrained the ability of individuals to do
their jobs conscientiously, thus leading to incidents.
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But we tried to lift the story out of a fixation with parts, We refused to just
go down and into the box to find what was ratting, We went up and out, trying
to sketch the influences of the new environment on the ofganization’s structure
and relationships (management, individuals, complexity), its processes {patterns
of intetaction that produce action, including deviance and mistake) and people’s
tasks (their technical uncertainty and inexactitude, the imperfect knowledge and
interpretive flexibility necessary to go from written guidance to action in context).
We never enumerated certainties, only possibilities. We never pinpointed, only
sketched. That is what complexity and systems thinking does.

Mechanistic thinking about failures, thatis, the Newtonian—Cartesian approach,
means going down and in. Understanding why things went wrong comes from
breaking open the system, diving down, finding the parts, and identifying which
ones were broken. This approach s taken evenif the parts are located in different
areas of the system, such as procedural control, supetvisory layers, managerial
Jevels, regulatory oversight. In contrast, systems thinking about failures means
going up and out. Understanding comes from seeing how the system is configured
in a larger network of other systems, of tracing the relationships with those, and
how those spread out to affect, and be affected by, factots that lie far away in time
and space from the moment things went wrong

Take a simple guestion: How does a cell phone work? To understand systems
thinking, or the difference between going down and in versus up and out, this
is actually a useful guestion. The mechanistic answer would begin by screwing
the back plate off the phone. What are the parts that are inside? How do they
get energized, how do they interact, how do electrical signals flow from input to
output? And then go deeper still. What is the software that governs these flows,
where are the bits and bytes that hold it all up? The behavior of the phone can be
brought down to the behavior of its individual components. it is just the aggregate
of all of those component behaviors.

The systemic answer would do something radically different. it would go up
and out, locating the cell phone in the complex ecologicai web of markets and
the flows of goods and people that supply its parts, and create the demand
for it. One place where the answer could end up is the massive Kahuzi-Biega
National Park in eastern Congo in Africa, where the elephant population has
been virtually wiped out, and a previously fairly healthy gorilla population has
been reduced 50 percent to 10 percent of its original size.”

The prize to be found there is Coltan, short for Columbite-Tantalite, a metallic
ore. When refined, Coltan becomes a heat resistant powder with unique
properties for storing electrical charge (tantalum capacitors control current flow
in cell phone circuit boards). Eighty percent of it, worldwide, comes from the
eastern Congo. Coltan is manually mined by groups of men. They don’t need
much more than a shovel. They dig basins, or craters, in streams by scraping
off the surface mud. They then slosh the water around the crater, which causes
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In the first decades of the twent'tth cc?lmry, Si‘f;,aic 51(1:121;;{;1; :?ll:}(}:jﬁkhﬁi;
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only thing that could be predicted was the approximate likelihood of something
happening, Its probability, in other words.

One of my students recently argued that we really shouldn’t be too pessimistic

in our outlook for safety. Aviation, as a world-wide industry, is not drifting into
failure. After all, he said, haven’t we made enormous progress? Look at the
accident statistics and the number of fatalities, he said. Of course, there are

spikes and variations. But year over year, we seem to get better and better, not
drifting into something worse.

Well, another said, this depends on how you define progress, and where you draw
the boundary of the fatalities that the system may be thought to be responsible
for (and, indeed, how you define such “responsibility”). We generate energy
in aviation the very same way as we did in pre-history. We burn carbon-based
material, just as we did when we were dwelling in caves, Doing the same thing
for 10,000 years? We should not really count that as progress. What’s more,
how do we know that this is producing fewer fatalities? Doesn’t that depend
on where we look for system interconnections and where we start and stop
counting dead bodies? The traditional way of assessing fatalities in aviation is
to count the victims in the crashed airplane and any additional victims on the
ground. That seems to make good sense, of course. But perhaps it is also a quite
limited way of looking at the fatal consequences of flying. And, ina sense, a very
parochial and self-indulgent one. We count only thase in the world who were
already fortunate (and affluent) enough to take direct part in the activity (which

in itself is an increasingly sizable portion of humanity). But what about other
people who are affected?

For example, we might want to look for connections between aviation activity,
global warming, and increasing wars in Africa. The body count would go up
dramatically, changing the notion of “progress” if only we are willing to include a
bigger slice of humanity in the picture. Since 1930, emissions of carbon dioxide
by aviation have risen 90 percent, According to some reports, aviation’s share
of CO, emissions could rise from about 2 percent globally today, to as much as
20 percent in 2050.** Of course, enormous economic opportunities are created
by such global interconnections and their increase, in ways that are not very

dependent on land-based infrastructure. So that could count as progress atong
a number of dimensions, for sure.

But there are other effects. The release of CO, into the atmosphere (each
kilogram of aviation fuel that is burned basically adds two kilograms of €O, to
the atmosphere)} has been linked not only to a global increase in temperature,
but to changes in regional climates as well.® The earth, of course, has always
known temperature cycles and fluctuations in atmospheric gas composition.
And only some of the CQ, in the atmosphere comes from human activity. Since
the dawn of the Industrial Revolution, however, this is an increasing (and, lately,
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. . d
accelerating) proportion. Today the coupling between anthroptc;gemc C.(zﬁdjgrs
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additional deaths,” and even non-farm labor productivity can decline with higher
temperatures, meaning that declines in agricultural output do not have to act as
an intermediary variable between more heat and mote deaths.™ It is consistent
with complexity thinking, then, when researchers say “We interpret our results as
evidence of the strength of the temperature effect rather than as a documentation
of the precise future contribution of economic progress or democratization to
conflict risk. Similarly, we do not explicitly account for any adaptations that might
occur within or outside agriculture that could lessen these countries’ sensitivities
to high temperatures, and thus our 2030 results should be viewed as projections
rather than predictions.”® Being modest about the reach of one’s results, and
explicitly open to their being wrong or open for revision, was once seen as a
weakness in heavily naturalized science. But in complexity and systems thinking,
it is a strength.

"The example shows how physics was by no means left alone in this deift away
from classical Newtonian science. In fact, systems thinking was in part pioneered
by biologists, who began to look at living systems not as collections of compomnents
but as irreducible, integrated wholes, Social sciences and humanities have similatly
put up ever stronger resistance over the past few decades against the wholesale
naturalization of their tesearch work. The only way to be “scientific” was once
to be like physics (in fact, for centuries being more scientific meant having to be
like physics). That meant that research had 1o be done in the form of carefully
controlled experiments, in which the scientist had clear control over one or a
few variables, tweaking them so that she or she ot he could exactly understand
what had caused what. Preferably, the results were expressed as, or converted
into, numbets, so that the claim that something fundamental had been found
about the world looked even more credible, This is the way of doing science
that Newton and Descartes proposed. Ironically, with a shift of natural sciences
into systems thinking and complexity, and social sciences and humaniries doing
the,same, it seems that they once again scem to come closer to each other, Not
because the social sciences and humanities are becoming “harder” and more
quantifiable, but because natural sciences are becoming “softer” with an emphasis
on unpredictability, irreducibility, non-lineatity, time-irreversibility, adaptivity, self-
organization, emetrgence — the sort of things that may always have been better
suited to capture the social order.

it is interesting to see that complexity and systems thinking predates what we
regard as the Scientific Revolution in the sixteenth and seventeenth centuries —a
revolution that gave rise to the Newtonian—Cartesian hegemony. Leonardo {born
Leonardo di Ser Piero, Vindi, Florence, 1452-1519) is regarded as science’s first
System thinker and complexity theorist, An artist, engineer, architect, relentless
empiricist, experimentalist and inventor, Leonardo embodied the humanist
fusion of art and science. He embraced a profound sense of the interrelatedness
of things, interconnecting observations and ideas from different disciplines (for
example, physiology and mechanical engineering; aerodynamics and music) so
as 1o see problems in a completely new light and come up with nifty sclutions.
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Interactions in complex systems are non lineat. ‘That means that there
is an asymmetry between, for example, input and output, and that small
events can produce large results. The existence of feedback loops means
that complex systems can contain multipliers (whete more of one means

mote of the other, in turn leading to more of one, and so forth) and
buttetfly effects.

Complex systems are not closed. They dor’t act in a vacuum like Newtor’s
planetaty system. Socio-technical Systems ot otganizations are open systems.
They are in constant interplay with their changing environment, buffeted and
influenced by whar goes on in there, and influencing it in turn. Whereas the
systems studied by high reliability theory (see Chapter 4) were telatively closed
{an aircraft catrier at sea, power grids before deregulation, air traffic control run
by a single government entity, the Federal Aviation Administration), this is not
true for many other safety critical systems. NASA, for example, has operated
in a (geo-)political and societal force field for decades, suffused with budgets
and operational priorities and expectations that never were her own but seeped
in from a number of directions and players (congress, the defense department,
other commercial space operators) and affected what were seen as rational trade.
offs between acute production pressures and chronic safety concerns at the time,
Of course the influence doesn’ just go one way. NASA itself also affected what
politicians saw as reasonable and doable, in part because of its own production,
and its actions would have affected the actions of other commercial space
operators too (for example, the choice by the French Ariane consortium not to
use manned vehicles for the launching of satellites). This same openness goes for
healthcare t00: it often is a handmaiden of local of national politics and funding
battles — hay gets made from promises to bring down surgical waiting lists, for
instance, This can have effects on how funding is allocated, on where resources

. are added and where they are taken away.

Open systems mean that it can be quite difficult to define the border of a
system. What belongs to the systemn, and what doesn’t? This is known as the
frame problem. It is very difficult to explicitly specify which conditions ate not
atfected by an action. When you trace the ever-changing webs of relationships in
the mining of Coltan for the production of cell phones, for example (sce above),
youwill find that actions by local people reverberate across an almost infinite range
of economies and ecologies, affecting not only wildlife in the castern Congo, but
everything from inflation of food prices in local villages surrounding Kahuzj-
Biega, to the allure of discarded Russian cargo planes and those who remember
how to fly them, to the volatility of commodity markets and demands of just-in-
time production of electronics in Taiwan, to the prosperity of particular factions
in the underworld of Belgium. And all of these reverberations produce further
revetberations, in Russia, Belgjum, Taiwan, affecting people and markets and all
kinds of relationships there too,

One solution of complexity and systems theory is to determine the scope of
the system by the purpose of the description of the system, not by the system
itself. If the purpose is to describe the effects of Coltan mining on local gorilla
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populations, then you might draw the geographic system boundaries not far from
Kahuzi Biega. Then you can trace ecological contamination and physical habitat
destruction, and you might restrict functional boundaries to bush-meat prices,
hunting methods, and numbers of miner mouths to feed. Nevet mind Russia or
Belgium or Taiwan. But such boundaries are a choice: a choice that is governed
by what you want to find out. System theory itself provides no answer (o the
frame problem. Where you place the frame is up to you, and up to the question
you wish to examine. The adage of forensic science to “follow the money” is
the same commitment. On the one hand, it leaves the observer ot investigator
entitely open to where the trail may take her or him and how it branches out into
multiple directions, organizations, countries. That is where the system of interest
is open. On the othet hand, the commitment frames the system of interest as that
which can be exptessed monetarily.

This highlights a very important aspect of the post-Newtonian perspective: the
world we can observe isn’t just there, completely and perfectly ready-formed and
waiting for us to discover, We ourselves play a very active role in creating the world
we obsetve, precisely because of our observations. If we don’t have the language
ot the knowledge to see something, we won't ever see it. What our observations
come up with is in latge part up to us, the observers. In post-Newtonian science,
it is very hard to separate the observer from the observed; to say whete one ends
and the othes begins. In post-Newtonian science, reality does not contain the sott
of hard, immutable facts that have a life entirely independent of a human obsezver.
Human observation cannot be the neutral arbites or producer of knowledge.
After all, the observers themselves impose a particular language, interest, and they
come with imaginations and a background that actively bring certain aspects of a
problem into view, while lcaving others obscured and unexamined.

In a complex system, each component is ignorant of the behavior of the
system as a whole. This is a very important point If cach component “knew”’
what effects its actions had on the entire rest of the system, then all of the
system’s complexity would have to be present in that component. It isn’t. This
is the whole point of complexity and systems theory. Single elements do not
contain all the complexity of the system, If they did, then reductionism could
work as an analytic strategy: we could explain the whole simply by looking at the
part. But in comptlex systems, we can’t, and analytic teduction doesn’t work to
enhance anybody’s undetstanding of the system.

Complexity is the result of a fich interaction, of constantdy evolving
telationships between components and the information and other exchanges that
they produce. Rich interaction takes a lot of components, which is indeed what
complex systems consist of. Of course a beach has a lot of components (sand
kernels) too, but that alone doesn’ make it complex. The components have to
interact. They have to give each other things like energy, information, goods.
Those interactions, however, are limited, or local. Hach component responds
only to the limited information it is presented with, and presented with locally.
The Coltan miner has no idea about the price of retited Russian cargo planes,
and might not even recognize one if he saw it. What he mines is taken away
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through thp bush on the backs of other men, perhaps with the use of animal
ot mototbikes, then onto trucks if they can make it that far into the jun lemHS
may not even know'what he is mining, what the stuff is for, or why it ii wzgrt.h sg
mugh. The pilot flying the plane to a nearby airstrip is probably igno;:ant about
gorillas, and may not know who really offloads his catgo at the receivine end. [
makes the trip not because he works for a major cell phone manufac%urer .b ;
because he gets US dollars in bundles of cash at the end of it. o
Components in the system only act on and respond to information that is
ax.fa_ilable to them locally. This locality principle again confirms the post-Newtoni :
view on knowledge and reality, as it makes access to some pre-existing, objectjilrr;

external reality not only impossible but also i .
Cilliers and Gershensoj;; p ut also irrelevant. In the words of Heylighen,

According to cybernetics, knowledge is intrinsically subjective; it is merely a

impetfect tool used by an intelligent agent to help it achieve its, personal zals
Such an agent not only does not need an abjective reflection of reality, i can-
never achieve one. Indeed, the agent does not have access to any ‘external ;:efdi g
it can merely sense its inputs, note its outputs (actions) and from the correla(tio?].q
bet\_xfeen them induce certain rules or regularities that seem to hold within it:s
environment. Different agents, expetiencing different inputs and outputs

will i general induce different correlations, and thetefore develop a difﬂfrent’
knowlef.lge of the environment in which they live, There is no objective way to
c_iete?:mn.le whose view is right and whose is wrong, since the agents effectizfel 7
live in different environments {(Umwelts’) — although they ma ﬁnél that ;

of the regularities they infer appear to be similar. ’ e

That interactions between components in a complex system play out over faitl
short ranges, and information is received primarily from immediate nef thfY
does of course not mean that the ultimate influence of local agents is Iin%rited is’
those ranges. First, some agents physically travel through the system (like thi
pﬂgts flying the cargo plan with Coltan), and will thus interact with multiple lo a1
settings along the way. Second, actions reverberate through further relatignshica
and thus affect what goes on in another part of the system. But because thgsi;

reverberations pass through other co

mponents and thei i i
be modulated, suppressed, amplified. ponents and thele elationships, they can

THE BUTTERFLY EFFECT

On.e reason wthy this happens is because the interaction in complex systems i
typically non-linear. It is non-linear not just in 2 mathematical senslz {of g Luati;riz
whose terms are not of the first degree), and not in a spatial geometrcilc sens
(not arranged in a straight line), but rather in a Pphysics sense, where non-lin ar
mzans alack of quarity of symmetry between two related quahdes such as ingii
j; . l(grt%gt Non]—i];nea.nty guarantees thg,t stoall action_s can eventually have large
- + he amplitication, or multiplication of effects in a complex, open system
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(a kingdom doing battle) was noted in a poem that dates back to at least the
fourteenth century):

For want of a nail, the shoe was lost.

For waat of a shoe the horse was lost.

For want of a horse the rider was lost.
For want of a rider the battle was lost.
For want of a battle the kingdom was lost.
And all for the want of a hotseshoe nail.

As the interactions unfurled through the system, from.na‘jl to shoe to horse
to rider to battle to kingdom, their effects spread and multlp}.led. Recogpize how
this contrasts with Newtonian scieace, which holds (acco.rd.mg to the third lﬂwg
of motion) that the size of the effect is equal (and oppos1t§) to the cause. lSucd
symmetry is typically not the case in complex systems. This is not Oﬂl}{' r}c; ate
to nonlinearity, but to the nature of the feedback loops themsclvesz whic gn g
complex system are typically not unidirectional.. The effect of any action can fee
back onto itself, sometimes directly, and sometimes through mulqple intervening
stages. When a favorite rider is out of action it affects surrounding riders, ﬂlgﬂ
surrounding units. The crumbling of morale through the ranks, then, could cl
one of those loops. The notion of multipliers has since then become a forma

one in complexity theory.

Man-made CO, production could once be compensated by natural processes, but
these may now nolonger be abletokeepup. Asthe oceans:absorb Co,, forexample,
they become more acidic. This, combined with increasing ocean tempera'tures,
diminishes their ability to continue absorbing CO,, and more C‘Ozvstays in the
atmosphere. In 1960, a metric tonnne (1,000 kilograms) of CO2 emissions resulte.d
in around 400 kilograms of CO, that remained in the atmosphere. In 2006, 450
kilograms of the same tonne remain in the atmc&sphere.?n Hence a tonne of CO2
emissions today results in more heat-trapping capacity in the atmosphere than
the same tonne emitted decades ago.

in a similar development, published in Science in 2010, it appears that r_nethane
coming out of the East Siberian Arctic Shelf (in addition to tha_t coming from
nearby Siberian wetlands) is comparable to the amount coming out of the
entire worid’s oceans. The release of long-stored methane (a.greenhogse gas
more powerful than CO_) is itself a resuit of global we;rmmg, which melts ice and
permafrost and allows methane to bubble free from its ground storage {whether
sub-sea or subterranean). In recent measurements, more than 80 percent of
deep water in the East Siberian Arctic Shelf had me‘Ehane levels I:.:etween 8
and 250 times greater than background levels. That said, the water in the Efe\st
Siberian Arctic Shelf isn’t actually that deep, which means the mt‘ethane coming
up doesn’t have enough time to oxidize, which means more of it escapesi into
the atmosphere. As it does, global warming could increasg t-aven more quickly,
which in turn speeds up the release of more methane. This is a feedback loop,
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or a multiplier, where more means more. It is a feature of 3 complex system that
is very hard to stop.

The idea that small events can produce large results because of non-linearity is
popularly known as the butterfly effect. The technical term, which was introduced
in Chapters 1 and 2, is sensitive dependence on initial conditions. The phrase
“butterfly effect” is related to the work by BEdward Lotenz, a mathematician and
meteorologist, and comes from the idea that a butterfly’s wings might create tiny
changes in the atmosphere that can ultimately balloon into a hurticanc, or alter the
path of a brewing hutticane, or delay, accelerate or even prevent the occurrence
of a hurricane in a certain location. The flapping wing represents a small change
in the initial condition of the system. This small change ttiggers a non-lincar
succession of events, leading to large-scale alterations of the state of the system.
Had the butterfly not flapped its wings, the trajectory of the system might have
been vastly different, Of course the butterfly does not “cause” the tornado in the
sense of providing the energy for the tornado (indeed, that would be 2 Newtonian
reading of “cause” with symmetry between cause and effect and a preservation
of the total amount of energy through the causal chain). But it does “cause” it
in the sense that the flap of its wings is an cssential part of the initial conditions

eventually resulting in a hurricane, and without that flap that particular hurricane
would not have existed.

How small events can contribute to large results is a popular theme in the story
of Anthony Eden, Foreign Secretary of the U.K. during the Suez crisis, and it is
reminiscent of the loss of a kingdom (or empire) for want of a nail.? In 19532,
a year after becoming Foreign Secretary in the new Churchill government,
Anthony Eden suffered several attacks of upper abdominal pain, followed by
more severe pain a year later. Sir Horace Evans, physician to the Queen, was
called in and advised urgent surgery. On 12 April 1953 at the age of 55, surgery
was performed in London by Mr John Basil Hume, surgeon at 5t Bartholomew’s
Hospital. While a very senior surgeon, Hume was not one with farge amounts of
recent experience. It is not entirely certain what happened during this operative
procedure. But during cholecystectomy, Eden likely sustained an injury to the
proximal common hepatic duct at its bifurcation and possibly, also, an injury
of the right hepatic artery. tn common terms, people would call it a botched
gallbladder operation, which in itself is not uncommeon.

On 26 July 1956 Colonel Nasser seized the Suez Canal. This followed a long
period of Egyptian opposition to what they regarded as a Canal Zone occupation,
starting with King Farouk’s demand for total and immediate withdrawal of British
troops from the Suez Canal in 1950.

Ten weeks later, on 5 October 1956, Eden collapsed with a high temperature

of 106°. This, more than three years after his bile duct repair, was the first of
several major attacks of pain and fever.
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Three weeks after his collapse on 27 October 1956, tsrael invaded Egypt and a
further 4 days later, Eden ordered the Anglo-French forces to occupy the Suez
Canal Zone on the pretext of separating Egypt and Israel. In reality, the British
government wanted the canal returned to international control to safeguard
the oil supply of Western Europe, which passed through Suez. Eden aiso
believed that Nasser might fall from power if he was forced to back down
on his nationalization of the canal, and thus the Egyptian’s brand of radical
pan-Arab nationalism would be marginalized. But Eden’s action caused an
uproar in the British parliament, in the U.S.A and also at the United Nations.
In response, all parties agreed to an early ceasefire on 6 November 1956,
and 3 weeks after this occupation, on 23 November 1956, the Anglo-French
troops began to withdraw from the Suez Canal Zone. Eden’s action eventually
had the geopolitical effect opposite to its intentions: he lost British control
over Suez.

Prior to his collapse in july 1956, Eden was widely acknowledged by public
servants working with him and by his many biographers, asa cool composed man,
an expert in the use of diplomacy even under the most difficult circumstances.
He believed in the rule of the law and in the supremacy and effectiveness of
the United Nations. As Foreign Minister during Churchill’s peacetime ministry,
Eden had followed a global strategy that understood the post-war limitations on
British power. Pursuing a military option by calling in the Anglo-French forces was,
therefore, most uncharacteristic. At that time he was irritable, quick tempered,
often tired, and most uncharacteristically, conspiratorial with France and
possibly with Israet {(although the latter has been denied}. Uncharacteristically
also, he upset the U.5.A., especially John Foster Dulles. Eden resigned 10 weeks
later. He remained in poor health for the rest of his fife.

ADAPTATION AND HISTORY

Complexity is a characteristic of the system, not of the parts in it. Recali that the

Newtonian reflex — indeed, that of science in general — has been to see localized
structures (for example, humans, or technical parts) as the prime causal agents.

Without those, nothing gets organized, nothing happens. But comPlex systems
do not rely on an external designer, and they do not rely for their continued

functioning on some central internal coordinating agency or nerve centet:

to specify how all the parts are going to work. Complex systems can keep on
working in changing environments because the relationships among their patts
can adjust themselves. These reconfigurations are a response to what goes on

in the system, in the environment and in the multitude of interactions between

them. Thus, complex systems arc adaptive, and they can be resilient precisely
because of their complexity. All the patterns of interaction between components
make for a complex systermn. Webs of relationships wax and wane and adapt to
what happens in the environment around it.
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Drug cartels from South America have moved into West Africa, establishing
themselves all over the region and opening up a new route for transporting
cocaine from the plantations of Colombia, Peru and Bolivia to the consumers
of Europe, particularly Britain and Spain. In recent years effective patrofling of
traditional trans-Caribbean and transatlantic smuggling routes has forced the
cartels to seek out new paths, which is where West Africa comes in: the shortest
line of latitude westwards from the ports and airstrips of South America reaches
land in Guinea-Bissau, which received the dubious honor of recently becoming
West Africa’s first “narco-state.” Five years ago the amount of cocaine shipped
to Europe via West Africa was negligible. Today 50 tonnes a year worth up to 2
billion dollars pass through the region. Interpol estimates as much as two thirds
of the cocaine sold in Europe in 2009 alone will have reached the Continent via
West Africa.

“We are seeing multi-ton shipments transiting West Africa. We have recorded
arrests of Latin Americans all over West Africa,” said Antonio Mazzitelli, at
the regional office of the United Nations Office for Drugs and Crime in Dakar,
Senegal. “They are using ships, speedboats, small and large airplanes, 4WDs.
There is really no limit to the imagination of traffickers.”

The cartels work with local criminal gangs and officials. Some consignments are
for corrupt armies, customs and police forces. Plastic-wrapped cartons, each
containing up to fifty 1-kg bars of cocaine, are divided up and distributed by
gangs who use speedboats, trans-Sahara trucks, aircraft or human “mules,” who
board commercial flights to traffic the drugs to Europe. Spain is the usual entry
point, with the northeastern Galicia region being the favorite place owing to the
maze of inlets along its coastline. There is evidence that Irish gangsters, Balkan
mobsters and Italy’s Calabrian mafia are also involved.

The sheer value of drugs transported through West Africa — one of the world’s
poorest regions — dwarfs entire economies and corrupts security forces and
politicians. Guinea is just one of more than a dozen countries in the region in
varying states of disarray and poverty, many only recently emerging from years
of bloody civil war fought over the control of “blood diamonds” and other
resources. Cocaine, experts warn, is another resource that the gangs consider
worth fighting for. “What we’re seeing is the criminalization of the state as a
result of drug trafficking,” Corinne Dufka, a West Africa expert at Human Rights
Watch, said. “The uniimited cash at the gangs’ disposal risks toppling these
desperately weak states.”

In the example above, individual traffickers seem very smart. They deflect
routes away from patrols, and use a diversity of means of transportation. But it is
unlikely that there is one single mastermind who has plotted it all out and who can
keep up with plotting the right moves in response to a full knowledge of all the
countermoves. Again, the mastermind would have to be as complex as the system
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that is being run. This is computationally @ppgsible: the capacity for all f:].’lif.t
information (and its dynamics) exceeds what individual people or even computers
can handle. Nor do they need to — that is the beauty of complex systems..
Rather, the traffickers in western Afriga responld to local opportunities and
constraints, just like the Latin Americans did by finding Fbern as points of conftict
and throughput when flying or boating across the Cagibbean became too risky.
Local conditions drive local responses. If land-based traffic by 4-wheel dnv;
vehicles gets difficult, speed boats will be used more to pace along the clolast of
West Africa. If policing becomes a little too effective on the gorthﬁer_n plains o
Guinea because of a sutge of Interpol funding, then neighboring Gumeta—Blssau
becomes a hub instead, where local srugglers can rrl]ake use of connections into
the powet elite and their military arms (as they did W{i’h the Red Berets in Guinea,
once commandeered by the late President Conte in Conakry). That these patterns
of adaptation play out in sinilar ways but at dlfferept sc‘alfes (across the continents
of Latin America and Africa, between the countries (Jllll'l?ﬂ. and Guinea-Bissau,
across the different regions, towns, means of transportation and even fields or
roads to use or avoid) is another property of _complcx systerns, It is !movn:l ;_5
recursion (or fractals when speaking in geometric terms), where stochagueaﬂy Sbe };
similar processes operate at different relative sizes or orders of mag.mtude. ulc
patterns, recognizable at different levels of .resolutlon whep studying complex
systems, are one way of ﬁn;lljng iomc order in how complexity works, some way
ing what goes on thete.” .
. rgglr)f;?é systeils operate untder conditions far from fiqui]ibﬂurn. Thete has
to be a constant flow of inputs to keep the systemn and its goals' on .tlfack. Not
making those inputs, those changes, means tha.t.th.e system will dism;egrzgle,
will stop functioning, In biological systems, equilibrium means death, For c1::
smugglers of West Aftica this goes too. If routes and rI.lethodsf are kept COI}S.E;H
ot stable, then they would be quickly Shut.down. It is precmely bE‘-CB.llSL c(};
are only dynamically stable — able to ﬁmgﬂon be_cau:qe. of m?,lqng m};l:ts tz}tln
responding to the environment the whole time, as if niding a bicycle — that they
are able to survive in a changing world. They acttvely compensate Pcrturbatlor}s
that originate in the environment. Of course, by doing so, the env1ronme:nt wﬂi
change too. The greater the vatiety of perturbations that a system has to respon
to, the greater its diversity ofbres'ponses has to become. It has to perform a greater
icty ions to stay in business, o
Vaﬂltft} \Si 2jllcc)tolinat the 3lfarltc:ruage that is often still used to dc_scribe activities
like cocaine smuggling and their countermeasures, we can‘qulf’:}dy see howlit
remains problematic and limiting, Calling it f‘orgamzed crime, for example,
is a convenient label, but it imports significant Newtonian assumptions

5 3 2 .
Organization (see also below under “organized complexity™) suggests a form

of Webertan bureaucracy: charts with boxes and connector lines between them,

and somebody at the top of it. This does not reflect the highly (.iynarmc, adaptwe_
nature of how localized agents work, and how they co]l_ectlvely constitufe a .-
Coltan-mining and exporting “organization” of some kind - w%thout even
knowing that they do. And then, proclaiming that such an organizaton (a crime :
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syndicate) has been dealt with by “chopping off its head” reduces the problem
to what it isn’t. Chopping off the head of a cotnplex system doesn’t work; it
is even logically impossible. After all, its executive, its intelligence, its central
nervous system, is distributed throughout the entire system. It is the system that
is complex and smart and adaptive, not some omniscient governor that can be
dealt with in isolation.

Of course, even in complex systems, not all components are equal. Some
people are more involved in planning than others. And some people have a
larger span of control or influence over other components than others, But that
still doesn’t mean that those people understand or control the whole system.
Or that by taking them out of it, the system will collapse. This problem dogs
the extrajudicial killings of terrorist leaders by remotely-operated drones too.
Stopping terrotism by taking them out is really intractable, as others always step
in to take their place, making up for their lack of experience with reinvigorated
zeal. Announcing that one has interfered with “the machinery” of the criminal
Of terrorist organization and its activities also falsely suggests that componential
solutions work. Taking one component out of a machine usually means it can
no longer function, Taking one component out of a complex system does not
mean it ceases to function. It adapts around the loss, making up for it, taking over
functons and redistributing them. Importing Newtonian assumptions about the
hunt for a culprit part by talking about the system in these terms, dramatically

oversimplifies and mischaracterizes how these systems worls; what makes them
work, what makes them resilient.

lim Nyce, an anthropologist colleague, and | have made this argument for the
threat of improvised explosive devices (IED’s) as well.* The U.s. Department
of Defense (DoD) estimates that IED’s are responsible for almost 50 percent of
the casualties, mortal and injured, in lrag to date and nearly 30 percent of the
casualties in Afghanistan since the start of combat operations there,

Whenever we think about organizations and how to improve them, or try to
understand how institutions in other cultures operate, we fall back on Weber,
often without realizing it. This is not just because Weber’s model informs much
of our folk sociology; it is also because we take for granted that this model, based
on what we take to be logic, rationality, and science, is the most effective and
efficient arganizational form. The taken-for-granted assumption becomes that if
an adversary is effective in delivering IED’s, in achieving its goals, then they have
to have something like an efficient Weberian machine in operation. In other
words, when we seek to understand IED financing, development, manufacturing,
and distribution so as to stay ahead of the adversary’s curve, we tend to look
for some bureaucratic means of production, in terms of structure and hierarchy.
Who is in charge where, of what, how are responsibilities managed, what are

lines of supply, production? This tends to map directly on to questions of who to
take out, which lines to disrupt.




148  DRIFT INTO FAILURE

But when something is not created bureaucratically, the means of organization
and production, to say nothing of potential targets, tend to drop out of sight,
and our means for determining appropriate action become less effective. All a
Western analyst can do is register surprise that the original categories are not
working, or that the adversary does not think like us, that he is less scrupulous,
and just luckier,

The adversary’s ability to adapt around our new technologies and better
intelligence gathering does not hinge on a better bureaucracy on their part, even
if some of their “coordination,” may at first glance look very Weberian. What
needs to be built into the equation is the possibility that these organizations
work from and are informed by a set of principles fundamentally different from
our own. This is often why these opponents, their intentions, and targets remain
refractory, if not actually invisible, to us despite our best efforts. We do not
have enough of the appropriate conceptual apparatus to see the groupings or
entities that they do employ as organizations, let alone as threats.

Understanding how work gets done in the Middle East makes it clear that people
there have refined the art of bricolage, of exploiting Western culture and its
products, picking pieces from here and there, and then reassembling those in,
for us, entirely incongruous, contradictory fashions. It is through this process
of creative inspection, disassembly, and reassembly of Western technology
and science that Iranian munitions become shaped charges, and garage door
openers and cell phones become triggers for bombs. This also explains how our
own media and analytic models, like network theory, have been turned against
us. All this occurs through a set of kin relations, social institutions, and individual
loyaities that defy any kind of Weberian description.

The West, however, consistent with the enlightenment and Newtonian science, -
tends to default to the individual. For this reason, terrorist acts are linked to
something tike demaonic agency, as the ad hoc actions on the part of individuals
that seemingly defy reason and morality. The IED threat, more than anything
however, challenges the usefulness of applying such Newtonian—Cartesian
concepts.

The example reveals another important point and that is that, in complex
systems, history matters. Complex systems themselves have a history. They

not only evolve over time, but their past is co-responsible for their present:

behavior. The IED threat faced by the various Western military forces in Iraq and

Afghanistan is an example. U.S. funding and support for the :Afghﬁl.n Mujahidee.n:
(freedom fighters) during the 1979—1989 war against the Soviet Union there b_uﬂt:
the ideological and military basis for what they themselves have to jbattle against’
today. Known for their fierceness, and their stringent, extrerne version of Islam,.-:
the Afghan Mujahideen atiracted followers from a variety of countries who were.
interested in waging Jihad. Among those drawn to Afghanistan was a wealthy’
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ambitious and pious Saudi named Osama bin Laden. He built what would later
become al Qaeda, the militant Tslamic fandamentalist group whose goal is to
establish a pan-Islamic caliphate by expelling Westerners and non-Muslims from
Islamic countries. Similatly, the accident of Alaska 261 cannot be understood
without going back to the 1960s and how, from then on, the certification and
rationalities surrounding the jackscrew and acme nut evolved. Any study of a
complex system, then, has to be diachronic, that is, concerned with how it has
developed over time. Its current behaviot, after all, is path-dependent. Synchronic
descriptions (that is, only a snapshot in time) will ignote a very important aspect
of complexity.

All of these featutes of complexity mean that a complex system is never
entitely describable. No set of equations can be drawn up that captures the entire
functioning of the system. This has to do with the computational intractability
and the instability of a complex system, and with its opentess to a changing
environment. The brain, social systems, “organized” crime, ecological systems
— these can only be “understood” (though not in the Newtonian sense of fully
described) as 2 system. ‘This is precisely whete reductionist methods fail. We
have no direct access to the complexity. Our knowledge of complex systemns is
therefore of necessity limited.

COMPLEX VERSUS COMPLICATED

Complex is not the same as complicated, A complicated system can have a huge
number of parts and interactions between patts, but it is, in ptinciple, exhaustively
describable. We can, again in principle, develop all the mathematics to capture

all the possible states of the system. ‘This is true of the Boeing 737 1 fly, for
example. Well almost — we will soon sce why this is not completely so. It is a
system with hundreds of thousands of parts that all interact in many ways. But
these parts, and their interactions, can be described, modeled. This, of course,
is not the same as saying that they have been described exhaustively. Or that any
one human or computer program ot simulator or flight manual can represent a
model of everything that all parts of a 737 will do at all times in all environments
and still enable people to understand it in its entirety. ‘This probably exceeds the
practically available computational capacity of most systems, including all pilots
who fly the plane.

Complicated systems often (if not always) do rely on an external designer, or
group or company of designers. The designers may not beforehand know how
all their parts are going to work together (this is why there are lengthy processes
of flight testing and certification), but in due time, with ample resources, in the
limit, it is possible to dtaw up all the equations for how the entire system works,
always. Reductionism, then, is a useful strategy to understand at least large parts
of complicated systems, We can break them down and see how parts function
or malfunction and in turn contribute to the functioning ot malfunctioning of
super-ordinate patts or systems,
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Or can we? Two similar and hugely vexing accidents with 737s have happened
in which it has been impossible to conclusively nail dowsn the broken part (though
a so-called Power Control Unit (or PCU) that helped govern the pressure applied
on the rudder in the aircraft’s tail, was always a suspect and indeed later replaced
over initial manufacturer objections). These cases, where the aircraft seemed to
suddenly flip on its back and then tumble straight down into the ground from low
height, have been impossible even to meaningfully characterize at a system level.
Was it the wind? Was it a rare, virtually unpredictable and very subtle interaction
between autopilot rudder actuation, pilot action, and the wind? Was it the pilot
pushing right rudder when left rudder was called for, or was it the pilot pushing
left rudder but the airplane going right because of a PCU reversal problem?*
The pulverized remains of the two aircraft yielded no answers, and even if the
remains hadn't been pulverized, they would have likely yielded that answer in
a Newtonian universe only. A universe which the scenarios of these accidents
seemingly defied.

Perhaps complicated systems are not just complicated, but increasingly also
complex. One wild card in this {(growing in importance all the dme) is software.
Few parts or sub-systems of an airplane today (inchiding very much the human
pilots) do not somehow interact with software. This can mean that a system
is no longer just complicated, but that it becomes complex, Of cousse, there
is a designer behind software, though this is becoming tecursive: software is
increasingly written by other software. But that there was a designer at one point
in time may mean very little once the system is fielded 1n an open environment.

Recall the example of TCAS or traffic collision avoidance systems from above,
which are now a mandatory part of all large airplanes. With more than a million
lines of code, they warn aurally and visually of other traffic and tell the pilot to
maneuver up or down to avoid it. Telling the pilot to go sideways is outside the
pale of the system. This would take considerably more computational capacity,
millions more lines of code, and create considerably more uncertainty. With so

much code already, and a literally infinite number of vector-to-vector situations,

there really is no way to exhaustively model the interaction between all the parts
of the code (for example, objects, lines) and all possible situations in which it may
be triggered into action. Reductionism begins to lose traction here.
Theapparently simple jackscrew-acme nut combination of Alaska 261 (Chapter
1) showed this nicely. Even for a very straightforward system, once the design was
done, bets were off. Thread wear on acme nuts should, in principle, have been
predictable with sufficiently accurate models of the amalgam of materials used to
build the screw and the nut, of predictions of particle concentrations in the air (for
example, salt, sand) in which airplanes were going to fly, and of the behavior of
the lubricant over time, and over the likely temperature, air density and moisture
ranges {and rates of change) along which all of this was going to rub together.

But even if this was possible, or done, what could not be predicted were other

parts of the environment in which it was going to operate. The system turned
out to be quite open for influences way beyond the control or even imagination

of those who designed it. Consider deregulation, developments in maintenance;
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guldan_ce and a philosophy towards more paper-based system-level oversight
evolutions of task distributions across different checks operational ambi %r;[ ’
about on—a_urplane or off-airplane wear testing and the pa;ts used to do it wit%ma es
hoW each individual operator of the airplane was going to interpret all of this, nd
getitapproved. Norne of this would have been easy to predict. It would have bign
impossible to model how it all might interact to produce legal lubrication interval
far b§y0nd a 1960s engineer’s worst nightmare, o
Fielding an enginecred system (like a PCU or jackscrew), that is, putting it to
use In actual practical settings, opens a previously closed sy;stem ]’3 o ef’m it
to the world, it will very likely start to display properties that ar;e rr{or(I: akingt
a complex, rather than complicated system. "This, again, is the story of Alar;kz
261. Inﬂuen_ces from regulatory relief, and the resulting scarcity and com etiti;)n
anfi how thls_may have accelerated developments of system-level mamE‘Zenancé
gmdance and inspection recommendations start leaking into the system operati
the jackscrew, and it responds in return. This once mote shows the im portanﬂg
of dlzchronicaﬂy un?ethandmg complexity: tracing the developt;lent of I; qyste;?
over time may reveal 4 lot ab it i i it i i k
e gme_ out why it is behaving as it is synchtonically, at any
Complicated systems like a Boeing 737, or any other large aircraft {or, for
that matter, almost any other complicated piece of technology) can also bec:om
complex whep they are taken into cultural territories that lie at a far diqtanc::
from the delSIgn_ and engineering assumptions that went into makir itk Such
implementation in unfamiliar or misunderstood social settings leads to uifo.rcsecn
_ﬁnd uncontrollable explosions of telationships and interdependencies. Two seats
In 2 cockpit and the artifacrs (displays, switches, checklists) and procédures tha;f
connect Fhem, ate no longer animated by the manufacturer-envisioned, technical
cooperation necessaty to drive a piece of machinety alone, Putting pe:) le from
cultures other than the manufacturer’s in there breeds new relations}?jps and

interdependencies between peopl i
: ple, procedures and technologies, I i
words, to complexity. , Fies Hieads i other

, ixdi ; i ‘ i they are supposed to be
oper-a.ted collaboratively and relatively democratically today, are piﬁsufﬁcientl
sensttive to the cultural predispositions of some of the f

» o larity (about content or utgency of the message) is mainly the
hsponi; ility of the sender, not the receiver. It is the sender who has to escalate
¢ sendet who has to repeat, the sender who has to clatify. In some cultures suc};
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transmitter initiative and insistence will be seen as violating and deeply impolite.
And, independent of culture, the collaborative operation of machinety in time-
critical situations assumes the use of unmitigated language — language that doesn’t
hedge, qualify, weaken of soften, but that delivers unvarnished and unambiguous
messages. People generally have a reaily hard time doing that, because they are
not the machine they are operating. ‘They are people, with feelings and social
expectations about relationships. Only constant training and indoctrination, as
well as positive teinforcement, can help build confidence and acceptance for the
use of unmitigated language.

There is no way that 2 technological environment can accommodate such
nuance and diversity without consequences. Assumptions about purely technical
cross-checking and challenging, baked into features of displays, procedures and
checklists, fall flat when subjected to a culture that takes a different view of
command, power, politeness and sepjority.™ The result is that original designs,
when opened up to such influences, get adapted in ways that are hard to foresee
by those who built it, by those who put the original parts together. The ability to
describe, beforehand, the possible states that the system may get into, is challenged
severely by the ways in which it will be put to use in different parts of the wotld.

The importance of the diachronic study of complex systems comes out of
a recent investigation into an accident with a Boeing 737 as well.*® During
approach, this aircraft suffered problems with its left radar altimeter. The radar
altimeter is used in part to govern the autothrottles. If pilots have the intention
to make an automatic landing, the radar altimeter will tell the autothrottles to
start retarding 27 feet above the ground, and stay in retard. in this case, the
right pilot (co-pilot) was flying the aircraft, and the right autopilot was switched
on. The co-pilot might have thought that, as a result of this, the right radar
altimeter was telling the autothrottles what to do, and that as such, he would
suffer no consequences from the problems that the left radar altimeter was
having. In all the books and training available to pilots on the 737, this is exactly
the suggestion that is being made.

But it is not true. The right radar altimeter never talks to the autothrottle. It is
always the left radar altimeter that talks to the autothrottle, and tells it when
to retard or do other things. This is independent of which pilot is flying, and
independent of which autopilot is engaged. In the case of the accident, the left
radar altimeter erroneously told the aircraft that it had already landed, even
while it was still at 2,000 feet and a few miles short of the runway. The result
was a loss of airspeed and eventual crash.

The system design (originally certified in the 1960s) pricritized data integrity
for the left pilot {commander), but sacrificed it for the first officer {second-in-
command), consistent with societal and airline hierarchical arrangements at
the time. In today’s much flatter cockpits, hawever, it leaves a first officer with
a seemingly autonomous system that is actually driven by “borrowed” data -
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arld auto-throttle inputs from the left pilot, which can be corrupted without
'hIS knowledge. As airline training footprints shrank over the next decades, this
information disappeared from pilot education and manuals, leaving an unknlown
automation booby trap long into the twenty-first century. A once complicated

fsystem became complex when exposed to the diverse, changing world in which
it was to operate and survive.

COMPLEXITY AND DRIFT

The paradox is of course this. Complexity can guarantee resilience. Because
t‘t‘Ley_conmst of complex webs of relationships, and because a lot of control is
distributed rather than centralized, complex systems can adapt to a changin

World. They can survive in the world thanks to this ability to adapt. So howgcag
it be that complexity conttibutes to failure, to accidents? What is thf‘: relationshi

beltwecn complexity and drift? Complexity opens up a way for a particular kind 0};
jbnttieness. Their openness means unpredictable bebavior, Releasing a jackscrew
into 2 world of competition and scarcity, and bets about maintenance Lnt«::rvals
are off. Release a complicated engineered system into a world of cultural nuance,

diversity and societal maturation, and otiginal design assumptions get adapted
a

forgotten, muffled. But that is just the start, Complexity and systems theoty gives
us a Ianguagc, and some metaphors, to characterize what may happen durizlg the
journey into failure, during the trajectory toward an accident. ¢
The path-depemdcnce of complex systems {or of a transformative journe
from complicated to complex system) is a great starting point. Drift into faﬂurz
can never be seen synchronically; systems have to be studied diachronically to

_have any hope of being able to discern where they might be heading and why.

The non-linearity of relatonships between components offers oppottunities

~ devices and checking, which could increase the teliability of that part non-linearly

even with less lubrication), But the non-linearity can also turn small events into
large ones. The same small event, of missing one lubrication opportunity, \;zould
ha've had small consequences in the 1960s, and huge ones in the late 1990s. i\/[akjn

tincreasingly difficult for smugglers to get their drugs across the Caribbean bg
numerous small steps that improved monitoring and interdiction led to a largz

_event: a wholesale deflection of smuggling routes through West Africa.

In- the mechanistic worldview, it is enough to understand the functioning or
breaking of parts to explain the behavior of the system as a whole. In comp[;gxi
nd systems th‘inldng, where nothing really functions in an unbroken or strict?:
hpear faskuoq, it is not. Recall, from the second chapter, the outlines of drift intc))
ailure. Here is how they interact with what complexity theory has to say:

bResource scarcity and competition, which leads to a chronic need to
alance cost pressures with safety. In a complex systern, this means
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that the thousands smaller and lasger decisions and trgd“‘j—offs that get
made throughout the system each day can generate a joint preference
without central coordination, and without apparent local consequences:
production and efficiency get served in people’s local goal pursuits while
safety gets sacrificed — but not visibly so; o .
Decrementalism, whete constant organgtxonal and operational
adaptation around goal conflicts and uncertainty produces smaﬂ,.stfep—
wise notmalization where each next decrement is only a :?mall dcvmﬂqn
from the previously accepted norm, and continued operational success is
relied upon as a guarantee of future saff:gf; ]
Sensitive dependence on initial conditions. Because of the lack o
a central designer or any patt that knows the entire complex system,
conditions can be changed in one of its corners for a very good reason
and without any apparent implications: it’s simply no big deal This may,
however, generate reverberations through the mtc_rconnected webs okf1
relationships; it can get amplified or suppressed as it modulates throug
the system; . o

Unruly technology, which introduces and sustains uncertainties about
how and when things may fail. Complexity can be a property of the

technology-in-context. Iiven though parts or sub-systems can be modeled -

exhaustively in isolation (and therefore r'emain. merely comphcatec}il),
their operation with each other in a dynamic environment generates the
unforeseeabilities and uncertainties of complexity; o
Contribution of the entire protective structure (the ofganization itsel,
but also the regulator, legislation, and other fotms .of oxlfer:fsxght) that
is set up and maintained to ensure sa.fety (at least in prmc;ple:. some
regulators would stress that all they do is ensure regulatory compliance).
Protective structures themselves can consist of complex wel?s of player.s
and interactions, and are exposed to an environment that {nﬂuenc.es it
with societal expectations, resource constraints, and goal 1_nteract10ns.
This affects how it condones, regulates and helps rationalize or even
legalizes definitions of “acceptable” system performance.

'The concern behind complexity and drifting into fa%lutc.z is how a Iargc? numktl)er
of things and processes interact, and generate otrganizational trg]éctorges when
exposed to different influences. Resource scarcity anfi goal opposfacf)ns gﬁm onz:1
such pervasive influence. They express t_h.emselves in thousanFls o s}rln ir aéll
larger trade-offs, sacrifices, budgetary deggons—somevery obvious, ot ers hardly
noticed. The ripple effects of such decisions and trade-offs are sometimes easy
to foresee, but often opaque and resistant to anything resembling deternmnsgg
ptrediction. Decrementalism shows up in alt kj{1d3 of subtle ways as people Lg
the organization adapt, rationalize and normalize their views, assessments an
decistons. ‘ .

The contribution of the protective structure (for example, a safety regulator)
to such adaptation and normalization, as well as exposure to its own resource
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consfraints and goal interactions, is another influence on this. Such influences ebb
and flow to different parts of the operational ofganization or even originate there,
and are negotiated, dealt with, ignored ot integrated. As Heisenberg put it, “The
world thus appears as a complex tissuc of events, in which connections of different
kinds alternate or ovetlap or combine and thereby determine the texture of the
whole” Drift can be one propetty of all of these countless relationships and
subtle interactions that emerges at the system level; as one aspect of Heisenberg’s
visible texture. Let’s lift a few concepts out of that texture — emergence, phase
shifts and the edge of chaos — to see how they can apply to drift into failure,

WHAT IS EMERGENCE?

As always in the tug between Newtonian and holistic systems of thought, the
basic tension that animated this development was that between the parts and
the whole. What was the refationship between parts and whole? Could the parts
explain the whole, or did they fail short in accounting for the behavior of the
whole? What could be considered as “parts” in the first place? In twentieth-
century science, the holistic perspective, which rejects the idea that the whole can
be understood as the sum of parts, has become known as systemic, and the way
of reasoning it encouraged was called systems thinking*' Again, the basic reflex
in systems thinking is to go up and out, not down and in, It is an understanding
of relationships, not parts, that martks systems thinking,

The question of accidents in complex systems is most certainly a question
about the relationship between patts and wholes. The Newtonian answer to
the question of accident causation (and, by implication, the question of the
relationship between parts and wholes) has always been simple: the parts fully
account for the behavior of the whole. Hence our search for the broken patt.
Hence our satisfaction when we have found the “human error” by any other
name or human, that can be held responsible for the accident. Tn complexity and
systems thinking, the relationship between parts and wholes is — you gucssed
it — a bit more complex. The most common way to describe that relationship
is by using the idea of emergence. A whole has emergent properties if what it

produces cannot be explained through the properties of the parts that make up
the whole. Here is an example:

What are the emergent properties of kitchen salt?

o It has a salty taste (no, really?)
It is edible {well, in reasonable quantities)
e |t forms crystals

So what are the components that make up kitchen salt? You might say: salt
crystals. Well, no. That’s the whole point. The crystals are an emergent property,
as are the taste and their edibility. The “components” that kitchen salt is made
up of are Na and Cl, or Sodium (Natrium) and Chlorine. Sodium is a poisonous
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gas. Natrium is a violently reactive soft metal (Yes, you eat this. A lot). SO. kltc?in
salt displays properties that are completely diff.erent fr?m lthe properties otilez
{chemical} component parts. And what's more, it does:n t display the proper t
of its component parts at all. You could argue that 1_t orTIy gets dangerou: a

guantities like those consumed by Morgan Spuriock in Ilms 2004 docgmen alryl
“Supersize Me,” not because it's a poisonous gas or a' violently rgachvzme E

but because it does things with blood pressure and kidney funf:tlon an su;: .
You remember Morgan puking out of the car windqw after eating yet anot e;
Mackey D’s breakfast, the camera gleefully trackmig the yellow glop as i

spluttered onto the pavement? Okay, that's not what I'm talking about.

We used to say that the whole is more than the sum of its ngts. Todat%ir\:re
would say that the whole has emergent.propeitlc‘s. But it H-leﬁni :rr }61: sa@:teen t%l
Emergence comes from the Latin meaning of “bringing to light. bebr;mthe ot
century English science philosopher George Henry Lewes was pro a42 317{ the first
who made a distinction between resultant .and emergent phenomena. : o
phenomena can be predicted on the basis f)f the constituent parts. ‘ ﬂrlne;gi
phenomena cannot. The heat of apple sauce is a resultant phenomenon: e} a% }tler
the constituent molecules are moving around, the hotter lthe _applehsz_l,ué:ia.idu ;
taste of an apple, however, is ernergent._Tastc does not reside LE eac iﬁe Z "
cell, it cannot be predicted on the basis of the cells that make up p£ ;
Wetness does not reside in individual H,O molea_ﬂes. They are n(;t wgt, ezi
don’t flow. Wetness is an emergent property, something that can onl;; e od ?.erx;fl !
and experienced at system level. Wetness cannot be reduced to (ot found in)
molecular components that make up water.

Theorizing around emergence took off in earnest in the late sixties with the -

study of slime mold in New York City.* Why slime mold? Because as a cc’)llzztwe,
or a2 whole, it does some amazing stuff that tbe.compgnent pa’rts. couildn t ffeam
of pulling off. Skime mold is like ordinary fungi, or mildew. It's L}kg t ; st 3 (jﬁ
the inside your basement walls. Mushrooms are fungi too, a kind of mo

another form, Not long ago, a Japanese scientist succeeded in getting slime mold

to find its way thtough a maze, and have it find food. One clurpp (?f slime rlnold
even stretched itself thin to gain access to two soutces of food in different places

. . : e
in the maze simultaneously. In a later expetiment, it was possible to have the slime -

mold stretch itself outin a mimic of the Tokyo subway map.

Sending otganisms through mazes in the pursuit of food 1shsomet%ungd tlrllz:z :
scientists used to reserve for mice and rats and other rodents. What puts 1o fe
apart from slime mold is the same thing that separates a rule~b1ased.syst?n; éi)drr; .:
a complex system: they have a central nervous system — a Jocation fo

intelli i ut and map their wortd
supposed intelligence, a mechanism for them to learn abo P

to build some kind of memory, and to then act in accordance with it (for which

rodents have four paws, to walk them through the maze). Slime moid doesn’t have

‘ i
a central nervous system, It also doesn’t have paws. In fac':t, slime mold dogsn.t :._
have much of anything, other than basic biological material that can repro Elie
and that needs food to survive. Slime mold has no central organizing entity, like::
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a brain, that connects eyes on the one side with paws on the other. Nothing or
nobody is in charge, nothing or nobody directs eyes where to look, paws whete to
walk. There is no specialization of patts that take on the vatious tasks, Every cell
ot protoplasm of slime mold is basically the same. One big egalitarian democracy
of jelly, or slime.

In other wotds, stime mold is made up of very simple components, but it does
very complex stuff, in interaction with its changing environment. Its emergent
behavior would seem intelligent. The slime mold as a collective, amazingly
enough, pursues goals. Like getting food. And collectively, it adjusts its behavior
on the basis of what it finds in the environment. It does this really well. Slime
mold actually walks. Well, in a sense. Tt moves across the forest floor, for example,
in puzsuit of food. And it gets even more uncanny: if there’s a lot of food, it will
actually break up into a flock, so as to capitalize on the various food sources, If
there’s not a lot of food, slime mold will pull together into one larger clump and
stick together to ride out the lean times.

ORGANIZED COMPLEXITY

Such emergent behavior relies on a kind of distributed, bottom-up intelligence,
not on a unified, top-down intelligence. Rather than running one single, smart
program {as the rat in the maze supposedly would), there is a whole swarm of
simple mini-programs, cach running inside the cellular or a-cellular comporents
that make up the mold. These programs really are sets of very simple rules. Anthills
get built like this. Tn fact, much of ant colony life is organized around a few
scts of simple rules. To find the shortest route to food, for example, (1) wander
around randomly until finding food, (2) grab it and follow your pheromone trail
back to the nest. Other ants will follow the same trail out because it is strong and
fresh. If they don’t find food at the end of it, ot the trail begins to evaporate, the
ants will go back to the first rule, Anthills, which are very sophisticated emergent
structures, get built in the same way, though the rules are slightly different. Fven
the ant garbage dump and the location of their cemetetry (maximal distance from
the anthill) emerge from the millions of interactive applications of a few simple
tules. Even the biblical book Proverbs from around 950 BCE, containing maxims
atttibuted mainly to Solomon, refers to the ants. They have no king, no central
authority, Proverbs says, Yet they are industrious and build great things.

What emerges has been called “organized complexity.” It is complex because
there are a large number of components, and, as a result, a dense throng of mini-
programs running and interacting, cross-influencing each other. Such complex
interaction and constant cross-adaptation is hard to model and understand using

 traditional deterministic, or Newtonjan logic, because so much of it is non-linear

and non-deterministic. But what it produces is not disorganized. Rather, it is
otganized: it creates higher-order behavior (like wandering in pursuit of food,
o1 a huge ant stack that heat i

pler
is perhaps a bit problematic in this
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context, as it suggests some kind of entity that does the organizing or controls it.
Which is not the case. The organization is purely emergent, purely bottom-up, the
result of local interactions and the cumulative effect of simple rules,

Behavior of the brain has also been seen as emergent. In fact, it is both
ironic and inspiring that we no longer think of the mammalian bFajn, the central
nervous system, as a centralized smart program eithet. Rather, brains are made up
of a huge mass of much simpler components with simplet programs {neurons ot
nerve cells) that, in their action-reaction or even ON—OFF behav}or.cannot begin
to show the sort of complex phenomena that a collective bra.ln is caPable of
exhibiting, Indeed, one example of emergence that is often used is consciousness.
The cells that make up the brain are not conscious (at least not as far as we know
And, for that matter, how could we ever know?). But their collective interaction
produces something that we experience as consciousness. Of course, much Qf
human factors, thanks to its reliance on information processing psychology, still
treats the brain as a central executive function: as an entity that produces and
directs intelligent behavior. But the components that make up the brain are hardly
intelligent. Its intelligence cannot be reduced to its constituent components.
Intelligence itself is an emergent propetty.

ACCIDENTS AS EMERGENT PROPERTIES

Since ideas about systemic accident models were first published and populatized,
system safety has been characterized as an emergent property, something thzg
cannot be predicted on the basis of the components that make up the system.,
Accidents have also been characterized as emergent properties of complex
systems.* They cannot be predicted on the basis of the constitufant parts; tather,
they are one emergent result of the constituent components doing their normal
work.

But, you may object, isn’t there a relationship between some components
(people, or technical parts) not doing their work, and having an accident? Tndeed,
if you believe this, it would affirm the idea that accidents are resultant phenomena,
not emergent. After all, the fact that an accident happens can be traced back, or
reduced, to a component not doing its job. The accidents-as-resultant-phenomena
idea is alive and seems intuitive, consistent with common sense. In Alaska 261,
for example, the component that didn’t do its job was the jacks.crew in the tail.of
the MDD-80 airplane. It broke and that’s why there was an gcctdent. Ip Tenerife,
one of the components that didn’t do his job was the co~p1llot, who didn’t spea}§
up against a stubborn captain.*® That human component didn’t work, and that’s
why there was an accident. Such characterizations are quite popular and, in many
circles, still hard to call into question.

Those who are involved with occupational health and safety issues may want
to believe it too. For example, isn’t there a relatonship betweenlthe number of
occupational accidents (people burning themselves, falling off. staits, N0t securing
loads, and so on) and having an organizational accident? Isn’t it true that havmg a
lot of occupational accidents points to something like a weak safety culture, which
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ultimately could help produce larger system accidents as well? Not necessatily,
because it depends on how you desctibe the occapational accidents. If accidents
are emetgent properties, then the accident-proneness of the ofganization cannot
be reduced to the accident-proneness of the people who make up the organization
(again, if that is the model you want to use for explaining workplace accidents). In
other words, you don’t need a large number of accident-prone people in order to
suffer an organizational accident. The accident-proneness of individual employees
fails to predict or explain system-level accidents. You can suffer an otganizational
accident in an organization whete people themselves have no little accidents or
incidents, in which everything looks notmal, and everybody is abiding by their
rules.

The Alaska Airlines 261 accident, the topic of Chapter 2, was, as far as is
known, not preceded by or correlated with a noticeable number of relevant
occupational accidents. In fact, what is remarkable about this accident is that
everybody was pretty much following the rules. Their local rules. The airline and
its maintenance arm was abiding by recommendations from the manufacrarer and
the rules set by the regulator, the regulator was approving successive maintenance
intervals on the basis of the evidence that was presented and deemed appropriate
and sufficient at the time. The people doing the maintenance work followed the
rules and procedures (however underspecified they might have been, but that was
normal t00) given to them for the execution of the lubrication task. Whether
more or fewer maintenance workers would have suffered occupational incidents
doesn’t matter. It has no predictive value, it can carry no explanatory load relative
to the eventual accident that emerged precisely because everybody was following
their local rules. Just like the ants building their hill.

In Alaska 261, whether fewer or mote technicians’ hands got stuck and injured
in the lubfication of the jack screw may bear no reladonship to the eventual
otganizational accident. That is emergence. The behavior of the whole cannot be
explained by, and is not mirrored in, the behavior of its constituent components,
Instead, the behavior of the whole is the result - the emergent, cumulative result
— of all these local components following their local rules and interact with each
other in innumerous ways as they do so. Of course, unlike ants and slime mold,
people across various organizations ate not all the same. They are, in fact, quite
different. But, like ants, all of them sdll respond to, and help shape, their local
environment and follow or help shape the rules (written ot otherwise, formal or
informal) that apply there. So the properties of emetgence would seem to hold.
Behavior that is locally rational, that responds to local conditions and makes sense
given the various rules that govern it locally, can add up to profoundly irrational
behavior at the system level. Like an accident that takes scores, or hundreds, of
lives — in a system where everybody locally works precisely to prevent that from

happening,

A recent example from a major energy company operating in Louisiana near
the Gulf of Mexico illustrates the problematic connection bhetween the safety
of individual components and system safety.”” An employee of this company
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injured himself when his swivel chair collapsed. The injury was severe enough
for him to have to take a day off work. People from Occupational Health and
Safety (OSHA) came in, inspected the situation, and issued a citation. to”the
company for “not properly instructing employees how to sit in their chairs.

What was the company to do? Under pressure to show managerial action in
response to the OSHA finding and citation, their health and safety department
sent out a company-wide PowerPoint presentation, which demanstrated how
to properly and safely sit in a swivel chair. In summary, it told emp-loyees .to
inspect their chair at least once every month, and to remove defective chairs
from the workplace. Also, employees were to use the chair only for the purpose
for which it was designed, and never stand in a chair to retrieve an object out
of reach. The company president himself got personally involved with enforcing
the OSHA sitting recommendations, citing employees who violated the new
policy. His rationale was that “Permitting the smallest exceptions to our health,
safety and environmental program is unacceptable and resulis in catastrophes
such as the BP disaster”

Chairs tipping over because people don’t sit in them in ways that they were
designed for may have a relationship with a disaster the size of Deepwater
Horizon, but it may not. Complexity doesn’t allow us to draw such straight lines
from the behavior of individual components to large events at system level. In
fact, complexity understandings tipping to mean something different.

PHASE SHIFTS AND TIPPING POINTS

The emergent behavior of a complex system can be very different, from one
situation or moment to the next, than the collection of its parts would suggest.
One dynamic that is responsible for this is called the tipping point, the phasc
shift, or phase transition. A phase shift means that a bit mote (or.less) of the same
leads to something zery different. Of course, if the relationship betwcen parts
and system wete as strajghtforward as Newton proposed, then thlsl coul(li never
happen. A bit more behavior by the parts would lelad to th_e same little bit more
behavior by the system as a whole, But in complexity, that is not the case. A tiny
little bit mote (or 2 tiny litde bit less) of the same in terms of the parts, can h?ad
to something completely different for the whole system. It can lead to something
qualitatively different.

The otiginal idea for phase transitions comes from physics (?I, more
specifically: thermodynamics). It describes the shift of a thermodynamic system |

from one phase to anothet. As solid material is heated, it will transition to a liquid
at some temperatute, shifting phases, and changing system level properties. Heat

it more, and it will change to a gas. Heat it eve more, and it may, in rare cases, _
become plasma. The behavior of the patts (molecules moving among each othet) -

is not at all that different on either side of a phase transition point, yet the system

properties undergo an abrupt change. For example, the volume taken up by steam
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is vastly different from the volume that boiling water needs (yet the difference in
temperature between these two only needs to be infinitesimal).

The idea gained cutrency in sociology in the 1960s. The term tipping point,
or angie of repose, was introduced to desctibe how a previously rare social
phenomenon could become rapidly and dramatically more common, Moston
Grodzins was studying racially diverse neighborhoods in the US.A. in the 1960s,
when he discovered that most of the white families remained in the neighborhood
as long as the comparative number of black families remained small, Very small.
At a certain point, however, when “one too many” black families artived, the
remaining white families would move out en masse, in a process that became
known as “white flight.” The phrase tipping point of course was borrowed from
physics itself, analogous to the adding of a small weight to a balanced object that
could cause it to suddenly and completely (and irreversibly) topple over.

On September 17, 2007, in Nisour Square, Baghdad, 17 people were killed and 24
injured when security teams from the private firm Blackwater U.S.A. unleashed
a barrage of machine-gun fire. A bomb had gone off nearby just before, The
first victim was Ahmed Haithem Ahmed, who was driving his mother, Mohassin,
to pick up his father from the hospital where he worked as a pathologist, A
Blackwater bullet tore through his head, but the car kept rolling toward the
Blackwater convoy, and not much later 17 people were dead in a hail of gun fire,

including Iragis trying to escape to safety. No shot that could have provoked the
Blackwater response had been heard.

The event blew the extent of the privatization of warfare in Irag into the open,
with some in the U.S, congress arguing that if war was a profit motive, then peace
could be hard to achieve. Blackwater lost its [ucrative State Department contractto
provide diplomatic security for the U.S. embassy in Baghdad after the incident.

)

Yet it would take twa more years for the subtle drift towards the deadly incident
to become apparent.

Blackwater U.S.A., a private security firm, was originally contracted to provide
security for State Department and CIA employees after the September 11 attacks
in 2001. In the spring of 2002, Erik Prince, the founder of Blackwater, offered to
help the CIA guard its makeshift Afghan station in the Ariana Hotel in Kabul,
Not long after signing that contract, dozens of Blackwater personnel, many of
them former Navy Seals and Army Delta Force ex-soldiers, were sent out into
the surrounding streets to provide perimeter security for the CIA station. From

there, Blackwater operatives began accompanying CIA case officers on missions
beyond the perimeter.

A similar progression happened in Iraq. Blackwater was first hired to provide
static security for the CIA Baghdad station. Also, Blackwater employees were
hired to provide personal security for CIA officers whenever they traveled in
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either lraq or Afghanistan. This meant that Blackwater perlsonnel began 'Fo
accompany ClA officers even on offensive operations, sometimes launched in
conjunction with Delta Force or Navy Seals teams (that is, for.mer colleaguz-es).
it will never be possible to find out who fired the first offensive, not security-
defensive, shot from a Blackwater gun in these operations, but fines soon began
blurring.

Blackwater employees started to play central roles in so-called ”snatch_—and-
grab” operations, intended to capture or kill militants in lrag and Afghanistan,
particularly during the 2004-2006 height of the Iragi insurgency. Blackwater
exercised a strong influence on such clandestine CIA operations, under the
banner of being able to decide what the safest ways were to conduct such
missions. They filled all roles, from “drivers to gunslingers.”*

The House Oversight and Government Reform committee found that Blackwater
had been involved in at least 195 shootings over the previous two years, many
of which involved cover-ups of fatal shootings by its staff.

The incident on the 16th of September, 2007, was perhaps not a large departure
from where things had been drifting. The Blackwater convoy in quest_'lon was
in the square to control traffic for a second convoy that was approaching from
the south. The second convoy was bringing diplomats who had been evacuat.ed
from a meeting after a bomb went off near the compound where the meetmg
was taking place. That convoy had not arrived at the square by the time the
shooting started.

As the gunfire continued, at least one of the Blackwater guards began screaming,
“No! No! No!” and gestured to his colleagues to stop shooting, accordmg.to an
Iragi lawyer who was stuck in traffic and was shot in the back as he tried to
flee.®®

In the blur between CIA, military and contractor roles that grew d'urinlg the
worst part of the 2004-20006 Lraqi insurgency, not much would have distinguished
one “snatch-and-grab” raid from the next. Blackwater guards would have fired

shots in defense of the CIA and military, consistent with their assignment. Until |

a shot was fired that was not in defense, or not cnti_telyom defense, ot not at all
in defense, but rathet a contribution to the offensive raid. It is not thgt h’;}rd to
imagine. You know the guys by name, you remember them from the time in the
Seals or in Delta, you go on raids side-by-side for wecks, you sce thetn lift a gun
and fire in the same direction that everybody else is shooting in, you even get a
shout perhaps, or a taunt, or a question. You shoot too. Whats one offensive shot

between friends? The next raid, you may even be expected to help out that way. .
One more shot, a bit more of the same, and the system began to display vastly .

different properties. Blackwater started to go in ahead of the others, star‘.red to
help plan operations and take the lead, started to play an offensive role in the
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missions. Did the killing, even when unprovoked. A first offensive shot may have
been a tipping point.

Despite original design requirements that the External Tank not shed debris,
and the corresponding design requirement that the Shuttle not receive debris
hits exceeding a trivial amount of force, debris impacted the Shuttle on each
flight. Debris strikes were normal, in other words, lust like a lot of other
technical problems — NASA engineers were, and always had been, working in
an environment where technical problems proliferated. Flying with flaws was
the norm. Over the course of 113 missions, foam-shedding and other debris
impacts came to be regarded less as a hazard to the vehicle and crew. With each
successful landing, it appears that NASA engineers and managers increasingly
regarded the foam-shedding as inevitable, and as either uniikely to jeopardize
safety or simply an acceptable risk.

The distinction between foam loss and debris events also appears to have
become blurred. NASA and contractor personnel came to view foam strikes not
as a safety of flight issue, but rather a maintenance, or “turnaround” issue. In
Flight Readiness Review documentation, Mission Management Team minutes,
In-Flight Anomaly disposition reports, and elsewhere, what was originally
considered a serious threat to the Orbiter came to be treated as “in-family,” a
reportable problem that was within the known experience base, was believed
to be understood, and was not regarded as a safety-of-flight issue. The reason
why this problem was in the known experience base was that its result, heat
tile damage, had occurred on previous occasions (in fact, was very normal) and
occurred because of a variety of reasons. Here was just one more.

The foam-loss issue was considered insignificant enough that Flight Readiness
Review documents included no discussion about jt. There was no paper trail of
concerns about foam debris tile damage that preceded the accident. This even
fit the rufes. According to Program rules, this discussion was not a requirement
because the STS-112 incident was only identified as an “action,” not an in-Flight

; Anomaly. Official definitions were assigned to each in-flight anomaly and ratified

- by the Flight Readiness Reviews. It limited the actions taken and the resources
available for dealing with these problems. 5t

In the evaluation of damage caused by debris falling off the external tank
tior to the 2003 Space Shuttle Columbia flight, you can see a similar phase shift.
nder pressute to accommodate tight launch schedules and budget cuts (in part
ecause of a diversion of funds to the international space station), it became
ore sensible to see certain problems as maintenance issues rather than flight
afety risks. What was known as “debris events” now became “foam loss,” 2 more
inocuous label. Maintenance issues like foam loss could be cleared through a
ominally simpler bureauctatic process, which allowed quicker turnarounds. In
€ enormous mass of assessments to be made between flights, foam debsis
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ctrikes became ope mote issue. Gradually converting this issue from safety to
maintenance was not different from a lot of other risk assessments and decisions -
that NASA had to do as one Shuttle landed and the next was prepared for flight.
It was quite normal. It may, however, have tepresented the kind of phase shift,
or phase transition — one mote decision, just like tens of thousands of other
decisions, that produced fundamentally different system behavior in the end.

With the benefit of hindsight, of course, it is easy to point to the flaws in these -
logics and priorities, for example those that convested a flight safety problem
into a maintenance problem. But what we really need to understand is how these
conversions of language made sense to decision-makers at the time. After all,
their objective cannot have been to butn up a Space Shuttle on re-entry. And
the important question to ask ourselves is how organizations can be made aware
eatly on that such shifts in language can have far-reaching consequences, even if
those are hard to foresee, In complex systems, after 2ll, it is very hard to foresee
or predict the consequences of presumed causes. So it is not the consequences
chat we should be afraid of (we might not even foresee them or believe them if
we could). Rather, we should be weaty of renaming things that negotiate theit
perceived risk down from what it was hefore.

OPTIMIZED AT THE EDGE OF CHAOS

A common notion is that the functioning of complex systems is optimized at the
edge of chaos. Originally a mathematical concept, the edge of chaos in socio:
technical settings denotes a region of maximal complexity whete systems ar
perched between order and disorder; between optimally organized complexity an :

chaos. Maximal functionality can be extracted from the system at this edge. Thi;
is whete the system is tweaked to achieve its extreme diversity and variety, whet
complexity reaches its optimum. Here, the system can maximally, exhaustivels
and swiftly adapt and respond to changes in the environment (4WDs to spee
boats to airplanes, day to night, Caribbean to Guinea). Indeed, this optimum, o
maximusm is determined very much in the relationship between complex system
and enviromment. :

In a sense, the edge of chaos is where the ecological asms race plays out in it
most pure form — where competitors, or predator and prey are constantly tryif
to stay one step ahead of each other. The use of aerial surveillance will mak
trafficking over open ground less attractive, perhaps deflecting smugglers’ route
into forests. The use of infrared or other dark-penetrating optics makes traffickin;
at night less protected, thus putting a greater premium on quiet daytime trave
when the sun is hot and high and policing might be less effective. The vari
actions and counteractions constantly affect each other to undermine what wa
previously a good strategy while at the same time forcing the creation of ne
strategies. Complex systems tend to settle at the edge where their responses af
just good enough to stay ahead of the others, but where there is not such a hug
cost to generating those responses that they will run out of business because ¢f
it. That is the edge of chaos.
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Thereisafundamental trade-off that interdependentagentsina complex
must @ake, a ttade-off that lies behind much of the adaptation thatl?:he et
can d_isplay, and also why such adaptation sometimes becomes less quc; YStF T
This is the tiiac.ie—off between exploitation versus exploration lFx lo;:atiofs' »
necessary activity for survival inside a complex, adaptive liviné sttI()am It oo
searching fo'r a solution that is optimal relative to the lan’dscape o); 0 -ortLrlnnian
arrd constraints you now know. Flying cocaine via West Aftica map[;)e a gr "
opportunity that can be the result of exploration if the Caribbean haz gone %oi'il[

. with i sasute icing, i icti

: ?}zlat Sjﬁricitics countermeasures, policing, interdiction and arrests. Exploration is

that Z generates new smugghng routes (for example, through Africa). But

- malking those routes work takes investment, of time and money. Local politicians

- may need to be bought, local strongmen need to be found and patronized, the
]

local geography and ecology of inlets, ports, airports, roads, forests, hiding places

“mules and so forth, need to be ma i i
: . , nee pped. So if there are still plenty of hol
- wiggle cocaine through in the Caribbean, then West Africa mI':y n()qi (lie o;u'e;;?

The Caribbean can still be exploited — until further,

Exploltatlon means taking advantage of what you already know, it
reaping the benefits of past searches™ If you stop explotin 5lfloweve’rl fgefms
keep explomng,. you might miss out on something much bct%ér and 01)1: 2 'it]uSt
may bec;ome brittle, or less adaptive. While you are exploiting E:aribgean rgl te .
competitors may have already set up shop in Guinea. By the time the C ariblla1 o
holes close, you are left with no alternatives other than declarin Wﬂij on r?a;
mpgglers. At the edge of chaos, then, the system has reachedg an o 1“_imlv
point — not Just in either exploration or exploitation, but in their com El)emetilril
t gets enough return from exploiting that which was explored eatlier Etret ins
._claptlve capacity by continued exploration of better options. In ’ay cotr a;ns
ystenn, however, it is difficult to say in advance what the returng of ex loralzi -
ate going (o be. A new route may get discovered. But a key smuggler on apscoution
mission may get caught, and give up his or her collaborators. Exploration can thng
toduce b}g events. ‘This is because the optimum balance between expl on
and exploitation puts a system near the edge of chaos. ploren
. Elhe edge of c_haos 1s'what _is called a criﬁcal state, or, in an explicit reference
t ermodynarnics, a.d1331p'fmve state. While poised in a critical or dissipative
thitil Zﬁsysct;n; ts not 1n equilibtium and can be easily perturbed. In this state,
’ yh poncnts‘that rngke up the. complex system never quite lock into

ce, yet hardly ever dissolve into an entire chaos. For example, by purchasing a
tﬁsétreer “(;,L([)lazte (iu:::d zur‘cra{[t‘ to go after jef—]aound smugglers actoss the Caribbean,
D : spg)nse. he smugglers Jet may fly at pight, or change routings
ol . dertur the system again, and there might be a completely different
Wegt e and one at a different scale - §uch as the opening of routes through
st Africa. This is one very characteristic property at the edge of chaos: Small
ponses are common, big tesponses are rare. But big responses are ossib-l d

i_ldt1 they are can be almost impossible to foresee, ’ o
o rrving at the edge of chaos is a logical cpdpoint for drift. At the edge of
s, systems have tuned themselves to the point of maximum capability. Mixing
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the hase chemicals in a cup and smearing them across scratclhgs 'imd ci.:acks ami
i c ttle’s external tuel tank was on
i foam covering of the Space Shu
e o i Those acti ot the tanks returned to
ressures. Those actions g :
such response to production p : | e Ht o
i i i i { any maintenance and poss gl
service quickly by making evidence o : ey
roblerr?s go away. Production was served, and production h?,d Eeen Caalﬁmum
' I()incent'wized in various ways, even). The system had tﬁz§a5ed 1ts‘.jeial tﬁdﬁiechnjcal
ing i i i tical, medial a
ity i dancing interaction with the political,
et i which i itical hich suddenly allowed
i i ich 1 d. Tt was in a critical state, W /
nvironment in which it operate : . ved
Z big response to the small, little actions that mamtenan'czeoggorlilers had z;pp >
: ration of :
i c happened on 16 January : the separat
hundreds of times. A large event : auon of
te the heat shield o
i latge that it managed to penetra .
a chunk of iced-up foam so latg 1 e the hear shickd o
i i hich would later lead to the loss o .
the wing’s leading edge, w : s of Collmbia wile of
i ift i i in these terms, is about optimizing Y :
its re-entry. Drift into failure, in ' D e e vastating
it i f chaos. There, in that critical state, big, vas
it is perched on that edge o | r bl dovsiache
ions become possible. Latge even th
responses to small perturbations _ : e
spzf:e of possibilities. Drift doesn’t necessarily lead to failure. At least not un

does.
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MANAGING THE COMPLEXITY
OF DRIFT

It started out as pure, clear, legitimate deals, And each deal gets a little messier and

messiet, We started out just takin, i i
. . § g one hit of cocaine. Next thing vou ’
impozting the stuff from Colombia. B youknow, wele

Former Enron execative

OMPLEXITY, CONTROL AND INFLUENCE

h;tfl;jradluonal view is that organizations are Newtonian—Cartesian machines
:&: components and hpkages between them. Accidents get modeled as a
quence of events {actions-reactions) between a trigger and an outcome

ut such theories can say nothing about the build-up of latent failures, about

rad i i
gradual, incremental loosening or loss of control that seerns to characterize

ystem accidents and drift into failure,

: gRememl}l)er the basic message of this book, The growth of complexity
dofz_lﬂetYC) as gc})lt a};ead of our understanding of how complex systems work
- Qur technologies have got ahead of i i
ogi¢ out theories, Our theories are still
' c}imentgﬂylreduCUOmst, componential and linear. Our technologies, however
creasingly complex, emetgent and non-li 1 ’
. on-linear, Or the i
: ¥ get released into
¥ I11:onmentls that make th(?l’l’l complex, emergent and non-linear. If we keep
gt c(;nnpl ex systems as simple systems — because of the dominant logic and
et i ineet]
" nc; 5_c1ent1ﬁc-eng1{1frcﬂng language of Newton and Descartes — we will
.S}S). ssing opportunities for better understanding of failure. We will kee
Ssing opportunities to develop faiter responses to failure, and more effect; .
terventions before failure, ) o
One '
e l(ljri Fhe [laatte]ins through whlch_complcx systerns spawn accidents is the drift
- f a slow but steady adgptauon of unruly technology to environmental
s of scarcity and competition. ‘Traditional safety and decision theories are

apable of dealing with drift. They only take snapshots of a system {often an




