[image: ] [image: ]
[image: ]
[image: ]
image1.png
http//reader eblb.com.ezproyL apus.edu/(S(gobd © ~ B &

KK & [ 1osloras0 | >

EBL > Search > This Book

The Disaster Recovery
Handbook
WALLACE, Michael
WEBBER, Lawrence

RECOVERY

Help/Feedback

1l Contents

P CONTENTS

> CHAPTER 1 Getting Started:
Overview of the Project

> CHAPTER 2 Building the Business
Case: Measuring the Impact on the
Business

> CHAPTER 3 Evaluating Risk:
Understanding What Can Go Wrong

P> CHAPTER 4 Selecting a Strategy:
Setting the Direction

P> CHAPTER 5 Build an Interim Plan:
Don't Just Sit There, Do Something

P CHAPTER 6 Writing the Plan:
Getting It Down on Paper

210N

S

108 THE DISASTER RECOVERY HANDBOOK

remains available, or until the computer operations manager arrives to begin
shutting down noncritical servers.

A different example is in the case of a broken water pipe. Shutting the
water main to that portion of the building is the immediate action to stop the
damage, at which time you switch over to containment efforts to prevent the
water from spreading and the growth of mold. Your immediate actions steps
would list the facility maintenance emergency telephone number or tell the
person the location of the water shutoff valve.

Inany case, if people in the affected room or adjacent rooms are in danger,
the first step is always to notify and evacuate them. Safeguarding human life
is always the number one immediate action step!

» Manual Workaround. Most automated processes have a manual workaround
plan. Unfortunately, this plan is rarely written down. If you know that one
exists, put it on paper immediately. If you don’t know about this, ask the
process owner. Manual workaround processes may not have the same quality,
they may require many more workers, and they may require substantial
overtime work just to keep up, but they may quickly restore your process to a
minimal level of operation (the least that a disaster plan should provide).
Manual workarounds may allow you to go directly to the recovery phase with
minimal containment actions. v

Some manual workaround processes for computer systems will require a
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Manual workarounds may allow you to go directly to the recovery phase with
minimal containment actions.

Some manual workaround processes for computer systems will require a
data resynchronization action when the computer system returns to service.
In those cases, work logs must be maintained of the items processed manually
so that the data files can return to accuracy.

1 Still Don’t Know What to Write!

Write your plan in the same way as if you were explaining it to someone standing
in front of you. Overall, you start with the overview and then drill down to the
For example, if you were writing a plan to recover the e-mail server, you
would state what the system does, its major components, and any information
about them. Then you would have a section explaining each major component
in detail.

Imagine that you are standing in a room when an emergency occurred. Also
imagine several other people in the room who work for you and will follow your
directions. Now imagine that you can speak, but cannot move or point. What
would you tell them to do? Where are your emergency containment materials?
Whom should they call, and what should they say? Write your plan in the same
conversational tone that you use when telling someone what to do.

Include pictures and drawings in your plan (for example, floor plans showing
the location of critical devices in a building). Digital cameras can be used to create
pictures that can be easily imported into a word-processing program.

It is also very important to include references to the names of the service v
companies that have support contracts for vour equipment. In the back of the
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notebook, include a copy of the vendor contact list, so they know whom to call
with what information (such as the contract identification number).
So, the plan for your department will include:

1. Immediate Ac
a. Whom to call right away.
: specific threats.

b. Appendices
# Loss of electricity.
# Loss of telephone.
# Loss of heating,

# Severe weather and low employee attendance (perhaps due to a bli
or flood; how can you maintain minimal production?).

r conditioning, and humidity control.

2. Detailed Containment Actions.
a. What to do to reduce further damage.
b.
3. Recovery Actions.

irst things the recovery team does once onsite.

c. Restoration priorities.
a. Foundation Documents
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c. Restoration priorities.
4. Foundation Documents.
a. Asset List.
b. Risk Assessment.
c. Critical Process Impact Matrix.
d. Critical Process Breakdown Matrix.
5. Employee Recall List.
6. Vendor List.
7. Manual Workaround Processes.
8. Relocating Operations.

How Do | Know When to Stop Writing?

Your primary plan only needs to contain enough explanation for someone to
restore service to minimal acceptable levels. Once you have established that, your
normal approach for handling projects can kick in. Some plans only cover the first
48 hours. As an alternative to setting a time guideline, link it to the function the
plan is intended to protect and then it takes however long it takes.

Provide as much detail as necessary to explain to someone what they need to
do. For the Immediate Action pages, assume they are unfamiliar with the details





