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Management Information Systems for the Information Age

1. FIND DIGITAL FORENSICS SOFTWARE On the

Web there are many sites that offer digital
forensics software. Find five such software
packages and for each one answer the
following questions:

What does the software do? List five features it
advertises.

Is the software free? If not, how much does it
cost?

Is there any indication of the software's

target market? If so, what market is it (law
enforcement, home use, or something else)?

. WHAT EXACTLY ARE THE SEDONA PRINCIPLES?

Figure H.14 mentioned the Sedona Principles.
These 14 principles were developed by lawyers,
consultants, academics, and jurists to address
the many issues involved in antitrust suits,
intellectual property disputes, and other types
of complexlitigation.

Write a report on the stipulations of the
Sedona Principles. Do some research and find
out exactly what the Sedona Principles suggest.
Here's the first ane to get you started:

1. Electronic data and documents are:
potentially discoverable under Fed.R. Civ. P.
34orits state law equivalents. Organizations
must properly preserve electronic data
and documents that can reasonably be
anticipated to be relevant to ltigation

Be sure to explain in your paper any legal

terms, such as “discoverable,” which appears

inthe 1st principle above, and *spoliation,” in
the 14th principle.

. THE INTERNATIONAL ANTI-CYBERCRIME

TREATY Find out what the provisions of the
international anti-cybercrime treaty are and
how they will affect the United States. One of
the concerns that will have to be addressed

is the issue of whether laws of one country
should apply to all. For example, i certain
sites are llegal in Saudi Arabia, should they.
be illegal for all surfers? Or if Germany has a
law about hate language, should a German or
a Uss. citizen be extradited to stand trial for
building a neo-Nazi Web site? What do you
think?

DOES THE FOURTH AMENDMENT APPLY

TO COMPUTER SEARCH AND SEIZURE?

The U.S. Department of Justice's Computer
Crime and Intellectual Property Section has
an online manual to guide digital forensics
experts through the legal requirements

of the search and seizure of electronic
information. It's available at ww.cybercrime.
govisearchmanual.htm and has a section on
“Reasonable Expectation of Privacy.” There
are four subsections: general principles,
reasonable expectation of privacy in
computers as storage devices, reasonable
‘expectation of privacy and third-party.
possession, and private searches. Read

and summarize these four subsections.




