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Alenzi 4

As a result of new technology and differences in technologies in the word, other superior
countries take the advantage to invade into the security privacy of other countries. This is

possible because they use security workers and soldiers through social net working to reveal

the security information ¢f another country. Despite ptivacy settings, all personal information
including profile picture| name, home town, friends, photos and more can be viewed by others
depending on the accoun settings (Facebook,
Another concern that the evolution of social networking has raised is date mining and
surveillance. This is actually captured in the Facebook and other social networking user policies
which state that it can use information collected from other social networking users to
supplement one’s profile. The recent report of wiki leaks, a failure in the Facebook site allowed
users access many accounts without inputting respective account passwords. The situation
clearly indicates insecurity that social media offers private and confidential information of
account holders and users. The feature of tagging the photos of people on the “walls” of
Facebook and describing the photo has also contributed to the problem of privacy in social
media. Through this process of tagging, more information about the person is revealed by
analyzing the picture and reading the comments that have been added to the tagged photo.
Facebook was designed for the purpose of sharing information with the intended people
and connecting with friends. Therefore, the more the person reveals in Facebook, the more it’s

likely to reach many people including the strangers and advertisers. The advancement and

introduction of more features in Facebook further risks the information that we share with our
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friends and relgtive through socig] media. This is Hue to uncertainty of the security and privacy
of the informatign we share (facebook.com).

The end of privacy in social networking which has wind-swept the value of networked
communication, has been contributed majorly by the young people. This is true because a good
number of social media users are the young people. In addition, the research indicates that due to
their aggressiveness and desire for knowing and connecting themselves with many people, they
have ended up hacking and €xposing more information hence rendering social networking
insecure for sharing information,

According to privacy advocates in US “shared information may jeopardize personal
safety”. This is true because once the information of an individual is accessible to everybody
especially the criminals, the life of that person is endangered. With that information, they are
able to trace her/his movement and get want they want from the person. Further, the online
information that is accessed through social media can be used to attack someone, a process the
U.S government refers as “social engineering attacks”. The impersonators are able to use the
basic information like hobbies, location, friends and interest to violate the rights of the person or
impersonate him.

Rapleaf who are the digital marketers illustrate the extent to which the social networking
privacy has been jeopardized by giving an example of a person who pretended to be seeking
assistance from a friend and ended up hacking his social media. F inally the hacker managed to
steal $ 1,100 from the owner of that social media and disclosed the information to strangers.

The performance of many industries has relied largely on social media especially in
marketing and research sectors. When the marketers and sales people need information from the

customers, they information shared in social media through the internet, online social networks,



customers.
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are not i i 4
sure with the setting of /passwond and security cord. {Campbell} indicates that people are
getting lost and unable to control their privacy in social networks. She further shows the

seriousness of the situation" by representing the number of people who gets confused as a resait

of privacy of the personal :infonnation.

Further, the report ipf wiki leaks indicates that most of the teenagers have devised the

‘:, V4
mechanism of deleting all the messages and photos thathad\ been posted n their walis before
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logging out in their social media. This'mechanism is-meant to prevent the fnends from altening
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and accessing their personal information (Leaonline.com).

At the individual and Ygmuly set up, 1t ha»‘::caustd and endangered the
relationship in the family. This due to the publication of personal and family information online
which gets permanent online and end up being visible 10 many people. The fact that the socal
media is used by both the elderly and the teenagers, the chuldren get to know immoral habts and

other bad secretes of their parents. On the other hand the parents are aiso able to access the

depraved communication their children make with thewr peers. As a result of this exposure of
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O the problem has been designed by professionals, Privacy tools have been devised to
or eliminate the case of information disclose to strangers. One of the tools 1s sensitizing
people about the importance of keeping their own personal information confidential and secrete.

\s the company tries{o secure its users data, it has provided the necessary tools and

sensitized the users nbowy the importance of privacy\n the work plucc. Examples are that one can

= . ; ;
restrict contact persong and other major customization settings that include who can view what
J/

[ !
specific elements on Nv‘\. profile (Facebook,.com),/On the other hand, they should limit the

information that the mnﬁ\wn- access in the company as a way of keeping their information safe

dnd the employees should update their knowledge

and within themselves, Further<the company-
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confidential information that belong to the company.

Puetothe severity of the concerns as highlighted above, Facebook has continued to
improve its security policies to ensure user data is rightly protected. For instance, it has phased
out aspects such as who can look up one’s timeline by name search. This is geared to protecting
users from unwanted friend requests and similar unwanted messages. It has also limited post

audiences to include only one’s friend or friends of friends (Facebook.com).
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