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ON HAZARDS
COMMENTS AND RISKS

INTRODUCTION

( ' [ rds. There

All risks to which the practice of safety qpphes _derzve {gog; Iz}fgggﬂ - Tl
tions. Furthermore, the entirety of purpose of th —

<Pl ar S4B in fulfilling their societal responsﬂ)ﬂllnes, is to m 5 g
?l?f]:?r f:rfd:%gs’ with respect to hazards so that the risks deriving from
. i arerc?;e?sliszgfspfl?si r:\?é.an understal_u‘iilng of hazards and
i i S‘c’:kflet'y Eelationship to fulfill their responsiblhtu'as a.nd to be suc-
o aﬂ_d m unicating with those to whom counsel is given. _—
Ceslsif mal;:f: ?x?;nrisks are not synonymous terms, tho%gh somte; gui‘; (21112 tlllt .
. isks may be equa :
i inte'mhangei?lg.s ?Llns('iobfk:lglz:r %Sn?;]guiitely, tl}lie literature on haz:ard
i o ;’XPO osures and perils can be baffling. We safety prof}alsstlt;_,
o ah anff e:}t(il‘::fﬁ communicators, seriously need to estabhslfl “;1 {:11_ -
e rtxoxn?tfeg “{: use the terms hazards and risks. As John V. Grimaldi anc

mea

Rollin H. Simonds wrote in Safety Management.
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define [p. 10].
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DEFINING HAZARDS: RELATING HAZARDS TO RISKS

Appendix C in Improving Risk Communication is titled “Risk: A Guide
to Controversy.” In that appendix, Baruch Fischhoff wrote:

By definition, all risk controversies
hazard . .. the term “hazard”
that produces risk [p. 217].

concern the risks associated with some
is used to describe any activity or technology

Fischhoff properly relates hazards to risks. A hazard is defined as the
potential source of harm. Hazards include the characteristics of things, the
technology, and the actions or inactions of persons that have the potential
to harm or damage people, property, or the environment.

Hazards must be considered in the broad context of that definition.
Every element within the safety management process should serve to
avoid, eliminate, or control the aspects of personal activity or inactivity

and the aspects of technology that present a potential for harm or damage
and produce risk.

SIGNIFICANCE OF HAZARDS WITHIN THE SAFETY PROCESS

Whether the concern of a safety professional is occupational safety, occu-

pational health, product safety, environmental affairs, fire protection, trans-
portation safety, or any other safety-related practice, the generic base for
that endeavor is hazards. In every one of those fields of endeavor, all activ-
ities should be similarly directed to encompass both the possible actions
or inactions of people and the characteristics of properties, equipment,
machinery, or materials that present the potential for harm or damage.
Furthermore, whatever the particular safety process — management in-
Volvement, safety in the design stages, employee training, hazards com-
ication, incident investigation, use of personal protective equipment,
avior modification, and so on—its fundamental purpose is to avoid,

HAZARD IDENTIFICATION

e definition of hazards given, potential is the key word. If a hazard
potential source of harm, and if a hazard is not avoided, eliminated,
trolled, the potential may be realized.

WO considerations are necessary in determining whether a hazard
Do the characteristics of the thing or the actions or inactions of peo-

PIesent the potential for harm or damage? And, can people, property,

I d or damaged if the potential is realized?
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i istorical data,
i i fy hazards — from his
ds are available to identy : o
£ Manydzegfd Sstandards from the observauon; of liarr;egl é)t:;)grz and
o th , ical methods such a :
e of several analytica S
e UISfe sOfst(()arrln through to the more complex Fault Tretf:: nz:g;r;aely; s
pAled“t]k}llatl_itera{ure of which there is a great deal, speaks ex
nd the ,

those methods.

DEFINING EXPOSURE

i zard has been identified and.
B e ¢ haz:fe ?Ejgst:z e?sfstg‘lsrs:d.hjtn exposure assessmenttwoglrllg
e tbe cion. f the number of people, the extent of the proper f}ff, nd
e of the om '(:"onment in a particular setting that could be ?1 ecal ;
b the Ofl'thaiizlliv(ljf the hazard, as well as the extent of hax:n; or damage
‘t)gatthci;elzg 1rZE:sult. Exposure is not the hazard, nor is it the risk.

DEFINING PERILS

i il i requently found term..It may
e iHSUYaﬂCE-rdatSeld 1\115?531111?2,;:?31;25 o? exposure. Pe'rils 1F1sur§;1
e Psed Synonymo::l yconsidered to be fires, explosions, falling au;;?;] !
agamst ar comfgo aﬁtomobﬂe accidents, embezzlemex}ts, et ceter:a;. rer Is
quSt‘?slg:lSt’sﬂtEZt ?)’ccur when hazards are realized. Perils are events; I
are inci

are not hazards or risks or exposures.

ZARDS
ACQUIRING ADDITIONAL KNOWLEDGE OF HA

built on the other, o
igni ht processes, one . .
two significant thoug : ' e e
Tl;f':r; liili)wledgegis a requirement in professional sa:ife(tiy l;)ra}cl:i foe. T gf
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?ml?amagement oversight and risk free) was de\{elci[;r b ton to Had
I encourage safety professionals to give P?rtﬁc o e
tablish that if there :
and to MORT. Both es | e
Colnczggsor exposures to hazardous environments, no hazar :
relea;

dents will occur.
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ENVIRONMENT CONCEPT
Dr. William Haddon, who was th
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key element in the search for valid loss exposures —

will be an inventory
of potentially destructive energy [p. 17].

Browning’s statements are thou

ght-provoking, Certainly, being causal
factors oriented is a fundamental in

the practice of safety. And, it seems that
“potentially destructive energy,”

the release of which occurs in hazards-
related incidents, is directly related to the definition of hazards previously
given,

Obviously, the purpose of peo
All work requires the exp
undesired or excessive in
diture can be an inciden

ple in an occupational setting is to work.
enditure of energy. If the energy expended is
relation to human capabilities, that eNncrgy expen-

t causal factor. Safety professionals cannot do a
proper job of giving advice on preventing or mitigating harm or dam-

age without extensive knowledge of causal factors that include unwanted
releases of “potentially destructive energy.” This applies to ail types of

incidents: material handling incidents, slips and falls, contact with objects
or equipment, and so on,

._HADDON’S UNWANTED ENERGY RELEASE AND HAZARDOUS

e first Director of the National Highway

nergy release theory. Iis concept is that
nwanted transfers of energy can be harmful (and wasteful) and that a

stematic approach to limiting their possibility should be taken.

Although Haddon stated in his paper “On the Escape of Tigers: An
cologic Note” that “the concern here is the reduction of damage produced
- cnergy transfer,” he also said that “the type of categorization here is
milar to those useful for dealing systematically with other environmental

lems and their ecology.” Excerpts follow from “On the Escape of
gers: An Fcologic Note.”

Safety Bureau, conceived the e

- major class of ecologic phenomena involves
ch ways and amounts, and at suc
tructures are damaged.

the transfer of energy in
h rapid rates, that inanimate or animate

cveral strategies, in one mix or another,
Iman and economic losses that make this
ncern. In their logical sequence, they

are available for reducing the

class of phenomena of social
are as follows:

Prevent the marshalling of the form of energy;
Reduce the amount of energy marshalled;
_Prevent the release of the energy;
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« Modify the rate or spatial distribution of release of the energy from
its source;

+ Separate, in space or time, the energy being released from that which
is susceptible to harm or damage;

« Separate, by interposing a material bartier, the energy released from
that which is susceptible to harm or damage;

. Modify appropriately the contact surface, subsurface, or basic struc-
ture, as in eliminating, rounding, and softening corners, edges, and
points with which people can, and therefore sooner or later do, come
in contact; :

. Strengthen the structure, living or non-living, that might otherwise be
damaged by the energy transfer;

» Move rapidly in detection and evaluation of damage that has cccurred
or is occurring, and counter its contipuation or extension; and '

. After the emergency period following the damaging energy exchange,
stabilize the process. :

All hazards are not addressed by the unwanted energy release concep
Examples are the potential for asphyxiation from entering a confined spac
filled with inert gas, or inhalation of asbestos fibers. But all hazards ar
encompassed within a goal that is to avoid both unwanted energy release
and exposures to hazardous environments. Many authors have recognt ]
the importance of Haddon’s writings. :

John V. Grimaldi and Rollin H. Simonds in Safety Management recq
nized Haddon’s work (p. 284). Dr. Roger L. Brauer, in Safety and He
for Engineers (p. 20), commented on the energy release theory and i
the 10 strategies for preventing or minimizing adverse results as outli
by Dr. Haddon. In MORT Safety Assurance Systems, William G. John

also listed Dr. Haddon’s 10 energy management strategies and made th
comments concerning them.

Haddon systemized a set of 10 energy management strafegies in a progre
sive order, which can be used in various combinations. Haddon point
that the larger the energy, the eatlier in the strategy list should conirol
sought. This author would add, the larger the energy, the greater the n
for redundant, successive strategies and barriers. The systematic review
available strategies and the creation of optimum mixes to reduce harm B
not been customary in safety. The application of Haddon’s concept
tested in early trials of MORT [p. 28].

As a resuli of the testing and early trials, Haddon’s strategy wds
duced into the MORT system with an extended hierarchy of pr
measures, of which there are 12 (p. 29). g
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Ted Ferry in Safe
ty and Health Mana ,
energy t . : gement Plan
contfgl,,ransf?rs and barriers and listed “13 strategies formng qute about
as cited by the Department of Energy (p. 244) ystematic enerey

. I{n':’anted releases of energy or exposures
1On ribute as causal factors for all hazards-r
energy management strate

to hazardous environments
elated incidents, Haddon’s

oo lanagem .gie‘s are greatly expanded in thi i
pter 17, “Guidelines: Designing for Safety,” Endere?h;ncatggoscf‘cé{ N
en-

eral Design Requir
1gn ements: A Generic
ance, Elimination, or Conitrol.” Thought Process for Hazard Avoid-

ON THE SIGNIFICANCE OF MORT

1n e

is based and the thou i

ght process it

take . promotes. In the ex

th n fl‘(_’m thf3 Guide to Use of the Management Oversi Cerpts thz.it follow,
e relationship of MORT to ersight and Risk Tree,”

Haddon’s original work will be evident.

Tllns document is the User’s Guide for MORT
: iljk Tr;e), a logic diagram in the form of a
series i i
pm%edureqt 1;);1 mrtgirlfc:ilated q‘uefsu(.)ns. MORT is a comprehensive analyiical
procedure | conlzri > ultitrals afd1301p11ned method for determining the syszarlx(;jd
ool vl ug“actors of a‘l:m_dents. Alternatively, it serves as Z
capeot i o he gn'all y of an ex1§t1ng system. While similar in lman
200 spevife o Sd YEIS, MORT‘:S more generalized and presents ovey
e oo of an ideal “universal” management program fi :
nment, safety and health, and other programs [Agbstl?act(;r

r (Management Oversight and
work sheet” that illustrates a

€r an acci
accident occurs, the first step in the MORT process

he ‘adequacy of the ameliorati oo

8 and controls we
: re less than adequat
I property were exposed. quate, and whether vulnerable
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While MORT is based on the fault tree method of system safety analy-
sis, its logic diagram does not require statistical entries and computations
for event probabilities. MORT 1s presented as an incident investigation
methodology and as a basis for safety program evaluation.

Its thought process could also serve well the safety professional who
participates in design concept discussions. MORT is soundly based on the
unwanted energy release and environmental exposure concept, and its use
leads to a good understanding of hazards, exposures, and risks.

A first approach to MORT could be intimidating: Its logic diagram
presents over 1500 elements. It can seem daunting, but it should not be

so judged. Thousands have successfully completed MORT seminars, and

have gained considerably from exposure to its thought process.
T would like to repeat the quotation from Baruch Fischhoff’s Risk: A

Guide to Controversy which appeared earlier in this chapter:

ersies concern the risks associated with some

By definition, all risk controv
hazard ... the term “hazard” is used to describe any activity or technology

that produces risk [p. 217].

Risks with which safety professionals deal derive from hazards. We

need to know more about risks.

DEFINING RISK AND THE ROLE OF THE SAFETY
PROFESSIONAL WITH RESPECT TO RISK

Risk is defined as a combination of the probability of occurrence of
y of that harm (ISO/TEC Guide 51:1999(E), Safety
) In producing the

hat becomes a statement of risk, it’s necessary that determina=

harm and the severit
aspects — Guidelines for their inclusion in standards.

measure
tions be made of the following:

. The existence of a hazard or hazards
« The exposure to the hazard

o The frequency of endangerment of that which is exposed to the haz rd
d be realized (the

o The severity of the consequences should the hazar :
extent of harm or damage to people, property, Ot the environment)

» The probability of the hazard being realized

Tf the exercise is stopped after the severity of possible consequences 15

determined, the result is a hazard analysis. To determine risk, the pr
g risk 1€

ability of an occurrence must also be estimated. Estimatin
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determining both the ili
probability of z _
and the consequences of the incifdent.zl hazard-elated incident occurring

Thus, in fulfillin ' i
. . g their responsibilities, saf i
sider the two distinct aspects of risk: e b

 Avoiding, eliminating, o :
i » , or red -
incident occurring ¢ ucing the probability of a hazard-related

+ Minimmisi .
numzing the severity of harm or damage that could result

As s i
s ;fz;y t};rill(lz:ce ft.lrther evolves, the required attention will be more
e Even (o ?vmdance o_f hazards in the design and redesign pro-
selves‘as consultziﬂt;3 ?nlgl(zf: S;?(L)ljizge Z']J Ccessﬂf;ﬂ e thgm—

: . ses, they will beco ili
mil1 gﬁgefﬁés “(:; ﬁsqkuizgohow rii]jk reduction is effcctiv]f::tll; ziEZv?én e

' 3 ns will arise i :

piro‘fessu:lne_ll safety practice ought to becc:lllc:im;ll;r\;rg i‘év}ilsatbté]si CON?H[ (')f
g vsucnlﬁ1 2 S‘;g that ac.:t.ually attainf; a significant reduction of rislipphed "
| o efforé Izéactgtlgnprs are chrfl:cted by their managements to apply all
el obta.mm‘g compl}ance with laws, codes, standards, and
b beh.lg inf: g, e;;lg 1n compliance is a laudable goal. Unforfum;tel
el emg;[:plance usually means achieving a minimal level c):i;
]'n ComphamegWith 1 It Shou.ld not be assumed that actions taken to be
oo ance eggl requirements address an organization’s principal

A d‘uect% -S?’H y itself, will attain effective hazards management
B o ooy, e Hi Ie S t'he story of convincing his management to spen(i
impact,the expenditp y with OSHA standards. Later, he was asked what
R o o cxpen: Ozies w(?uld_have on t.he types of employee injuries and
| ———— tﬁrrf: . InJurj./ 'd_nd illness records were available for
o ! ] e reportqd mcidents was related to the expenditur

compliance. Yes, risks of employee injury and illness welziz

Teduced through the expendi
x- t ‘ :
B oo (hroue penditures to comply with OSHA standards, but

‘ i
'UNDERSTANDING MANAGEMENT’S VIEW OF RISK

A

1 success icati i

. - uiﬂl commiém-cgno]? with management personnel on risk is not
v gn un de1slandmg has been reached on the meaning of th
§ 0 be used in those communicati i X

k. . cations. That’

__Sl({)ts a term with far too many meanings P TgOA, becans

VN any gi ; .
ontex ts-};nglgfn qﬁ_}’, Managements may hear the term in a variety of
e Case.in F amining a financial venture, in considering the poss?;ble
price of a commodity, in receiving a phone call from a




244 COMMENTS ON HAZARDS AND RISKS

stockbroker who proposes a risk management program. It’s also important
that safety professionals appreciate the culture of an organization and
the perception of risk a management staff may have, its fears and logic
concerning risk, and its tolerance for risk. Managers are risk takers; so
are safety professionals.

ON ACCEPTABLE RISK

Safety was defined as the freedom from unacceptable risk. Conversely,
safety may be defined as that state for which the risks are judged to be
acceptable. These definitions imply a determination of risk, as well as a-
judgment of the acceptability of risk. Often, when the term acceptable risk.
is used, the response of the uninformed may be, How dare you suggest

that some tisk is acceptable. _
But consider this: Every safety professional who writes a recommen
dation to eliminate or control a hazard makes a risk acceptance decisios
It cannot be presumed that complying with the recommendation achieve
zero risk. No thing or activity is risk-free. Also, in the practical worl
all risks will not be eliminated. Even when deciding which risks are {
be given priority consideration, a risk acceptance decision is made abo
those risks to be dealt with later, if only for the short term. B
A few safety practitioners object to the idea that they make risk accep
ability decisions. They create an atmosphere of being above that SOr
thing, of super-righteousness. Perhaps they believe that if all that they pr
pose is favorably acted upon, a risk-free environment will be achie
Safety professionals know that is not possible. If they want to be a]
of the management team, they must share in risk acceptance decision
Chapter 14, “Acceptable Risk,” 18 devoted to this subject. :

RISK REDUCTION ADVICE

Safety professionals must acquire knowledge of risk dete

cepts to give validity to the proposals they make to reduce risk: S
there are always resource and scheduling and time constraints, the :
given should ideally include "

» Risk categorization and priority indications

» Possible alternative remediation measures _
« Bxpected effectiveness of each alternative in risk reduction

+ Remediation costs

QUE
STIONING THE VALIDITY OF SOME QUANTITATIVE RISK ANALYSES

RISK MANAGEMENT DE
ON LOGIC CISIONS

245
MAY NOT BE BASED

Although a safety i
. ) professional ma .
risks, it should be understood thaty present logically developed data on

isk reduction decisi :
made on t . s on decisions might
public :r :mat (}ata alone, particularly when dealing with the percegptiollgttl]ze
ing with Riskp ;}{e{?[ may have of risk. Richard F. Griffiths wrote in D le
> Tne Planning, M. " ey eat
Risk that & Management and Acceptability of Technology

The appthblhty in I'lSk dsses p y h =
I eqllency evel'l[S ﬂlB pIObdblhty BSflmate 1S not baSBd on a laIgB I‘lUI]leI Of
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e (S)uz?;:l) the pgbhc evalqahqn may well be more conditioned on how b
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is [p. 12]. guments as to how likely it

n this one paragra i i
ph, Griffiths introduces two i
rga 0 W
robability estimates used for low eh-comsequ

ay be questionable; and that publi
f severity of outcomes.

: subjects: that
-frequency/hlgh—consequence incidents

¢ concerns may reflect only perceptions

ugh at times it may be believed that the public ou

: . s trage is illogi i
ill often be a significant factor in risk decision-makin g ical, it

: g. All risk reduction
y on risk assessment logic. And it may
age, or employee concerns, or perceived
When risk decisi g
sions are made, it will not be
en 1 \ unusual that the decisi
s influenced by elements of fear and dread, and the pelz(zisxigg

s of employees, the im i
) mediate communi . .
ent personnel. unity, a larger public, and man-

. hat in dealing with public outr
sks, facts will not be convincin
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$0 many subjective jud i I
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ig?l of dlC'€, or wl.len empirical probability e
-all quantitative risk analyses are really qual

I believe that, except
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Vernon L. Grose in Managing Risk: Systematic _Loss Pﬁevintzo:;v];c;:
Executives appropriately cautioned on several ocgasmns lj.gdn;sl a;mmt -
. . <
i i ing risk when the number
reliance on numbers in determin s e
ici uld serve safety profession )
ound. A reasoned skepticism wo ‘ >
zerning the validity of the numbers used in thllt appear to‘be grrl(:lc s¢
determinations of both the probability of an incident occurring

assessment of its consequences.

Both probability and consequence numbers may be greatly overstated_.

or understated. Grose may have exaggerated only slightly when he wrote

the following:

Because desire overrode reality, the unfortunatf: gamesmanship J:?allll:ds
evolved supposedly to upgrade reliability and safety has come to :
“gumerology”, defined in the dictionary as follows:

A system of occultism {hidden, secret, or beypnd human unier?ftatn(rié
ing) involving divinations (the practice of trying to foretell the futu

by mysterious means} by numbers [p. 2631

Grose indicates that when there is a demand for nur.nberg aingn"zlntltlll;rzn
appear in prin _
ing to fill the need, the numbers eventually app P

i ir illegiti a caution: Be wary of th
no way to recognize their illegitimacy. Thus g c

numerologists. . N .
Grose %s not alone in expressing concern about the validity of

quantification systems. These quotes come ﬁ?n‘; Inéproveitfésfnc]gxgg
j idance of the Cormmi -

-ations, a text prepared under the gui . |

Zzgtoion and Co?nmunication as a project of the National Research Coun

i man
Analysts are prone to overlook the ways human eITorS OF deliberate hu
interventions can effect technological systems [p. 46].

The need to quantify risks as an aid to decilsion making createsd:p_eﬂd
difficulties because the choice of which numerical measures to use dep

on values and not only on science [p. 48].

Emphasis is given here (o the phrase “the choice of_ whlcfl nus
measures to use depends on values and not .only.on science.” . .

quuote again from Griffiths’ Dealing wn‘h.stk: The Plann.z.ﬂg
agement and Accepltability of Technological Risk:

If one compares the experts’ best estimates of the conseque?(;z
accident with the historical record it is often founc‘l that the 61841] :
greatly in excess of the consequences actually manifested [p. &
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My experience requires an opposite observation to what Griffiths says
about consequence estimates being greatly in excess of the actual con-
sequences. Over many years, I observed that estimates of possible prop-
erty damage losses developed by fire protection engincers in relation to
described hazard scenarios were often notably less than the actual dam-
age when an incident occurred. Nevertheless, the point is this: Estimating
consequences of an accident is not an exact science,

I also offer a caution concerning numerical risk scoring systems. For
example, I was presented with risk data to which a scoring system was to
be applied and risk priority ratings given. An incident with a probability
of T per 100 plant operating years for which devastating results were
calculated, including many fatalities, was given a lower priority than a
single disabling back injury with a probability of 1 per plant operating
year. Such may not be in the best interest of employees, management, or
the public,

Nevertheless, there is a growing demand for risk scoring systems, which
are the sort of thing that engineers like because of thejr preciseness. Chap-
ter 9 in Innovations in Safety Management: Addressing Career Knowledge
Needs is titled “Risk Scoring Systems,” and the following excerpts come
from it.

Users of (risk scoring) systems should be inquisitive and cautious concern-

ng their content, the meanings of the terms adopted, the numericals applied
_to the gradations within elements to be scored, and how they are applied
in determining risk levels.

» Risk scorings begin with subjective judgments on the individual ele-
nients to be considered, and those subjective judgments are translated
into numbers, not followed by any qualifying statements. What starts
out as judgmental observations become finite numbers, which then
attain an image of preciseness.

Further, those numbers are multiplied or totaled to produce a risk
score, giving the risk assessment process the appearance of having
attained the status of science. In reality, the risk assessment process is
as much art as science.

The numbers assigned to the elements to be scored are entirely judg-
mental, have no basis in fact or good science, and vary for the same
subject in different systems. There are no universally applied rules
to assign value numbers to elements to be scored. All values in risk

. scoring systems reflect the experience and views of those who create
the system.

Frequency of exposure has, historically been one of the elements
considered in determining event probability. But, giving frequency
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of exposure its own multiplier, separate from and in addition to a
probability multiplier (as is done in at least one system obtaining
notoriety), diminishes the needed emphasis on the severity of harm or
damage that could result from an event.

« Meanings of the terms probability, likelihood, frequency of exposure
or endangerment, and severity as used in risk scoring systems are
not consistent. Also, it may be that within a system: a term may
appear more than once and have different usages; and consistency
in the meanings of the terms used initially in the system may not
be maintained.

. If risk-scoring systems are applied rigidly whereby a higher score
indicates a greater risk than a lower score, and the scores are not
considered in light of the employee, community, social, and financial
concerns of the organization, its best interests may not be well served.
This applies especially to low probability events that may have severe
consequences, for which risk scores may be low [p. 171].

Having considered all of the cautions in the foregoing, a three-
dimensional risk scoring system, incorporating severity levels, frequency
of exposure, and incident probability was developed. In the text material
on the risk scoring system, the fact that subjective judgments are to be
made in its use is stressed, terms are clearly defined, and a rigid and
unqualified application of it in decision-making is discouraged. As is
written in Innovations in Safety Management, this risk scoring model:

« Serves the needs of those who are more comfortable with statistics

in their risk assessments

» Addresses the strong beliefs of those who want frequency of expo-
sure given separate consideration in the risk assessment process (€.8.
having frequency of exposure included as an element in a risk deei-
sion matrix was much debated in the meetings out of which the ANSI

B11.TR3 report was developed)
» Maintains credibility and efficacy [p. 189].

After running many plausibility and efficacy tests, the following risk scors
ing formula was developed:

Risk score = (Probability rating + Frequency of exposure rating)
x Severity rating
RS = (PR + FER) x SR

REFERENCES 249

iz(t;lhgent Ese of th1c; risk scoring system is proposed, Users of it should

s tglinze t.at‘ the risk assessment process is as much art as science and
at the s‘taustlcal outcomes derived from its application are to be just

element in the decision-making. JEene

ON RISK ESTIMATES THAT RESULT IN A MONEY NUMBER

Sever_al au.thors. propose that risk be expressed as a precise numerical
quantlﬁcatloln, in dollars. The computation would derive from a formcirdl
through which probability is multiplied by consequence to obtain ‘?ha
expected loss per unit of time or activity. This is a typical formula: )

Risk (in money terms) = Probability x Consequence

where probability is the event frequency per unit of time or unit of activi

and consequence is the amount of money loss or cost per event v
. Sumlar forfnulfis abound, intended to produce a finite numeri.cal ua

tification of risk in money terms. When a hazard analy,sis is com (lletercll—
_the outcome may sometimes be expressed in a money number re fese t’
ing the value applied to the harm or damage done. In safety rnanapemen t-
why. that money number must be multiplied by a probability nuﬁ‘lberri ,
qbtmn a risk cost per unit of time or activity is a mystery. A review of tho
hteramre dOf".‘.S not give adequate explanation of the soun;iness of such 3
exercise for individual risks. The concept has validity in actuarial ctice
when dealing with large numbers of risks.  practiee

CONCLUSION

'I‘Q b.e efﬂ_active, safety professionals must understand hazards, risks, th
relationship between hazards and risks, and hazards analysi,s énd,ﬂq;
:zzil;:;en.tufchmques. In tpe use of haz.a_rd analysis and risk assessme;lt
o made, (J,n finel?ts Qf 11101d_ent probability and consequence will often
g subjective basis. And such systems can be made to work.
Ihey should be considered more art than science.
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HAZARD ANALYSIS
AND RISK ASSESSMENT

INTRODUCTION

All hazards do not have equal potential Jor harm or damage. All hazards-

related incidents do not have equal pr ili i
probability of occurrence. N
adverse effects from those incidents be equal. orwillthe

‘ It is th.a norm that. several hazards will be known to exist at the same
time. Giving appropriate advice concerning them requires that

e Risk assessments be made, during which

3 hazar_ds are identified, analyzed, and categorized as to the possible
severity of harm or damage that could result and

o estlma-tes are given of the probability of hazards-related incidents
occurring.

» Costs are determined of alternate proposals to reduce risks.

o Expected risk reduction benefits are given for each remediation
proposal.

aWHY EMPHASIZE HAZARD ANALYSIS AND RISK ASSESSMENT

W s
" make so much of analyzing hazards and assessing risks when dealing
WIth several hazards at the same time? This, typically, is what happens.

- Ne Practice of Safety, Third Edition, By Fred A, Manuele
BBN 0-471-27275-2  Copyright © 2003 John Wiley & Sons, Inc.
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Individually and collectively we are risk acceptors. And risk acceptance
i1s situational: Variations in the risk levels that individuals and organiza-
tions accept in given situations are exceptionally broad. Nevertheless, in

an attempt to promote an understanding of the acceptable risk concept,
this chapter does the following:

o Establishes that designing and operating to a zero risk level is not
attainable.

« Provides definitions of key terms for an ongoing discussion.

o Shows how some entities have, in practice, defined acceptable
risk levels.

AC CEPT AB LE RI S K Provides examples illustrating the diverse views people have of risk

acceptance in certain situations.
Discusses imposed risks.

Presents a methodology to achieve an acceptable risk level.

ONLY RELATIVE SAFETY IS ACHIEVABLE
INTRODUCTION

> fessionals accept the premise that absolute safety, o brocly rcommiont, e s o ity i no sl s
A majorl_ty of safet_y PIOt ttainable. But, some safety practitioners pro- ecé)m £ th y ¢ Bl ﬁ’ ¢ and infl 3/ i book gth P t £
a zero risk state, is not attai e tible. Congider thege ol ne of the most significant and influential books on the concept o
fess that only a risk-free environment 1s acceptable. acceptable risk was written by William W. Lowrance. Its title is Of Accept-

examples. able Risk: Science and the Determination of Safety. Lowrance notes that:

ker reviewed the hazard analysis ‘ _ _ _
1. Ata recent safety confer;ncde, asse%e?n his company and said the out- Nothing can be absolutely free of risk. One can’t think of anything that
ARk i m-et . ;uh se of those methods was accepl- isn’t, under some circumstances, able to cause harm. Because nothing can
come to be ac.hlevcd lhm“g the b d, some questioners implied by be absolutely free of risk, nothing can be said to be absolutely safe. There
able risk. During the %Ee.stlon 11 ?nr?s thSa(z 0o gsk is acceptable. They are degrees of risk, and consequently there are degrees of safety [p. 8].
3 elr questio . ; N . 2 = ;
the nature and tone of ean% acceptable risk? Are you suggesting Since the taking of both personal and societal risks is inherent in human
asked: Whét d(.) you o bl ‘?yAcce table to whom? activity, there can be no hope of reducing all risks to zero. Rather, as when
that sotne risk is acoepta ale. onsi: saying that a risk is acceptable steering any course, we must continuously adjust our heading so as to enjoy
The Speal;erbgl‘r‘f:; é‘fg:;?;dézilz occu;"ring and the severity of harm the greatest benefit at the lowest risk cost [p. 11].
if the probabili é : '
that mli)ght result are low. Thus, the speaker defined the acceptable

risk level for his company.

: Under the caption “The Concept of Safety” (Section 5), this appears in
s analysis and G4 the ISO/IEC Guide 51: Safety Aspects — Guidelines for Their Inclusion
. Safety pra

" - that any in Standards,*
reduction were outspoken in their opposition to the idea tha /

level of risk is acceptable. They stated their sincere belief thaf H;I * There can be no absolute safety: some risk will remain, defined in this
the workplace, attaining zero risk is a legitimate goal. The instructo Guide as residual risk. Therefore a product, process or service can only be

’ * - ]‘el 0 )
could not convince them otherwise. ] atively safe

d A. Manuele stands for the International Organization for Standardization. IEC stands for the International
i . ir iti Fred A. Manu - em
Practice of Safety, Third Edition, By | g O e i
g;?;igeﬂfi?;-Z;ZTS—Q Copyright © 2003 John Wiley & Sons, Inc. hn Tith
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Safety is achieved by reducing risk to a tolerable level, defined in this
Guide as tolerable risk.

i & an be
To repeat the previous quote from ISO[EEE (“jiu%clet hSii,Ggi‘lzjzrz ScreSid—
18 isk will remain, defined in .
no absolute safety: some ris e | e
isk.” [ : 1d, attaining zero risk, whe | |
ual risk.” In the real world, . ' Adgatrliopha
T i i i t possible. Nevertheless, ,
cess or in operations, 1S nO
E’If.;:r risk avoidance, elimination, or control measures are talken, should be
i decision makers. .
acceptable, as judged by the . . . . i
F([))r some situations, the residual risk may be high and sl;ll bf:‘, t;;?ons
ered by the participants in an activity to be acceptable. In other S‘ld ;" ris}é
no matter how effective the design and control measures, the residu

will be judged to be unacceptable.

ON THE NATURE OF RISK

Risk is determined by assessing its two components: the seve‘rjlt% ﬂoliz hEI;
or damage resulting from a hazard-related event; and th;j p;"o : ‘eszfment
¥ 15.1 presents a sample Risk 88 :
the event could occur. Table e K e o rel
ix. illustrating how these two factors are com _
?/I\E::; xékllrlél‘fiew o% the many published risk assgssment matmces aPpealt-,s,
i cﬁa ters titled “A Primer On Hazard Analysis An(_i Risk Asses?,menl
1zfnd “Igisk Scoring Systems” in this authors book titled Innovations In
agement. o - 5
Sa)’?ttlyeﬂii:pgse of a risk management matrix is to (a) Ic)llt()];f)lde gstlzg;k
§ is and risk assessment an assi
cal framework for hazard analysis and : ) e
isi i iving at their risk reduction and rsk ptance
decision makers in arriving at k: ‘ : et
inati i i ] is to achieve accepta
declination conclusions. The implicit goa / 5K
i)(:ve‘la: Several standards and guidelines now include the concg%ts Iosf 5?33% ..
ual risk and acceptable or tolerable risk (e.g., ANSI/BH TR3, 4
Guide 51. SEMI S10—see references for full titles).

Table 15.1. Risk assessment matrix

Severity of Consequences

Minimal

Occurrence . — :
Probability Catastrophic Critical Medium

i i Moderate
i High Serious g
e Hiéh Serious Moderaté
i i Moderate Low
asions Serious Serious ;
gg;ﬂznd} Serious Moderate Moderate Low

Frequent L
Likely High

Low
Improbable Moderate Moderate Low |
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Achieving understanding of the terms used in risk assessment matri-
ces is vital for their use in a particular organization. For example, in
actual practice, a variety of definitions are used of the terms establishing
probability and severity levels, as ‘in Table 15.1. Terms applicable to a
discussion of acceptable risk are presented in the following definitions.

DEFINITIONS AND COMMENTS

The following is typical of what is becoming universally accepted lan-
guage with respect to hazards and risks. The section numbers appearing
after some definitions refer to the ISO/IEC Guide 5 L.

o A hazard is defined as the potential source of harm (3.5). Hazards
include both the characteristics of things and the actions or inactions
of people. Identifying hazardous human error potential, as well as
the physical aspects of hazards, is an important part of the hazard
identification process. All risks with which safety practitioners deal
derive from hazards. There are no exceptions. For any particular
hazard, the first and best approach is to eliminate the hazard. If there
are no potentials for harm, there are no hazards. If there are no
hazards, there are no risks. Hazards eliminated result in zero risk
from those hazards. But, it is not possible to eliminate all hazards.

» Probability is defined as the likelihood of a hazard being realized
and initiating an event or series of events that could result in harm
or damage —for the selected unit of time, events, population, items
or activity.

o Residual risk is defined as the risk remaining after protective mea-
sures have been taken (3.9).

» Risk is defined as a combination of the probability of occurrence of
harm and the severity of that harm (3.2).

+ Safety is defined as freedom from unacceptable risk (3.1).

An alternate. To avoid the negative, I have defined safety as that state
for which the risks are Judged to be acceptable,

» Severity is defined as the worst credible consequence should a hazard-
related incident occur.

+ Tolerable risk is defined as that risk which is accepted in a given
context based on the current values of society (3.7).
An alternate. For those who prefer to deal in terms of acceptable risk,
the definition just given is reversible. Thus, acceptable risk is defined

as that risk which is tolerated in a given context based on current
values of society.
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A MATTER OF SEMANTICS

Meanings variously given to the terms acceptable risk and tolerable risk
present a semantics problem. For some people, the terms are synonyms;
for others, they have markedly different meanings. Dictionary defini-
tions of acceptable and tolerable differ slightly. Two descriptions for each
term follow.

. Capable or worthy of being accepted
2. Pleasing to the receiver, satisfactory, agreeable,
welcome
. Capable of being tolerated, endurable
2. Fairly good, not so bad

Acceptable:

Tolerable:

In these definitions, tolerable as a term is less demanding: endurable, but
only fairly good, not so bad. To be acceptable, the risk level should be
satisfactory and agreeable, in accord with the dictionary definition.

Even though these dictionary definitions differ slightly, in daily practice
they are commonly used as synonyms. In Roget’s Thesaurus, tolerable is
given as a possible replacement for acceptable, and thus as a synonym.
Although there may be a small technical difference between the terms
acceptable and tolerable, they can and should be accepted as synonyms.
Continued and interchangeable use will lessen the debate over which term
should be used. (As I have witnessed, such debates can be vigorous.)

EXAMPLES OF ACCEPTABLE RISK
Real-world descriptions of acceptable risk levels are demonstrated by
these examples. They vary considerably.
1. NASA-STD-8719.7, January 1998 defines Acceptable Risk as
follows:
Loss of life as a result of hazards in this facility is unlikely. Hazards
may result in no lost workday injuries or no restricted duty cases, loss of

facility operational capability of less than 1 day, or damage to equipment
or property less than $25,000.

2. In a major manufacturer of heavy mobile equipment, if it can be rea-
sonably assumed that a user of the equipment can lose a day’s work, the:
risk is not acceptable. The risk situation must be dealt with through equip=

ment redesign or through strengthening the operations manual, thus alert=
ing users to the hazard’s potential and providing appropriate instructions:

3. In a smaller operation, the design and operation standard requi
that if a hazard presents the potential for injury that requires medical

:,,F;c‘)‘re,. wh_jle in Table 15.2 the indication given for the
l‘s Rlsk: 1s acceptable; remedial action discretionary,”
that action would not be ’
could stand a cost—bene
Such situations for perso
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if(:iatmznt beyond first ai.d, the risk deriving from that hazard must be
uced to a level to avoid such injury to be considered acceptable,

USING RISK DECISION MATRICI
RISK LEVELS cEsTO

E;;::C;';n t{ns'cha%ter, ]reference was made to a speaker who reviewed the
nalysis and risk assessment methods in hi

/ nalys : used in his co i
relied on typical risk asse isi iy

sessment and decision-making matri
_ ices

apceptable risk levels. Use of such matrices is a megth o
tions apply to arrive at acceptable risk levels. Table
such a risk assessment matrix. Using the results

remedial action or risk acce e
- ptance for
established, as in Table 15.2. individu

ACHIEVE ACCEPTABLE

chieve
od some organiza-
15.1 is an example of
from Table 15.1, levels
al risk categories can be

Table 15.2. Management decision levels
Risk
Category Remedial Action, or Acceptance

High

: Operation not permissible
Serious

Remedial action to have hi ior1]
) igh priori
Moderate Remedial action to be taken in v
appropriate time
Risk is acceptable: remedial action
discretionary

Low

Table 15.2 is a guide: It is not i i
lable 15 ; ntended to imply that, in all situati
activity is to proceed only if the risk is in the “low” risk category l;?;r]ts};:rr—l

“low” risk category
o nary that does not mean

en to reduce the risk if the remedial action
fit test. Also, remedial action is taken in some

when the risk is sonnel relations purposes to reduce the fear factor
perceived by workers to be more significant than it is

DIVERSE VIEWS

Tevi ~ g ituati
d‘;lew of :&.everal real-world situations follows to provide examples of
=& diverse views that people have about acceptable risk.

L. Consider .these excerpts from an extensive article on
a_ppeared in the February
title is

auto racing that
14, 2001 issue of the Chicago Tri

I3 o 4 ] 7 b ! i
A risky profession becomes a little safer.” ¢ toune. ts
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Mario Andretti is quoted as saying: At the beginning of a season, I would
look around at a drivers’ meeting and 1 would think, ‘I wonder who’s not
going to be here at the end.’ There were years when we lost as many as
SIX guys.

A history of fatalities in auto racing is given in the article, as well
as the notable measures taken over the years to make racing less risky.
Nevertheless, the number of driver fatalities in relation to the number of
drivers involved would be considered unacceptable in other employment

settings.
The article continues with a reference to Richard Petty, who, it says,

in his 35 years of NASCAR racing often admonished his wife:

If T get killed, if you ever sue anybody over it, I will haunt you. 1 know
the risk. T take all the responsibility.

Auto racing is a form of employment. Drivers, auto OWners, promoters,
television broadcasters, and viewers are aware of the risks, and apparently
they accept them. No public outcry has arisen concerning this high-risk

activity. To the contrary, it has been reported that the numbers of televi-

sion viewers for auto racing continues to increase. This suggests that in

certain instances relatively hi
individuals and society.

2. The following appears in a paper titled “Spacecraft Human-Rating
System Safety — Beyond the Numbers” by D. E. Kip Mikula.

In the 21st century, new human-rated spacecraft for Earth-to-orbit, on-orbit
transfer and work (including space suits), long term on-orbit living, and
return from Earth orbit will be appearing on the horizon. Each of these
must, as a minimum due to their human-rating, be designed to be safe
for those human operators, passengers, and occupants. In particular, these
humans must be safe from the risk of death or serious and minor injury
(i.e., casualty).

In defining the human-rating requirements for these vehicles, NASA docu-
ment JSC 28354 Human Rating Requirements has been published. Among
other requirements
established a Loss of Crew (LOC) probability risk requirement of 1 in
10,000 missions. Stated another way, this requirement equates to a proba-
bility of success of 0.9999. This means that over a period of time encom-
passing 10,000 missions of a specific human-rated space vehicle desigh
that only one casualty will occur. In addition, the document also estab-
lishes a Loss of Vehicle (LOV) probability requirement of 1 in 1,000

missions.

gh risks are considered acceptable to both

for such things as crew escape, this document has
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thelii;ilieo?s;( faa(?;:eptable‘.; When I asked a group of safety practitioners if
iure resulting in Loss of Crew (LOC) in 10,0 i8si

was acceptable, their overwhelming res S

- g response was no. But, the
reach a consensus to recommend’ L

the complete shutdown of s
. -on ace ven-
;L[lllzs‘.iOTll;I(])::e;al;ngt lllpart In journeys to outer space are aware ofp the risll(l‘;
r the opportunity to be astronauts, which i L
f is a fo

employment. So, the managers at NASA and the Congressional C()lI"nmmj(:f

tees that provide oversi
ght to NASA are also aw i
space ventures will continue. i B2 T o e

Safgtr;{d;isatjgtc!ably, tfllle level of acceptable risk in operations where most

1tioners have influence is much lower than

: : those tolerat

:a:t;:]ace veﬁtmes. For e;ample, a major equipment failure of 1 in 1]"%83

N _];‘)s —1 (t:1 g NASA design e;tandard for Loss of Vehicle (LOV) probabil-
y ould be unacceptable in all but the exceptionally unusual situation

3 Now tlo get the discussion down to a more mundane subiect

in wh{ch most a]_l safety practitioners participate—motmj‘ Véhi(ﬁz

gperatllon. Acfcor.dmg to Injury Facts, 2001 Edition, a National Safet

( -oun.cﬂ publication, motor vehicle operation resulted in 43,000 fat ly

1t-1es 1{1 thF: 'Un.jted States in 2000, and 2,300,000 persons’sust ?ac_l

disabling injuries (p. 82). Assume a U.S. population of 283 SOOa(l)r(l;(:)'

the p_robablhty of a resident, on average, being killed in an E’lul‘,O ,a i

'de‘nt in 2000 was 1 in 6600. The probability of sustaining a di ing

injury was 1 in 123. S
; g{l;ose Iarelserl.ous odds, on the negative side. Nevertheless, we continue

ve. Is the risk acceptable? Or are we engaging in a tolerable activity

to which- the dictionary definition “fai . ;
we accept the risks? airly good; not so bad” applies, and

Admi .
poﬂ :tlil;gt:d;y, wed expect a continuing effort to make motor vehicle trans
aler and presume that the risks will b g
. e reduced. But |
no matter how skilled a . ¢ ad
: person may be as a defensive driver i
b ‘ _ ed a ! _ ve driver, the risk
fatality or disabling injury is substantial while in traffic. It is never

zero. Always, the probabilit is ing inj
e P ity exists of being injured by the actions of

DESIGNING BEYOND STANDARDS

gggiezléh?rs llc‘lava;) IIvritten on the benefits of designing to exceed the
3 nts of published standards. Achievin i

A F : S. g an acceptable risk level
Very often requires doing so. Complying with industry or govemmest

Stand
insuir(;; Ee.gci, OSHA, ANSI, European Community) will meet the con-
_ ved at by the industry or government group that wrote the
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standard. However, complying with such standards will not necessarily
achieve an acceptable risk level.

To give an example, a learned colleague frequently reminds me that
complying with the National Electrical Safety Code or the applicable
OSHA lockout/tagout standard will not ensure that electrical disconnects
are placed in locations conducive to employee use. All too often, the
design of lockout/tagout systems is error-provocative, thus encouraging
hazardous human error. Although the design complies with the standards,
the residual risk may be unacceptable.

Ergonomic design practices offer another example of how designing to
the prevalent norm for the workplace may result in unacceptable resid-
ual risk. A common ergonomic design practice is to develop designs that
accommodate the Sth to 95th percentile of the target users. Examples of the
criteria used are stature, reach, strength, et cetera. Typically, ergonomics
design and operations standards that address the dimensions and capa-
bilities of these 90% of the work population are considered acceptable.
As a result, there will be some residual ergonomics risks with respect
to those in the lower and upper 5% of the population that prove to
be excessive.

Furthermore, consider OSHA’s permissible exposure limits for haz-
ardous substances or the guidelines in that field issued by the American
Conference of Governmental Industrial Hygienists. Although exposure
limits are established, it is not presumed that all persons will avoid ill-
ness at those levels. Thus, in some companies, say their safety directors,
the intent is to achieve operating exposure limits considerably less than
generally accepted standards. These companies have set a goal to achieve
superior, world-class safety records and have recognized that to do so they
must operate at exposure levels lower than the standards. However, they

also recognize that even at these improved levels, some small amounts of

residual risk remain.

IMPOSED RISKS

Literature is abundant on the opposition people have to risks they believe:
to be imposed on them. For some safety practitioners, their resistance (0
the acceptable risk concept derives from their view that imposed risks aré
objectionable and are to be rebelled against. Conversely, they accept the.
risks of activities in which they choose to engage — for example, skiingy
bicycle riding, driving an automobile.

In the occupational setting, risks are mostly imposed. Joe Stephensont
got it right when he wrote this in System Safety 2000.
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The safety of an operation is determined long before the people, procedures

and plant and hardware co i
e, b me together at the work site to perform a given

. fsti&ar;rﬁrt?isthe Beginning: Consider, first, a site survey for ecological
: » and move into the construction and fitti i
ity. Thousands of safety-related decisi B
nds of slons are made in the desi
that result in an imposed level of ri oF e e
risk. Usually, those decisions mee
. ! t
exceed) applicable safety-related codes and standards with respect to su(colf
;Zr ]((tir;r)1 gnalmze bbu‘Elglfev;): the contour of exterior grounds; sidewalks and
Ots; building foundations; facility la , i
‘ : yout and configuration; fl
materials; roof supports; process selecti i : fion of
: orts; ce ion and design; determination of
ﬁg \x[fr(:;i rr?;th;)dsl; aisle spacing; traffic flow; hardware: equipment; toocl)
! s to be used; energy choices and controh',l' i G,
. . . i . ht
and vepnlatlon; fire protection; and environmental conceris e eing
l])desl gners and engineers make decisions on the foregoing in the origi-
Eau esign process. Those decisions establish what the designers implicitl
'e evedto be accep.t.jable‘: risk levels. Thus, the risk levels are [argely
1m11).ose. , once a facility is in place and operating. Some may accept thaji
rez(li ization only re'luctantly, but that’s the real world. Safety practitioners
an othgrs, (I:an rail about the undesirability of risks being imposed in thf;
occupational setting if they choose, but i i
———. , but the energy expended in so doing
W. Edwards Deming’s 85-15 Rule has a bearing on this discussion.

11 )
The Rllle hOldS th.&t 85 pBi CEHt 01 T.he pIOblelllb m any Ope[atlofl dare Wltll n

tlle te alld are thf: (5 1 &) managemﬂut, Wh]]e Onl 15 peICe]lt

A g;:t;ugé thljc 85—15 Rule pertains to quality, the concept also applies
‘decjsion. uczlx 1t_y, safet.y, and risk problems in a system derive from the
- § made in creating or redesigning the system. Thus, the work sys-
tem, for both quality and safety, is largely imposed through the d 1

Process. (For further discussion of quality management and safety fﬁ;iﬁ

agement similarities, see Chapt “ i
Practice of Safety.”) pter 20, “On Quality Management and the

THE ILLUSIVENESS OF A UNIV
T ERSA
G F ACCEPTABLE RISK - DEFINITION

n C i i i
E l())11111:['161?(:mg this che.lpter, one intent was to develop a definition of
( e risk that was universally applicable in all risk situations — one
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that was more specific than the prevailing general definitions, such as pre-
viously given here. Unfortunately, the original intent proved to be illusive.

Although the concept of acceptable risk is becoming more commonly
adopted throughout the world, definitions of the term acceptable risk can
only be generally written. While it can be said that safety is that state
for which the risks are judged to be acceptable, and that tolerable risk
is defined as that risk which is accepted in a given context based on
the current values of society, applications of those premises in individual
situations result in great variations.

Acceptable risk is a function of many factors, and it varies consid-
erably across industries —for example, mining versus medical devices
versus farming. Even within a single global company, the acceptable risk
levels can vary. The culture dominant in a company and the culture of
a country in which a facility is domiciled play an important role in risk
acceptability as has been experienced by safety colleagues working in
global companies. Training, experience, and resources can also influence
acceptable risk levels. Risk acceptability is also time-dependent, in that
what is acceptable today may not be acceptable tomorrow, next year, or
the next decade.

I believe that developing a distinct and numerically explicit definition
of an acceptable risk level that is universally applicable is not possible.
There are so many variables.

A METHODOLOGY TO ACHIEVE AN ACCEPTABLE RISK LEVEL

If the residual risk for a task or operation is never zero, for what risk
level does one strive? At best, we can say that the concept of designing
and operating to attain risk levels as low as reasonably achievable or
practicable should be applied to the situation being considered.

ALARA and ALARP are commonly used acronyms in risk assessment
and reduction activities. ALARA stands for as low as reasonably achiev-
able; ALARP is short for as low as reasonably practicable. Although now
broadly used, ALARA originated in the atomic energy field. This is taken
from the Reference Library, Glossary of Terms al Www.nIc.gov.

ALARA: Acronym for “As Low As Reasonably Achievable,” means mak-
ing every reasonable effort to maintain exposures to ionizing radiation as far
below the dose limits as practical, consistent with the purpose for which the
licensed activity is undertaken, taking into account the state of technology,
the economics of improvements in relation to benefits to the public health
and safety, and other societal and socioeconomic considerations, and i
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relation to utilization of nuclear i ials i
intenct (aon JCER ol D energy and licensed materials in the public
linThu? ccc)ln(t:epts inherent in the terms ALARA and ALARP serve as guide
es m determining whether a risk is acc :
. ur eptable, but cannot be us
absolutes in decision-makin : il
' . g. It should be understood that i
tional situation, even thou i i e
. ! gh the risk level attained is as low
. & as reas
achievable or practicable, a decision will be made that the resicluaI(]):Iiléfl'y
not acceptable and that the operation should not proceed oP
. T:lle .concefpt embodied in the terms ALARA and AL.ARP applies to
e design of products, facilities, equi
. ; ,» equipment, and the worl i
(If there is a substantive diff : enVAerRnAment‘
6.4 erence between the 1
ALARP, it’s difficult to establish.) ent of Al e
’ arli):gf:nfnn g wht?ther arisk is acceptable requires consideration of man
S. additional excerpt from ISO/IEC Guide 51, Section 5 helpjsz

in understanding the concept of designi
pt of design T .
low as reasonably practicable. gning and operating for risk levels as

;{‘](:c;,gzézlle ?Sk is determined by the search for an optimal balance between

S é) ab‘si;oil?ute safety and the demands to be met by a product, process
» and factors such as benefit to the itabili : l
. s user, suitability for

cost effectiveness, and conventions of the society concemedy PO

In th isi i
F er zza:llc\txirgflldt (())fbdem;mp—makmg, benefits represented by the amount
) ¢ obtained, and the costs to achi
tions, become important factor. o B
5 ors. Trade-offs are fn
- : { . . : equent and necessary.
An appropriate goal in those deliberations is to have the residual risk 13,
as low as reasonably achievable. o
B : : :
lacme\sfl;gr?g that a high level qf risk avoidance, elimination, or control is
i 1;1I 1new or a]tered‘f.acmties and equipment requires considerable
-ttort. ldeally, safety practitioners should be a part of, and influential in

the design processes; i
- s; the earlier, the better i i
tions need to work toward R BRIl A

« Having effective design safety standards in place

» Establishing and rigi . ,
gidly applying safety specificati . '
and materials to be followed by Suppli}(;rsp tfications for equipment

* Requiring documented risk assessments

1n de i i

T _
A :W;lssilst Ft-hose who are to decide if a risk is acceptable, a guide
Ollows, igure 15.1, captioned “The Safety Decision Hierarchy.” Tt
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A. Problem Identification and Analysis
1. Identify and analyze hazards

2. Assess the risks '

B. Consider These Actions, in Their Order of Effectiveness

|. Eliminate hazards and risks through system
design and redesign

2. Reduce risks by substituting less hazardous
methods or materials

3. Incorporate safety devices

4. Provide warning systems

5. Apply administrative controls (work
methods, training, etc.)

6. Provide personal protective equipment

MOST
EEFECTIVE

LEAST
EFFECTIVE
C. Decide and Take Action

D. Measure for Effectiveness: Re-Analyze as Needed

Figure 15.1. The safety decision hierarchy.

; ; is hierar-
is taken from the book Innovations in Safety Ma{mgergxe{ui( Tal;;;ssment
. - S 3
identification and analysis and ri ;
chy encompasses hazard i : o ffective-
thg appropriate risk reduction actions, applied in an order of ¢
ness — within a sound problem-solving mhet‘hodolgg}’ cess commences
y . -solving technique, the p L
As in any sound problem-so e s d anal
with idﬁ‘rﬂﬁf)j’(ing and analyzing the pmble%t'thatdl Slnléd:ghfl_‘sizﬁgrzuction
' ing the risks. Having do )
lyzing hazards and assessing ' ! £ effectiveness.
. : th a hierarchy of effec
ns are then taken, in accord wi ; ¢ i s o
act;;l the use of this hierarchy, the terms contained in the definition pr

viously given of ALARA are relevant:

Making every reasonable effort
Consistent with the purpose undertaken

L]

« The state of technology
« The economics of improvements in relation to benefits

. : . o
Comments follow in support of the logic for the risk reduction agtl g
and the significance of their order of effectiveness. They are excerple€

" o ierarchy” in Innovations in Safg_
from the chapter “The Safety Decision Hierarchy hierarchy will

Management. In all but the rare situation, application of this
result in attaining an acceptable risk level.
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LOGIC IN SUPPORT OF THE SAFETY DECISION HIERARCHY

1. If the hazards are eliminated in the design and redesign processes,
risks that derive from those hazards are also eliminated. If there are no
hazards, there is no potential for harm and, thereby, no risk. Obviously,
hazard elimination is the most effective way to eliminate risk.

2. By substituting less hazardous methods or materials (e.g., using
automated material handling equipment rather than manual material han-
dling, using a less hazardous degreasing material), risks can be substan-
tively reduced in the operations or product design and redesign process,
and reliance on the performance of people is minimized.

3. When safety devices are incorporated in the system or product in
the form of engineering controls, risk reduction can markedly be achieved
and reliance on the worker or product user is further reduced.

4. Warning signs, labels, and instructions have been partially effec-
tive. Warning systems are reactionary. They alert persons only after the
development of a situation for which a hazard’s potential is in the pro-
cess of being realized (e.g., the smoke alarm in a house). Warning system
effectiveness relies considerably on training, the quality of maintenance,
and people reactions.

5. Administrative controls, only some of which are included here, rely
entirely on the performance of people, for whom to err is human. Some
administrative controls are: development of appropriate work methods and
procedures, personnel selection, training, supervision, motivation, work
scheduling, job rotation, scheduled rest periods, maintenance, management
of change, investigations, inspections, and behavior modification.

6. The proper use of personal protective equipment relies on an exten-
sive series of supervisory and personnel actions, such as the identification

of the equipment needed, its selection, fitting, training, inspection, main-
fenance, et cetera.

In accord with good problem-solving techniques, the subsequent steps

are to (a) decide upon and take action and (b) measure for the effective-

ness of the actions taken, reanalyzing as needed.

CONCLUSIONS

Comments follow, based on the study made of the concept of accept-
able risk.

1. We must accept that a state of zero risk cannot exist where hazards
have not been eliminated.
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Having knowledge of hazard analysis and risk assessment methods and
the concept of acceptable risk has become a necessity for the professional
practice of safety.
Note: A brief version of this chapter appeared as an article in the Jan-
uary 2002 issue of Occupational Hazards. Bruce Main, PE, CSP, President
of Design Safety Engineering, was a contributor.
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A hazard is identified, and it is assumed that ir.ljury or illness or dama%e
can result if the potential of the hazard is rea!.Jzed. Or a hazard may be
considered a violation of a standard or regulaur:)n. Almost lz.lutm:l:u:nzca]I)‘,r(i
the safety practitioner presents a recommendation addressing the hazar
ision-makers.

e ;Ectlfa?tc process, little thought is given fo thf': significance of the hazard
in relation to other hazards, to the priority it deser'ves, or to the pos-
sible effectiveness of the measures propospd to achieve rls_k reduction.
That doesn’t speak well of real accomplishment or effective resource

utilization. . ‘ .
In the real world, the safety professional has to recognize that:

o Some risks are more significant than others.

« Resources will always be limited, and staffing and money are never
adequate to attend to all risks. | -

o The greatest good to employees, to en.lployers, ancll to society is
attained if available resources are applied to effectively and eco-
nomically obtain risk reduction.

A safety professional implicitly has a responsibly to give the advice
that results in

« Efficient use of resources, on a priority basis, to avoid, eliminate, or

control hazards. .
« Attaining a state for which the risks are judged to be acceptable.

GIVING PRIORITY TO SEVERITY POTENTIAL

Since resources are always limited, and since some risks are more S.Igl?lf—:
icant than others, safety professionals must be capable of dlsnnguishntg;:
the more important from the lesser important. They would, lil1en, alloca 1-:
the necessary time to those risks that have the greatest potential for severe
e' i
har\g’leOZaia?;z%n from what is known as Part?to’_s law. .Pareto. observ
from analyses of monetary patterns that the mgmﬁcant items m’[‘?-l gre()l}
will usually constitute a relatively small p.ortlon of the total. OSWi-
financial fields often refer to Pareto’s findings as the SQ—ZO rule, withh
20% of the statistical body representing 80% of the tot_al 1p1pact.
I have observed over the years, but not thr(.)u.gh' sc1ent1ﬁc study,ﬁr
Pareto’s principle applies generally to employee injuries and ﬂ?ne's;es,t :
auto incidents, product liability incidents, and environmental incidents.
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A study known as “The Vital Few” made by Employer’s of Wausau,
an insurance company, indicates that

o 86% of total workers compensation injuries represent only 6% of the
total cost;

s 14% of total injuries represent 94% of total costs; and

o 2% of total injuries (a part of the 14%) represent 70% of total costs.

This study included several hundred thousand cases. It supports Pareto’s
premise. Obviously, the 14% of total injuries representing 94% of the
total costs include the most severe injuries.

Experiences of individual organizations will not fit that distribution pre-
cisely. But many safety directors with rather large statistical bases have
also observed that the principle applies, generally. For example, just pre-
vious to this writing, discussions were held with a safety director who
had produced his own analysis of severity potential. His results showed
that 15% of worker injuries represented 85% of total costs, These dif-
ferences do not contradict the 80-20 rule; they support it. Whether the
percentage of severe cases moves up or down a bit from the precise-
ness of the 80-20 rule is not significant. The premise holds: A relatively
small percentage of total incidents represent a very large part of the finan-
cial impact.

Assume that resources are limited and that a safety professional assumes
a shared responsibility for having resources effectively applied. When giv-
ing hazards management advice, priorities of the employee, the employer,
and society in general would be considered. From all viewpoints, it is
obvious that hazards presenting the potential for the most severe harm or
‘damage, those for which consequences are most costly, should be given
the highest priority.

Whatever the field of endeavor — occupational safety, occupational
health, product safety, transportation safety, fire protection engineering, et
Cetera— Pareto’s law applies. And it prompts some interesting questions
about whether we spend far too much time on the insignificant.

Chapter 8 is devoted to addressing severe injury potential. It makes
the case that safety professionals must undertake separate and distinct
Aactivity to seek those hazards that present the most severe injury or dam-
4ge potential so that they can be given priority consideration. To do that

fiectively, they must be capable of making hazards analyses and risk
essments.
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SUBJECTIVITY IN HAZARDS ANALYSIS
AND RISK ASSESSMENT

In Chapter 13, “Comments on Hazards and Risks,” I discussed the unlike-
lihood of having accurate numbers representing the probability of incident
occurrence and the severity of their consequences in making hazards anal-
yses and risk assessments. I suggested that safety professionals be wary

of numerologists, and of scoring systems whose creators suggest that they -

are to be the ultimate factor on which decisions are based.

Through my personal experiences, I developed an awareness of the -

folly of making elaborate computations based on subjective assurmptions.

While making those elaborate computations may create the appearance of =

being scientific, the activity is unprofessional when the work being done
is based on many subjective judgments. '
Fire protection engineers on my staff made many computations of prop-
erty damage and business interruption loss estimates for their clients. A
reasonable-worst-case hazard and exposure scenario —a modeling of an
event— would be written. It would include assumptions about hazards
being realized, where on the property the incident would most likely
occur, the value of the facilities and equipment in that area, and the
monetary value of the damage to property that could occur. Clients pro-
vided the values of properties used in the computations, and they were
often inaccurate.
Tf a chemical was involved and its release could produce a vapo
cloud, assumptions were made about the qguantity of material released,
its characteristics, the point of release, the shape of the vapor cloud
that would develop, wind direction and speed, the barometric pressu :
et cetera. .
Following a long-used concept, the energy potential of the releas
material was converted into an equivalency for TNT. Computations wou
be made and circles drawn on maps indicating blast overpressure
pounds per square inch. Damage levels were reduced as the distance fr
the blast point increased. :
Forgetting the subjectivity of the original assumptions, infinite and ex
ciating computations expressed as dollar loss estimates were made for
ety of blast overpressure circles. That was done even though it was un
stood that if one of the assumptions originally made — the variables
slightly changed, the outcome could be substantively different. :
Client personnel would participate in developing hazard and expo
scenarios. They understood the impact of making changes in the vari
for which assumptions had been made and that loss estimates t
would be largely subjective.
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I made the decision that, for the purposes of roduci
loss estimates, we would make compit;gons to dgﬁne glllll];((g t(fs;;c;l—gsfio gzrmt)—{
age circle and assume that the value of the salvage within that circle would
equal thp value of the damage outside the circle. That greatly limited the
calculations and avoided the appearance of being overly scientific. Thus
the property damage loss estimate would be the equivalent of 160% o’r:
the value within the 3-psi circle. That became known initially in jest, a
the Manuele Theory of Loss Estimating. And it was a;pplied by mJan -

Charles A. Pacella, then Vice President and National Coordi.natory for
Property S_ervices at M&M Protection Consultants, made a comparative
study that included a loss estimating system used extensively in the United

States, two such systems commo i
, nly used in Burope, and the M
Theory of Loss Estimating. He wrote that ’ ele

The conclusion from this comparison is that the simplified method requires

the ledSt tl]Ile aIld eff()[t haS the fGWGSt as LlIIlpt]()llS a“d y eld Cre )]e
1 8
. 1 S dl 3

. Why should that }}istory be relevant? It indicates that where subjec-
tive Judgments prevail at the outset, little is gained in making laborious
computations as the hazard analysis proceeds.

Results of the loss estimate studies made by fire protection engineers
Feprelsente‘d the first part of a risk assessment. They began with Eliazard
dentification and, presurning that the hazard’s potential was realized, con
dered that which was exposed to determine the possible consequénces_
lén‘w tﬁ;ﬂf;ﬁzced was a hazard analysis, always assuming the reason-
R.lSkIIS .expressed as a combination of the probability of a hazards-
:ated incident occurring and the severity of harm or damage that could
sult. A hazard analysis concludes with an estimate of the severity of
¢ consequences of a hazard being realized. A hazard analysis doesynot
quire that the probability of an incident occurring be determined. Esti-

ating incident probability is the additional ;
. and following st
oncluding a risk assessment. & Siep necessary

EVELOPING A HAZARD ANALYS
IS AND R
ESSMENT MATRIX e

e the literature speaks of many hazards analyses and risk assessment

lques, I propose that a safety professional d i
_ evelop a matrix
ght process that suits client needs. ’ e
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Several texts include hazard analysis and risk assessment decision matri-
ces. Every matrix I found has been adopted from those included in what was
originally known as Military Standard — System Safety Program Require-
ments, MIL-STD-§82. Its most recent version is now named Standard Prac-
tice for System Safety, MIL-STD-882D, 2000. Influence of that standard will
be obvious in the remainder of this chapter.

In considering the development of a matrix and a thought process for
its application, an awareness of reality will help.

« Because of staffing and time constraints, it is not possible to know of
or to analyze all hazards. Since all hazards are not equal, subjective
but learned judgments will be necessary concerning which hazards
to study.

. Be aware that some situations defy statistical analysis.
« Keep it simple: You don’t have to complicate things.

« Making hazards analyses and risk assessments is an art. It is not a sci-
ence. Achieving absolute certainty in determining incident probability
or consequence is not possible. A variation of a thought attributed to
Descartes applies: If you can’t know the truth, you ought to seek the
most probable.

. To communicate with decision makers, terms must have been defined
and agreed upon. While identical terms may be used in the several
hazard analysis methods described in the literature, those terms may
be given different meanings in the text material describing them.

o Also, in communicating with decision makers, it would be well to
understand their perceptions and tolerance of risk, and appreciate that
perceived risks as well as elements of employee and public fear and
dread, along with client interests, may impact on risk decisions.

. Implementing a logical hazard analysis and risk assessment model is
more important than which model is chosen.

HAZARD SEVERITY

Hazard severity categories displayed in Tables 14.1 and 14.2 are to pro-
vide guidance in developing a hazard analysis/risk assessment matrix.
As will be evident, severity categories can be applied to the many sub-
sets of the practice of safety. Table 14.1 is a composite reflecting seve
sources, my own views, and particularly MIL-STD-882D. Table 14.2
more specific in designating severity levels. It is an adaptation from MIL=
STD-882D and Sverdrup Technology publications (with permission).
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Table 14.1. Hazard severily categories

Description
p Category Definition

Catastrophi ‘ i
ophic I Death, permanent disability, system loss, devastating

prope?rty damage or environmental damage
Severe injury or occupational illness, or major system
property, or environmental damage ,
Minor injury or occupational illness, or minor system
property, or environmental damage ,
No occupatlonal mjury or illness, or system, property
or environmental damage

Critical

I
Marginal 1
v

Negligible

Table 14.2. Hazard severity cat ;
egories, adapted i
and Sverdrup Technology Publications pted from MIL-STD-882D

DCateigor'y: People, Facilities, Operations
eig:/up;lve Emplo)lfees, Product, or Down Environmental
or Public Equipment Loss Time Damagen )

Catastrophic Fatality Exceeds $1M  Exceeds Major event

4 months requiring several
years for
recovery
250K to $IM 2 weeks to  Event requires

4 months 1-5 years for

Marglnal Minor injury 1K to 250K 1 day to Rezz:\?;'r;r{hne is

il
Negligible N. o Lness 2 weeks less than 1 year
O 1jury or  Less than 1K  Less than Minor damage

illness
1 day easily repaired

Critical Disabling
injury or
illness

mﬁﬁggil;ﬂgn g_ vari?:tioil] of Tables 14.1 and 14.2 will require developing
mg ot what the terms selected are to n i indivi
_ ! : ¢ 0 mean in an individual
operation. Particularly, definitions -
: : are necessary of the ran f
quence to which the terms su s ey
quenc ch as system loss or pr d. '
OF minor system or environmen slciniediion, cw ol
tal damage, and se ] nj
2 ; . . i 3 vere and minor
nd occupational illness apply if comparable terms are to be used e

HAZARD PROBABILITY

e . ]
» ,pfglt::;llblhty that a hazards-related incident will occur is to be described
¢ occurrences per unit of time, events, population, items, or
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activity. A qualitative probability may be derived from research, analy-
sis, and evaluations of the historical safety data on similar systems, as
well as from a composiie of opinions of knowledgeable people. Support-
ing rationale for assigning a hazard probability should be documented.
Table 14.3 is an example of a qualitative hazard probability ranking. It
is my composite, but borrows from MIL-STD-882D and the Air Force

System Safety Handbook.

Table 14.3. Hazard probability rankings?®

Probability Level Category Parameters

Frequent Likely to occur repeatedly

Probable Likely to occur several times

Occasional Likely to occur sometime

Remote Unlikely but possible to occur

So unlikely, it can be assumed occurrence

fmprobable
may not be experienced

“Definitions apply for the selected unit of time, events, population, items, or activity. -

ACHIEVING ACCEPTABLE RISK LEVELS

Use of a combination of the hazard severity and hazard probability table
given allow a qualitative assessment of risk from which determination
can be made that risks are acceptable, or not acceptable, and from whi
priorities can be set for actions to be taken. i
It must be understood that the charts on hazard severity and probabili
are to serve only as guides and that definitions of terms within them mu
be tefined to suit the needs of a particular operation. _
For further guidance, three examples are given in Tables 14.4, 14.5
14.6 indicating how a combination of the hazard severity and probabi
charts can be used to develop qualitative risk assessments. Table 14.
a Risk Assessment Matrix. Table 14.5 sets forth Management Decis
Levels pertaining to the risk categories in Table 14.4. Remedial actiol
acceptance levels must be attached to the risk categories to permit in
ligent management decision-making. Possibilities set forth in Table
are to serve as a base of reflection for those who craft a risk assessmel
matrix. i
Table 14.6 is a Hazard/Risk Assessment Matrix that also inc
suggested action levels. It is an adaptation of one of two exa
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Table 14.4. Risk assessment matrix

Occurrence Severity of Consequence

Probability Catastrophic Critical

Marginal Negligible

Frequent Hi i
gh High

Proba i i

Olzjca";};)éi i glgﬂ High Serious Medium

s 4 1g Serious Medium Low

pomote en(?us Medium Medium L

probable Medium Medium Medium LOW
oW

Serious Medium

Table 14.5. Management decision levels

Risk Cate i
gory Remedial Action or Acceptance

High
Serious
Medium
Low

Operation not permissible

Remedial action to have high priority

Rfame‘dial action to be taken in appropriate time
Risk is acceptable: remedial action discretionary

: Table 14.6. Hazard/risk assessment matrix?

Severity of Consequences

Catastrophic — 1 Critical — 2 Marginal —3 Negligible — 4

A-—Frequent 1-A 2-A
— Probable 1-B 2-B
¢ — Occasional 1-C 2-C
—Remote 1-D 2-D
— Improbable 1-E 2-F

3-A 4-A
3-B 4-B
3-C 4-C
3-D 4-D
3-BE 4-E

azard Risk Ind
ndex Suggested Category

, I-B, 1-C, 2-A, 2.B, 3-
, 2-B, 3-A Unacceptable: risk reduction action is

necessary

Undesirable, written management
decfision required as to the corrective
action to be taken, and when

Acceptable, with management review

Acceptable, without management
review

» 2-C, 2-D, 3-B, 3-C

, 2-E, 3-D, 3.E, 4-A, 4-B
4D, 4R

Mmust not be assumed that for the two “acceptable”

liminite oy com o o tor categories, action is not to be taken
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of “Mishap Risk Assessment Values” in the Air Force System Safety
Handbook (p. 24).

While the indication given in Table 14.5 for the “Low™ risk category
is “Risk is acceptable: remedial action discretionary,” that does not mean
that action would not be taken to reduce risk if the remedial action could
stand a cost—benefit test. Also, remedial action is taken in some such
situations for personnel relations purposes to reduce the fear factor when
the risk is perceived by workers to be more significant than it is.

Going through the exercise of creating and reaching agreement on a
risk assessment matrix adds immensely to a safety practitioner’s effective-
ness in communicating about risks and obtaining serious consideration of
the remedial actions being recommended. That applies, whatever hazard
analysis and risk assessment technique is used.

RISK IMPACT

To discriminate between hazards having the same hazard risk index, a risk
impact determination is necessary. An impact determination consists of
a review of the effect of an event economically, socially and politically.
(Example: Release of a small amount of chemical into a stream may
not cause measurable physical damage, but extreme political and social

damage could result.)

RESIDUAL RISKS

No matter what actions are taken to avoid, eliminate, or control hazards,
some residual risks will still exist. If the safety process meets its goal, none
of the residual risks will be unacceptable for those operations undertaken
or continued.

CONDUCTING A HAZARD ANALYSIS AND A RISK ASSESSMENT

For many hazards and the risks that derive from them, knowledge gained
by safety practitioners through education and experience will lead t0
proper conclusions on how to attain an acceptable risk level, without
bringing teams of people together for discussion. For the more complex
situations, it is vital to seek the counsel of experienced personnel who are
close to the work or process. i
Reaching group consensus on the judgments made would be the goal:
Sometimes, for what the safety practitioner considers obvious, havin
discussion and achieving consensus is still desirable so that buy-in
obtained for the actions to be taken and the expenditures to be made.
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A genel:al guide follows on how to make
concluding with a risk assessment.

What implici i
ever the simplicity or complexity of the hazard/risk situation. and

whatever the analysis method ;
265 is applicable: used, the following thought and action pro-

a hazard analysis, and then

1. Establish the Analysis Parameters

Select
— 1;:11‘;1 Taliageable. task, system, process, or product to be analyzed
1ts boundaries and operating phase (standard operation main:

tenance, startup), and define its interface with other tasks

R or systems, if

D ; .
etermine the scope of the analysis in terms of what can be harmed or

* ( 3 5 3 p

2. ldentify the Hazards

A f - .

facti)?:ew(];f' tl}]:unkmg should bt_a adopted that gets to the bases of causal

charact’eristl'c a;ethl;szards. This question would be asked: What are the
1CS O gS or the a t- . K i

R oteuticl Fse o chions or inactions of people that present

Depending on the complexi .
of the following may appll; | ty of the hazardous situation, some or all

« Use intuitive engineerin
throughout.

g and operational sense: This is paramount

» Examine system specifications and expectations.

» Review codes, regulations, and consensus standards.

e Interview current or intended system users or operators
s Consult checklists. |
* Review studies from other similar systems.

o Consider the potential fi
or unwanted enersy rel
to hazardous environments. K FRORR G posnrcs
Review historical data: industry experience

reports, OSHA and National i
0 ¢ nal Safety Council

Brainstorm,

incident investigation
data, manufacturer’s
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3. Consider the Failure Modes

Define the possible failure modes that would result in realization of
the potentials of hazards. Ask the question, How could the undesirable

event happen?

4. Determine the Frequency and Duration of Exposure,
and What is Exposed to Harm or Damage

For each harm or damage category selected in step 1 for the scope of
the analysis (people, property, etc.), estimate the frequency and duration
of exposure to the hazard (the frequency and duration of endangerment)
and the number of people and the extent of the property that is exposed
to harm or damage. This is a very important part of this exercise. More
judgments than one might realize will be made in this process.

5. Assess the Severity of Consequences

Learned speculations are to be made on the consequences of an occur-
rence: the number of fatalities, injuries, or illnesses; the value of property
or equipment damaged; the time for which productivity will be lost; and
the extent of environmental damage. Historical data can be of great value
as a baseline. On a subjective basis, the goal would be to decide on the
worst credible consequences should an incident occur, not the worst con-
ceivable consequence. When the severity of consequence is determined,
a hazard analysis will have been completed.

6. Determine Occurrence Probability

Unless empirical data are available, and that would be a rarity, the pro-
cess of selecting the probability of an incident occurring will again be
subjective. For the more complex hazard scenario, brainstorming with

knowledgeable people is advantageous.
Probability has to be telated to an interval base of some sort, such as

4 unit of time or activity, events, units produced, or the life cycle of &

facility, equipment, process, or a product.

7. Define the Risk

Conclude with a statement that addresses both the probability of an inci
dent occurring and the expected severity of adverse results. Categon#

cach risk as acceptable or unacceptable.
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8. Rank Risks in Priority Order

T . :
S li)offé)llajerlydcommumcate with decision makers, a risk ranking s i
e adopted so that priorities can be established. Since thge h):az;rl:il

9. Develop Remediation Proposals

When requi :
for i d‘i‘;ifed by the resplts of the risk assessment, alternate proposal
e sk Iegnl and operational changes necessary to achieve an agc:e tS
the action h":in‘gw%ld be.rec%h ended. In their order of effectiveneis_
- § shown in “The Safety Decisi ; )
in Chapt 0 -ne oalety Decision Hierarchy” menti
dial prg egslls’ Acceptable Risk,” would be the base UPonywhich reorlllfd
detemliifed zr?daell‘z mt% o FO; each proposal, remediation cost would l;:
estimate of its effecti : o .
would be given. ectiveness in achieving risk reduction
Care .
T iliuﬁge takﬂfin thz;t remedial actions do not introduce new haz,
: irs, the risk is to b i
sures proposed. e reevaluated and other countermea-
Havin
N i gc 2“ accepted E}Hd well-understood risk assessment matrix make
. eg ﬂSﬂﬂSuE_i easier to assess the severity of consequences, det i
vent probability, define the risk, and rank risks in priority (’) de er-
rder.

Althou ‘e :
g thegfll)riclzadzlard analysis and a risk assessment would result from apply-
B s i 1§1élgfec:;1tl]1)ne,- good management requires that the remalifil{g
! ecision Hierarchy” be tak i .
and take action, and measure for effectiveness . WREh, Bie—dhide

For . .
: referaﬂl;l;ore t];orough discussion of hazard analysis and risk assessment
reader to the chapter titled “A Primer on Hazard Analysis,

and Risk Assessment” in th
) e book [ 1 i
‘Addressing Career Knowledge Needs. rnovations in Safety Management:

RISK ASSESSMENT TECHNIQUES

Ho i
A S?ﬁ?t?gr):srés%kzgsigsg?em tef:hﬂiques are there? Pat Clemens gave brief
‘& Evaluation Techniccpml;:I 1%:: glysttn(): OSmF indil o ‘Of Hazard i
; Z;y ;‘l?’i:lly._vis Handbook, 101 methodgst :rz deI;;Ei'li;ittlfns i the Systerm
Iiee of t;f;:“i:f};n;i safety practitioner should be learned in at least
R i ques. They are preliminary hazard analysis, what-
. Jailure modes and effects analysis. Comments fol,low on
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those techniques, taken from the previously mention chapter titled “A
Primer on Hazard Analysis and Risk Assessment” in Innovations in Safety

Management.

Preliminary Hazard Analysis (PHA)

The original intent of the preliminary hazard analysis technique was 10
serve as the initial effort to identify and evaluate hazards in the early stages
of the design process. But, in actual practice the technique has attained
broader use. The principles on which preliminary hazard analyses are
based are used not only in the initial design process, but also in reassessing
the safety of existing products or operations.

For example, the hazard analysis and risk assessment requirements of
the European Standard ISO 14121, Safety of Machinery— Principles for
risk assessment (formerly EN 1050), have been adequately met in some
companies in the design or redesign stages by applying an adaptation of
the preliminary hazard analysis technique.

Furthermore, when simpler techniques (ie., what-if analyses, check-
list analyses) reveal hazardous situations needing additional review, the
substance of the preliminary hazard analysis technique may be used. In
reality, the technique needs a new name because it has achieved broader
use than the original intent, which was as a preliminary assessment system
to be used in early concept and design stages for a product or system.

Headings on preliminary hazard analysis forms will include the typical
identification data: date, names of evaluators, department, and location.
The following information is typically included in a preliminary hazard

analysis form.

o A hazard description, sometimes called a hazard scenario.

« A description of the task, operation, system, or product being analyzed.

. Which exposures are the subject of the analysis: people (employees;
the public); facility, product or equipment loss; operation downtime;
environmental damage.

o The probability interval to be considered: unit of time or activitys
events; units produced; life cycle. '

. A numerical or alpha indicator for the severity of harm or damage
that might result if the hazard’s potential is realized.

. A numerical or alpha indicator for the occurrence probability.

. A risk assessment code, using the agreed-upon risk assessment matrixs

. Remedial action to be taken, if risk reduction is needed.
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. A communication accompanies the analysis, explaini

tions made and the rationale for them. Com};nc;lt WI:(’)I?;S]EE ifd:s(s;r?li
assignment of responsibilities for the remedial actions to be taken, and
when. An example of a preliminary hazard analysis worksheet apiaears
as Addendum A in this chapter, courtesy of Sverdrup Technologies, Inc.

This form requires entry of severity ili i
, probability, and risks
and after countermeasures are taken. d codes before

What-If Analysis

For a what-if analysis, a group of people (as few as two, but often several
more) _would use a brainstorming approach to identify hazards, hazard
fgf;]in];);’ how incidents can occur, and what their probable consequences

Quefstionsl posed in the brainstorming session may commence with
What-if, as in “What if the air conditioning fails in the computer room?,”
or may be expressions of more general concern, as in “I worry about tﬁe
possibly of ?.pﬂlage and chemical contamination during truck offloading.”

]}n a typical procedure, all of the questions are recorded and the‘n
assigned for investigation. Each subject of concern is then addressed
by one or more team members. They would consider the potential of
the hazardous situation and the adequacy or inadequacy of risk manage-

ment cqntrols in effect, suggesting additional risk reduction measures if
appropriate.

Checklist Analysis

Checklists are primarily used when published standards, codes, and com-
monly accc?pted industry practices exist. There are many such 7checklists
They con'smt of lists of questions pertaining to the applicable standarda:
and practices —usually with a yes or no or not applicable response. Their
giuphose is to identify deviations from the expected, and thereby-possi—
beesuiz;zeu}',cés&. A checklist analysis requires a walk-through of the area to
r Checklllsts are easy to use and provide a cost-effective way to identify
tlc;f}stomanly recognized hazards. Nevertheless, the quality of checklists is
:_dependeut on the experience of the people who develop them. Further-
?Qre, they must be 'crafted to suit particular needs. If a checklist is not
complete, the analysis may not identify some hazardous situations.

\What-If/Checklist Analysis

th_lt—lflchecldist hazard analysis technique combines the creative, brain-
Slorming aspects of the what-if method with the systematic approach of the
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checklist. The combination of techniques can compensate for the weak-
nesses of each. The what-if part of the process, using a brainstorming
method, can help the team identify hazards that have the potential to be
the causal factors for incidents, even though no such incidents have yet
occurred. The checklist provides a systematic approach for review that
can serve as an idea generator in the brainstorming process. Usually, a
team experienced in the design, operation, and maintenance of the opera-
tion performs the technique. The number of people required depends, of
course, on the operation’s complexity.

Failure Modes and Effects Analysis (FMEA)

In several industries (automobiles, semiconductors), failure modes and
effects analysis has been the technique of choice by design engineers
for reliability and safety considerations. They are used to evaluate (a) the
ways in which equipment fails and (b) the response of the system to those
failures. Although an FMEA is typically made early in the design process,
the technique can also serve well as an analysis tool throughout the life
of equipment or a process.

For each item of equipment, an FMEA produces qualitative, systematic
lists that include the failure modes, the effects of each failure, safeguards
that exist, and additional actions that may be necessary. For example, for a
pump, the failure modes would include the following: fails to stop when
required; stops when required to run; seal leaks or ruptures; and pump
case leaks or ruptures. Both the immediate effects and the impact on
other equipment would be recorded. Generally, when analyzing impacts,
the probable worst case is assumed and analysts would conclude that
existing safeguards are or are not sufficient.

Although an FMEA can be made by one person, it’s typical for a team
to be appointed when there is complexity. In either case, the traditional
process, as follows, is similar.

. Identify the item or function to be analyzed.

. Define the failure modes.

. Record the failure causes.

. Determine the failure effects.

. Enter a severity code and a probability code for each effect.

. Enter a risk code.
7. Record the actions required to reduce the risk to an acceptable level:

Note that the FMEA process described here requires entry of prob=

ability, severity, and risk codes. A typical FMEA form in which suchl
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entries would be made is provided as Add

i p s endum B, courtesy of Sverdrup

Sa’fl‘ltle FMEA technique is principally a design and redesign analysis tool.
ety practitioners who become involved in the design aspects of safety

would benefit greatly by having knowledge of the technique.

INFLUENCE OF ORGANIZATIONAL CULTURE

Inc1d€;1ts for which consequences are graded as catastrophic and critical
H;,lll]it e addressed.‘ Most such incidents would have low occurrence prob-
a It:{e;. In the dejc1810n—1:r.1akmg for those events, an organization’s culture
\;0;. lte detcmmil:ant—its values, its concern for its employees and the
ublic, 1ts sense of responsibility, and its assumpti i
ubli , tions
B o S ptions with respect to the
Thlg sort of qL'm.stion, considered from many views, would be typically
asked m.the. deleslon process: If it happens, can we stand it? Aspects of
an organization’s culture cannot be fitted into a risk assessment system

INITIATING A HAZARD ANALYSIS AN
ASSESSMENT SYSTEM P RISK

If a safetj professional initiates a more formal procedure for hazard anal-
ysllshand risk assessment, thought should be given to how those measures
mig t ;ucceeq. It may be that what is being proposed requires a signif-
;f:ll::te cﬁaﬁge 11}131 management practice. Thus, the concepts applicable in
sstully achieving change would apply. Ti i
i pply. Too much at one time may
thA a[;]anned effqrt will be necessary to convince decision makers that
e sb ety professional’s counsel on hazard analysis and risk assessment
;im e of. value. Small steps forward, proving value, are recommended.
preparing for such an endeavor, I suggest that safety professionals:

o Develop an awareness of the risk :
toler )
sion makers. olerance beliefs held by deci-

o S'n}l(dy the approach to be made to decision makers; consider history
risk tolerance, their needs, and how decision makers could be inﬂu—’

enced to conclude that what is bei i
ed : eing proposed is of v i i
achieving their goals. ’ wlue in ther

Worﬁ with a team of knowledgeable people and obtain agreement
oq t e beneﬁts to be obtained from the use of an additional hazard
analysis and risk assessment system, the methodologies to be used
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and the meanings of terms in the hazard analysis/risk assessment
decision matrix developed.

« Determine which risks deserve priority consideration.

« Select one or two higher category hazard/risk situations.

« Follow the outline under “Conducting a Hazard Analysis/Risk

Assessment.”
« Continue to try, assess, modify, and try again.

RESOURCES ON HAZARD ANALYSIS AND RISK ASSESSMENT

Many hazard analysis and risk assessment techniques have been devel-
oped. These are just a few of the methodologies mentioned in the litera-
ture: preliminary hazard analysis; gross hazard analysis; hazard criticality
ranking; catastrophe analysis; change analysis; energy flow/barrier anal-
ysis; energy transfer analysis; event tree analysis; human factors review;
the hazard totem pole;, and double failure analysis. There arc many other

hazard analysis systems.
For an education in hazard analysis and risk assessment, these refer-

ences are suggested.

o “A Compendium of Hazard Identification and Evaluation Techniques
for System Safety Applications” by P. L. Clemens

« System Safety Engineering and Management by Harold E. Rowland
and Brian Moriarty

o System Safety 2000 by Joe Stephenson

« System Safety Analysis Handbook, a Sourcebook for Safety Practi-
tioners by Richard Stephan and Warner W. Talso

o MORT Safety Assurance Systems by William G. Johnson

o Safety and Health For Engineers by Roger L. Brauver

« Managing Risk: Systematic Loss Prevention For Executives by Ver-
non L. Grose

« Standard Practice for System Safety, MIL-STD-882D, Department
of Defense

« Air Force System Safety Handbook

CONCLUSION

Professional safety practice requires that hazards be analyzed, that the
risks deriving from those hazards be assessed, and that a risk ranking
system be utilized. Also, it must be understood that hazard analysis 18
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the first step in the safet 3 i
the 1in y process, and that the quality of all other s
Initiatives follows the quality of hazards analyses. 7 Fiber salety
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