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How (Not) to Spot a Terrorist 
Source: Foreign Policy, May-June 2008 (http://www.foreignpolicy.com) 
 
Author: Malcolm Nance 
Malcolm Nance is a veteran Middle East counterterrorism intelligence officer. He 
is executive director of the International Anti-Terrorism Center for Excellence and 
author of Terrorist Recognition Handbook: A Practitioner’s Manual for Predicting 
and Identifying Terrorist Activities.  
  
Abu Laith al-Libi must have been feeling comfortable as he relaxed and had tea 
with his battle staff in a small hut inside Pakistan’s North Waziristan region. A 
local commander of Al-Qaeda who had led terrorist operations for more than a 
decade, he dressed simply, with baggy salwar-kameez clothes, a cotton turban, 
and a Kalashnikov rifle not far from his side. When a Hellfire missile from a 
Predator drone tore through the building, his last thought surely must have been, 
“How did they spot me?”  
 
Identifying terrorists on the battlefield is relatively simple. My scout-sniper school 
instructor always reminded us of a solid truism that applies perfectly both in 
Afghanistan and Iraq—shoot the one with the gun. The same cannot be said of 
the world’s most dangerous terrorists—the ones operating covertly inside the 
United States and Europe. They are an entirely different matter.  
 
Hunting them down is more akin to finding Soviet spies during the Cold War. It 
requires an educated, deeply institutionalized counterintelligence apparatus that 
relies on experts to perform detailed groundwork intended to study, stalk, and 
expose enemy operations.  
 
Since the terrorist attacks of 11 September 2001, however, the United States has 
taken the opposite approach. From securing airports and airliners with massive 
influxes of technology, to centralizing border and port security under the 
Department of Homeland Security, to the invasions of Afghanistan and Iraq, the 
current U.S. strategy prioritizes gizmos, bureaucracy, and bombing runs over the 
simple training of Arabic-speaking intelligence officers or targeting the forces that 
bind extremists together. And, by focusing on hard power, it has destroyed many 
chances to do it right.  
 
Terrorist cells are already well ahead of our ability to detect them. They are being 
schooled in combat skills in Afghanistan, Iraq, Pakistan, Saudi Arabia, and 
Yemen. They are mastering the art of infiltration, of mixing into communities very 
different from their own. They are acquiring a wide range of internationalizing 
skills, including excellent command of the English language and proficiency in 
operating computers, mobile phones, and satellite Internet connections.  
 
This level of intelligence and sophistication makes them unprecedented in the 
history of terrorism. But, perhaps more importantly, they are “mission motivated” 
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to the core—they will gladly get close to their enemy and joyously die beside 
them.  
 
The U.S. intelligence community has, in recent years, built a template of what 
this modern terrorist is supposed to look like. Unfortunately, it is fundamentally 
flawed. Developed immediately after 9/11, it is based on a poorly formed, racially 
biased stereotype known as the “military-aged Arab male,” or “MAAM.” It could 
be a foreigner or a U.S. citizen. For the past few years, South Asians have been 
added to the list. The profile seems logical. Most of the 11 September hijackers 
were young Arab men. But, to paraphrase Mao Zedong, a terrorist operative is 
only as fluid in evading detection as the seas in which he swims.  
 
Across all U.S. intelligence agencies, there is a lack of cultural respect and a 
poorly tuned attitude toward foreign peoples and cultures. This could be 
construed as what British Brigadier Nigel Aylwin-Foster called “institutional 
racism.” It is not. It’s simply an ignorance that reflects the fact that, though 
patriotic and well meaning, U.S. counterterrorism officers are presently not taught 
a dynamic, culturally focused approach that places a premium on understanding 
the core motivations of the enemy.  
 
The United States’ current counterterrorism strategy lacks any efforts to break 
the terrorists’ ties to the communities that conceal them and the culture of 
martyrdom that inspires them. A singular focus on stopping the “ticking time 
bomb” scenario blinds U.S. efforts to the possibility of destroying the network’s 
very social support structure.  
 
“Soft power” tools—giving small cash gifts; donating trucks, tractors, and animals 
to communities; and granting requests for immigration, education, and 
healthcare—can be vastly more effective than a show of force.  
 
This alternative approach, often derided after 9/11 as a “hearts and minds” 
campaign, can oblige a potential terrorist not just to his family, which benefits 
from the relationship, but to the American agent handling him. When an agent 
shows empathy for a target and establishes a relationship with him, it offers 
opportunities for infiltration of the network. This “old school” tactic of turning 
terrorist operatives into assets, instead of killing them, may sound quaint, but the 
current “guns first” strategy misses the fluid diversity of the enemy.  
 
Today, newly minted American intelligence personnel study the methods, means, 
and motivations of Al-Qaeda terrorists. But they fundamentally lack respect for 
them as strategically intelligent opponents, and as human beings. It is a grave 
mistake that the only profile U.S. agents still seem to know is MAAM, because it 
may eventually render all their efforts useless by allowing terrorist opponents 
simply to alter their profile to infiltrate the United States.  
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We’ve seen this happen before. The attacks of 11 September were made 
possible, in part, by the fact that U.S. law enforcement had a bias that “rich 
Saudis are safe Arabs.” Al-Qaeda understood that bias and relied on it to operate 
freely in the United States for years, even when the terrorists were engaged in 
activities that the authorities considered suspicious.  
 
Al-Qaeda is a racially diverse organization that is well aware of its dependence 
on a labor pool dominated by Arab Muslim men. It also has an adaptable and 
fluid counterintelligence mind-set. In fact, U.S. reliance on the MAAM profile has 
already benefited Al-Qaeda in Iraq, which has successfully experimented with 
using women, children, husband-and-wife teams, families, and Caucasian 
Westerners as suicide bombers.  
 
The need to cross borders legally and clandestinely is exactly why they are 
recruiting heavily from within the West, particularly in Europe. More cleverly, the 
necessity to strike in ways not seen before has led to the creation of Al-Qaeda’s 
“self-starting jihad,” a continuing Internet-based inspiration and education 
campaign.  
 
Reversing course on 20 years of hands-on training in terrorist camps, this 
network of Internet sites allows anyone who wants to be a jihadist, from an 
uneducated Italian pizza cook to a British doctor or a disillusioned kid from 
California, to join the campaign. This school isn’t limited to Islamist extremists.  
 
So what will the next wave of terrorists look like? In short, a lot like you and me. 
Al-Qaeda in Iraq has already pioneered the use of Caucasians and Africans. 
European passport holders, mostly immigrants and the children of immigrants, 
are a fast-growing part of the terrorist rank and file. From Baghdad to Glasgow, 
Madrid, and Mumbai, trend lines indicate that “clean-skin” operatives—both men 
and women with no history of trouble or violence—will serve as the new terrorist 
foot soldiers.  
 
And, most frighteningly, many will probably be Americans. They presently live 
like sleeper agents, operating and planning independently like serial killers. 
Finding inspiration online, they stay virtual until they find like-minded supporters 
to meet in the real world. They are most likely to be angry young people who 
have mastered their Xbox 360s. They may seek the advice of a mentor, a 
counterintelligence-savvy combat veteran of the jihad, who will listen to their 
plans and provide a password to a Website where they will find access to money, 
tools, and training in abundance. Rooting out these dangerous individuals will 
require a new focus on intent, skills, capability, and tradecraft.  
 
Terrorism is derived from grievance, vengeance, and a calling to a higher honor. 
These are real and powerful motivations that must be targeted on every level. 
The U.S. intelligence community should start afresh, pursuing strategies to 
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isolate and infiltrate these recruits and separate them from the terrorist 
community.  
 
Until the United States focuses on street-level counterterrorism operations, its 
citizens will remain vulnerable to those who send their children to die in a jihad 
born of animosity, ignorance, and fear.  
 
Few of the deadliest modern-day suicide bombers fit the stereotype of a mass 
murderer. Here’s a look at four once-average people who epitomize the changing 
profile of the terrorists we fear most.  
 
Shehzad Tanweer. Country of birth: Britain. Age: 22. Mission: Suicide bombing 
in London.  
 
Background: Acquaintances remember Tanweer, born in Bradford and raised in 
Leeds, as an excellent cricket player in his youth. He attended university and 
worked at his family’s fish and chips shop. He was likely radicalized on a trip to 
an Islamic study camp in Pakistan in early 2005, according to reports. Just 
months after returning, Tanweer and three other men detonated bombs aboard 
three trains in the London Underground and aboard a central London bus, killing 
52 people and wounding more than 700 others.  
 
Why he matters: The London bombings Tanweer and his cohorts carried out 
were the first suicide attacks on British soil. Tanweer epitomizes the threat of 
“clean-skin” operatives, authorities say. He was an A-student and a gifted athlete 
with many friends. Tanweer had no history of violence or run-ins with police. His 
family described him as “proud to be British.”  
 
Muriel Degauque. Country of birth: Belgium. Age: 38. Mission: Suicide bombing 
in Baquba, Iraq.  
 
Background: Friends remember Degauque, born a Catholic in the sleepy Belgian 
town of Charleroi, as an average student who was well-dressed and well-
mannered. She converted to Islam after struggling to break addictions to alcohol 
and drugs. Her religious beliefs reportedly became radicalized after she married 
a Belgian Muslim who was known to local authorities as an extremist. Traveling 
to Iraq via Syria in 2005, Degauque died on 9 November of that year when she 
carried out a suicide bombing attack against a U.S. military patrol.  
 
Why she matters: Terrorism experts believe Degauque was the first European 
Muslim woman to execute a suicide attack. European women who marry Muslim 
men are now the largest source of religious conversions in Europe, and 
European counterterrorism officials are increasingly concerned that female 
converts represent a small but potentially deadly element of the terrorist threat in 
Europe. 
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Ahmed Said Ahmed al-Ghamdi. Country of birth: Saudi Arabia. Age: 20. 
Mission: Suicide bombing in Mosul, Iraq.  
 
Background: Acquaintances describe Ghamdi as well-mannered and polite. He 
studied medicine in the Sudan, where his father was a diplomat at the Saudi 
embassy. While there, Ghamdi began to show signs of increasing Islamic 
devotion, growing a beard and studying the Koran intensely. He was recruited by 
the Northern Iraq-based insurgent group Ansar al-Sunna and on 21 December 
2004, Ghamdi used an explosive vest to detonate himself inside a mess hall at a 
U.S. military base in Mosul. The attack killed 22 people and wounded 60 others. 
It was the single largest loss of American life ever on a U.S. military base.  
 
Why he matters: Ghamdi’s radicalization is notable because he was smart, well-
connected in Riyadh, and had excellent career prospects. Raised within the 
Saudi upper class, he represents the higher end of the intelligence scale among 
Middle Eastern youth, a group not traditionally thought of as a hotbed for terrorist 
recruiting. But his eventual turn to terror perhaps should not have come as a 
surprise. Three members of the Ghamdi clan were among the 9/11 hijackers.  
 
Kafeel Ahmed. Country of birth: India. Age: 27. Mission: Attempted suicide 
bombing in Scotland.  
 
Background: Ahmed was born in Bangalore, India, and raised in Saudi Arabia 
and Iran, where his parents worked as doctors. He trained as an engineer at a 
university back in India before pursuing master’s and doctoral degrees in Britain. 
Ahmed worked for a blue-chip Indian outsourcing company in 2005-2006 that 
serviced clients in the aeronautics industry, including Boeing and Airbus. On 30 
June 2007, Ahmed and a companion crashed a Jeep full of propane canisters 
into Glasgow’s airport. Ahmed survived the attack but later died of burns.  
 
Why he matters: The first terrorist attack in Scotland since the 1988 Lockerbie 
bombing, Ahmed’s case shows how new technologies are helping to recruit the 
next generation of terrorists. Authorities believe he was radicalized in Islamist 
chatrooms, where he followed events in Afghanistan, Iraq, and Palestine closely. 
He was fond of downloading speeches delivered by Osama bin Laden, yet he 
showed little interest in Islamist causes in India. It was also on jihadist Internet 
sites that Ahmed downloaded hundreds of bomb designs.  
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