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Governance of the chapter
Information Systems
Organization

Governance structures define the way decisions are made in an organization. This chapter
explores four medels of governance based on the location of decision making in organiza-
tion etructure (centrafized, decentralized, and federal), decision rights, dighal ecosystems,
and control, considering frameworks from the Committes of Sponsearing Organizations of
the Treadway Commission (COSO), Contro! Objeclives for Infermation and related Tech-
nolagy{(COBIT), and Information Tachnaleqgy Infragiructire Library ({TiL). Fxamples and strat-
egies for implementation are discussed.

Intel’s information technology (IT) performance reports for 2013 and 2015 boast about how the
company increased its storage capacity from 25 petabytes in 2010 to 106 petabytes in 2014, and over
the same interval raised the number of handheld devices from 19,400 to 53,700. Intel also exploited
other highly visible epportunitics of using predictive data analytics. [t reduced the amount of time
required to detect data threats from two weeks in 2013 to 20 minutes in 20014, Finally, Iatel enjoyed
a revenue increase of $351 million from advanccd snalytics in the arcas of sales leads, supply,
demand, and pricing.

An outsider might assame that Intel stepped up spending and IT invesiments to accomplish these
goals. However, it actually reduced the number of data centers from €1 in 2010 to 61 in 2014 and
reduced IT spending from 2.64% to 2.30% of revenue during that same five-year interval.

How did Intel accomplish these and other laudable goals? lts approach was the result of 23 years
of evolution of its strategy that began by creating & centralized IT organization in 1992 with control
resting in IT. Jntel has come a long way frem its original governance structure, which was centered
on mainframes and wide-area networks. Later, in 2003, Intel initiated its “Protect Era” in response
to two events: the then-new Sarbancs-Oxley legislation and & virus that had infected Intel’s internal
networks through an employee’s home-based network connection. The company’s *Protect Ery”
was led by IT and locked down resources to such an extent that employees had to devise risky poticy
workarounds to be able Lo cornplete some of their tasks. Data could be used only within a particular
functional area, not shared amony areas.

intelP’s current “Protect to Enable Era” in information govemnance began in 2009 afier man-
agers found that its overly restrictive policies on bring your own device (BYOD) had frustrated its
employees who saw those policies as both expensive and detrimental to innovation over the long
ran. This led Intel to discover that consumerization is a powerful force. That six-syllable mouthful
describes the increasingly powerful tools available in the consumer space that can itpaet the corpo-
rate space. Mobility has been the major breakthrough in consumcerization, and the increasing use of

* Bttpfivew . imiel comfcontent/damiw ww/publicfusfensdocumentsireports/201 2-201 3-iate - it- performunce-sepast. pdf  {accessed
September 1, 2015).

* btip:fiweww.intel.comicontentiwwwus/en/it-manng fimte|-ji-best-practices/intel-it-annual-performance -reporl- 21 4-§5 -
paperhiml (accessed September §, 2085).
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smartphones, tablets, and smalles/more powerful laptops coupled with Web-based applications that offer everything
from free business produetivity Lools, such as Google Docs to sharing applications like YouTube and SlideShare
and o social tools such as Twikter and LinkedIn, have created a new iT environment.

intel found that cloud services, desktop applications, social networking, mobile devices, and the management
policies surrounding them had changed the business of 1T. BYOD forced IT teaders st Intel and many other finms to
re-evaluate how IT services are offered. Intel’s traditional command and controf mentatity—with IT leaders making
all technology decisions—no longer could work. The consumerization of technology changed Intel’s management
approach’ from “How do we stop it?" to “How do we work with this?”

Intel's governance structure also resulted in a lost opporlunity to exploit data end analytics (described in
Chapter 13). Because information was restricted to the panticular department in which it was generated, Intel could
nol explore connections between manufactering decisions and consumer rections or belween social media brends
and product design decisions. A new approach to governance was clearly needed, and Protect 10 Enable has ad-
dressed those needs.

More recently, Intel has extended the governance framework’s reach by its new six-pronged focis on social net-
working, mobile devices, analytics, cloud technologies, Internet of Things, and security. Intel reports that it has now
moved (o the top of a three-tiered pyramid of IT keadership of (1) developing programs and delivering services, (2)
contributing business valus, and {3} translorming the company.

How does a governance framework provide these benefits? latel now uses information governance boards that
include representatives {rom a variety of its functions, including marketing, manufacturing, product design, human
resources (HR), legal, business development, internal audit, and IT. Sharing the governance with business units is
one of five key suceess factors, according to an analysis of the Intel case.* Intel reports that they have moved beyond
categorizing chaltenges as IT problems or business probtems. They assert that only integrated solutions work o
“disrupt instead of being disrupted.™®

Although each information systems (IS) organization is iigue in many ways, 21l have clements in commmon. The
focus of this chapler is to introduce managers to issues related to the way decisions about IT are made in the organi-
zation. These issues should reflect the typical activities of an IS organization that were discussed in Chapter 8. The
current chapter examines governance of the IS organization as it refates to decistons about IT issues.

IT Governance

Expectations (or inore specifically, what managers should and should not expect from the IS organization) are ai
the heart of IT governance. Governanee in the context of business enterprises is all about making decisions that
define expectations, grant authority, or ensure performance. In other words, governance is about aligning behavior
with business goals through cmpowerment and moniloring. Empowerment comes from granting the righi to make
decisions, and monitoring comes from evaluating performance. As noted in Chapter 3, a decision right is an impor-
tant organizational design variable because it indicates who in the erganization has the responsibility fo initiate,
supply information for, approve, implement, and control varions 1ypes of decisions.

Four perspectives of IT governance are described here. The first, a traditional perspective of IT governance,
focuses on how decision rights can be distributed to facilitate centralized, decentralized, or hybrid modes of
decision making. In this view of govemnance, the organization structure plays a major role. The second focuses on
the interaction between: accountability and allocation of decision rights to executives, business unit leaders, or IT
leaders. The third focuses on an “ecosystem™ Lhat reflects the significant impacis of the large variety of resources
available from individuals, organirvational units, and outside service providers. The final perspective, control struc-
tures developed in response 10 important legisfation, also provides governance guidelines to firms.

' Papl P. Tullon, Jumes E. Shost, and Maleolm Hovkiny, *“The Evolution of Information Governance al Intcl)” MIS Quarierly Executive 12, po. 4 (2013),
§49-98.

* Ihid.

* hupiiwww.intel.com/ fwwwiusien/it g fintel-it-best-practicesfintel- it-unnual-performunce- repasi-2614- 1 5-paperhimt, 20 {accessed
September 3, 2013).
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Centralized versus Decentralized Organizational Structures

Companies® organizalional strategics exist along a confinuum from centratization to decentralization. At one end
of the continzum, centralized IS organizations bring together all stalf, hardware, software, data, and processing
into a single location. Decentralized IS organizations scatter these components across different focations to
address local business needs. These two approaches do not refer to 1T architeciures but to decision-making frame-
works. A combination, or hybrid, of the two is called federafism, found in the middle (see Figure 9.1). Enterprises
of all shapes and sizes can be found at any point along the continvus. Over time, however, each enterprise may
gravitate toward one end of the continuum or the other, and ofien reorganization is in reality a change loward one
end to the other.

Centralization and decentralization treads have evolved through the five eras of information usage (see
Chapter 2, Figure 2.1). In the 1960s, mainframes diclated a centralized approach to IS because the mainframe
resided in ene physical location. Centralized decision making, purchasing, maintenance, and staff kept these carly
‘computing behemoths running. The 197t remained centralized due in part to the constraints of mainframe com-
puting, although minicomputers planted early seeds for decentralizing. In the 1980s the advent of the personal
computer (PC), which allowed computing power 1o spread beyond the raised-floor, super-cooled roems of main-
frames, provided further fuel for decentralization. Users especiatly liked the shifl to decentralization because it put
them more in controf and increased their apifity. However, the pressures for sceure networks and massive corpo-
rate databases in the 19908 shifted some orpanizations back o a more centralized approach. Yet, the increasingly
global nature of many businesses makes complete centralization impossible, The most recent global survey found
thai 70.6% of the participating organizations were centralized in terms of I'T, 13.5% were decentralized, and 12.7%
were federated.® Although the high percentage of centratized companies in the samgle may scem surprising, the
study suggested that with the increasing appreciation for governance found in companies with high levels of gov-
emance maturity comes the need for control that is made possible in the centralized structure.

The survey also found that wo-thirds of responding enterprises had governance activities (or enterprise IT
(GELT). These companies indicated that the main driver for GEIT activities is to ensure that I'T functionality aligns
with business meeds, and, iike Intels findings, the most commonly experienced outcomes were improvements in
mansgement of IT-refated risk and communication and refationships between business and IT. Good govemnance
therefore can increase the trausparency of IT supply and demand and help in agsigning priorities for IT projects
and services.

What are the most important considerations in deciding how much to ecntralize or decentralize? Figure 9.2
shows some advantages and disadvantages of each spproach.

Consider two competing parcet delivery companies, UPS and FedEx, in the year that they bolh reported
spending about $1 billion on IT. UPS's IT strategy focused on delivering efficiencies to meet the business demands
of consistency and reisbility. UPS's centralized, standardized 1T environment supporied dependable customer
service at a relatively low price. In contrast, FedEx chose a decentratived IT strategy that allowed it to focus on
flexibility in meeting business demands generated from targeting various customer segiments. The higher costs of
the decentralized approach to IT managewent were offset by the benefits of localized innevation and customer
responsivencss.”

Decentralization Federalism Centralization

FAGIREY.Y Organizational continuum.

* IT Govemnance lustitute, “Ghobal Status Report on the Governance of Enterpeise IT (GEIT)™ {201 1), 49, httprfwwwissca.og/Knowledge-Coates/
Research/Docnments/(lobal-Status-Report-GEIT-1(0an 20§ §-Research.pdf (accesaed February 27, 20113
7 ). W. Rass and P Weilk, *Six IT Decisions Your ET People Shouldn't Make™ Banvard Busiiess Review {Novemnber 2002), 1-8.
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Approach Advantages -  Disaciventages Companies Adopting
Centralized s Global standards; common data | ¢ Technology may not meat local | Zara, UPS:
* "One vaice” for negotiating needs
supplier contracts = Slow support for stratagic
» Greater laveraga in deploying initiatives
strategic i1 initiatives * Schism batween business and IT
» Economies of scale and a shared organization
cost structure s "llg varsus them” mentality when
s Access to large capacity technology problems occur
s improved recruitment and * Lack of business unit control over
training of T professionals overhead costs
¢ improved control of security and
databases
e Consistent with centralized
onla!pma mvua:tura
Dacentralined | Technotngy customnized to local | » Difficulty in maintaining giobal VeriFone, FedEx®
buginess needs standarde and consistent data
¢ Close partnarship between IT and | » Higher infrastruclure costs
businass units ». Difficulty in negotiating
» Graater flaxibility preferential supplier agreements
* Reduced telecommunication * lose of control
costs ¢ Duplication of staft and data
« Consistency with decentralized
enterprise structura
o Rusiness unit control of overhead
i costs

34 . Ross and P Welll, "SIk |T Dechions Year IT Paople Shouldn't Make,” Harvard Businesy Review (Noverber 2002), 1-8.
e -1

HEURE92 Advantages and disadvantages of organizationat approaches.

Zara, the global setail and apparel manufacturer introduced in Chapter 2, also used a centralized approach, which
differs from other clothing chains. The head of IS, who was not a CIO, reporied directly 10 the deputy general
manager, who was (wo levels below the CEQ. This way of structuring the IS department was consistent with the
organization’s predominantly centralized structure. It was also well suited to organizational processing sbout which
most administrative decisions were made in the headquarters ot Lacorufia, Spain. The users did nol require a lot of
hand-holding with regard 1o the point-of-sale (POS) systems in the stores. For these reasons, a centralized spproach
was a good fit for Zara. The store managers, however, did retain some decision rights about which products to order.
‘Thus, Zara was not totally at the centralization end of the continuum. [ contrast, Verifone, which we discuss in
Chapter 4, needs a decentralized structure for its globally distributed employecs.

Campamcq adopt a strategy based on kessons leamed from carlier years of centralization and decentralization.
Most companies want to achieve the advantages derived from both organizational paradigms. This desire leads
to federalism,’ & structuring approach that distributes power, hardware, software, data, and personnel between a
central I8 group and IS in business units. Many companies adopt a form of federal IT yet still count themselves
as either deceniralized or centratized, depending on their position on the continuurn. Organizations such as Home
Depot and the U.§. Department of Veteran Affaiss recognize the advantages of a more hybrid approach and actively
seek to benefit from adopting a federal structure. See Figure 9.3 for the interrelationship of these approaches.

Archetypes of Accountability and Decision Rights

Sometimes the centralized/decenirlizedifederal approaches to governance sre not fine-tuned cnough 1o help
managers deal with the many contingencies facing today’s organizations. This issue is addressed by a framework

* Andrew McAfze, Vincens Dessain, and Anders Sjmar, “Zarz: IT for Fast Fushion,” Harvard Basiness School Case 9-604-081 {Seplember &, 2007)
% John F. Rockar, Michael J. Earl, and Jeanne W. Ross, “Eight Imperatives for the New IT Onganization,” Stoan Management Review {(Fall 1996). 52-53.
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The faderal IT attempts
to caplure the banefits of
centralized end decentralizad

Federal IT
organizations while eliminating mll
the drawbacks of each.

« {T Vision and
Leadership

» Groupwide IT
Strategy and

+ Unresponsive

' E:ﬂﬂg::zs:hip + Economigs) /* Usam Control | + Excessive Ovarall
of Systems of Scale mﬁs
« No Business . g:;m’& Units Have Standards of IS
g::m(:mmmnl of Ownershlp Compotence
rmead s Critical » Responsive » Reinvantion of
Costs Mass of o Business Wheels

Sldlls = No Synergy and

Iagration

+ Doesn't Meot Unil's Needs
Evary Business

Unit's Needs

Centralized IT Decentralized IT

FGURES3 Federal IT.
Souree: Michael 1 Ear, “Infarmatien Management: The Organlzalional Dimension,” The Role of the Corporate IT Function in the

Federal IT Organization, ed. S. L. Hedgkingan (New Yark: Oxford University Press, 1996}, Figure 12.1. By permission of Oxford
Univarsity Press, Inc.

developed by Peter Weill and Yeanne Ross. They define IT governance as “‘spcmfying the decision rights and
accountabitity framework to encourage desirable behavior in using I'T."* [T governance is not about what decisions
are actuslly made but rather sbout who is making them (i.c., who holds the deeision rights) and how the decision
makers are held accountable for them.

1t is important to match the manager’s deciston rights with his or her accountability for a decision. Figure 9.4
indicates what happens when there is a mismatch. Where the CIO has a high level of decision rights and sccount-
ability, the firm is likely to be at maturity Level 3 (which was introduced in Chapter 8). Where both the decision
rights and eccountability are low, the company is likely to be at Level 1. Mismatches result in either an oversuppiy
of IT resources or the inability of 1T 1o meet business demand.

Good IT governance provides a structure to make good decisions. It can also limit the negative impact of orga-
nizational politics in IT-related decisions, T governance has two major components: (1) assignment of decision-
making authority and responsibility and (2) decision-making mechanisms (¢.g., steering comsmitiees, review beards,
pelicies). When it comes specitically to IT governance, Weilt and his colleagues proposed five gencrally applicable
categories of IT decisions: T principles, IT architecture, IT infrastructire strategies, business application needs,
and IT investment and prioritization.'" A description of these decision eategorics with an example of major IS activ-
ities af¥ected by them is provided in Figure 9.5.

Weill and Ross’s study of 256 enterprises shows 1kat a defining trait of high-performing companies is the use
of proper decision right aliocation patterns for each of the five major categories of IT decisions. They use six
political archetypes with highly descriptive names (business monarchy, 1 monarchy, feudal, federat, IT duopoly,
and anarchy) to label the combinations of people who cither input information or have decision rights for the key

= Petor Weill and Jeanne W. Ross, I7 Governance: Mow Top Feeforners Munage IF Decision Rights for Superior Resulrs (Cambridge, MA: Harvard
Business Schook Press, 20043, Perer Weill, "Don’t Just Lead, Govern: How Top-Performing Firms CGovem LT MIS Quuirserdy Exectaive 3, no. 1 (2004),

1-17. The quote is on page 2.
* P Weill, *Don’t Just Lead, Govem: How Top-Ferforming Firms Gevern IT,” MIS Quarterly Exseative 3. no. 1 {2004,
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Accountability
R ._ Low High
Decision Rights | High | Technocentric gap Strategic norm (Level  belance)
| = Thereis danger of overspendingon | ¢ {T is viowed as competent
[T, creating an oversupply » {7 is viewad as strategic to business

« [T assets may not be utilized to meet
| business demand
| = Buginess group might become
! frustmted with |T T group

Low &mﬂmﬂnuﬂ balance) Business gap
s It works for organizations where ITis | » Cost considerations dominate T decision
viewed as a support function s [T aszets may not utilize internat
* Its tocus is on business efficiency competencies to meet business demand
» [T group might cause frustration for
buginess group

FGUREY4 IS Declsion rlghls acmuntabuily gap.
Seurce: Adapled from ¥, Grover, R. M. Henry, and J. 8. Thatches, TFix IT-Business Relationships through Better Decision Riahts,”
Communications of the ACM 50, ne. 12 {December 2007), 82, Figura 1.

Category Description | Bxamples of Affected 15 Activiiies |
iT principles How to determine IT assais that are | Participating in setting strategic direction
needed |
| IT architecture How to structure IT assets | Establishing architecture and standards :
IY infrastructure strategies How to build IT assets | Managing Intarnat and network services, |
| L data, human resources, mobils computing |
Business application needs How to acquire, implement, and | Bevaioping and mainaining information |
maintain [T {insource or outsource) | systems
IT investment and prioriization | How much to invest and where to Amzctpahng new technologws
invest in IT assets !

FIBURESS Five major categories of IT decisions.
Source: Adeptad from P. Welll, "Don't Just baad, Govern: How Top-Performing Firms Govesn [T MIS Quanterly Executive 3, na. 1

{2004), 4, Figure 2.

IT decisions.!* An archetypé is a pattern resulting from allocation of decision rights. Decisions can be made at
several levels in the organization: top executives, Il executives, or business unit executives. Figure 9.6 summarizes
the level and function for the alfocation of decision rights in each archetype.

For each decision category, the organization adopts an archetype as the means to oblain inputs for decisions and
to assign accountabilily for them. Although there is little variation in the selection of archeiypes regarding who
provides information for decision muking, there is significant variation across organizations in kerms of archetypes
selected for decision right allocation. For instance, the duopoly is used by the largest portion (36%) of organiza-
tions fer [T principles decisions whereas the IT monarchy is the most popular for IT architecture and infrastruciure
decisions (i.e., 73% and 59%, respectively).'

There is no one best arrangement for the allocation of decision rights. Rather, the most appropriate arrangement
depends on a number of factors, including the type of performance indicator. Some common performance indica-
tors arc asset utifization, profit, or growth.

2 Peter Weill znd Teanne W. Ross, T Governanee: How Top Beiformers Manage 1T Decision Righes for Superior Restelts (Combridge, MA: Harvand
Buosiness Schoof Press, 2004).
" Weill and Ross, IT Goversarce.
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ot E—e— R RS e B Corp.ll' e
Level | and/or Unit Leadiers
Declsion ights or Inpute rights for & periicular [¥ declsion are hald by: Execs |Business | orProcess
UnitiT Owners
Business A group of, or individual, business exacutives (i.e, CxOs}.
Monarchy includes committees comprised of senior business ”
executives (may inctude CIO). Excludes iT executives
B | acting mdspendenllv ) _ am -
T monarchy | | Individuals or groups of IT emcumgs_ . - s I
Feudal | Business unit leaders, koy process owners or their e
I _|dalagates - I
Federal ' C lovel executives and at least one other business group y; 7 7
(e.g., CxO and BU leaders)—IT executives may bo an
| additlionsl parlicipant. Equivalent lo & country and its states | - '
___ |workingtogether I ; A — i
IT duopoly | IT executives and one other group s s
' (e.g., CxO or BU leadnfs) 7 7
e — “[Eachindrvldualum —— o . . -

FEIRERE 1T governanoe archetypes.
Source: P. Walll, “Den't Just Lead, Govern: How Top-Peraerming Flems Govern IT," MIS Quartesly Executive 3, no_1(2004), &,
Fegure 3.

Emergent Governance—The Digital Ecosystem

New cosamer technologies challenge a “top-down” povernance approach for making afl decisions in a planned
and methodical manner. The best-laid plans are often deraited. Intel’s decree to lock down data and stricily control
devices used by employees grew so difficult that # impeded the company’s ability to not only compete but also
to fulfill everyday tasks. Sometimes the best plans aren’t even prescribed far in advance; in some situations, they
simply emerge. For instance, social networking was ignored by many firms in its early days because they failed to
recognize it impact. Most firms now realize that social networking necds not only recognition but also strategic
investments.

There are many freely available and widely used apps, Web sites, social networks, smartphones, and other IT
assets; it would be foolish 1o Iry 10 invent something identical in house, so firms often exploit them. Using a variely
of such assets implies that governance might need to be more flexible and follow patterns of adaptation much like
biological ecosystems, forming an intereelated set of interacting species.™ Just as a species cannot ignore preda-
tors, prey, and complementary species, an information systems department cannot ignore new technologies and
information assets that emerge suddenly and unexpeetedly. One inleresting definition of digital ecosystem repards
those systems as self-interested, self-organizing, und sutonomous digital entities.”

A simple cxample can be useful. Before YouTube, firms had to find their own way to provide digital video
content to customers on the Web. Some used animations that were available in special image formats whereas
others had to choose between requiring a download of a video file that they hoped would be playable on a user’s
compuler or sireaming a file to users who had to also install a particular sireaming player that was compatible with
the streaming video. Providing that content wideby was not generally eonsidered to be feasible or even desirable.
With YouTube, firms can now simply use a link or even embed the video into their own Web site. Coupling this

H Muaje Hadzic and Elizabeth Chang, "Application of Bigital Ecosysiem Design Methodobogy within the Health Domuin,” JEEE Transactions oa
Systemms, Man and Cybemetics, Pave A Systems avd Ehupans 43, ao. 4 (20500 779-84,

“ Rahpuma Kazi and Ralph Deters, "Wobile Event-Oricrted Digital Ecasysiem.” Digital Ecosystems Technologies (DEST), 2012 6k IEEE Internationad
Conference (3012).
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new simplicity with an ability to display 4 map from Google Maps forms new and very useful interdependencies
between these digital assets.

in recent years, mobile computing, GPS, and social media have indecd presented new, uniexpected chatleages
and opportunitics as described eartier. However, other technofogical developments have also provided digitat eco-
system opportunities, such as cloud computing, the Internct of Things {IoT), radio frequency ID (RFID), and srart
cards. Interconnecting firms with each other allows connertivity in new, unpredictable, and very helpful ways.

A good example in the health case arena is an electronic medical record (EMR). " An EMR is filled with a variety
of information about a patient (for instance, patient demographics, appointments, medications, medical history,
billing records). Not only can a doctor’s computer pick out the relevant information about a patient to use but also
a pharmacy can identify potential drug interactions and  laboratory can be informed of certain medical conditions
when processing 4 specimen, In addition, both the pharmacy process and the insurance company can bill for the
medication and the appointment.

Some or all of these functions could have been in the original plans for EMRS, but others might occur to enter-
prising designers along the way. For instance, a bank that is administering the patient’s fiexible spending account
can be provided medical bitling information for property disbursing funds. Also, a tax authority might be provided
billing information from the EMR to verify deductible expenses. Each party would be privy only to the relevant
information for i, and the rest winld he kept confidential-

A smarlphone provides another example of how a digital ecosystemn can form between applications, firms, and
digital entities. Even just the junction of identity, date, location, preference, and relationship information can pro-
vide real-time driving directions, invitations to nearby events, alerts about nearby friends, personatized advertising,
and chatter on social network alerts. Many of Lhese uses were net even imagined 15 yvears ago, and it is hard fo
imagine the possible new coanections and uses thal will occur in another 15 years, For instance, now ecosysiem
conneetions will be made possible when the IoT places more technology into automobiles. A setf-driving car could
actually react independently {o an urgent situation with a family member and safely make a split-second decision to
change eourse before all of the information is fully comprehended by the occupant {formerly called the “driver™).
Individua! devices and applications that are difficuli to imagine teday might be combined in new ways on the road,
in the home, and at the office.

Strong governance implications emerge from ccosystems. The symbiotic multifitn and adaptive situations
cannot be completely planned or orchestrated by a single entity. Much of the decision making exists outside the
firm, and, therefore, complete plans no longer can be made in a single boardroom. Along with the good news of
synergies between with and among various “apps” and devices, there i the potential danger of changes to the
infurmation passed between them or even the complete failure of an outside entity. Imagine what hotels would
need to do if Google Maps would disappear altogether. Further, what would need to be done with location-based
ads if predictions come true that one or more of the GPS satellites would fail'? and are also vuinerable to attack?™

Fortunalely, most ecosysierms have adopted stringent standards for data exchange, and the most useful ones are
quite successful. The likelihood of a permanent failure of Google Maps is guite remote for the foreseeable future.
Even if Google werc (o divest the app, & new fir would likely be able to maintain the tightfy speeified connec-
tions. IT govemance is perhaps most vulinerable o an inability to imagine strategic polential from new devices,
applications, and connections. A firm should explore whether plans can be changed in mid-year. Can competitors
become alties? Can business processes be changed guickly? Can new capabilities that might be contrary 1o prwmux
activities or directions be enabled? Firms in the future will probably need to answer all of these questions in the
affirmative for their ultimate survival.

To summarize the three povernance frameworks, see Figure 9.7 for the main concept and potentiaf best practice
of cach framework.

“ Hadric and Chang, *Application of Digital Ecosystem Design Methodology within the Health Domain.”

¥ “GPR System Close 1o Breakdown.™ http:/fww w_thegusrdian comdiectnology 2009/may) E9/gps-close-to-breukd {aecessed September 4, 2615}

“ "Global Positening System Is ¢ Single Foimt of Failure” htp:ffwww.afcea ‘i=glohat-positioning-systemm? 25 80% Ak-single-poin2-
faifure {accersed September 4, 20ES).
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Decisian-Making Mechaniema m

Governance Framework |MeinConcept Possible Best Practice |

Centralization-Decentralization | Decizions can be made by a central authority or by Use a hybrid, taderal

- autonomous individuals or groups in an organization. ippg;fch. N

Decision archety pes Patterns based upon allocating decision righte and Tailor tha archetype to
accountability are specifiad. the situation.

Digital acosystems Memberz of the ecosystam contribute their strengths, Build flexibility and
giving the whola acosystern a complete set of capabilities | adaptabifity into

| that can impact decision making and operations. | governance.

FIBURE?? Three governance frameworks.

Decision-Making Mechanisms

Many different types of mechanisms can be created (o ensure good IT govemance. Policies are useful for defining
the process of making a decision under certain situations. However, wheo the eavironment is complex, policies are
often 1o rigid. In a recent worldwide study of IT govemance, aimost 60% of the respondents relied on policies
and standards for governunce, making it the most popufar mechanism for governance.™ A second method, a review
beard, or committee that is formally designated to approve, monitor, and review specific topics, can be an effective
governance mechanism, For example, Twila Day, CIO of Sysco, established an architecture review board to look
at new technologics and processes.™

A third mechanism that is used very frequently for IT decisions is the IT steering committee, also calied an
IT governanee council. Such 2 commitiee is composed of key stakehotders or experts who provide guidance on
important IT issucs. Steering committees work cspecially well with the federat archetype, which calls for joint
participation of IT and business leaders in the decision-making process. Stecring commiltecs can be geared toward
different levels of decision making. The highest level of steering commitiees report (o the board of directors or the
CEQ and are often composed of top-level exceutives and the CHO. At this level, the steering commities provides
strategic direction and funding authority for major IT projects and ensures thal adequate resources be allocated to
the 1S organization for achieving strategic goals.

Committees with lower-Tevel players typicatty are involved with allocating scarce resourees effectively and effi-
ciently. Lower-level steering commiitees provide a forum for business leaders to present their I'T needs and to offer
input and direction showt the support they receive from ET operations.

Either level may have working groups to help increase the steering committee’s effectiveness and Lo measure
the performance of the IS organization. The assessment of performance differs for each group. For example, the
lower-level commitice fikely would include more delails and would focus on the progress of the various projects
and adherence to the budget. The higher-tevel committee woutd focus on the performance of the CI0 and the ability
of the IS organization to contribute to the company’s achievement of is strategic goals.

Although an organization may have both levels of steering committees, it is more lkely to have one or the other.
If the IS organization is viewed as being critical for the organization to achieve its strategic goals, the firm’s C-level
excoutives are likely to be on the commitiee. Otherwise, the steering commitice tends to be larger so that il can
kave widespread representation from the vasious business units. I this case, the steering commiltee is an excellent
mechanism for helping the business units realize the competing benefits of proposed IT projeets and develop an
approgch for aflocating among the project reguests.

9 IT Governunee Enstitue, “Global Status Report on the Govemunce of Entcrprise 1T (GEITY” (2D81). 49, Wttp:ihwww isaca org/Knowledpe-Centet/
Rescarch/Documents/Global-Status-Report-GEIT- 1 03:0201 § -Resewnch, pdf (accessed Fefwvary 27, 261 [).

* Martha Hellee, “How to Make Thine for Stranegy,” ClO.com (April 22, 20101, hitpiwww.clo.comlanticle/ 591 TH/How, fo, Make_Time,_for Stategy
(eccessed January 16, 2002),
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For example, when Hilton Werldwide’s CIO started working on a project to creale a new loyalty program,
he and the business sponsor of the project convened 2 fower-level stoeritg committee made ap of people from
IT, marketing, HR, finance, and other departments. They discussed change management and business issues that
arose as they designed the system o be used in 85 countries in over ten brands in the Hilton portfolio. The project
went very smoothly. But earlier, another preject to outsource the hotel help desk had not gene as welt. The CIO
learned from both experiences that there is no such thing as oo much communication and created weekly steering
committee meetings for each project. The CIO is quoted ag saying, “E-mail is great for scheduling meetings, but
il's the steering commitices where we are working through really difficult issues together, and making promises and
keeping promises, where the foundations of trust are established.™

Governance Frameworks for Control Decisions

The framework described previousty focuses on which depariment is responsible for decisions. More recently, gov-
ermance frameworks have been emiployed specifically to define responsibility for control decisions. They are being
implemented to help ward off futuee aceounting fiascos. These frameworks focus on processes and risks associated
with thern. s

Sarbanes~0Oxley Act of 2002

In response to rogue accounting aclivity by major globat corporations such as Enron and WorldCom and their
accounting firms, such as Arthur Andersen, the Sarbanes-Oxley Act {(SoX) was enacted in the United States
in 2002 to increase regulatory visibility and accountability of public companies and their financial health. The
U.S. government wanted to assure the investing publie that they could rely on financial markeis to defiver valid
performance data and accurate stock valuation All corporations that fall under the jurisdiction of the U.S. Securities
and Exchange Commission are subject to SoX requirements. Thiz includes not only U.S. and foreign companics
that are traded on U.S. exchanges but also those entities thal make up a significant part of a LS. company’s finan-
cial reporting. Within five years of SoX’s passage, 15,000 U.8. companies, 1,200 non-U.8.-based companies. and
over 1,400 accounting firms in 76 countries have been affected by SoX .2

According to SoX, CFOs and CEOs must personally certify and be accountable for their firms’ financial records
and accounting (Section 302}, auditors must certify the underlying controls and processes that are used o compile
the financial results of a company (Section 404), and companies must provide real-time disclosures of any events
that may aflect their stock price or financial performance within a 48-hour period (Section 409). Penalties for fail-
ing to comply range from monetary fines 1o a 20-year jail teym.

A comprehensive Public Company Accounting Oversight Board (PCAOB) review of 2,800 engagements of the
largedt audit firms found hundreds of cases involving andit failures, suggesting that improvements could be made in
audit firm performance as well as the PCAOB's process for assessing and reporting on engagements. However, the
review reported that SoX has been successful in increasing corporate foeus on o strong ethical culture in publicly
owned companies.®

Although SoX was not originatly aimed a¢ [T departments, it soon became clear that IT played a major role in
raising the accuracy of financial data. Consequently, in 2004 and 2005, there was a Auery of activity as I'T managers

™ Adapted from “Cusdid Talk Trumps the Blame Gume,” CH).com (November 201 1), ngpetfwww.cio.comfumicle/H9301 A Candid Talk Trumps the
Blame_Game {accesced Sepicmber 4, 2005); "How C10s Build Bridges with Other C-Level Execs,” CIO.com (November 20K 1), hitpeiiwww.cio.com/
mwmm?lmtwumlmlldmg-ul ingfhow-cios-build-bridges-with-other-c-level-execs.himi (accessed Seplember 4, 20151,

= These figunes weee derived from the Public Company Accounting O\m:ghs Beard (PCADB) as reparted in Ashley Braganen and Arnoud Franken,

“SoX, Compli and Power Relnioaships.” O tons of the ACM 50, ro. @ (Sepeember 2007), 97-162.
T Cunis Vershoor, "Has SoX Been Suu:ml’uﬂ September 3, 2012, bipfaww.acecantingwebeomfarticle/hns-sox-been- Falf21979%6 { o
March 27, 2D25).
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identified controls, determined design effectivencss, and validated operational controls through festing. Five IT
control weaknesses repeatedly were uncovered by auditors:*

1. Failure to segregate duties within applications, set up new accounts, and terminate old ones in a Gmely
manner,

2. Lack of proper oversight for making application changes, including appointing a person to make a change
and another to perform guality assurance on if.

3. Inadequate review of audit logs to ensure that systems are running smoothdy and that there is an audit of the
audit fog.

4. FEailure o identify abnormal transactions in a timely manner.
8. Lack of understanding of key system configurations.

Although Se(’s focus is on financial controls, many auditors encouraged (forced) IT managers to extend their
focus to organizational controls and risks in business processes. This means that IT managers must assess the level
of controls needed to mitigaic potential risks in organizational business processes. As companies move beyond
SoX certification into maintaining compliance, 1T managery must be involved in ongoing and consistent risk
identification, actively recognize and monitor chanpes to the IS organization and environment that may affeet SoX
compliance, and continvously improve IS process malurity. I is likely that managers wifl turn (0 software o auto-
mate many of the needed conrrols,

Frameworks for Implementing SoX

C0S0

The Enron and WorldCorr: major finaneial scandals were not the first. In the wake of financial scandals in the
mid- 1980s, the Treadway Commission (or National Commission on Fruudulent Financial Reporting) was created.
Its head, fames Treadway, had previously served as commissioner of the SEC. The members of the Treadway
Commission came from five highly esteemed accounting organizations: Financial Execuatives International (FED),
American Accounting Association (AAA), American Institute of Certified Public Accountants {AICPA), Institute
of Internal Auditors (11A), and Institate of Management Accountants (IMA). These organizations became known as
the Committee of Sponsoring Organizations of the Treadway Commission (COSO). The commission created three
control objectives for manageraent and auditors that focused on addressing risks 1o internal control. These eontrol
abjectives deal with:

® Operativas: To help the company maintain and improve its operating effectivencss and protect the assets of
shareholders

» Compliance: To ensuse that the company is in compliance with relevant laws and regutations

s Financial reporting: To ensure that the company’s financial statements are produced in aceordance with
generally aceepted accounting principles (GAAP). 30X s focused on this conteol objective.,

To make sure a company mests its coatrol objectives, COSO established five essential control components for
managers and auditors: (1) create a conlrol environment that addresses the overall culture of the company; (2) assess
the most critice] risks to internal controls; (3) credte controt structures that outline important processes and guide-
lines; (4) provide clear information about employees” responsibifities and procedures to be followed; and (5) mon-
itor internal comtrols. The Sarbanes-Oxley Act requires public companies to define their control framework and
specifically recommends COSO as that business framework for general accounting controls. It is not I'T specific.

¥ Ben Worthen, "The Top Five IT Control Weaknesses™ (Ruby |, 2005), hitpofiwww.cio.comianiele2449687project-managemenithe-top-five-it-control-
weaknesses ml {accessed Seplember 4, 2085),
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COBIT

Control Objectives for Information and Related Technology (COBIT) COBIT (Contrel Objectives for
Information and Related Technology) is an I'T governance fmmework that is consistent with COSO controls, and
also a governance tool to ensure that IT provides the systematic rigor needed for the strong intermal controls and
Sarbanes—Oxley compliance. It provides a framework for linking IT processes, I'T resources, and IT information to
a company’s strategics and objectives. As a governance framework, it provides guidelines about who in the organi-
zation should make decisions about IT processes, resources, and information.

information Systems Audit & Control Association {(ISACA) issued COBIT in 1996. COBIT consisis of several
overlapping scts of guidance with muliiple componeats, which almost form a cascade of process goals, metrics,
and practices. At the highest level, key areas of risks are defined in forr major domains: planning and organization,
acquisition and implementation, delivery and support, and monitoring and evaluating. When implementing a COBIT
framework, & company determines the processes that ane the most susceplible to the risks that it judiciously chooses to
manage. There are far too many risks for o compeny to try to manage oll of thum,

Once the company tdentifies processes that it is going to manage, il sels up a control objective and then more
specific key goal indicators. As with any control system, metrics calted key performance indicators {KPIs) need
to be established to enable measurement of progress in meeting the goals. Then activitics to achieve the KPIs are
selected. Theee activities, or critfcul succesx factors, € the steps that need to be followed to successfully provide
controls for a selected process. When a company wants to compare itself with other organizations, it uses a well-
defined maturity model. The components of COBIT and examples of cach component are provided in Figure 9.8,

One advantage of COBIT is that it is well suited to organizations focused on risk management and miligation.
Another advantage is that it is very detailed. However, this high level of detail unfortunaicely can serve as a dis-
advantage in the sense that it makes COBIT very costly and ime consuming o implement. Yet, despite the costs,
companies are starting o reatize benefits from its implementation. As a governance framework, it designates clear
ownership and responsibility for key organizational processes in such 2 way that is understood by all organizational

Component Daecription | Bample

Domain Ona of four major arass of risk: plan and organize | Deliver and support {or D8}
{PO), acguire and implement (Al}, deliver and

support (DS), and monitor and evaluate {ME);

each domain consists of multiple processes

 Control obio_cﬁva Focus on control of a procass associated with risi; 1 DS (delwer and support} objecnve ‘

can be 34 processes | #t-—-Manage data: ensures delivary of
| complete, accurate, and valid data 1o the
y 4 S B . | f bt businass
Kay goal Specific measusas of the extent to which the A measured reduction in the data praparanon

indicator goals of the system have baen metinregardto | process and tasks
a <ontrol objective |

Key performance | Actual, highly specific meaaures?c_nr rneasuring | Percent of-data;n;;ul emors (Note:
indicator accomplishment of a goal percentage should decrease cver specified

| ) e s ! perlods of ume) -
Critical succass Description of tha st shaps thata comparny must Data entry requiremants clmu‘l',r stated,
{factor 1ake to accomplish a control objective; can be | enforced, and supported by automated
318 critical success faciors techniques at all lavels, including databaze
| and file interfaces
Maturity model | A uniquely defined six-point ranking ofa Level &: Data not recognized as corporate

company's readiness for each centrol objective | resources and assets; no assigned data
made in comparison with other companies inthe | ownership or individual accountability for
industry data integrity and reliability; data quality and

| security poor or nonexistent

FGURE 5.8 Compnnams of CoBIT and their examples
Source: Adapted from Hugh Taylor, The Joy of SoX {Indlanapols, IN: Wiley, 2008).
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Governance Framaworks for Control Decisions m

stakeholders. Consisient with the Information Systems Strategy Triangle discussed in Chapter 1, COBIT provides
a format framework for aligning 1S stralegy with the business strategy. 1t does so by using a governance framework
and focusing on risks of internal conteo! and associated processes to recognize who is responsible for important
control decisions. Finally, COBIT makes possible the fulfiliment of the COSQ requirements for the IT control envi-
ronment that is encouraged by the Sarbanes-Oxley Act.

Other Control Frameworks

Although COBIT is the most common set of FT congrol guidelines for $oX, it is by no means the only control frame-
work. Others include those provided by the Internationat Standards Organization (150), as well as the Information
Technology Infrastructure Library (ITIL). A set of concepts and techniques for managing information tech-
nology infrastruciure, development, and operations, ITIL was developed in the United Kingdom. 1t is a widely
recognized framework for IT service management and operations management that has been adopted around the
globe. ITIL 2011 has five distinct volumes: service strategy: service design; service transition; service operation;
and continual service improvement.

IS and the Implementation of Sarbanes—Oxley Act Compliance

Because of the level of detail, the involvement of the 18 department and the CIO in implementing SoX—most oota-
bly Section 404, which deals with management’s assessment of internal controts—is considerable. Although the 1S
department typically plays a major role in S6X compliance, it often lucks formal authority. Thus, the CI0 needs to
tread carefully when working with auditors, the CFO, the CEO, and business leaders. Braganza and Franken pro-
vide six tactics that CIOs can use in working cffectively in these relationships. These strategies include knowledge
building, knowledge deployment, innovation directive, mobilization, standardization, and subsidy. Figure 9.9 pro-
vides a definition for each of these tacties, along with examples of activities 1o enact them.

Tactic Definition Bmmpies of Activites
Knowledge Establish a knowledge base to Acquire fechnical knowledge about SoX and Section 404
building implement SoX _
Knowledge Disseminate knowledge about SoX | Move IT staff with knowledge of 404 to parts ot the
deployment and develop an understanding of organization that are lass knowledgeable; create a cantral
this knowledge by managerment repository of 404 knowledge; absorb 404 requirements from
and other organizational members | exteinal bodies; conduct training programs to spread an
understanding of SoX
Innovation Organize for implementing SoX and | lssue instructions that encourage the adoption of 404
directive anncunce the approach compliance practices; publish reports of each unit’s progress
toward implementation; deploy drivers for implamentation;
- diract implementation from top dewn and/or 'bimom up
Maobilization Persuade decentralized pteyers and | Create a poeitve impression of SoX (and 404)
subsidiaries to participate in SoX implementation; conduct promotional and awareness
o implementation Py campaigns ) B B |
Standardization | Negotiate agreements between Use mandatory controls, often embedded within the
organizational mambers to faciltate | technology; indicate formal levels of compliance required;
the SoX implernentation establish firmwide standarde of control; create an
overarching corporate complience architecture
Subsidy Fund the implementers’ costs during | Centralize tamplate development; develop Web-based
the SoX implementation and the resourcas; train IT staff for implementing 404; fund
users’ costs during Hs daployment | short-lerm skill gaps; track implementation; target funds
and use during implemaentation for specific [T-related 404 goals

FGURER? C10 tactics for implumeniing SoX compliance.
Source: Adapled from Ashiey Braganzs and Arnoud Franken, “SoX, Compliance, and Power Relatlonships,” Communications of

the ACM 50, no. 9 (Seplemiyer 2607), 97-102.
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i_= Social Business Lens: Governing the Content

Since the beginning of social applications like Facabook, Twitter, and Instagram, there has been a debate about
who gets to decide on what's allowed 1o be posted. Should the users declde? Should the application company
decide? This debate still rages today.

One perspective is that the users own and manage thair content. Aside from the legal issues, which are dis-
cussed in Chapter 13 of this text, users have control over what they post and what they block from their pages on
most social media. Most social networks have controls that allow users to black others from posting on their page,
but it's not the default in most cases. For example, when a user tags another Facebook user in & post or photo, the
content then also shows up on the tagged person's timeline. Even though a control ¢can be set to minimize this,
| some hava found & traublesome that items can be placed in their imeline in this manner, Most users feel that they
| shoutd have control of their content on their social media page.

Now ratchet this up to the group level Should the “crowd” decide whit is appropriste to put on a soclal media
site or should the company decide? The crowd has a say in :ome manner; mermnbers of the community can vote
or “like” a post and in some cases, content with the most voltes rises to the top for others to see.

But the social media company also has a say in what content is appropriate. Again, aside frorn content that
| crosses legal boundaries, which of course vary country by country, some companies have taken a stronger stance.

For exampla, inatagram rermoved a number of users frorn its Web site for not following instructions. lts Web site
| plainly stated two new policies:

We want instagram to continue to be an authentic and safe place for inspiration and expression. Help us foster this
community. Post only your own photos and videos and always follow the law. Respect averyona on Instagram, don't
| spam people or past nudity.®

| We want . . . to maintain the best possible experiance on Insiagram, so spam, fake accounts and other paople and posts
| that dont follow our Community Guidefines may be removed from instagram.’
|

“From htugram’s Commmisy Guidelines, lutpr/fielpinstagram cony/ 377434 105020019 {peeessed May 22, 2015

o Instugram’s Help Conter. urps:/Mielp instagram. coan 30950 f4% 346773 {arvessed May 22, 2015).

Sounves: “Chaos Eismes Ax Iissagram Doeboes Millicas of vvaunts,” Tnap/fwww bnsivessinsideecomfehaus-sisirs-as-instugnnn-deleees-
milbswes-of~aeeonus-2014- 128z XL 'l dan {aseesast Sepiandur 4. 2015): and listugran compuny websiie, ww s instagramcan;
“Instagraan Esers Repoorr Mass Deletion of Profiles for vislating Tivens of Servive.” gl lrsipost consdaiews-maulysis/ispagru-
ustv-nepert-tkass-delegon- of-profiles-for-vielating-1evis-af-servive- 8000 bl {amvesied Sepreadier 4 2015): ~hsagrem Delesss
Milliswss of Aecaunts in Spain Parge.” bige/faww.blecomfnews/techsology - 305408463 {arcessed Septowber 4, 2065).

The extent to whick a CID could usc these various tactics depends on the power that he or she holds relating to
the 80X implementation. Those few CIOs whe are given carte blanche by their CEOs 10 implement SoX compti-
ance can cmploy compeliing activities, such as subsidy, standardiration, and innovation divectives. Those CIOs can
establish standards and coforce their compliance, creating an overarching corporale compliance architecture, They
can direct the SoX mmplementation from top down and put Section 404 implementation drivers in place. If, on the
other hand, the CEO does not vest the C1O with the considerable power to employ such tactics, the C10 may need
to take more of a persuasive stance and focus on tzaining programs and building an clectronic knowledge database
of SoX documents. In this case, it is especially important to sel! the CIO and CFO on the importance of complying
with prescribed procedures and methods. In either situation, the CIO needs to scquire and manage the considerable
IT resourees to make SoX compliance a reality.

These new guidelines sound reasonable eacugh, but they ane mach more siringent than the previous set of
guidelines they replaced. Instagram deleted not only thousands of accounts, which mostly invelved spam and fake
identities, but also others that the company decmed inappropriate. According to some sources, the crowd was not
happy. A mass campaign to stop following Instagram’s own official Instagram account follewed, and that account
lost 30% of its followers. Does the crowd govern the content or the compuny
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Case Study
SUMMARY

* Altemalive approaches te govemance of information systers organization are possible. One approzch is based on where
IS decisions are made in the organization’s structure. Centralized 1S organizations place 1T staff, hardware, software,
and data in ane location to promote control and efficiency. At the ather end of the contineam, decentralized IS organiza-
tions with distributed resources can best meet the needs of tocal users. Federalism in IS organizations is in the middle of
the centralization/deceniralization continunm.

® A second governance appronch involves decision rights. In this approach, IT governance specifies how to allocate decision
rights in such a way as to encourage desirable behaviot in the use of IT. The allocation of decision rights can be broken
down into six archetypes (business monarchy, I'T monarchy, fendal, federat, 1T duopoly, and anarchy). High-performing
companies use the proper decision rights allocation patterns for each of the five major categories of I'T decisions.

= A third governance approach recognizes the power of combining complementary technologies in ways that were not
predicted or controlled by zn erganization. This so-called digital ecosystem represents formal recognition of a firm's
fealthy adaptation and synergistic adoption to new hardware, applications, and connections with customers, employees,
and other firms. Much of this has been driven by consumerizatien of technology.

A fourth governance approach is based on contrels. The Sarbancs-Oxley Act (2002) was cnacted to improve organiza-
tions’ imemal controls. COBITT is an IT governance framework based on control that can be used to promote IT-related
internal controfs and Sarbanes-Oxley compliance.

KEY TERMS

archetype (p. 196) decentralized IS organizations (p. 193)  IT govermance (p. 195)

centralized IS organizations (p. 193) digital ecosystem (p. 197) review board {p. 199)

COBIT (Controt Objectives for tederzlism (p. 194) Sarbanes—Oxley Act (S0X) (p. 200)
Information and Related governance (p. 192} steering commitiee (p. 199}
Technology) (p. 202} Information Technology Infrastructure

Consumerization (p. 191) Library {TT1L) (p. 203}

DISCUSSION QUESTIONS

1. ‘The debate about centralization and decentralization ks heating wp again with the advent of BYOD and the increasing use of
tire Web. Why does the Internet make this debate topical?

2. Why is the discussion of decision rights among managers in a firm important?
. Why can an [T governance archetype be good for one type of 1S decision but not for another?

B CASE STUDY 9-1 T Govermnance at University of the Southeast

University of the Southeast™ was (and sil is) one of the largest universities in the United States. It had been growing rap-
idly; that groweh was spursed, in part, by information technology. The university embraced lecture capture technologies thut
allowed lectures to be streamed to students in a classroom, in dore rooims, on the grass near the main campus central foun-
tain, and 22 a vasiety of other places of the students” choosing whenever they chose to watch. This made it possible to have
sections of classes with over 1,000 students withowt having 1o buitd physical classrooms with enough seats to accommodate
each person enrolied. It also made it possible to offer classes that were streamed o students at remiote campuses. Each stu-
dent was charged a technology fee (i.e.. $5.16 for undergraduates and $13.85 for graduates per credit howr each semester),
which was administesed by rthe Information Technologies and Resources (FT&R) Office to help fund the costs of providing
1T 1o students and faculty.

ARSI ITRTTTRINIEY

* The name University of the Southeast is made wp but the school and situation were rezl.

https://print.vitalsource.com/print/9781119255215?brand=Bookshelf&from=101&to=278...  11/7/2019



Managing & Using Information Systems - Pages 101 - 278

|Printed by:

Page 106 of 178

shavers69@hotmail.com. Printing is for personal, private use only. No part of this bookﬂrr'lay be reproduced

-
-
=
-
—
=
—
—
=
—_
-—
-
-
i

"

TREHIE

or transmitted without publisher's prior permission. Violators will be prosecuted.

Govamanea of Lthe Infarmation Syalems Organization

IT&R was responsible for providing computer services, technologies. and telecommunications acress the campus
(Computer Services and Techrology), helping taculty with their instructional delivery and muitimedia support {Office of
Instractional Resources), helping faculty develep and deliver Web-based and lecture capture courses (Center for Bistributed
Leuarning), and the library. The IT&R Office developed IT-related policies with very little input from the faculty and was
responsible for decidiag and ireplementing decisions concerning 1T architecture and infrastructure. IT&R worked with the
university president and other top adminristrators in making 11 investment decisions. IT&R seaff also worked with the vari-
ous colleges, administrative offices, 26d an advisory board in making decisions abowt applications that aeeded to be devel-
oped. However, facully were wot consulted a8 ali when the lecture caplure system was selected.

As was often the case at farge universities, many decision righis on 2 wide range of issues had been allocated 10 the
colleges. The College of Business Administration had its owa server and Technology Support Department (I'SD). A recent
survey of facully and stafT in the college indicated a high level of satisfuction with the TSE but far less satisfaction with the
services provided by the university-level I'T&R. Some college respondents indicated their dispieasure about IT&R's support
of the technology for the lecture capture courses, help desk, anrd classroom technologies.

The problems with the technology support for lecture captuse software were particularly troublesome. The software
would rot authenticate students who had paid to enroll in some lectare capture courses, making it impossible for them to
download the lectures even though they were registered in the course. Further, some university-affiliated housing did not
have adequats network bandwidth to allow cludenis to download the lsctures. When problems occwrad —-which they did on
a daily basis—the [T&R help desk often referred the students to instructors who could not resclve their problems. Qae fac-
ulty member wheo was teaching a lecture class with 1,400 students exclaimed, “It is utter chaos for me when something goes
wrong with the system and hundreds of my students are trying to call, sce or emall me in panic 10 get me to fx something
thust T can’t fix "

To fix some of these issues, the CIO argeed that all e-maii accounts should be placed on one central server. This wontd
ablow the IT&R greater controf and make mainterance easier and more efficient. [t also would considerably improve se-
curigy. But it was not tdeal for the faculy. A faculty meeting about e-mail revealed some concerns with this move. First,
faculty wanted e-mails sent io the central university server to be forwarded to their accounts on their other university-based
servers (i.e., the college, department, of institute servers) but found that this was impossible to do so. Second, faculty wanted
to retnin their control over archiving e-mails. Third, faculty wanted to have control over their prefesred e-muil address. In
some cases, the taculty e-mail addresses that they had used for a decade had been changed in the printed university directory
o the e-mail address on the central university server without their knowledge. This meant that faculty did not receive (or
even know about) messages sent to them via the address on the university server. They could not change the printed e-mail
address in the university directory to the address on the cotlege server that they had been using or forward the mail sent to
the central server to a different account.

The IT&R spokesman satd that having a centralized server for e-mail accounts was more secure, reliable and efficient.
He said that faculty shoubdn’t have control over their preferred e-mail address, even if it were on a campus server, because of

- the identity management problems that it would creatc. A frustrated faculty member at the meeting asked the IT&R spokes-

man to describe one time when issues about ease of use and functionality of the system by the user were weighted more than
securily n decisions about e-maii. The IT&R spokesman could not think of an example.

Discussion Questions
1. Describe the [T governance syslem that was in place at the University of the Southeast using both decision rights and
siructure as the bases of governance.

2. 'The CIO wanted to implement a centwralized T governance system. As demonsuated in this case, what are the advan-
tages of a centralized I'T goversance system? WiLst are the disadvantages?

3. In your opinion, what assignment of decisien rights wounld be best for University of the Southeast? Pease explain.
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