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View Report Summary

this process due to audit requirements (Tipton and Krause 41). VPN access is only granted when - A

needed basis to users as requested. Biannually, an audit is conducted of the security group, which

Top sources ~
grants VPN access and users who no longer require access for their job duties, or who have failed P

to obtain a VPN connection during the six months are removed from the access control list
(Everett 32). This is to help with maintaining the confidentiality of proprietary company and 0}
customer data. Authentication Recommendations

(@ Password policies vary between systems. (2) Minimum standards for all systems are as

Student paper 87%

- . Student, 3%
follows: (7) * Eight or more characters - Uppercase and lowercase letters are required - Must @  Stdentpaper

include at least one number and one unique character - You may not re-use old passwords -
Passwords expire after 90 days. (3) After which time, if you have not already changed your @  swentpaper 2%
password, you must contact the helpdesk for a manual reset. (4) - Currently, fine-grain password -
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