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Practice Lab - Week 2 Questionnaire: HIPAA Security Rule Toolkit Checklist ~ Profile: Health Coverage Associates

i Does your organization have any p(~| /| =~ Question Text
Exercise 2 b Has your organization developed a training schedule for your

re your organization's currer=

Risk Management Program?

Instructions:

Does your organization have an an _fyes, selectYes below.

any of your organization's facilit || ~Ifno, select No below and please explain

Has your organization assigned re

8(a)(1)(ii)(B) Risk management References

& Does your organization have pof SP 800-66 4.1.4 Acquire IT Systems and Senvices
S Do your organization's current §
” S Do your organization's current §
= . S Has your organization protected ® Yes ) No nged slightly

'@ Does your organization have a Not Applicable
e 2 a1 = e - S Will your organization's new seq

© Does your organization have fo
Step 2 - Attachments

'@ Does your organization have a ¢ —

Doee - ] Reference..| tac..| [ g

Choose Yes and Upload the applicable document from the Downloads Folder. © Does your organization review 3 Health Co.. v

© Has your organization assured Health co.

N ealth Co.. ]
Step 3 Has your organization developel Health 0o | &1 b

@ = 164.308(a)(1)(iH(C) Sanction policy (R{ [ Remove
Include comments on what you found after reviewing this question. Does your organization have in pla Kb
Step 4 Has your organization made all yoy<| | [~ o |
i » |
0 Kb

Capture a screen shot of the uploaded document that you have chosen. 11 out of 11 answered Exit |
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Step 1
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Practice Lab - Week 2

Exercise 1

Step 4
Fillin “Health Coverage Associates” and select OK.
Step 5

Fillin the rest of the profile information on the assessment subject and the
assessor.

Subject: “Risk Assessment”

Type: “Security Control Selection”
Scope: “Three Specific Vulnerabilities”
Description: “Week 2 Lab”

First Name: Your First Name

Last Neme: Your Last Name

Profile Manager

Protie: [Heamh Coverage Assocites | v| | Caange Name
Assessment Sutrect
Sutpect
Trpe: Scope:
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File Reports Tools Help

Praofile:

Description:

Asst

ssor

First Name:

Save

Profile:
Assessment Subject

Subject:
Type:

Location:
Phone:
E-Mail:

Profile Manager

Health Coverage Associates

Risk Assesment

Week 2 Lab

Last Name: |Ferrel|

Kristopher

Clear

Securit Control Selection| Scope: |e Specific Vulemabilities

Change Name

Autologout
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Exercise 2

1GR9, ANIDWEI allu Fupulale vigallizauviian Jaicyuaiy

Questions (Question #5)
Step 1

Navigate o 164.308 ADMINISTRATIVE SAFEGUARDS under Security Awareness
and Training (164.308(a)(5)(i) and answer the question: Does your organization have
a policy or procedures in place for training for specific technical topics such as
proper email communication, especially with respect to emailing and PHI (reference
Vulnerability #2 in this assignment)?

st KSR DUPCATE PROPLEY 7085 G255

7 R . P O
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File Reports Tools Help
Questionnaire: HIPAA Security Rule Toolkit Checklist

@ Does your organization's trainin
© Does your organization have a §
'@ Does your organization have a §
'@ Does your organization train yoy
@ Has your organization selected
'@ Does your organization incorpoj—
'3 What and how many different tyf—
'@ Has your organization given eag
'@ Do your organization's staff, em
@ Does your organizatiol

5 Does your organizatio

Question Text

SP 800-66 Rev. 2 (Draft), Impler X
w
Q 01 <0

Profile:Health Coverage Associates

4L

Does your organization train non-employees, including, contractsivendors, intems,
volunteers, and others?

Instructions:

~Ifyes, select Yes below.
-If no, select No below and please explain.

References

SP 800-66 4.5.7 Monitor and Evaluate Training Plan

® Yes No
© Does your arganization continug
© Has your organization schedulé Not Applicable
@ Does your organization have sa
© Does your organization keep o
© Does your arganization conduct
© Does your arganization have a f
© Does your organization train no Altachemients Comements
¢ = 164.308(a)()(ii) Implementation spec| Reference..| Attac. Add
Has your organization reviewed the Liealth|C Gl
¢ 164.308()E)N(A) Security reminders e8ISO Bl
Does your organization provide per Health C
What methods does your organizal Semove
Does your organization provice seq
L A Clear
KM »
L ovmmwa ]

mE B e 2
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Management
Practice Lab - Week 2
Exercise 2

7o e IR P O W —r
Step 2

Choose Yes and Upload the applicable document from the Downloads Folder.
Choose No if password stringency policy is not found. If it is not found, then weak
passwords are more than likely being used (Reference Vulnerability #3 in this
assignment).

Step 3
Include comments on what you found after reviewing this question.
Step 4

Capture a screen shot of the uploaded document that you have chosen.

Task 5: Answer and Populate Organizational Safeguard

Questions (Question #5)
Step 1

Navigate o 164.308 ADMINISTRATIVE SAFEGUARDS under Security Awareness

and Trainina (164 202V and anewar tha anactinn: Nnae wanr araanization have
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Questionnaire: HIPAA Security Rule Toolkit Checklist

Can your organization provide addi*

Question Text

Has your organization completed user and support staff training?

Q.

DA

=)

Profile:Health Coverage Associates

SR o ANE

¢ = 164.312()(2) Implementation specific
Does your organization have in pla| || "Structions:
s " —Ifyes, please selectihe "yes" below.
Does your organization use both el | | _jfno, please explain and select the "no” below.
Does your organization use auther]
Does your organization's informatid
¢ = 164.312(d) Standard: Person or entty | References
5 Does your organization have pel | | SP 800-66 4.17.3 Select and Implement Authentication Option
@ Has your organization establist N
© Do your organization authentica
@ Do your organization’s identity i @ Yes o
What authentication methods doed Mot Aomicabi
icable
© Do your authentication methods e
@ Does your organization have trd
'8 Does your organization use pad
@ Ifyour organization uses passw
@ Hasidoes your organization us
'3 Has your organization implerme| Attachments Comments
© Has your organization complete Refernce.., ARc. | |t
¢ 164.312(e)(1) Standard: Transmissiori=| | |3t Co..
| Heatth co.. 2
Does your organization have transy
Health Co.. [
Does your organization have forma
Do your organization policies and
Do your organization policies and | - . .
P e =] Clear
il |
‘ 11 out of 12 answered Save J Exit |
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Practice Lab - Week 2 Questionnaire: HIPAA Security Rule Toolkit Checklist ~ Profile: Health Coverage Associates
Exercise 2 9 164.310(d)(2)(iii) Accountahility (\DDR 4| °| ~ Question Text

Does your organization keep arecq | | Has your organization determined the access -
capabilties of all your electronic tools that hold and
create ePHI, such as viewing data, modifing data,

Does your organization have an in

Does your organization permit your deleting data, and creating data?
¢ = 164.310(d)(2)() Data backup and sto| Instructions: ~
Does your organization create an & References
. Does your organization maintain bj SP 800-66 4.14.2 Identify Technical Access Contral
Navigate to 164.312 TECHNICAL SAFEGUARDS under Access Control Does your organization have an inf Capabilities
(164.312(a)(1) and answer the question: Has your organization identified an 154.312 TECHNICAL SAFEGUARDS
approach for access control? If so, how would it identify who requires access to PHI 164.312(a)(1) Standard: Access contrd
and who is not authorized access 1o PHI? o S ot h\ ] 5 (5 nged slightly
0es your organization have acces @ Not Applicable
S s et s s = @ Has your organization identified
'@ Has your organization outlined {
youroraa [= | Attachments
5 Has your organization determin — Ttao] [ )
eference..| Aftac
@ Are any of your organization's sy [ |-
= Lo anization ioentited Health Co.
@ Has your organization identifiec Health Co.. L]
- @ Has your organization determin Leath Co. Bl w
9 = 164.312(a)(2)() Unigue user identifica [ Remove ]
Does your organization have a forn — Kb
Has your organization developed & | |
1] - ‘ 0 Kb
7 out of 7 answered
- — | Auto logout
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File Reports Tools Help
Management R .
. Questionnaire: HIPAA Security Rule Toolkit Checklist ~ Profile: Health Coverage Associates
Practice Lab - Week 2 —
R Does your organization have a prof Question Text
Exercise 2 Does your organization have forma PDA, and cell phone, and delivery of any datafinformation| |
. ¢ = 164.308(2)3)(C) Termination procedl underthis staff, employee of workiorce member control?
S Dooe i = | Instructions
Does your organization have a 3 ~Ifyes, select Yes below and please attach .
S Does your organization have a § ~If no, select No below and please explain. )
'@ Does your organization need, a References
S Does your organization have a § SP 800-66 4.3.5 Establish Termination Procedures
= ? 8(a)(4)(0) Standard: Information
Has your organization implemente!
? a)(4)(i) Implementation spec| ® Yes ) No nged slightly
your organization reviewed the Not Applicable
? 8(a)(#)(i)(4) Isolating health cal
Does your organization have a conf
Step 2 youroraan N Attachments
Has your organization a formal and —
Choose Yes and Upload the applicable document from the Downloads Folder. Has your organization healthcare ¢ zf(’f’fe “"‘:‘ |[aw
ealth Co.
Does your organization's clearingh
Step 3 . S yourorean . ‘3} Health v
0es your organization's clearingh eattnCo...| 71| P
Include comments on what you found after reviewing this question. Has your organization established Remove
tion's clearingho Kb
Step 4 ZT\ ccess authm\:a:uz ‘7 cear |
Capture a screen shot of the uploaded document that you have chosen. = 0 Kb
4 out of 4 answered Exit

Task 3: Answer and Populate Technical Safeguard Questions Autologout
(Question #3) 42 mins.
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