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Performing a Web Site Vulnerability and Security Assessment

SECURITY TESTING is an absolute requirement for Web servers and Web applications. When you are
performing Web application security assessments, there are multiple components to consider to adequately
identify and remedly risks. There are also many tools, both freeware and commercial, available to perform
security and vulnerability testing. The most accurate method will involve using multiple programs and manual
techniques. In addition to selecting and using the right tools, it's equally important to plan the security
assessment properly.

Some of the techniques and utilities mentioned in this chapter may be interpreted by systems administrators
or security monitoring systems as intrusive or hostile. The techniques and utilities may also require
administrator or root-level access to the system to successfully run or give the most accurate results. Be sure to
have appropriate authority or permission, as well as the necessary access to the system, prior to performing
any type of vulnerability or security assessment on a system.

Chapter 11 Topics

This chapter covers the following topics and concepts:

e What the difference is between software testing and Web site vulnerability security assessments
* How to perform an initial discovery on a targeted Web site

* How to perform a vulnerability and security assessment

* How to use planned attacks to identify vulnerabilities

e How to spot vulnerabilities in back-end systems and Structured Query Language (SQL) databases
e How to prepare a vulnerability and security assessment report

e What best practices for Web site vulnerability and security assessments are

Chapter 11 Goals

When you complete this chapter, you will be able to:
 Determine the difference between software testing versus Web site vulnerability and security
assessments
e Perform initial discovery activities on a Web site
e Perform a vulnerability and security assessment on various Web site components

* Perform a planned attack to determine vulnerabilities of user input forms and screens on front-end
systems

* Perform a planned attack on back-end systems and SQL databases
e Prepare a vulnerability and security assessment report

* Understand some of the best practices to use when performing Web site vulnerability and security
assessments
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Software Testing Versus Web Site Vulnerability and Security Assessments

Differentiating between software testing and security assessments can be difficult. Generally, software testing is a
much broader set of procedures than Web site security assessments. In many cases, software testing includes an
assessment of Web site security as a subset of the overall testing process.

Software testing often includes, at minimum, checks to ensure an application of any type:

* Meets the initial design requirements provided by the party requesting the application; referred to as
verification and validation
* Operates as expected and without any errors

» Can be implemented so that it does not cause issues with other applications it may integrate with; referred to
as compatibility

Depending on the software development life cycle methodology used, there can often be additional steps or
phases in the testing process.

This chapter focuses on assessing the security of a specific type of application, a Web site, and its various parts
and pieces. Web sites typically consist of four elements:

« Web server software, such as Microsoft’s Internet Information Services or Apache HTTP Server
* A hardware server and operating system that the Web server runs on

+ A software application that uses the Web server to collect or distribute information

» A database that stores the information being used by the application and/or Web server

A common implementation of these Web site elements involves three tiers or layers of hardware and software.
These layers consist of a presentation tier with the Web server and its hardware, an application or logic tier with
the software application and its hardware server, and a database tier which includes the database software and
its hardware server. Although these three tiers are often implemented on physically separate hardware servers
for optimal security, they represent logical parts of the overall Web site platform. In situations where software
capability doesn’t support three separate servers, or where budget might not allow for multiple servers, the tiers
can be installed together on shared servers.

Performing an Initial Discovery on the Targeted Web Site

The first step in a Web site assessment is to identify the components that make up the Web site and that will be
tested. In security terms, this discovery activity is also referred to as fingerprinting and enumeration—identifying
and listing various components of a Web site platform that need to be tested or attacked. A variety of tools and
techniques determine the following types of elements:

* Internet Protocol (IP) addresses associated with the Web site platform

« Services and/or applications that are running on the servers in the Web site platform, for example, Hypertext
Transfer Protocol (HTTP), Domain Name System (DNS), File Transfer Protocol (FTP), Telnet, and Simple
Mail Transfer Protocol (SMTP)

 The operating systems on all hardware servers supporting the Web site platform

* Any known (published) vulnerabilities with the services, applications, or operating systems

Both commercial and freeware programs are available to perform discovery activities. Commercial tools are
generally more efficient and feature-rich than freeware tools. However, this chapter focuses on freeware tools
that are sufficient for performing a vulnerability and security assessment.

Ping Sweep

Ping is a utility that was written for the IP protocol in 1983. Ping was designed to send a packet to an IP address
to determine if it's active. If so, the utility measures the round-trip time of the packet that was sent and received.
Because a ping serves much the same purpose as the sonar ships use, it was named after the characteristic “ping”
noise that is made when sonar identifies an object in water. The ping command is typically executed against a
single IP address; a ping sweep is the act of running the utility across a range of IP addresses.
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An active IP address is an address that's in use. An inactive IP address may mean the system is turned off or the
IP address simply isn"t assigned to a system.

Ping sweeps, sometimes called host discovery, are often the first step in a security assessment or attack because
they can save time and effort by narrowing the number of IP addresses to assess/attack. Many other security
testing tools are more intricate and exhaustive in the tests they run on each targeted IP address or system. To
avoid wasting time trying to test or exploit an inactive IP address, ping sweeps are a valuable technique. The ping
command is simple—it sends a packet to an IP address and waits a short time for a response. Scanning even an
entire class C subnet, involving up to 254 hosts, can usually be done in less than 10 seconds depending on
network speed.

Because the ping command was designed to communicate with a single IP address, it's necessary to use
utilities specifically designed to ping sweep multiple IP addresses. Many freeware ping sweep utilities exist for
nearly all major operating systems; here are some examples:

/1. WARNING

Almost any intrusion detection system (IDS) will immediately detect a ping sweep and warn administrators,
depending on its configuration. IDSs may take active measures to stop your scanning or prevent results from
being relayed back to the scanner. Consider this if returned results are different than expected. Scanning
should be done with approval by an organization’s security administrators.

» Windows—Pinkie, IP Address Tracker by SolarWinds, SuperScan by McAfee, and Zenmap, a Windows
version of Nmap with a graphical interface

 UNIX/Linux—Hping and Nmap

The utilities tend to offer easy-to-use, intuitive interfaces, such as the SuperScan interface shown in Figure 11-1.

Ping sweep capabilities are now included with many vulnerability scan and security assessment tools.
Performing ping sweeps from within these utilities eliminates the need to reenter active IP addresses into the
vulnerability programs.

The exact output received from a ping sweep utility depends on the version of the utility used. However, at a
minimum, the output will include the IP address and an indication as to whether the IP address is considered
“live.” Most of the above-mentioned utilities allow you to print the output, or you can save it and then use
Microsoft Word or Microsoft Excel to remove all non-responsive IP addresses.

https://bookshelf.vitalsource.com #/books/9781284104301/cfi/6/38!/4/2/4/2/2@0:0 321



2/28/2016 Bookshelf: Internet Security: How to Defend Against Attackers on the Web

The SuperScan ping sweep utility.
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Nmap

Nmap, or Network Mapper, was developed in the late 1990s as a Linux port scanning tool to identify which IP
ports, or services, were active on an IP address. Opinions are mixed as to whether the original intent of Nmap was
to help systems administrators or hackers gain information about systems and networks. The result is that Nmap
is one of the oldest and most widely used tools by security professionals and hackers alike. The tool identifies and
assesses services and vulnerabilities on computer systems.

Nmap's core functionality consists of three features: ping sweeping, port scanning, and operating system (OS)
detection. One of the most powerful and controversial features of Nmap, however, is its Nmap Scripting Engine.
This scripting engine allows users to customize such things as how aggressively Nmap performs its scans and
which IP port and services it probes. There are over 100 scripts included with the Nmap utility, and users
familiar with the Lua programming language can create their own.

To use Nmap as a command-line utility, which is common for the UNIX and Linux versions, a user needs a
strong fundamental knowledge of both Nmap’s options as well as UNIX or Linux commands. For the more novice
user, the Windows version of Nmap, known as Zenmap, has a graphical interface and is much easier to configure
and execute. Although there are hundreds of scanning and probing options available in the utility, this section
focuses on Nmap’s abilities to discover and enumerate hosts. Additional Nmap capabilities will be discussed later
in this chapter.

The “standard” Nmap scan performs non-intrusive activities—those unlikely to impact the server or appear to
security systems as an attack, such as:
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For the best results from Nmap, run the utility from a computer on the same network segment as the Web site

server(s) being assessed. Nmap has a few options that either don’t execute well or don’t report properly if
Nmap is run from the same machine it's trying to scan.

* Basic ping operations, such as whether the IP address is alive/up or down/non-responsive or total time for
the ping packet to travel round-trip

* The Media Access Control (MAC) address of the network card using the IP address that was scanned

« Open/active or closed/inactive status of the 1,000 most commonly used Transmission Control Protocol
(TCP) ports

Although Nmap was originally written for Linux, the Zenmap Windows version of Nmap is easy to use and has
some advantages. For those who don’t use Nmap frequently enough to memorize all the command-line options,
Zenmap allows users to click on desired scanning options. However, it also has a field that displays the command
line that corresponds to the options that have been selected, as shown in Figure 11-2. The command-line feature
makes Zenmap useful for learning Nmap.

OS Fingerprint

Another important part of finding Web site vulnerabilities is identifying the operating system running on the
hardware systems that support the Web server, application, and database components. This activity is known as
OS fingerprinting. Operating systems are designed differently and have unique vulnerabilities. Identifying the
underlying operating system of a Web site can help determine which tools will be needed to further assess the
server, the skills required for manual assessment techniques, and even the types of attacks that should be
anticipated. As with ping sweeps and basic discovery, numerous tools provide OS fingerprinting. Many of those
tools perform other security assessment functions in addition to OS fingerprinting, such as ping sweeping, port
scanning, and vulnerability testing. Two of the most popular OS fingerprinting tools are Nmap and Nessus.
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The Zenmap interface.
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Filter Hosts

Nmap returns the OS fingerprint as part of a “regular scan” profile selected in Zenmap, or it can be specifically
requested by executing the following command:

nmap -O iIp address
The result will be a line in the output that resembles the following:

0S details: Linux 2.6.19 - 2.6.31

Nessus Vulnerability and Port Scan

Like Nmap, Nessus began as a free, open source application. Because it was created in the late 1990s, around the
same time that network security was gaining in importance, it quickly became one of the most popular
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vulnerability scanning tools for security professionals. Although there are a few feature overlaps between Nessus
and Nmabp, they are largely considered complementary tools. Where Nmap’s strengths lie in its ability to probe
and identify systems and their services, Nessus is equally proficient at testing those systems and services for
vulnerabilities. Nessus is now a commercial product for use in corporate environments, but it still is offered free to
home users scanning personally owned systems.

Nessus is primarily comprised of two components: a scanning engine and thousands of plug-ins that associate
vulnerabilities with items such as services, operating systems, applications, and so on. To scan a system, a user
first creates a policy, which means choosing a set of options and plug-ins to use during the scan. After creating a
policy, the user initiates the scan by entering information about the host system to be scanned and then choosing
the policy against which to assess that host or hosts. Figure 11-3 shows the summary screen of a normal Nessus

vulnerability scan.
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Some of the features that the commercial version of Nessus offers over the free home edition are customized

scans for certain compliance acts like Payment Card Industry (PCl), “policy” testing such as password strength,
and analysis of data for sensitive elements such as Social Security numbers.
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Summary page from a Nessus vulnerability scan.

List of hosts
192.168.1.103 High Severity problem(s) fi
192.168.1.103
Scan Time
Start time : Tue May 25 22:08:52 2010
End time : Tue May 25 22:12:31 2010
Number of vulnerabilities
Open ports : 10
High : 1
Low : 41

Remote host information
Operating System  Microsoft Windows XP Service Pack 2 Microsoft Windows XP Service

Pack 3
NetBIOS name : ACME-GGSFRPFICG
DNS name : acme-gg9frpfcg.hsdl.ga.comcast.net.

Port general (0/tcp)

Nessus Scan Information

Information about this scan :

Nessus version : 4.2.2 (Build 9129)
Plugin feed version : 201005251334
Type of plugin feed : HomeFeed (Non-commercial use only)
Scanner IP : 192.168.1.103

Port scanner(s) : nessus_syn_scanner
Port range : default

Thorough tests : no

Experimental tests : no

Paranoia level : 1

Report Verbosity : 1

Safe checks : yes

Optimize the test : yes

CGI scanning : disabled

Web application tests : disabled

Max hosts : 80

Max checks : S

Recv timeout : S

Backports : None

Scan Start Date : 2010/5/25 22:08
Scan duration : 219 sec

Nessus also has the ability to perform both authenticated and unauthenticated scans; unauthenticated is the
default. The difference between the two methods of scanning can be very important depending on how accurate
the results need to be. Unauthenticated scanning means Nessus does not have permission to log onto the target
system while scanning it. Nessus determines which vulnerabilities to report largely by first identifying the
services present by the IP ports open and then searching the plug-ins to see which vulnerabilities are associated
with those services and ports. In some cases, this leaves room for error because Nessus cannot confirm the exact
configuration of the application or port and whether it already addresses its vulnerabilities. By configuring
Nessus with the appropriate logon credentials, it can attempt to validate some of its findings by running
additional tests that are only possible while being logged on.

Performing a Vulnerability and Security Assessment

To assess the vulnerabilities and security of a Web site application, you must first identify the components of the
Web site environment. A typical single-server Web site consists of:

« A Web server 0S—The operating system of the hardware server that the components reside on

« A Web server application—The actual application that is collecting, using, and/or providing data
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» A Web server front end—The Web server software that presents the application to users in the form of HTTP
pages
» Web site forms—The input fields, or forms, that are used to gather data from users

. WARNING

It's worth mentioning again that the scan and assessment applications covered in this chapter, as well as many
other security tools and commands, are very powerful and can harm systems, depending on how they are
configured and used. Users should not attempt this type of testing without proper authorization and
planning. If possible, testing should first be performed on mirrored, backup, or test systems to determine the
likely impact.

Because each of these components is unusual in purpose and design, it’s important to assess them separately,
even if common tools or techniques are used. This is especially true for Web sites where the components reside on
separate, dedicated servers.

The following sections discuss tools and techniques that are commonly used to assess each component for
vulnerabilities and other security concerns. Because this chapter cannot cover every security program, or their
configuration options, it describes the desired activities and results of a security assessment. The tools mentioned
above, as well as other commands or techniques, may be referred to illustrate the process.

Web Server OS

Because the server operating system is like the foundation of a house, supporting all the other components, it’s
important to identify and assess the OS version and its running services accurately. At minimum, an assessment
of the Web server OS should involve:

* Identifying the OS type and version
« Identifying major service packs and patches that have been installed
« Identifying the active services or ports being supported by the OS

¢ Identifying any known vulnerabilities associated with the components above

An unauthenticated scan is usually acceptable for OS assessment, but if privileged credentials are available, it's
recommended that both an unauthenticated and an authenticated scan be performed.
A typical enumeration and assessment of the Web server OS might be as follows:

1. If the IP address of the Web server is unknown, or if multiple Web servers are suspected present on the
network, run an Nmap scan with the “Quick” profile selected against the entire IP address range. Any IP
addresses reported as having ports 80 and/or 443 open should indicate they are Web servers.

2. Once the Web server IP addresses are known, run a vulnerability scanner against those IP addresses. If
using Nessus, a scan with the default plug-ins enabled would suffice. This will produce a report that includes
information about the OS and any vulnerabilities associated with the OS and other running services.

3. If privileged credentials are available for the OS, such as a Windows administrator-equivalent logon or a
UNIX root-equivalent ID, it's recommended to run an authenticated vulnerability scan. Depending on the
scanner being used, this could help identify vulnerabilities with weak password policies, domain
relationships, and so on.

4. Manually review the available services that are enabled at the Web server OS level and determine if they are
necessary. Unnecessary services, even if found to have no vulnerabilities, can present a future risk to the
system.

Arguably, the most valuable information gained from a Web server OS scan is whether the operating system is
missing any critical security patches or running any insecure services. Patches are typically easy to address by
applying patches that are missing and recommended by the scan program. Insecure services can be more difficult
to remedy if they are truly insecure by design but are needed for business purposes. An example is Telnet services
that allow users to remotely connect or logon to the Web server. Often, this is reserved for administrators who
need Telnet services to manage the Web server’s operating system. However, Telnet is insecure in that it does not
require authentication and transmits data in plaintext. This includes transmitting logon IDs and passwords in
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plaintext even when Telnet is configured with authentication enabled. Some common remediations include
limiting Telnet capabilities to certain workstations or implementing a more secure equivalent, Secure Shell
(SSH).

Additional items to look for when scanning the Web server OS include:

* Insecure Simple Network Management Protocol (SNMP) configurations that use default names or strings
and may allow an attacker to intercept server monitoring traffic.

» Weak passwords or password policies. Testing actual passwords typically requires using a separate password
auditing/hacking utility.

« Services that allow remote connectivity to the Web server OS such as Telnet, SSH, rlogin, and so on. If
present, use SANS Institute (http://www.sans.org) or the Carnegie Mellon University Computer Emergency
Readiness Team (http://www.cert.org) Web sites to research vulnerabilities and attacks related to those
services.

Web Server Application

Assessing Web server applications can be a complex task because applications are unique and offer a variety of
services. A Web server application can be anything from a grouping of scripts to a fully custom-coded program.
In many cases, assessing Web server applications consists of scanning the application for known vulnerabilities
as well as performing more specific testing of the code itself.

Vulnerability scanning and security assessment of Web server applications are much like assessments of the
Web server OS and front end. Depending on the type of Web application on the server, tools like Nessus or
Metasploit may be useful in finding and testing vulnerabilities in the application. However, for traditional
custom-coded applications, it's recommended that the code be reviewed by a commercial source code assessment
tool such as WeblInspect or IBM Rational Appscan. These source code tools examine various programming
languages and find poorly designed or insecure coding techniques that could present risks, such as:

« The ability to circumvent the application’s authentication process
* Code or command injection that forces the application to perform in a certain manner

* Manipulating uniform resource locators (URLs) and/or data input fields to traverse data directories or the
application itself

As with the assessment of the Web server OS, it's recommended that both an authenticated and unauthenticated
test of the Web server application be performed. This will identify potential risks that might be exploited by either
an outside attacker or an authorized user. The following steps are typical of a basic Web application security
assessment:

1. Identify the type of application that is running on the Web server, such as Microsoft SharePoint, an e-mail
system, or a form-based front end for a database.

2. Research the application to determine the types of code or scripting languages being used, such as C++ or
Java.

3. Select an appropriate utility to run against the Web application or scripts, such as N-Stalker. (See
http://www.nstalker.com.)

Web Site Front End

Assessing Web site front-end software, the program that serves HTTP pages to users, is very similar to assessing
OS software. Like an OS, Web site software typically consists of a core program combined with add-on services to
support specific capabilities. In many cases, the vulnerability scan of the Web server OS will identify Web site
front-end software and its vulnerabilities as part of its overall enumeration. However, depending on the scan
tools used, there are typically some Web site-specific options that can help the scan application perform a more
thorough assessment of Web site front-end vulnerabilities.

Because the Web site front-end software often integrates or supports the Web server application, many of the
tools used to assess the application also can be used to assess the front end. Often, the Web site application
consists of Web pages or forms that are designed in Java or PHP. Web site front-end software is often the platform
for more popular but sometimes more exploitable technologies such as Flash, Shockwave, and others. These
technologies are often targeted by exploits because they are used so heavily in Web sites and applications.

Some common activities performed when assessing Web site front-end software are:
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