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specifies the requirement for federal

Federal information [Federal Information Security 1200 [agencies to establish information
security [Management Act (FISMA) 2 |security programs to protect their
information assets
Controlling the Assault of Non- [sets the first national standards for
" [sotcited Pornography and 200 |regulating the distribution of
am
3 [Marketing Act0F2003 CAN- |3 [commercial e-mail, including mobile
[sPAM Act (15 USC 7701 et seq.) [phone spar
[Defines and formalizes law to counter
. hreats from counterfeit access devices
[Fraud and Related Activity in
Fraud with access ’ 200 |such as ID cards, credit cards, telecom
Connection with Access Devices
devices equipment, mobile or electronic serial
(18 USC 1029)
[rumbers, and the equipment that creates|
e
Organizations that conduct international
[business may voluntarily comply with
Customs Trade Partmership  [200 J
[Terrorism his nitiative by U.S. Customs and
[Against Terrorism (cTRAT) |4
[Border Protection to facilitate security
and shipments processing
[Terrorism and US4 PATRIOT Improvement and.
200 [Renews critical sections of the Usa

[Reauthorization Act of 2005
(update to 18 USC 1030)

[paTRIOT Act
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Table 3-1 Key U.S. Laws of Interest to Information Security

Professionals

(17 Us0)

Area Act Date} Description
Telecommunications
Deregulation and Compestion |, [Regulates nterstate and foreign
[ Telecommunications|ct of 1996—an update to telecommunications (amended in 1996
Communications Act 0f 1934 (47 and 2001)
Usc 151 et seq)
45 updatea in 2006, specifies
Federal Rules for Civil 193 |requirements for the storage, protection,
Civil legal evidence
[procequre (FRCE) s |and surrender of giscoverable electronic
data as used in federal civil proceedings
110w for disclosure of previously
[Freedom of Frecdom of Information At 196 7
[unreleased information and documents
linformation Fora) 3
controlled by the U.S. government
197 | Governs federal agency use of personal
Federal Privacy Act of 1974 .
information
Copyright Act of 1976—an
N ¢ 197 [Protects intellectual property, including
Copyright [update to U.s. copyright Law
6 |publications and software
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[Electronic Communications

[Regulates interception and disclosure of

108
Ceyptography [privacy Act of 1086 (Update to electronic information; also referred to
18 Us0) s the Federal Wiretapping Act
[provides penalties for illegally accessing
lccesstostored  |Unlawful Access to Stored 108 &
communications (such as e-mail and
communications [ Communications 18 USC2701) |6
icemail) stored by a service provider
Computer Fraud and Abuse Act Defines and formalizes laws to counter
IThreats to (2150 known as Fraud and. 198 ated acts and
corputers [Related Activity in Connection |6 (amended in 1995, 2001, and
[with Computers; 18 Usc 1030)
[Requires al federal computer systems
hat contain dassified information to
[Federal agency 198 [nave security plans in place, and

linformation security

Computer Security Act of 1987

[requires perior

 security training for all

[people who operate, design, or manage

such systems

[Trap and trace
lrestrictions

General prohibition on pen
register and trap and trace
device use; exception (18 USC
3121 etseq)

[ponibits the use of electronic pen
registers and trap and trace devices
without a court order
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[ National Information

Categorizes crimes based on criminal

109
Coiminalinent  |Infrastructure Brotection Actof | = |atent and a defendants authority to
1996 (update to 18 USC 1030) access a protected computer syster
199 |prevents abuse of information gained
Teade secrets [Economic Espionage Act of 1996
6 whie employed elsevhere
lpersonaneatth  [Health Isurance Portabitity
¥ 199 [mequires meaicat practices to ensure the
linformation and Accountabiliy Act of 1996
X 6 |privacy of personal megical information
lprotection G1eas)
0 lectronic Theft Act amends
- amends copyright and crizminal statutes
17 USC 506(2)—copyright i
. 199 [t0 provide greater copyright protection
IIntellectual property nfringement, ana 18 Usc 2310 | |°¥ 2
ot and penalties for electronic copyright
crirminal (Public Law 105-147)
nringement
inringement of copyrignt
Digital Millennsum Copyright  [199 |Provides specific penalties for removing
[sctupdateto17UsC101)  [8 |copyright protection srom media
atternpts to instigate penatties for
taeatity Theft and assumption |, fidentity thef by recogaizing people who

l1gentity theft

[Deterrence act of 1998 (18 USC
1028)

1ose their identity as the true victims, not
[just the commercial and financial credit
entities that suffered losses
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Protects children online by requiring
[Web sites with users under the age 0f 13

Children's Online Privacy 190
Children's privacy 0 post privacy policies that specify clear
[protection Act of 1008 (coPRA) |8 <
guidance and restrictions on information|
collection
[ ssirms the rights of people in the United
[Encryptionand  |Security and Freedom Through [199 |States to use and sell products that
igital signatures  [Encryption Act 0f 1099 9 |include encryption and to relax export
controls on such products
Repeals the restrictions on bariks
Gramm Leach-Biley Actof 1999 | [affiating with insurance and securites
[Banking (GLB) or the Financial Services fixrns; has significant impact on the
[Modernization Act [privacy of personal information used by
[these ingustries
Requires K-12 schools and libraries to
Childrensonline [ Children's Internet Protection 200
use Internet filters to protect chila:
[protection act
online
[Usa PATRIOT act of 2001 200 | Defines stiffer penalties for prosecution
[Terrorism
(update to 18 USC 1030) 1 |of terrorist crimes
[Enforces accountability for executives at
[sarbanes-oxley Act of 2002
2 7 [publicly traded companies; this law has
N (50%) or Public Company 200 .
|Accountability created ripple effects throughout the

[ ccounting Reform and Investor|
[protection Act

accounting, IT, and related units of many
organizations





