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Learning Objective 1.1:
Identify and describe
global and domestic
security, legal, and
ethical risks in business

Identification and
description of security,
legal, and ethical risks in
business information
systems management is.

Response provides a vague
o partial description of
security risks, legal risks,
and/or ethical risks.

Response provides a clear
and complete description
of at least two security
risks, at least two legal
risks, and at least two

Response demonstrates
the same level of
achievement as “2,” plus
the following:

information systems | missing. Response is not supported | ethical rsks. ‘The risks identified are
management. academic/professional further justified with
resources o the resources | Response is supported by | evidence and supportive
are not relevant. relevant reasoning explaining why
academic/professional | they are more important
resources. than other risks not
selected.
Learning Objective 1.2: | Description of the Response provides a vague | Response provides a clear | Response demonstrates
Describe the potential | potential impacts of or partial description of | and complete description | the same level of
impacts of security, | security, legal, and ethical | potential impacts. of at least one potential | achievement as “2,” plus
legal, and ethical risks. | risks is missing. impact for each risk the following:
Response is not supported | identified.
academic/professional ‘The impacts described are
resources or the resources | Response is supported by | further justified with
are not relevant. relevant evidence and supportive
academic/professional | reasoning explaining why
resources. they are more significant
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Learning Objective 2.1: Response provides a vague | Response provides a clear | Response demonstrates
Identify and describe description of the or partial description of and complete description | the same level of
approaches to approaches to mitigating | approaches to mitigating | of at least two approaches | achievement as “2,” plus
mitigating security, security, legal, and ethical | security risks, legal risks, each to mitigating security | the following:
legal, and ethical risks. | risks is missing. and ethical risks. risks, legal risks, and
ethical risks. ‘The approaches identified
Response is not supported are further justified with
academic/professional Response is supported by | evidence and supportive
resources or the resources | relevant reasoning explaining why
are not relevant. academic/professional they are more effective
resources. than other approaches not
selected.
Learning Objective 2.2: | Evaluation and comparison | Response provides a vague | Response provides a clear | Response demonstrates
Evaluate and compare | of the approaches is or partial evaluationand | and complete evaluation | the same level of
approaches to missing. comparison of approaches | and comparison of at least | achievement as “2,” plus
mitigating security, to mitigating security risks, | two approaches each to the following:
legal, and ethical risks. legal risks, and ethical ‘mitigating security risks,
risks. legal risks, and ethical Response includes
risks. recommendations for
Response is not supported implementing the
academic/professional Response is supported by | approaches and
resources o the resources | relevant suggestions and
are not relevant. academic/professional overcoming potential
resources. obstacles and threats to
their implementation.
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Learning Objective 3.1: | The evaluation of options | Response provides a vague | Response provides a clear | Response demonstrates
Evaluate options for | for disaster recoveryand | or partial evaluationand | and complete evaluation | the same level of

disaster recovery and business continuity is ‘comparison of options for | and comparison of at least | achievement as “2,” plus
business continuity. | missing. disaster recovery and two options each for the following:
business continuity. disaster recovery and
business continuity. ‘The options identified are
Response is not relevant to further justified with
the business case Response is relevant to the | evidence and supportive
presented. business case presented. | reasoning explaining why
they are more effective
Response is not supported | Response is supported by | than other options not
academic/professional | relevant selected.
resources or the resources | academic/professional
are not relevant. resources.
Learning Objective 3.2: | The plan for disaster Response provides a vague | Response provides a clear | Response demonstrates
Develop a plan for recovery and business | or partial description of | and complete plan the same level of
disaster recoveryand | continuity is missing. the options chosenora | describing the options | achievement as “2,” plus
business continuity. superficial description of | chosen and detailing how | the following:
how they will be they will be implemented.
implemented. Response includes

Response is relevant to the | recommendations for
Response is not relevant to | business case presented. | implementing the plan and

the business case overcoming potential

presented. Response is supported by | obstacles and threats toiits
relevant implementation.

Response is not supported | academic/professional

academic/professional | resources.

resources or the resources

are not relevant.






 


 


 


 




       

