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One thing to keep in mind for DR/BC plans is that disasters aren’t always limjt
the organization. A disaster in a geographic region may mean that both the orga
and its employees will be affected by it. Employees must personally respond to the san
disaster. If employees must respond to the disaster at home with their own familieg e
they may not be in a position to help the organization respond to the disaster ag w'eil,

ed to
nization

DR/BC Plan Development

Many of the steps in the DR/BC planning process are similar to the RA and IR plannin

processes. Contingency planning is a part of risk management. The steps in the DR/p¢
planning process are:

 Develop the DR/BC policy

Conduct a business impact analysis
Identify threats and potential controls
» Determine recovery strategy

* Design and maintain the plan

o

®

The DR/BC team must make sure that policies and plans are in place that help the organi-
zation complete these steps. The DR/BC policy is a statement of executive management's
commitment to the business continuity planning. It should state the purpose and goals
of DR/BC. The policy should define DR/BC roles and responsibilities. The policy should
include the organization's resource requirements for any DR/BC plan.

After a DR/BC policy is approved, the DR/BC team must conduct a business impact
analysis (BIA). A BIA identifies key business operations. It also identifies the resources that
support those operations. The DR/BC team uses a BIA to estimate how long those critical

operations and resources can be offline before the organization’s entire business
is negatively affected.

To complete a BIA, the DR/BC team must:

+ Identify critical business processes—The BR/DR team must identify the organiza-
tion’s critical business processes. There's no master list of processes that are critical
to all organizations. Each organization is different. Some critical processes might
include payroll, attendance scheduling, and customer service activities.

» Identify IT resources that support critical business processes—The BR/DR team
must identify the resources that support its critical business processes. Resources
can include the organization’s communications infrastructure. They also can
include individual IT systems and components.

* Determine how long IT resources can be offline—The DR/BC team must identily
the effect on business organizations if a resource is disrupted or damaged and
a critical process can’t run. ]
- - . - nl-
Determine recovery criticality—The DR/BC team must prioritize how the org
zation will handle IT resources and business processes following a disaster

A
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1A closely resembles a risk assessment. Many of the same tools and techniques used

fA’ Bn RA are used to complete a BIA. The team can interview employees throughout

li: organization to learn about its many business processes. The team also could send

t

a questionnaire to 2 sampling of employees. The questionnaire could ask questions
Jhout business processes and resources.

once the DR/BC team determines the organization’s critical processes MD NOTE
and resources, it must figure out how long those processes and resources
can be offline before the organization experiences irreparable harm. Some Sepphee
This period is called maximum tolerable downtime (MTD). Some processes the term maximum
and systems are so critical that they can be down only for a few minutes accepta.ble Sntage
before an organization suffers irreparable damage. If these processes are B Blace ol ML)

) The two terms mean

offline longer than the MTD, the organization might fail. Processes and the same thing.
systems that aren’t essential to business operations may have an MTD

T
of days or weeks.

The DR/BC team must determine the order in which IT resources will be handled and

restored following the disaster. It uses the results of the BIA to make this determination.

If an organization must resume a business process within a short period, it will need

to make sure that it can put people and processes in place to recover the process within
that period. The priority list of processes and resources helps executive management

make recover strategy decisions.

{%fter the BIA is complete, the DR/BC team must identify threats and potential controls.
Tf%ls step is very similar to a risk assessment. In fact, the organization may have completed
this exercise as part of an RA. If so, the DR/BC team can use those results at this step.

The DR/BC team must identify the threats to the organization that have disaster
Potential. It also must identify potential controls to respond to those threats. These controls
try I.O reduce the possibility of the organization experiencing a disaster. If a disaster
¢an't be avoided, these controls may lessen the amount of damage to the organization.

For €xample, an organization's data center may be located in an area prone to tornadoes.
If _the Organization can't move its data center, it may try to fortify it. The organization
,m’ght iry to make the data center more resistant to wind-related damage to protect
Its businesg processes.

Some tommon preventative controls that an organization can implement include:

* Fire detection and suppression systems

* Installing backup generators or uninterruptible power supplies
* Offsite Storage of system backup media

* Frequent backups of critical data

* Extra €quipment inventories for critical I'T resources

buluueld fHruabuiuoy
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;rn:enDR/BC team also must determine a recovery strategy. It consults with executi}*e

th d8ement to do this. An organization’s recovery strategy addr esses the resources :
atit mygt recover after a disaster. An organization will have to consider a wide variety
recovery Strategies.
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An organization must prepare recovery strategies for its:

* Critical business processes—The organization must plan for recoverin
processes. It must understand all the workflow steps needed to comple

i process. It must know the resources and supplies needed to support th

tea business
€S€ proceggeg
aplan to

Facilities and supplies—The organization must make sure that it hag
restore its main facility. It also must restore the utilities needed to support that
facility. Utilities include telecommunications and electrical infrastructyre,

e SR
Backup Site Options

It's rare when an organization experiences a disaster that forces it out of its main facility
for a long time. However, the organization still must plan for this possibility. It must have
a location to which it can move its operations. This is called a backup site. An organization

has several planning options for a backup site. It's important for you to know the differ-
ences between them.

A mirrored site is a fully operational backup site. It actively runs the organization’s

IT processes in parallel with the organization’s main facility. A mirrored site is a redundant
facility. An organization can immediately transfer all of its IT operations to the mirrored
site. This site is already staffed with the organization’s employees. This is the most
expensive type of backup site to maintain. This type of backup site is appropriate

for organizations that have a low MTD for critical processes. This type of backup site
supports high availability.

A hot site is an operational backup site. It has all of the equipment and infrastructure that
an organization needs to continue its business operations. The equipment in the hot site
is fully compatible with the organization’s main facility. A hot site can become operational
within minutes to hours after a disaster. It's not staffed with people. It also doesn’t process
data in parallel with the main facility. The organization will need to bring data backups

to the hot site facility. A hot site is expensive to maintain. It may be the best choice

for an organization that can afford some, but not a lot, of downtime.

A warm site is a compromise between a hot site and a cold site. A warm site is space that
contains some, but not all, of the equipment that an organization will need to continue
operations in the event of a disaster. The warm site is partially prepared for operations: lF
has electricity and network connectivity. This type of site is more expensive than a cold .S'te'
A cold site is a backup site that's little more than reserved space. It's the most inexpensivé
type of backup site. It doesn’t have any equipment or hardware set up. It will have
electrical service. It most likely wont have network connectivity. It can take weeks for

an organization to get a cold site ready for business operations. An organization ot

have to acquire equipment and infrastructure to make the site operational.
L_ ’/
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gployee environment. - the organization must have plans in place for

i mployees during a disaster. This means making sure that it has ways to commu-
rics te with employees during a disaster. The organization also must have plans
?ric;ace to manage employee responsibilities until the organization can return to
normal operations.

Supporting

« IT operations—The organization must have plansin place to resume its IT opera-
tions. This means making sure that infrastructure components are in place so that
business can resume. The organization will want to have contracts w

ith its vendors
so that it can get replacement equipment quickly.

+ Data recovery—The organization must have a way to recover its data and operational
information. It must have plans in place to retrieve data from offsite storage facilities.
It also must have plans to retrieve Paper-based information from its main facility.

Arecovery strategy also must include the people that will implement it. A team with

d each recovery area. For example, the organi-

zation’s storage administrators should serve on the team in charge of data recovery. Each

team must have a leader.
Once an organization develops its DR/BC plan, it must monitor and u
to changing conditions. An organization must update its plan anytime
or technology change. It must update the plan any time key personnel change. Ore
put contingency plans in place so that they can respond to events that adversely affect them.
I'snot enough to create a plan and put it away on a shelf for use “just in case.”
ADR/BC plan helps an organization respond to a disaster, These plans are an

important part of an organization’s risk management activities. The DR/BC planning
process is shown in Figure 14-3.

Testing the Plan

Organizations must test their contingency plans on a regular basis to make sure that
the plan accounts for all critical business functions and processes. It also should test its

contingency plans to make sure that the plans don’t have any deficiencies, An organi-
Zation myst correct plan deficiencies.

Develop the BC/DR Policy m

DR/BC planning
Conduct a Business Impact Analysis process.

pdate it in response

bujuuelq LHHuabunuoy
‘asuodsay ‘sishjeuy

Identify Threats and Potential Controls
Determine Recovery Strategy g

Design and Maintain the Plan
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In the DR/BC plan context, a
single point of failure is a step
in the plan or an assumption

PART 3 | Security and Privacy in Organizations

Contingency plan testing has a number of objectives. They include:

« Help employees become familiar with and accept the DR/BC plan.
» Train employees how to respond during an emergency.
« Identify weaknesses or deficiencies within the plan.

« Make sure that all of the checklists and procedures needed to implement
the plan are created and in place.

« Make sure that all the resources and supplies needed to implement
the plan are in place and are operational.

« Make sure that all communications mechanisms work properly.
+ Make sure that all DR/BC teams are able to work well together.

Through testing, an organization can learn that it's missing
key business process areas. It also can identify single points
of failure within the plan and take steps to correct them. Any
changes that are made to the DR/BC plan as part of the test

—

- review must be fully documented. Changes to the plan also
within the plan thatis critical | must be communicated to all members of the organization.
to the performance of the

entire plan. If that step or the

There are five ways to test DR/BC plans. These tests also could

!

- ; A be used to test an organization’s incident response capability.
assumption fails, then a critical |

portion of the plan, or the
entire plan, could fail.

A checklist test is one of the most basic types of DR/BC test.
In this type of test, the DR/BC team makes sure that supplies
and inventory items that are needed to execute the DR/BC plan

are in place. This type of test makes sure that sufficient supplies
are stored at backup facilities. It also makes sure that the organization has enough

reference copies of the DR/BC plan and that all copies have current information.

A walk-through test is often used with a checklist test. In this type of test, the DR/BC
team “walks through” the entire DR/BC plan. They study each area of the plan to make
sure that all of the assumptions and tasks stated in it are correct. This type of test also
helps the people who are responsible for executing the DR/BC plan become very familiar
with it. This type of test is sometimes called a tabletop walk-through test or tabletop test
because the members of the team will sit around a table as they study the plan.

A simulation test is a more realistic version of a walk-through test. In this type of test.
the organization role-plays a disaster scenario. The scope of these types of tests hasto be
carefully defined so that they don’t negatively affect normal business activities. This tf’St
is designed to measure the effectiveness of employee notification procedures. Depending
upon the scope of the test, it might try to measure how fast an organization can set up

its b.ackup site. It also could measure how fast an organization's vendors can PrOVide
additional equipment.

s saase—
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¥ ations with critical business functions that affect many customers tend to be serious
+ DR/BC planning and testing. AT&T has a Network Disaster Recovery Team. The team :
o nsible for restoring voice and data network communications to an area that's affected
5 reszif:aster. The team conducts four disaster recovery exercises each year. It was deployed in
%183 to respond to wildfires in Colorado and California. You can read about the team’s efforts

OrgaﬂiZ

3t http:/IWWW. corp.att. com/ndrl.

Ava.mm-w-- .

p——

Aparallel test is designed to test the organization's IT recovery processes. In this
type of test, the organization tests its ability to recover its IT systems and its business data.
The organization brings its backup sites online. It will then use historical business data
o test how those systems operate. In this test, the organization tests both data processing
and data recovery. During the test, the organization continues normal business operations
atits main facility. The test is conducted using historical data.
Afull interruption test is designed to test the organization’s entire DR/BC plan. This
test involves a scenario that destroys or severely damages the organization's main facility.
The organization must transfer all business and IT functions to its backup site. In this type
of test, all normal business operations stop. Operations are shut down at the main site.
They must be transferred to the backup site using the processes stated in the DR/BC plan.
Afull interruption test is the most expensive kind of contingency plan test. It can
help the organization learn a lot about its DR/BC plan’s effectiveness. However, it also
has the potential to negatively affect the organization’s business. If the organization
can't get business operations resumed at the backup site, then the test itself can create

a flisaster situation for the organization. Organizations undertake these types of tests
with great care,

Special Considerations

670 5%

%ﬁgy‘?}a{lagement and contingency planning activities make good bt.lsine§s' sense.

uSinee P an organization prepare for threats and events that harm its ablllt-y .to meet 1Fs

S ss goals. Organizations that engage in these activities understand their information

Conﬁdty P_OS.ture. They know where they have weaknesses. They know the threats to the
entiality, integrity, and availability of their IT resources and data.

Addressi i i
féssing Compliance Requirements
or . 't i SHEES
Omma‘ny organizations, RM and contingency planning arent just good business practices.
Come?mes they are required by law. Many laws require the organizations they cover to
atp eterisk assessments and create contingency plans. Table JA 5 revicws sore Oy
ave these requirements.

B
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*The .Payment Card Industry (PCl) Standards are not a law. Organizations that wish to accept
credit cards for payment of goods and services must follow these standards. Banks that process

TABLE 14-5 Laws with risk assessment and contingency plan requirements,

NAME OF LAW

Gramm-Leach-Bliley Act

Consumer financial
information

Payment Card Industry
Standards*

Companies that accept
credit cards for payment

Health Insurance Portability
and Accountability Act

Protected health
information

Sarbanes-Oxley Act

Corporate financial
information

Federal Information Systems
Management Act

Federal information systems

RISK ASSESSMENT
REQUIRED?

Yes

Yes

Yes

Yes

Yes

credit card information enforce PCl compliance.

When to Call the Police

Children learn the basics of “when to call 9-1-1" at a very early age. Children are taught

to call the police or emergency responders when:

Someone’s life is in immediate danger

When smoke or fire is present

When emergency medical help is needed
When a crime is being committed

DR/BC PLAN REQUIRED?

Yes

Yes

Yes

Implied if contingency plans
are indicated as an internal
control required to secure
financial reporting processes
and systems.

Yes

These are good rules for an organization as well. Organizations should include rules

for when to call law

enforcement or emergency responders in their contingency P

lans-
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Must people Report Crime? |

y

Under common law, in general, a person has no duty to report a crime that he or she
witnesses. For purposes of the law, an organization is considered a “person.

" Thus, most
organizations also have no obligation to report crimes they witness.

1
There are some instances where people are required by law to report crimes, however.
For instance, most people are required to report crimes where children or vulnerable adults

are in danger. These laws require people to report suspected child abuse and neglect to
law enforcement.

Some states have laws that require information technology workers to report the discovery
of child pornography on computers. They must report the discovery to law enforcement.
The IT worker must have discovered the pornography within the scope of his or her
employment. An IT worker isn't required to search for this type of material. However,

if it is discovered, he or she must report it. At the time that this was written, 10 states
had such laws.®

ff
!
5

e e R e Tt s

Most organizations should report any criminal activity that involves their IT resources or
data. It's important to contact law enforcement right away to start investigating the crime.

Sometimes it's hard to know if a crime is committed. If the organization experiences
adata breach, it’s likely that a crime upon the organization was committed. Possible
crimes include trespass, theft of data, theft of resources, unauthorized access, and
similar crimes,

One of the most important reasons to promptly report crimes involving IT resources
is so that forensic evidence can be collected. This type of evidence can be used to inves-
tigate computer crimes. However, this type of evidence is very volatile and must be
preserved properly.

One of the things that organizations must account for in their contingency plans
is the fact that communications systems will likely be overloaded in a regional disaster
Or emergency. It may take time to contact first responders. It may take extra time
toreceive theijr assistance. In regional natural disaster situations, people are usually
discouraged from calling emergency responders unless a person'’s life is in immediate
danger, This is to keep emergency phone lines, such as 9-1-1 trunk telephone lines,
from being overloaded with calls.
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Public Relations

An Organization’s contingency plans must consider its public relation‘s stratc‘tgy.n

Public relations (PR) is a marketing field that manages an organization's public image.
ltinclugeg marketing the organization’s products and services. It protects the organiza-
tion's reputation and image. PR includes responding to crises that threaten that image.

! .
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An organization’s PR team develops communication strategies. These strategies
are used to guide communications with employees, customers, and stakeholders,
Coordinating an organization’s public message is sometimes difficult under norma|
business operations, It's more difficult in an emergency. A PR strategy for emergencies
must consider:

« Who is authorized to make comments on the organization’s behalf?

Who is authorized to approve the contents of comments shared with the public?

How often should information be shared with the public?

How should information be shared with the public?

How should information be shared if normal communications methods are
unavailable in an emergency?

It's important that an organization have a PR strategy for emergencies. The organization
must make sure that information is given to stakeholders in a reliable and organized
manner. It also must make sure that reliable information is communicated to employees.
An organization's reputation can suffer if it doesn’t share enough information or shares
it in a chaotic manner. Its reputation also can be harmed if the organization distributes
conflicting information from different sources.

/) CHAPTER SUMMARY

This chapter reviewed risk management and contingency planning concepts.
The RM process helps an organization understand the risks that it faces each day.
It also helps organizations strengthen their security posture in response to threats

and vulnerabilities. Many laws require organizations to use RM concepts to create
information security programs.

This chapter also reviewed different types of contingency plans. An organization
uses contingency plans to limit financial loss due to an adverse event. Contingency
plans help minimize the length of time that an organization's services and critical
processes are interrupted after an emergency.




