Application of Security Principles Scoring Guide

Due Date: End of Unit 1.

Percentage of Course Grade: 8%.

CRITERIA

NON-PERFORMANCE

BASIC

PROFICIENT

DISTINGUISHED

Describe the first
principles of
security and how
they enable the
development of
security
mechanisms that
can enforce desired
security policies.
30%

Does not describe
the first principles of
security and how
they enable the
development of
security mechanisms
that can enforce
desired security
policies.

Describes partially or
at a high level the first
principles of security
and how they enable
the development of
security mechanisms
that can enforce
desired security
policies.

Describes the first
principles of security
and how they enable
the development of
security mechanisms
that can enforce
desired security
policies.

Describes in a highly
comprehensive manner
the first principles of
security and how they
enable the development
of security mechanisms
that can enforce desired
security policies.

Identify which of the
first principles of
security apply given
a specific scenario.
30%

Does not identify
which of the first
principles of security
apply given a specific
scenario.

Identifies partially or at
a high level which of
the first principles of
security apply given a
specific scenario.

identifies which of
the first principles of
security apply given
a specific scenario.

Identifies in a highly
comprehensive manner
which of the first
principles of security
apply given a specific
scenario.

Analyze how
application of
security principles
and controls can
impact user
productivity.

30%

Does not analyze
how application of
security principles
and controls can
impact user
productivity.

Analyzes partially or
at a high level how
application of security
principles and controls
can impact user
productivity.

Analyzes how
application of
security principles
and controls can
impact user
productivity.

Analyzes in a highly
comprehensive manner
how application of
security principles and
controls can impact
user productivity.

Exhibit proficiency
in writing, critical
thinking, and
research topic areas
in IT security
fundamentals.

10%

Does not exhibit
proficiency in writing,
critical thinking, and
research topic areas
in IT security
fundamentals.

Exhibits a low level of
proficiency in writing,
critical thinking, and
research topic areas
in IT security
fundamentals.

Exhibits proficiency
in writing, critical
thinking, and
research topic areas
in IT security
fundamentals.

Exhibits a high level of
proficiency in writing,
critical thinking, and
research topic areas in
iT security
fundamentals.




