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bilc Jaunchers and storing them in mountain tunnels, where Ameri-
CHAPTER XII ’ satellites would have trouble finding them.
As part of his effort to boost the range and lethality of the North’s
LEET OF LAU NCH ile fleet, Kim had invested heavily in modifying the Soviet engines.
be Musudan was far more complex than the Scud, the short-range
jsiles the North had made billions selling to Egypt, Pakistan, Syria,
by and Yemen, among other nations. Developing the Musudan
hnology was critical for Kim: He hoped it would pave the way for
MARY LOUTSE KELLY (NPR): Is there a Stuxnet for North Korea?: fole new generation of single-stage and multistage missiles. With
JOHN BRENNAN (CIA DIRECTOR UNDER PRESIDENT OBAMA) g in his arsenal, he could make good on his threat that no Ameri-
[Laughter] Next question. |

—December 2016

base in the Pacific—and ultimately no American city—would be
bond his reach.

he North had been in the missile-launching business for a long
yand had gained a reputation for mastering the art. So the serial
.'v:_Musudan failures in 2016—three in April, two in May and
then two more in October, after the North had taken a pause to
yout what was happening to them—was confounding. The his-

£ L v e .
|N THE sPRING of 2016, North Korea's missiles started falling of missile testing suggested that everyone suffered a lot of failures

the sky—if they even made it that high.
In test after test, Kim Jong-un’s Musudan missile—the p; d
fleet—was exploding on the launch pad, crashing seconds ¢
or traveling a hundred miles or so before plunging prema
the Sea of Japan. For a missile that Kim imagined would e
threaten the American air base on Guam and form the te
basis for a larger missile that could reach Hawaii or Los Ang B Ko co's cgincers forgot everything they'd learned
%lis scientists were highly aware of what the United States
* ; d done to the Iranian nuclear program, and they had
" ate themselves from the same kind of attack. But the
: "5?1.6 .Of the missiles forced the North Korean leader to reas-
O8Sibility that someone—maybe the Americans, maybe the
was sabotaging his system. By October 2016, reports

Kim
Jong-un had ordered an investigation into whether

e beginning, then figured it out and made things work. That’s
happened during the race between the United States and the So-
tion to build intercontinental ballistic missiles in the 1950s and
er: marked by many spectacular crashes before the engineers
ers figured out the technology. The Musudan experience

sual trend. After years of successful tests of other missiles,

failures were a disaster.

All told, Kim Jong-un ordered eight Musudan tests beg
April and mid-October 2016. Seven failed, some spectacts
he ordered a full suspension of the effort. An 88 percent fa u
unheard-of, especially for a proven design. The Musudan}. Wik
a compact but long-range missile the Soviets had buile 3_'
for launching from submarines. Its small size but high po¥

erfect for Kim’s new strategy: shippin missiles around te States h i i
p oy: shipping ad somehow incapacitated the electronic guts of
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issile aps getting inside their electronics or thei N ..
the missiles, perhaps getting their com p made for captivating television as he transformed from a late-

and-control systems. And there was always the possibility thag a.”
sider was involved, or even several. E
After each North Korean failure, the Pentagon would anpgy,
that it had detected a test, and frequently would even celebrate the '
sile’s failure. “It was a fiery, catastrophic attempt at a launch
unsuccessful,” a Pentagon spokesman told reporters in April 2016
the first full test of the Musudan, timed to celebrate the birthda)_g
country’s founder, Kim Il-sung. When subsequent attempts fajled
official news release from the Pentagon included dryly worded hy the nuclear weapons program itself” William Perry, the for
plate that “The North American Aerospace Defense Command sary of defense, told me. “Disrupting their tests Woui’i b rrrtler
termined the missile launch from North Korea did not pose : b2y of stopping their ICBM program.” It was the US fve ty
to North America.” The statements never speculated about whag: % only hope. The public strategy—which the White Housegbr;rfrll-
d “strategic patience”—was a failure. No diplomacy was unde}r’

A military strike was far too risky. That left only covert action

e punch line to an unstoppable candidate.

jﬂxrough it all, Obama’s North Korea sabotage effort churned
ad, silently.
he Obama administration’s hope, of course, was that after two
of figuring out how to get inside North Korea’s missile program,
—nj[ed States had developed a worthy successor to Olympic Games:
o delay by several years the day when the North would be able

.ten American cities wi «
ten s with nuclear weapons. “It’s too late to roll

wrong.
But there was a lot of speculation inside the Pentagon,

and the White House, among the select group who knew
classified US program to escalate cyber and electronic atta
North Korea, with a particular focus on its missile tests.
sion, each case of a missile going off course and falling into’ e program were vastly more complicated than the plan to go
underground centrifuges in Iran years before. The Natanz

ant was a comparatively easy target: It was a fixed site in a

ountering proliferation, as one veteran of the process said to
garily, “the best you can do is buy time.”

¢ American-led cyber i
_ yber and electronic attacks on North Korea’s

prompted the same urgent question: “Was this because of
It had been more than two years since Obama, alarmed
Korea’s progress, had pressed the Pentagon in early 2014 1o
accelerate the effort to bring down North Korea’s missiles-
again to cyber and electronic sabotage for the solution t
tensions. A lot had happened since then. The Sony attack
the administration’s attention on North Korea, but on its cyb
not its missile program. The negotiations with Iran—whichled
in the summer of 2015 that shipped 97 percent of Iran’s i
of the country, setting back its efforts by a decade or mo {
the attention of Washington's nuclear expests. Russia ef

greater aggressor, and China demonstrated, with surpE
and 2

ef.'.d society, where engineers, diplomats, business executives,
N flowed in and out—all potential candidates to bring the
| '.m 0 the country. And as the NSA and the Mossad were writ-

flestroy the underground centrifuges, they had the luxury
:Onc veteran cyber warrior noted, if you got the code wrong,
i g it back to the shop, tinker with it, and try again in a
1, or six months. If the centrifuges then spun up or down
d destroyed themselves, it was a pretty good bet the code
#ter North Korea’s missiles was a completely different chal-

5 was mi -
-~ iserable. The missiles were fired from multiple sites
SOUntry,

it was in search of influence, economic dominance,

- T
ence in places it had never before ventured. The emergEs i :
: and increasingly from mobile launchers, in an
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h intended k the ti :
e that was intended to mask the time and locagjge = cials, they could never prove that any individual launch failed
: aunch failed be-

¢ of American interference.

claborate shell gam
of launches. And timing was everything. There was a tiny windoy,

action to interferc. with a l'fmnch: just as Fhe missile_ was being figjeg 'ﬁIhcn the missile analysts would arri )

and prepared for liftoff, (31' m‘ tkfe seconds just after l.lftoﬁ_ . conceded, the high rate o ;;Cfl with alternative explana-
Even as North Koreas missiles exploded or fell into the sea, jp ..‘xe. because of the all-hands-on-deck ﬁil ure could have been accel-
maddeningly difficult to understand exactly why. What proportign ate e, B - Ct e ;)lr; to find ways into North |

any, of the North’s troubles arose from Obama’s initiative? And o explanations. The failures coZldO}:zve l(ir sure. There were other
r causes? Indecd, throughout the Pen f5— CSPCciallY because the United States andails)?lllfi::szeajtse ity |

& orograms for more than . een run-
Oi they could have h&;;e :zjebz f;stelftl;lde the North’s supply |
e North Korean engi-

. 5
\_.,x- en’t as smart as they thought they were. Or maybe they wer
e the rocket casings wrong. yee

proportion was from othe
and at the NSA and Cyber Command, the project targeting
Korea’s missile program had created a lot of skeptics who doubred
xplained the North’s troubles. "

a cousin of Olympic Games €
With every Musudan launch, the raw data about how the mis
pcrformed—speed, trajectory, engine performance—were ,,
by American early warning satellites and radar. The information
flowed back to the Pacific Command in Hawaii, to the Strate ic
mand in Omaha, and to Adm. Rogers's teams at Cyber €
and the NSA. The data were then picked apart by the Ko v
and weapons-of—mass-desuuction experts at the CIA and
computers of the Defense Intelligence Agency’s Missile an were clearly wondering whether sab i

telligence Center in Huntsville, Alabama. “T bet NASA did IR Ly accidents was the Sou:r 52 fot;g.e, ln.COInpetencc, ora
as much time breaking down 1:noon laUT'lChES as we've spent 0@ B e sabotage cffort initiatedcz Otht Sf .mISfortune. In that
one American official later told me. e d of anxieties in North Koreaythaet Stnul)t(if r:zs t“ggzr?d
‘ ‘:?he centrifuges seemed to be spinning normally—(:::ij uxlln
aste . g
the ;fs;:::l ;F}::itl:,s ychological effects may have been as
‘ s, t}lle not.oriously volatile young North Korean leader—
_:;Z;g his uncle and mounting a nerve-gas attack that
ef—proved remarkably tolerant when it came to

ngs of his rocket team. “We have never heard of him kill;

u have to be cautious whenever the enthusiasts of cvbe k
in and claim victory,” one former official advised me ypeace
hatever the true reason, the American plan to throw the missil

purse succeeded at one thing: It made Kim Jong-un and hi issiles
missile builders paranoid. The four members of the leac;ecrl:}ili;

ed up in photographs surrounding the young leader during

Kim’s missile tests,”

But in the end, no one could convincingly determine W
program Obama had ordered was working, When the mi
shattered, they took with them the best evidence of their
tion at the time of failure. Centrifuges slowed, but mi

The teams of cyber and electronic experes who had been:

North Korean systems for years would show up at the Pe
tronic Warkatep

draw a direct line from the cyber and elec

Kim Jong-un’s rocket troubles. Clearly, they had a Strong aid Choj
making that case: They wanted to show results from € bhich oo yun-kyoo, a researcher in South Korea who
American investment in cyberweapons, at least in part & - :ages a database of North Korean scientific

d. But acco Science,” ne who understands that trial and error are

ing for new initiatives at Cyber Comman
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ThOsC traditional systems needed all the help they could get. The
d States began working on antimissile defenses after the Soviet
o test-fired the world’s first ICBM in 1957. That launch spurred |
ent Dwight D. Eisenhower to initiate a crash program that

Kim’s missile whisperers could only hope his leniency il

continue.

-

ot in Many of the nation’s best scientists. Sixty years and more ’
1 $300 billion later, the concept of traditional missile-defense sys-
‘,hadﬂt changed much. The aim was still to “hit a bullet with '

et —in other words, to intercept a warhead in midflight with a ‘

Brrore THE NorTH KOREAN missiles began blowing up, I re o
bered only vaguely hearing the term “left of launch.”
I knew the basics: that “left of launch” meant working t0 Stop
siles before they were fired, when they are presumably easier g .
The phrase had an echo from the war in Iraq, where the miljtay ~,
used the shorthand “left of boom” to describe their effort to fi
dismantle roadside bombs before they did damage. "

But as a matter of international law and geopolitics, “left of Jay

‘n-guided antimissile system launched, often into space, from
. California, or a ship at sea.

ven the number of Soviet missiles that could be launched ar
e, any American system would be overwhelmed. Later, after the
nion fell, President George W. Bush focused on North Korea,
h at the time could only hope to lob a few missiles in the di-
n of the United States. In late 2002, Bush announced that his

tration was deploying long-range antimissile interceptors at I

was far more fraught. At its core was the idea that the United §;
prepared to mount a strike against another nation in peacetime
inside their infrastructure to attack their missile and comm:
control systems before they could be used against the United §
course, if a president ordered such a strike in the traditional muddy base just south of Fairbanks with a sister installation
by sending bombers in to destroy a missile base in peacetime—it lifornia. |
likely trigger a war. The hope was that by turning to cyber fice again, optimism outran experience. The number of successful I
other sabotage, the United States could slip in far more subtly gptions in trial runs was embarrassing—roughly 50 pereens,and
sponsibility for whatever happened, and get away without being te of success was achieved in tests conducted under ideal C(;ndi—

Not surprisingly, on the rare occasions when the Pen 300n the Pentagon stopped making public any quantifiable mea-
about “left of launch” in public—and it did not happ its. The truth was just too painful. Whenever senators pushed
they made it sound far more benign. They never used the ¥ etails, someone would tell them they would be HiSpruroilie
emption,” knowing that word would raise a host of legal 2 classified session.
problems, starting with the obvious one: that only Congress il
wars. Officials never even described “left of launch” as one f
dent’s options for covert action, something he could initi
a presidential “finding” authorizing the intelligence agenct #6 4 missiles could be stopped on the ground, or in the first
°fﬂlght the interceptors would not have to be launched
‘UId become a backup defense, instead of a primary de-
est of the contractors, eager to bid on the new business,

abou
bout ‘missile defeat” programs instead of “missile de-

fthese disappointments, at the Pentagon, and even among
contractors who were dependent on multibillion-dollar

Or traditional missile interceptors, “left of launch” grew in

action in the defense of the United States.
Instead, “left of launch” was treated simply as another 8

for B

sile defense, a way to improve the chances of success

tional missile defenses—the antimissile systems that
fore it reached AMEHE

hit an incoming nuclear warhead be » But the biggest of those contractors quietly worried
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that if cyber and electronic methods of taking down missiles proyeg . General Dempsey never mentioned North Korea in his statement

oo successful, they could put their multibillion-dollar traditiona] 1o didnt have to. A map accompanying the policy paper e
i agon

ed on the subject showed a missile from North Korea streaking

timissile programs out of business. The big money was still in bepg
dine
metal and making interceptors—not in writing code.
“This stuff is a double-edged sword,” one person advising a ma
1A

defense contractor told me. “Everyone wants it to work. But they
aon

sward the United States. That freed others to use similar imagery.
Soon Raytheon, the largest missile-defense contractor, started
) R Iking openly at conferences about the new opportunities in “left of
want it to work t00 well. A nch” technologies, particularly cyber and electronic strikes executed
e moment of launch. A Raytheon document from one of its indus-
' . ﬁferences, which was posted on a public website until we began
WasHINGTON HID MANY of the detall_s of the effort in plain sighg g questions about it, was not exactly subtle. One slide showed a
When Bill Broad and I began asking around the Pentagon an
White House in 2016 about the surprising number of Norch,f
missile failures, we were not surprised to be met with stony--,f
After the Stuxnet leak investigation, no one wanted to be aceu
talking about a cyber-sabotage program—especially one thae
not be working. But there were occasional hints that the ansy

of adversaries against whom “left of launch” was particularly
| suited, with a picture of a solemn Kim Jong-un sandwiched be-
en Vladimir Putin and Xi Jinping. A chart illustrating how the
rair worked featured a bright band separating the steps that Ray-
‘ ‘ technology could accomplish to defeat missiles before and after
ich, The most interesting part was the band itself—representing the

the “left of launch” program. ight around launch. There, Raytheon had inserted the words

Bill dug into the open literature. Soon he showed up w
at my desk in Washingron toting an inch-and-a-half-thi
Pentagon testimony and public documents. For a secret pr

noted, people sure had said a lot, mostly because they wete 16

» and “EW,” or electronic warfare, indicating that was the time
s the launch process, at its most vulnerable point.

1 showed that the cyber and electronic strikes could also
enemy factories—the latest effort at using industrial sabotage

the North. The program required a huge and complex effort,

for money.
The trail started with Gen. Martin E. Dempsey, chai ictica's national laboratories, the Energy Departm i
Joint Chiefs of Staff when Obama was pushing for the steppt hand it was deployed against Iran as well Butpit Wa:n}:, ac?l
P . ardly

| proach. The North Koreans were learning how to build
more of their systems indigenously, and were even beginning

ome of the highly volatile rocket fuel that would power their
 missiles.

tacks. Shortly after the North Koreans set off 2 nuclear t€
2013, Dempsey publicly announce
would focus on “cyberwarfare, directed energy, and elec oni
Tt was part of a larger presentation at the Pentagon of
that needed to be in place over the next seven years and ali®
noticed the “left of Jaunch” piece. But the plain fact was ¢

tion’s top military officer had explained that malware,
ortant new adjuncts 058

(1
Py
e

d a new “left of launch™ ¢

ess made it all the more urgent that the National Se-
‘and its Tailored Access Operations unit get inside the
. . .Naturally, those operations remain among the most
Hta tiny glimpse of the effort came from Oren J. Falkow-

jamming were all becoming imp
former N
SA operator who started an innovative Silicon

methods of halting potential enemy strikes.
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Valley cybersecurity firm named Area 1. In a Times interview aboyy Todoroy Was getting at a critical point that has been periodically

phared since President Bush, in 2002, declared that preemption was
Clasa central American principle for dealing with a hostile world.
United States saw a missile on a North Korean launch pad being
j‘. loaded with a warhead, and seemingly intended for American
.Al‘,j‘ or that of an ally, it would likely be within its rights under

tional law to take out the missile on the pad.

start-up, with my colleague Nicole Perlroth, he described how somel
the company’s approaches to anticipating cyberattacks were ing
by work done inside the NSA to break into computer systems f, }i.:.
North’s missile program, in what he characterized as an efforg ’_ b
derstand their missile-launch schedules. '

Falkowitz said nothing about what the United States did wigk
information it acquired, which left open the question of whe «eft of launch” suggested a different scenario: A preventive

were just conducting espionage about launch schedules or were ae¢ e, the kind that one state executes against another in the absence

seeding implants in the North Korean systems. But there w, ~imminent threat. Think Pearl Harbor, or of a strong state that
« 2 weaker but rising competitor while it still can. That is largely

{den by international law.

indications—some public, some whispered—of American suce
getting into the command-and-control systems. It was har
access to the North’s sealed-off computer networks, former Ame ich cyberstrikes—invisible, deniable—the temptation to conduct
jtive war may be higher than it has ever been before. Unsurpris-

fesw government officials want to delve too deeply, at least in

and South Korean operators reported. But once inside, they saig
North’s digital defenses fell pretty quickly. North Korea’s mili )
noted, was as paranoid as Iran’s, but not as talented. b into how the laws of war apply to offensive cyber action.
A review of a gathering of top antimissile experts at the G private they debate these issues constantly. But as Robert Litt
Strategic and International Studies in 2015 gave us even mo: mer general counsel to the director of national intelligence dur:
\Obama years, put it to me one day: “There is no issue on which
t lawyers have spent more time, to less productive effect,

2 question of how the laws of war apply to cyber.”

Archer Macy Jr., a retired navy rear admiral, described how |
tagon was developing ways not only of preventing success
launches but also of interfering in their flight paths and nay
tems. That was followed by congressional testimony in whic
ring, the director of the Pentagon’s Missile Defense Agen

« » . - ) 1
m cause the j W i
left of launch” strikes as “game changing beca y 2016, just as North Korea was stepping up testing of its

need to “rely exclusively on expensive interceptors.” L dan missile, I tried to engage Donald Trump on the sub-

Every once in a while during these conferences and n fiat he thought about America’s new cyber arsenal—and how
tif elected. Trump was at Mar-a-Lago, his Florida golf
y colleague Maggie Haberman and 1 were interviewing

OFa detailed conversation he’d agreed to with the Times on
national-security issues.

one would touch on the profound question at the core of ¢
That happened one day when Kenneth Todorov, a retireds
adier general, asked how the United States would justify ¥
to preemptive war under international law: attacking thi
sile launches first, before any strike, to gain a strategic
we, as a military and a nation,” he asked, prepared to “go N

targets in advance?” And if so, are we ready for other nati®

t i 2
ry ;lg to get him to talk about cyberweapons in that
L 1) 1
. ple: I wanted to see whether a candidate who spoke
ower as if | -
as if it were still 1959~ tanks and aircraft carriers

same to us? e ‘
ny thought to new technologies. For anyone
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new to the world of diplomacys coercion, and military planning, ¢ Ten months later, Trump was inaugurated as the forty-Rfth presi

first step would be to understand the newest tools in the toolbox, " HIEH, PEESLE
% 4

arfare was new stuff for him; as the conversation wen

on, it wasn't clear he had ever heard of the American cyber operati
Ohs

against Iran. His main interest was to demonstrate, on cyber an d
other issues, that he would be tougher and more decisive than Bara,
Obama, even if he wasn’t quite certain what Obama had done j
made an argument that, as with so many other th

it and inherited 2 complex cyber operation againsta hostile state that
b _.-barel}’ understood. In the meantime, Bill Broad and I had built a

Digital w
" compelling case that North Korea was the target of an intensive
b

phisricated US effort to send its missiles awry. With more reporting
9 < 0 . ’

- ,amvcd at some solid conclusions about how the attacks worked

“Then came the sensitive part: telling the government what we were

cvber arena. He . : . )
4 eparing to publish. seeking their comments, and hearing them out

in Trump’s worldview America was blowin its lead: : )
p ) g oy believed any of our revelations could compromise an ongoing

ion or put lives at risk. In the last weeks of the Obama adminis-

We're the ones that sort of were very much involved with the crea on, we met with intelligence officials, fully anticipating that thei
eir

we just seem to be toyed with by so man - reaction would be to tell us to refrain from printing a story on th
: e

tion, but we’re s0 obsolete,
ve subject. When they said nothing of the sort, we left the session

different countries, already. And we don’t know who’s doing w

We don’t know who's got the power, who’s got that capability,
people say it’s China, some people say it’s Russia. But certainly cybe

you know, certainly cyber has to be in our thought pid

ting we still had more reporting to do.
reporting ran into the chaos of Trump’s inauguration and

umultuous first month in office—the blitz of executive orders
b

has to be a,

cess, very strongly in our thought process. Inconceivable that, incon e i : ..
» very Yy ghtp S mp’s growing paranoia about the Russia investigation, and his sus-

ceivable the power of cyber. But as you say, you can take out, you
s nonfunctioning with a stro

n of a “deep state” out to undermine him and his agenda. We
not ready to publish until late February. That's when I called K. T,

take out, you can make countrie

er. I don’t think we're there. 1 don’t think we're as ad arland, then Trump’s deputy national security advi d
iser, and ex-

of cyb
as other countries are, and 1 think you probably would agre
that. I don’t think were advanced, I think were going bac
think we’re going backwards

military ... we move forward with cyber, but other countrie

dto her that I needed to come by and make sure the new adminis-
aware of a story about a major program they were inheriting
day 1 showed up at McFarland’s tiny West Wing ofﬁce:
Lt Ge.n. Michael Flynn, had just been fired days before
lead; g.Vlce President Michael Pence about his conversations
'-'SSTan ambassador to the United States, Sergey Kislyak
émed talking to Kislyak about overturning election-relateci
t Russia that Obama had imposed in the last weeks

cy; in fact, the topic had indeed come up during their

in so many different ways. I

moving forward ata much more rapid pace.

nalysis, more declaration than ¢
ss when it is justifiabl
he question of wh

Tt was more assertion than a
were trying to get Trump to discu
weapons; he took the conversation t0 €
and who is weaker, unencumbered by many facts.

Then, just to reinforce his campaign talking points

with: “We are frankly not being led very well in ter

ked past the national security adviser’s corner office, the
" SO, ’

- :;eone had rolled up the carpet, stripped all the books
ves stacked Flynn’s office chair on top of his desk. It

ms of the

of this country.”
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looked like a dorm room on move-out day, and certainly noy the g She proVCd prematurely optimistic. After the word spread inside
7 )

one expected to see a little more than a month into a new admjp | dmlmstrauon, which had no experience dealing with sensitive

tion. It was a symbol of far more chaos to come. onal-security stories, the Zimes got a stiffly worded letter from the

While I knew the Obama transition teams had left binde - House counsel, Donald McGahn, previously an election lawyer,

of briefing materials on North Korea for the new adminig, ging us of preparing to violate American national security—and

suspected few people had the clearances—or the time—to g0 th - that the government might try to take some kind of action.

them all. Flynn, the former director of the Defense Intelligence in a few days Flynn’s replacement as national security adviser,
was probably the one most current on the North Korean thye Y . McMaster, invited us into his office to hear for himself what
not only had he just been fired, his handpicked aldes—derlsw -- ¢ preparing to publish. It was his first full day on the job. A
“The Flynnstones”—were gradually being eased out. sist with a PhD in military history, and the author of an incisive
When I sat down with McFarland, who had been a junior gid ‘. ‘of how the American military lied to itself about the war in

Henry Kissinger in the White House forty years before, she o his mind went straight to historical analogy.

that the administration had taken seriously Barack Obama’ - ; ’ the Enigma codes?” he asked, a reference to the encrypted
that North Korea would be their most immediate nationg '1_., communications that the British cracked—a secret kept for
problem. McFarland’s job—in which she didn’t last very long: s, Broad and I told him we didn’t think so: there was solid evi-
convene the “deputies committee”—made up of the second-: - t Kim Jong-un already understood the issue, and he had al-
ranking officials in State, Defense, Energy, Treasury, and d down the Musudan tests after the string of failures.
gence agencies—to tee up strategies for the president and hi ster had not had to deal with Korea or with cyber issues in-
Unsurprisingly, most of the initial meetings were about Nor ore; he made his name in the Persian Gulf and had been pro-
But as I began to describe to McFarland what we had lean ugh the ranks by Gen. David Petracus. His most recent jobs
the “left of launch” program, and how it was being used ag; #n running the Army Capabilities Integration Center, where he
Korea, I could see by the look on her face that it seemed to/be ed with thinking about future conflicts. But he was clearly still
she had heard of it. That was surprising: If there was an: on the scope of the Korea crisis.
the new national-security team needed to get up to speed @ . d us to meet yet again with intelligence officials and talk
it was the full range of American efforts to defang the No rth the details. A day later we descended into the Situation Room
threat. Perhaps she was just a good poker player, but the@ ourfindings with them. Based on previous discussions, we had
did not suggest the new administration had a full grasp of¥ : ed to omit technical details, including several that might
about to face.

After a half hour, McFarland said she had to go brief the

on a different matter. But she told me she saw no nationaist

fil-“ indications of where their systems were vulnerable. That
tipractice. But explaining what the United States was doing,
,\was vital: As our executive editor, Dean Baquet, noted,
‘;"'-" ay for Americans to have an informed public discussion
* fesponse to the North Korea crisis without understand-

ST st 1. .
trugeles to deal with it. “This was one of America’s most

sues in what we were planning to publish.
“I¢ sounds like it will all work out,” she said as she heat

Oval Office.
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urgent threats,” he said, and that meant covering the Americap . ated in the Situation Room: whether to order the escalation of the

cyberweapons “the way we covered the Pentagon Papers, Wik; mgon’s cyber- and electronic-warfare effort, crack down again on
drone strikes, counterterrorism, and nuclear arms.” :'“ with crushing economic sanctions, open negotiations with the
With publication imminent, McMaster went to brief Ty "1 1o freeze its nuclear and missile programs, or prepare for direct
what we were revealing—and what we were withholding. Trymy o strikes on its nuclear and missile sites.
already ramped up his critique of the Times, and McMaster g : 3 1 seemed clear to me that, still lacking a strategy, Trump’s answer
me that Trump might well take to Twitter to denounce the 4 likely be to attempt all four.
hardly a first. In fact, on the morning that the story was publjgh -
Trump started a Twitter attack. But it wasn’t about us.

“How low has President Obama gone to tapp [sic] my phones SLE THE UNITED STATES struggled to sabotage Kim’s missile pro-

ing the very sacred election process,” he wrote that morning, ¥ the North’s hackers were looking for new targets in the West. In

wo years after the Sony attack, their cyber corps had learned a lot

4

Nixon/Watergate.” It was an accusation based on no facts.
Trump’s tweet crystallized how his obsessions, and the chaogg srown more global. Asa top cybersecurity official for one of the be-
cransition in the first six weeks of the new presidency, had pre aths of Silicon Valley put it to me, “If there was a ‘most improved’
the new administration from focusing on what Obama had s | for states looking to weaponize the Internet, the North Koreans
was the central national-security threat the nation faced. They dwin it. Hands down.”
left hundreds of pages of briefing materials about North Ko hile Americans were thinking about how to use cyberweapons
appears little of it was absorbed. The questions swirling 2 wralize the North’s missiles, the North was thinking about how
success or failure of the primary covert program to thwart t to pay for those missiles—a huge challenge for a country
ery form of economic sanction. Which is how the North’s
ams cooked up a plan to steal $1 billion from the Bangladesh

k in 2016.

their exquisite nose for vulnerable institutions, the North’s

Jaunches had not been fully engaged by McFarland, who ¥
a few weeks, and they were entirely new to McMaster, who la:
a bit more than a year. §

Clearly Trump’s mind was not yet on the dictator he wol

call “Rocket Man,” or the country he would threaten € used on Bangladesh in January, figuring their cyber pro-

L to be pretty minimal. It was a good bet. With just a few
et digital observation of the bank, the hackers got all they
& procedures for transferring funds internationally, some
itials, and an understanding of when the bank would be
£ :ﬁday that extended into a weekend. The extra days pro-

vith time to execute transfers before anyone was around

with “fire and fury.” But positions were beginning to h
teen days before Trump’s inauguration, Kim Jong-un had

. «
president-elect with a declaration that he was then in

in preparations” for an inaugural test of his intercon i
missiles—missiles larger and more sophisticated than L
Trump had responded, with typical Twitter bravado, “It¥

It seemed inevitable that Trump would soon face
lenge his predecessors did: how to deal with North

S put together transfer orders for just under $1 billion,
prompting a broader war. He would confront issues thath

transfer to the Shalika Foundation in Sri Lanka. That
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proved the fatal mistake: In instructions to the New York Fede;. a.l :
serve, through which such transactions flow, someone spelled foug
tion” as “fandation.” The error raised eyebrows, and the trangfer f
suspended—but only after Kim Jong-un’s hackers had gotgen
with $81 million. If it had been a physical bank heist, it Would; W,

been considered one of the largest and most brilliant in modern

\here was no military document that the North wanted to read
e than the American blueprints for war on the Korean Peninsula.
etlmc in the fall of 2016, when most of the world was distracted
'] . Presldentlal election, the North breached South Korea’s Defense
tcd Data Center, according to Rhee Cheol-hee, a member of the
‘ Korean parliament’s National Defense Committee, and swept
10 2 gigabytes of data—including OpPlan 5015, a detailed outline
hat the US military delicately called a “decapitation strike.” Rarely
ern currency.) o the details leaked. But the documents the North’s hackers stole
After the Sony hacks, the North had good reason to beljeye e o include strategies for finding and killing the country’s top ci-

(By comparison, the great Brinks heist of 1950, in Boston’s Ng
swept up only about $2.7 million, worth about ten times that jp m

any retaliation for their cyber exploits would be minimal, and s and military Jeaders, and then wiping out as much of the mobile

were right. There was no penalty for the Bangladesh bank arg e flect and scizing as many nuclear weapons as possible. OpPlan
cryptocurrency heists that followed. ould not stop there—the strategy included ways to counter the
“Cyber is a tailor-made instrument of power for them,” Ch % elite commandos, who would almost certainly slip into the
glis, a former deputy director of the National Security Ag
me. “There’s a low cost of entry, it’s largely asymmetrical, th e is some speculation that the North intended to get caught
degree of anonymity and stealth in its use. It can hold large sy ¢ war plan, in order to unnerve their adversaries and force
nation-state infrastructure and private-sector infrastructure agfi b rewrite it from scratch. We'll likely never know. But the theft
a source of income.” ne more sign of how deeply the North has compromised South
At an eatlier time, North Korea counterfeited crude $10 ) bi § sensitive networks. There is also evidence that Pyongyang has
nance the country’s operations. That grew more difficult as the [ “digital sleeper cells” in critical infrastructure in the South
States made the currency harder and harder to copy. But
digital bank heists, and hacks of South Korea’s ﬂedghng

changes all made up for the loss of the counterfeiting bus

the North may be the first state to use cybercrime to 1

hey are needed to paralyze power supplies or command-and-

ear how long the North Korean hacking team spent plan-
operations. _ United States later charged was an “indiscriminate” at-

Bangladesh was hardly the only victim, and not eve
2015 there was an intrusion into the Philippines, ¢ then tf
Bank in Vietnam. In February 2016 hackers got inside thi
DPoland’s financial regulator and infected visitors—*= om |
banks of Venezuela, Estonia, Chile, Brazil, and Mexico=
also breaking into those banks.

Then came two of the boldest attacks—on

eds of thousands of computers, many in hospitals and
tis clear how the hackers got inside: with some vulner-
Microsoft software stolen from the NSA by the Shadow
PUP. It was the ultimate cascading crime: the NSA lost its
}'OK’th Koreans shot them back.

the hacking tool stolen from the NSA went by the
lue” Tt was a standard piece of the TAO’s toolbox

ploire

ted a i ) )
Vlllnerablllty in Microsoft Windows servers—an

e on Sout!

other on the world.
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ilians in the crosshairs. In that regard, it is akin to terrorism. “If you
' wondering why you're getting hacked—or attempted-hacked—
greater frequency,” said Jared Cohen, the former State Depart-
, ; official who now runs Alphabet’s Jigsaw, a part of the Google

‘-1 ¢ company, which has done pioneering work in how to make

operating system sO widely used that it allowed the malware to sprea
across millions of computer networks. No one had seen anything
it in nearly a decade, since a computer worm called “Conficker?
wild.

In this case, the North Korean hackers married the NSA’s toq] »
a new form of ransomware, which locks computers and makes
data inaccessible—unless the user pays for an electronic key.
tack was spread via a basic phishing email, similar to the one yged
Russian hackers in the attacks on the Democratic National Comp
ree and other targets in 2016. It contained an encrypted, compress
fle that evaded most virus-detection software. And once it burst gl
inside a computer or network, users received a demand for $300 <

lock their data. It is unclear how many paid, but those who did

aple safer on the Internet, “it is because you are getting hit with the
b equivalent of shrapnel in an escalating state-against-state war,
but there in cyberspace.”

Cohen is right: WannaCry is a prime example of where the new-
ober battles are headed. In the first years of state-on-state cyber-
'. the targets of crippling hacks were mostly strategic, and often
'wncd- Olympic Games was aimed at an isolated, underground
:=}. enrichment facility. The attacks on ISIS were directed at vi-
_;f fOrist groups. The North Korea missile hacks were aimed at a

] __to unlock their document:
he key—if there ever was one—to U nts ' . . .
e ¢ 1 that directly threatened America and its allies.

databases. “

The hackers guessed correctly that while Microsoft had patcheg
hole in the system——after the NSA had warned the compa
che vulnerability just two months before the attack—few pet
used old Microsoft Windows systems would have gone to the
updating their sofeware. And when the attackers struck in ‘
ternoon of May 12, 2016, anybody with ancient computersa
software to match—like the National Health Service in the

But with WannaCry, the targeting seemed far more random, and
esults were unpredictable. With computer systems of several major
hhospital systems shut down, ambulances were diverted and non-
wency surgeries delayed. Banks and transportation systems across
1 of countries were affected. But it is doubtful the North Koreans
red, which systems would be crippled.

the attackers had no idea what would be hit,” one Ameri-
ator told me. “It was about creating chaos” and fear. Evi-
untargeted nature of the malware lies in the fact that it
ity-four countries; after Britain, the hardest hit was Russia. (In
€ might see as a sign of cosmic digital justice, Russia’s Inte-
[y was among the most prominent victims.) Then Ukraine.

Wan. There was no discernible political pattern.

¥et, there was no warning, Britain’s National Cyber Security

mhing coming, its director of operations, Paul Chichester,

colleagues. In fact, investigators in Britain suspect the

ck may have been an early misfire of a weapon that was

10pment—or a test of tactics and vulnerabilities.

6 part of an evolving effort to find ways to disable key

Kingdom—was a sitting duck. 9
“Many of the computets that were the most adversely
running Windows XP,” Brad Smith, the president of l /
plained to me later. “It’s an operating system that. we rele:
And when you stop and think about it, you realize that
before the first iPhone. It was six months before the ﬁrs‘F
didn’t use the other obvious historic marker: the operd
released to manufacturers just cighteen days before t.hf |
attacks, a moment that changed our national sensibili

vulnerabilities.
WannaCry, like the Russian attack

. (<
s mrevieile TWO Vears, was among a new g

s on the Ukrain€é

neration of
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industries,” said Brian Lord, a former deputy director for intellige :
NCe

barrassing, or both. And it was one of the most troubli
:  and cyber operations at Britain’s GCHQ. “All T have to do js Crea ’ 9 e

whole incident.

| yWhile the US government says that it reports to industry more
0 90 percent of the software flaws it discovers, so that they can be
d, “Eternal Blue” was clearly part of the 10 percent it held on to

"der to bolster American firepower. Microsoft never heard about
v Inerability until after the weapon based on it was stolen. Yet the
§ government acted as if it bore no responsibility for the devastating
erattack. When I asked Bossert, and his deputy, Rob Joyce, who
the TAO and clearly knew something of what happened to these
bred weapons, they argued that the fault was entirely with those
jused the weapons—not with those who lost control of them. It
amystifying argument: if someone fails to lock up their guns, and
apon stolen from their house is used in a school shooting, the gun

bt has at least some moral or legal liability.

moderately disabling attack on a key part of the social infrastryegye
and then watch the media sensationalize it and panic the publjc»

For all the billions spent on cyber defenses, in the end the @
Security Centre, British intelligence, and Microsoft had lict]e i
with bringing the attack to an end. For that they had to thank-~
cus Hutchins, a college dropout and self-taught hacker who wag \ !
with his parents in the southwest of England. He spotted a web a¢d
somewhere in the software and, largely on a lark, paid $10.69
ter it as a domain name as the attack was under way. The aCtiv\ .
the domain name turned out to act as a kill switch; it kept the mal
from continuing to spread. (Hutchins was later arrested in
and charged with being the author of another kind of maly
designed to steal banking credentials.)

It took months—until December 2017, three years to the day| a problem,” Leon Panetta, the former defense secictary and
ector told me one day as we discussed the WannaCry attacks,
ithe US government can’t hold on to its arsenal. We can’t be in

v 3
ition. And we wouldn’t tolerate that explanation from other

| Obama accused North Korea of the Sony attacks—for the U
| States and Britain to formally declare that Kim Jong-un’s ga
was responsible for WannaCry. Thomas Bossert, President:
' homeland security adviser, said he was “comfortable” assert
hackers were “directed by the government of North Kore Smith of Microsoft, clearly angry, compared the NSA’s loss of
05 to the air force’s losing a Tomahawk Missile that was then
an American ally. He pointed to the arrest of “an NSA
1o had these weapons in his garage. And you don'’t see
W& Weapons in people’s garages.”

ese days you did.

two months later that Ukraine was hit with the Not-
.,which roused Dymtro Shymkiv to action from upstate
very similar to WannaCry, although NotPetya was

'3 ;:ussians, the Trump administration said in early 2017.

12d clearly learned from the North Koreans. They made

h of Microsoft software would slow the spread of their

. switch” could be activated.
f designed A " "

that conclusion came from looking at “not only the operatiof:

| structure, but also the tradecraft and the routine and the bel
we've seen demonstrated in past attacks. And so you have to

gumshoe work here, not just some code analysis.”

Bossert was honest about the fact that having identifi

Koreans, he couldn’t do much else to them. “President Tru

just about every lever you can use, short of starving the p

‘ . Korea to death, to change their behavior,” Bossert acknowledg
l: so we don’t have a lot of room left here.”
“ The gumshoe work stopped short, of course, of 1
how Shadow Brokers allowed the North Koreans to

on tools developed for the American cyber arsenal.
O OANTCA - 1T I ANTe L Vorenos harlbore was eithef‘
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& owledged that Kim’s race to the finish line—a bid to establish the
forth 25 2 nuclear power before any negotiations began or sanctions
jok 2 more punishing toll—"has been quicker and the timeline is a lot
Compressed than most people believed.”

thousand targets around the world, in more than sixty-five counge
Magrsk, the Danish shipping company, was among the worst hig b
reported losing $300 million in revenues and had to replace four
sand servers and thousands of computers. NotPetya made the §gg
strike, only three years earlier, look like the work of amateurs, 3 '_‘ - question he and other officials would not touch, of co

hether the North’s string of successes in 2017 indi;ated tu}::: ,t:: s
-gured out the vulnerabilities of the Musudan-—and solved themy
happened to “left of launch”? Were the new missiles less vulner—.
b to cyber and electronic attacks? Or had the supply chain changed

ing it harder to infiltrate bad parts into the missile program? Or

\WHATEVER THE CAUSE of Kim Jong-un’s missile troubles in
sabotage or incompetence of bad parts or faulty assembly—he g¢
the problem in 2017.

Ataspeed that caught American intelligence ofhcials off guad
say nothing of the newly arrived Trump administration— v'-
out an entirely new missile technology. Clearly he had a pa
gram running alongside the Musudan, and it was based on ag

decades-old Soviet engine design that powered intercontinent

the United States concluded it was simply being too obvious in at-
/ fing the Musudan and now was holding back until it was ready to
a larger missile?
here were plenty of indications that the US reliance on cyber tools
alive and well, just somewhat better hidden. Trump asked Con-
in November 2017 for $4 billion in emergency funds for boosting
ile defense and taking other steps to contain the North. Hundreds
ns of dollars were dedicated to what the budget documents
Vsruptlon/defeat” efforts. Those efforts, several officials con-
d, | lclude a more sophisticated attempt at cyber and electronic
. d there were several billion dollars allotted for traditional
i, | itfense—even amid the doubts that it will work
And on the first Sunday in September, Kim detonated & ps former CIA director, Mik .
s or, Mike Pompeo, occasionally hinted
clear bomb, one that was far more powerful than any the programs, suggesting that the United S
ng , nit k i
off before. It was fifteen times greater in power than the at " to slow Kim’s G
s i . ' .v progress and delay the day when he was read
chat leveled Hiroshima. Kim had entered the big leag! ficlear warhead at iss i
iy op one of those missiles. Pompeo suggested
drnonths away,” but he repeated this estimate from
tmp s ini i H
~fen: ministration through its first eighteen months. Jim
, i e secretary, had a darker take: after the North’s most
3 test, i i
b in November 2017, he said the country already
3 everywhere in the world, basically.”

listic missiles.
Unlike the Musudan, this one worked, and it worked

In quick succession Kim demonstrated ranges that could reach
then the West Coast, then Chicago and Washington, DC. Oug
intermediate and long-range launch tests in 2017, only one faile

was an 88 percent success rate—a startling improvement trof

power.
Many have seen this coming. For twenty years public &

declared that North Korea would have this capability

2020, but Kim’s burst of progress after such a string of £
e the Russia hac

¢ the intelligence
ter in December £

vious year had not been predicted. Li
election, Kim’s strategic move caugh
T went back to see General McMas




AFTERWORD

AN SULLIVAN (R-ALASKA): What do you think our adversaries
ht now? If you do a cyberattack on America, what's going
en to them?

_ PAUL NAKASONE (COMMANDER OF US ARMY CYBER COM-
o basically, ] would say right now they do not think that
| happen to them.

: They don’t fear us.

wE: They don't fear us.

N: So is that good?

It is not good, Senator.

—Lt. Gen. Paul Nakasone’s confirmation hearing,
s commander of US Cyber Command, March 1, 2018

HE CYBER age came along, America’s two oceans symbol-
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the United States has assured it could take out dictators, condue g sheer acceleration in the number of attacks, and their rapidly

stnkes on terrorists, and blow up missile bases in faraWay lands. goals, is one of several warning signs that we all are living
relatlvely little fear of retaliation. There were exceptions, of ¢ 5 revolution, playing out at digital speed.
ments of national terror: the British burned Washington in the W
1812, the Japanese attacked Pearl Harbor, and al Qaeda brgy,
the Twin Towers and struck the Pentagon. But we knew the on & EARLY days of this revolution, reaching for a cyberweapon
tack that could threaten the existence of the country would car 4 almost risk-free. Now that calculus is changing.

the tip of a Soviet or Chinese intercontinental missile, or i ghy ¢ could blame an American president for using a remote-
L

y 0N
of terrorists with access to nuclear weapons. And after some rere ;,gapon to crash Iran’s nuclear centrifuges or disable North
close calls, notably the Cuban Missile Crisis in 1962, we foug missiles. Given the choice between risking the lives of Ameri-
easy balance of power with our primary adversaries—mutug ! diers or intelligence officers and reaching deep inside a country
destruction—to deter the worst. It worked, or has so far, be hu seting foot in its territory, the decision seemed self-evident.
cost of failure is so high. e logic that made drones so appealing to George W. Bush and
In the cyber age, we have not found that balance, and bama——gl'eat stealth and low risk—made cyberweapons ir-
never will. Cyberweapons are entirely different from nuclear 100. And in both Iran and North Korea, cyberweapons pro-
their effects have so far remained relatively modest. But to assy way to slow dangerous military programs without triggering
will continue to be true is to assume we understand the des
power of the technology we have unleashed and that we can ma harder question over the next decade will be whether reach-
History suggests that is a risky bet. ch weapons with increasing frequency will continue to be
I keep on my desk a wonderful volume, Aérships in Peace an e. By going into the North’s missile systems, the United
first published in London in 1908 by military historian Rs recedent, just as we did with Olympic Games, that other
which tried to imagine how a strange new invention of | yill surely follow. While we talk publicly about setting norms
airplanes—would change the course of history for Europe should be off-limits for offensive cyber activity—hospitals,
ers. One chapter is entitled “Could England Be Raided?” 1

was answered in 1916, when the Germans first delivere

gy tesponders, and now election systems—we are seen around

a5 hypocrites. Every time the United States reaches into an-
attacks across the country. Within a year the first battles fort
the skies were under way. In 1940, the Blitz devastated L

In the cyber world, we have not yet seen the equivales

ion's critical infrastructure, we make our own fair game for

y are not prepared for the day when each American

The early damage has been limited—centrifuges in I pace triggers an escalating response. Because for now,

in Germany, a casino in Las Vegas, a crippled petroch 5 told in the preceding pages make clear, deterrence is not

b the .
Saudi Arabia, missiles gone mysteriously awry in Nor 1€ cyber realm. True, there has not been a devastating

every week seems to bring hints of things to comes ‘Power grid, a “cyber Pearl Harbor” that might tempt

I"/

resident to make good on the threat contained in the

Osture Review, which is that some kinds of non-nuclear

became paralyzed by ransomware in Atlanta and patie
away after a cyberattack struck the health-care system |
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attacks—chiefly, cyberattacks—may force the president g e expenenced a less deadly version of that loss of confidence in

7

the ultimate weapon. b when we feared that Russian hackers were seeking to break into

dion systems, looking for ways to alter voter-registration data.

The very fact that we need to make the threat underscores o
ures of the past few years. When Adm. Michael Rogers took £ they failed, the mere attempt was enough to undercut pub-
National Security Agency, he told me in his office in 2014 ¢y } dche in the outcome of the vote. Imagine a similarly skilled
would be measured by his success at convincing America’s a’ | fcakmg into America’s nuclear early-warning systems, trigger-
that there was a cost—a high cost—to attacking the natiop’s e e warning that the United States was under attack. It could
“Right now, if you look at most nation-states—groups and jpg B president to launch our own weapons before the chimerical
and the activity they are engaging in in cyber, very broadly, mg jing missiles could strike.
seem to have come to the conclusion that there is little risk Q‘(;' ma)’ sound like the stuff of a bad thriller, but almost exactly that
pay a price for this in real terms,” he said at Stanford later that ye _without the cyber manipulation—nearly triggered disaster
When his successor, General Nakasone, conceded in hls hen a watch officer awoke William Perry, then an undersecre-
| tion hearing four years later that “they don’t fear us,” he wa defense, to report that an early-warning system was showing two
that after spending billions of dollars on new defenses ar id incoming ICBMs. The military quickly determined it to be a
fensive weapons, the United States has still failed to creare a de . someone had placed a training tape, simulating an incom-
against cyberattacks. ek into the real warning system. However, Perry later warned, if
Perhaps that is understandable. In the Cold War, nuclear le my attempted the same thing with a sophisticated bit of malware,
did not emerge instantly. It took years of collaboration be vlaced by an insider, “we might not be so lucky next time.”
nologists, strategists, generals, and politicians. It involved a implications of having our own command-and-control system
debate, which the United States seems unwilling to condu mised underscore why sabotaging similar systems in other na-
cyber realm—for fear of revealing our capabilities, or h erous business. If American leaders—or Russian leaders—

render some of them. jeir missiles might not lift off when someone hit the button,

In the nuclear era, deterrence worked well between the Ui hey were programmed to go off-course, it could easily under-

and the Soviet Union not only because each knew the ot stem of deterrence that has helped reduce the likelihood of
world-destroying power, but also because each had conf it for the past several decades. It could also encourage coun-
more missiles—as an insurance policy—and perhaps to

m earlier,

integrity of its own weapons system. Each was certain ¢
dent ordered a launch, the launch would happen.
rd to imagine how we greatly increase the risk of stum-

conflict because of an accident, or inadvertence, or just

But over the past few years we have seen time and
weapons can undermine that confidence. The Iranians {0568
they could control their centrifuges. The North Koreans Su

dvee

ption,” James Miller, a former undersecretary of defense

one was messing with their launch systems. And inside © fidone of the country’s most experienced nuclear strate-

after he and Richard Fontaine finished a study of just

1 J. -
L “Tts conceivable that other states, and even non-state
1

there is growing fear that one day in the not-too- -distant

can commander could order a launch and missiles would o
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actors, could undertake cyberattacks that lead to an inadverten, il ced at us- There were no perfect defenses. In a world of constant

fion with Russia,” Miller concluded. That a president could make . conflict we will have to adjust similarly.
Yecisions on which millions of lives depend, based on informatio ‘:' . if we are more vulnerable than ever, why is the Pentagon talk-
had been subtly manipulated, is sheer madness. 3 pout the need to conduct a far more aggressive cyber strategy? In
mony 10 Congress in early 2018, the leaders of the NSA and Cyber

- mand pressed the case that if the United States is to prevail in the

General Nakasone’s warning that countries do not fear us=
uttered just weeks before becoming the new director of the N; )
commander of United States Cyber Command—focused on ¢ -2 of cyber conflict, our forces need to be unshackled. Even if we
tion of whether the United States can retaliate after its pe cks massing, they said, the current rules of engagement keep us

struck. But there are other ways to deter attacks—chiefly by ¢ | cacking the attackers. It is time, they argued, to start “hacking

»

JacKers.

ing your adversaries that your defenses are strong, and they
‘;appanCh Cyber Command described and detailed in its strat-

succeed. In the lingo of strategists, this is called “deterrence |y
If an attack would be futile, why bother in the first place? sents is one of nearly daily raids behind enemy lines, looking
Deterrence by denial requires an exquisite defense. A ts before they reach America’s own computer networks. “The
American intelligence officials will not concede the poing, | States must increase resiliency, defend forward as close as possi-
government assessments say It will be a decade—at least he origin of adversary activity, and persistently contest malicious
United States can reasonably defend our most critical infrasg jace actors to generate continuous tactical, operational, and stra-
from a devastating cyberattack launched by Russia or China, tage,” one of those documents said—all military-speak for
most skilled adversaries in the field. There are simply too ma war to the enemy.
networks, growing too quickly, to mount a convincing s an instinct born of more than a decade of counterterror-
fense is still wildly outpacing defense. As Bruce Schneier, a grations, where the United States learned that the best way to
. . . «w ¥
whose work is a must-read on the topic, put it so well: “We I Qaeda or ISIS was by destroying them at their bases and in
0 » & . . o
better. But we are getting worse faster. - ing rooms. But in cyber it amounts to an admission that our
Schneier’s point is that even as we build far greater home are wildly insufficient and that the only way to win
vulnerabilities are expanding dramatically. With huge in¥ nd to every perceived threat. As with many of Trump’s new
top tier of the financial industry and the electric utili
the best job of safeguarding their networks—meaning

Korean hacker aiming at those industries would likely

en to its logical extreme this approach carries enormous
culation and escalation. To pull it off; the United States
 scrap the requirement that the president authorize every

Gyberartack. Cyber operations would begin to look more
Bra ds conducted by Special Operations Forces. The prob-
When other countries adopt the same strategy, as inevitably

¢ Cha

targeting smaller banks and rural power companies.
autonomous cars on the road, connect Alexas to ouf
thermostats, put ill-protected Internet-connected video
houses, and conduct our financial lives over our cell p ces rise dramatically that cyberattacks will accelerate
nerabilities expand exponentially. a shooting war, or worse.
During the Cold War, we learned how to live;

knowledge that the Soviet Union and China had r

un




:have a good defense. We would be lucky to seal up three-qu : .
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> . 5
SO WHAT is to be done? ior nation for years to come. As Michael Sulmeyer, a former Pen-

The first step is to recognize the folly of going on offense f‘,n official now running a Harvard cyber initiative, has observed
> 3

dhen it comes to cyberspace . . . the United States has more to lose
the glaring vulnerabilities in American networks today. Byt gy  its adversaries because it has gone further in embracing innova-

way to deter attack—and counterattack—is deterrence by denial, i .nd connectivity without security. But although the societies and

requires a major national effort, far beyond the civil defense proj ‘.; ucture of Washington’s adversaries are less connected and vul-
the 1950s when the United States built a highway system thap ble, their methods of hacking can still be distupted. . . .
evacuate civilians and dug shelters in large cities. A paralle]. ; E‘Xthe United States hopes to win,” he continued, “it should spend
secure America’s cyber infrastructure has often been discus i- : . f;,.. trying to persuade its competitors that it is not worth hacking
' time preempting them and degrading their ability to do so.

ime to target capabilities not calculations.”

has never happened. It is complicated by the fact that the majn
of attack are in private hands. Given the complexity of the:\; ,
the government can’t regulate how banks, telecom firms, gagipi does that mean in the real world? Obviously, the United
companies, and Google and Facebook design their cybersec not going to respond to every cyberattack; we would be in
one of those systems is radically different. ant low-level war. Not every cyberattack needs a cyber response.
For that reason, even after a decade of debate i's still ng al attacks should be handled as other crimes are handled—with

who in the federal government, if anyone, is responsible fo jis prosecution. The United States is getting better and better at
the country—and the economy—from the most sophisti he indicements of Iranian and Chinese hackers—even if they are

- . [44 . [ . . .
attacks. Homeland Security is supposed to coordinate,” but ju laree—and the extradition of a major Russian cyber criminal in

expect the Pentagon to defend the United States against incom how there are ways of responding short of treating every hack as
sile attacks, there’s a presumption that it will defend Americ n attack.

nies and individuals against sophisticated, state-sponson as in everything else in global affairs, red lines matter. So

not against scammers, teenage hackers, and trolls living: 5 from the Internet Research Agency began bombarding
rersburg). It’s time to get real. The government isn’t going States with fake news from fake accounts—with the in-
in protecting American institutions except when it o lling in an American election—they needed to be delisted
ok. (That happened, but not until well after the election.)
remained undeterred, its servers needed to be melted
of our cyberweapons. The servers would be replaced,
x:.‘ faps quickly. But the message would be sent, and the

d know that the United States was able and willing to

critical of infrastructures: the electric grid, the votings)
and wastewater systems, the financial system, and nue
Once we've understood this fact, we need a Manhattan
down our most critical systems. That will take president

Even then, civil defense will not be close to enoug
Jessons of the past few years is that the dynamic of
completely different from what we grew accustomed to Gt

power standoffs of the twentieth century. We have t0
e thana

¢ intelligence agencies would insist on secrecy, that
€ point: .
point: for our response to deter attackers, it needs to be

i erabl 45 publi : e )
egy to reflect that we will be far more vuln Public as an American airstrike on a chemical-weapons
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T Syria, or an Israeli strike on a nuclear reactor. Every time yy . Jemonstrate a willingness to use it. It is one thing to convene a
'."}, Action Group,” as Obama did fairly often, and have them de-
. when there is enough evidence and enough concern to recom-
nd to the president a “proportional response.” It is another thing to
Eond quickly and effectively when such an attack occurs.

o

Third, we must develop our abilities to attribute attacks and make

respond quietly—or not at all—to an attack because we are o
about revealing the quality of our detection systems or the capabilis

of our weapons, we only encourage escalation and further cyber spats

R,

from our adversaries.
For the same reason, the United States needs to open up aboyg

of our own offensive cyber operations, especially if their det
been revealed. To this day the United States has not admitted jgg
in Olympic Games. It was, after all, a covert operation—and gq
operations are not to be discussed, by law. But what if, once ¢h
was traveling around the world and it became widely known tk
net was an American-Israeli creation, both Washington and Jery
had publicly owned up to their role? What if they had admitted§
the way Israel acknowledges, implicitly or explicitly, that it hasbg
reactors in Iraq and Syria? We might well have established one
red lines: if you produce nuclear fuel in violation of UN m
expect that something bad could happen to your centrifuges
from the air, maybe from cyberspace.

Most important, just as the United States must show otk
atrtacks, W

fling out any adversary the standard response to cyber aggression.
rump administration, in its first eighteen months, began doing
: ‘ i: it named North Korea as the culprit in WannaCry and Russia
be creator of NotPetya. It needs to do that more often, and faster.
urch, we need to rethink the wisdom of reflexive secrecy around
ther capabilities. Certainly, some secrecy about how our cy-
apons work is necessary—though by now, after Snowden and
low Brokers, there is not much mystery left. America’s adversaries
a pretty complete picture of how the United States breaks into the
est corners of cyberspace.

the intelligence agency’s insistence on secrecy—the refusal to
offensive cyberweapons in any detail—makes it impossible to
¢ how precisely these weapons can be targeted and whether some
iions there is a price to pay for truly serious cyber d be banned because of their potential threat to civilians. We can-
lso show that some things ate off-limits. And until Americak pect Russian and Iranian hackers to stop implanting malware in
publicly—at the presidential level—what we will not do in!

we have no hope of getting other countries to limit thems

‘grid unless we are willing to talk about giving up our own
their power grids. We cannot insist that the US govern-
ithe right to a “backdoor” into Apple’s iPhones and encrypted
we are willing to make the Internet less safe for everyone,
Ir wiLL BE casier to navigate those decisions when the an backdoor will become the target of hackers around the
acknowledges a few realities. 3 b
The first is that our cyber capabilities are no longer ‘ try likes giving up military or intelligence capabilities.
and China have nearly matched America’s cyber skills; :done it before. America swore off chemical and biological
Korea will likely do so soon, if they haven’t already. We 8 ’° 0 we determined that the cost to civilians of legitimizing
to that reality. Those countries will no sooner abandon & ; er than any milicary advantage they offered. We limited
senals than they will abandon their nuclear arsenals or @it 3 ticlear weapons we would build, and banned some. We
clock cannot be turned back. So it is time for arms €O e in cyberspace, but only if we are willing to openly

Second, we need a playbook for responding to attd apabilities and (o help monitor cyberspace for violators.
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Fifth, the world needs to move ahead with setting thege nog a start, but a barely satisfying one. No Chinese, Russian,

waS

behavior even if governments are not yet ready. Classic armg. anian companies were part of the initial compact, nor were some
blggest forces in the technology world, including Google and
200, both still struggling between their desires to do vast business

With the blistering pace of technological change in cyber, Ehey
e US military and their desires to avoid alienating their custom-

be outdated before they ever went into effect. The best hope is ¢
a consensus on principles that begins with minimizing th" e wording of the accord left lots of maneuvering room for the

to ordinary civilians, the fundamental political goal of mosﬁ‘

'

anies 10 join attacks against terror groups, or even against gov-
watfare. There are several ways to accomplish that goal, g]| of onts repressing their own citizens. Moreover, the principles made
with significant drawbacks. But the most intriguing, to my mjg ion of supporting democracy, or human rights—meaning that
emerged under the rubric of a “Digital Geneva Convention,? it later joined the accord, could still get away with its deci-
companies—not countries—take the lead in the short term .bow to Beijing by keeping its data on Chinese customers on
tries must then step up their games too. side China. In other words, the first principles were like the
Microsoft’s president, Brad Smith, is one of the strongest ad st—sprawling and messy.
of the concept. He imagines loosely modeling a cyber ace have no illusions this will be easy,” Smith told me in Germany
companies on traditional warfare conventions that have ning of 2018. “We're going to need laws passed that make
more than a century. Over the decades the rules have bros t certain principles need to be respected around the world,
deepened, embracing the treatment of prisoners, the bannis sernments need to refrain from attacking critical infrastructure
cal weapons, the protection of noncombatants, and the king s of peace or war, or even when it’s unclear whether we're at a
that should be provided to the wounded, no matter whose's ace or war.” Of course, the Geneva Conventions have been
fought on. E iolated, in world wars and civil wars, from Vietnam to Syria.

The analogy to cyberspace is hardly exact. The Geneva Coe o such thing as fully protecting civilians. Individual citi-
apply in wartime; if there is hope for an analogous set of ri it have the option of going on the offense, and most have no
road in cyber, they will need to set standards for peacetin ecoming combatants in a global cyber conflict. But over
must apply to companies as well as countries, since Google ¢ principles have made the world more humane.

Facebook, and Cisco form the battlespace in which the W@ 2 are steps individuals should take to protect themselves and
id becoming collateral damage. Awareness—about what
' Palgns look like, about how to lock up home-network wi-fi
d about how to sign up for two-factor authentication—can

Ut 80 percent or so of the daily threat. If we wouldn’t leave

locked when we leave home, or the keys in the ignition

conflicts are fought.

In the spring of 2018, about three dozen companies
Facebook, and Intel among them—agreed to the mostb
ciples, including an innocent-sounding vow that the signs

refuse to help any government including the United Staté

erprises
berattacks against “innocent civilians and enterp Shouldn t leave our lives exposed on our phones, either.

‘The companies also committed to come to the aid of

Wi
' At will stop a determined, state-sponsored adversary.
the receiving end of such attacks, whether the motive OF

l,,.
Protected against everyday burglars, but not against

“criminal or geopolitical.” S.
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“not stand up to far larger powers with conventional armjeg
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The lesson of the past decade is that, unless shooting breaks o
will always be unclear if we are at peace or war. Governmeng tha

5

little incentive to give up the advantages that cyberweapopg offer CKN OWLEDG M ENTS
are living in a gray zone, one of constant digital conflict, 'Ihat',;. A
pleasant prospect, but it is the world we have created for oy ) ‘
survive it, we must make some fundamental decisions, akin 1o
we made after the invention of the airplane and the atomjc
decisions that enabled us to navigate a constant state of peri,
Now, as then, we have to think more broadly about whe :
curity will be found. Clearly, it is not in an unending cyber
where victories over adversaries are fleeting, and where the g :
jective is to break another nation’s encryption or turn off i
We need to remember that we built these technologies to
societies and our lives, and not to find yet another way to ¢ PerrEcT WEAPON grew out of my reporting for The New York
fimies, but it is also a follow-on to a world I began to explore in
ut and Conceal (Crown, 2012). That book was the first to tell the

of Olympic Games, the American-Israeli cyber effort aimed at

adversaries into darkness. The good news is that because w

technology, we have a chance of controlling it—if we con

how to manage the risks. It has worked in other realms. It can
cyberspace as well. uclear program. At the time it was published, it was hard to find
an a handful of examples of cases in which states used cyber-
t each other. Scarcely six years later, that is a daily oc-
So, not surprisingly, the ambitions for a book that explained

ew, and with it so did my indebtedness to editors, researchers,

at the 7imes, where I have worked for neatly thirty-six
ington and overseas. Arthur Sulzberger Jr. and A. G. Sulz-
evious and current publishers, have been unstintingly
J;tting me roam the world to explain to our readers this
tening age. And they never complained about the legal
quet, our executive editor, and Joe Kahn, the managing
hampioned these stories, and pressed for more. So have
45usan Chira, and Rebecca Corbett, who offered ideas, fine

(S eNCouragement along the way.




