CHAPTERI|

ORIGINAL SINS

This has a whiff of August 1945. Somebody just used a new
weapon, and this weapon will not be put back in the box.

—Gen. Michael Hayden, former director, National Security Agency and
Central Intelligence Agency

,ON AN EARLY spring day in 2012, I drove along the winding,
wooded driveway of the Central Intelligence Agency and pulled
up in front of what the agency quaintly calls its “Old Headquarters.”

I knew that the meeting I was headed to—with Michael Morell,
the agency’s deputy director—was likely to be difficult. A few weeks
before, the White House had asked me to see Morell and talk with
im about an especially sensitive story the Times was preparing to pub-
ish. The two of us had met briefly in the West Wing basement office
enjamin J. Rhodes, then the deputy national security advisor for
ic communications, as I explained what I had learned: how two
°nts of strikingly different temperaments, George W. Bush and
#tack Obama, had both come to the decision to use the most sophis-
Cyberweapon in history against Iran as the last, best chance to
anew war in the Middle East.

f-f Rhodes nor Morell seemed surprised that T had pieced the

cther; the weapon’s code, called “Stuxnet,” had accidentally
und fbhe oo 10 T el LY ag
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lware in an attempt to blow up Tran’s nu-

that someone Was using ma
filled with digitai fingerprints and other

clear facilities. Sruxnet was
had been written. That someone eventu-

clues about where and when it
ally would follow those clues to discover the plan that had launched
it seemed inevitable. The operation, which 1 learned through months

of reporting had been code-named “Olympic Games,” was simply 00

big, and involved too many players, forever. The Iranians
themselves had long ago declared, with relatively little proof, that the

United States and Israel were behind the attack. But neither govern-

ment had ever uttered an admission, emblematic of the reflexive secrecy

they wrapped around all cyber operations.

As is true with nuclear weapons, only the

rize the American use of a cyberweapon for destructive purposes. Yet
ns take place as covert ac-

because virtually all offensive cyber operatio
tions, which by law must be designed to be deniable, no American
president had ever been caught authorizing one- The Times piece would

Room debate over using a cyberweapon to mount

lay out the Situation
che kind of atrack that, previously, could have been executed only by

bombing or sending in saboteurs.
But as 1 walked across the famou

to stay secret

president could autho-

s atrium of the CIA—its walls

dotted with bronze—colored stars, on
had died in defense of the country———and hea
Morell’s office, there was 00 Way fo

o disrupt the web of secrecy

ened t
its decade-long race to build up its cyber capabilities. Nor

known that 1 would touch off
tions of modern times, or that
of a military officer who was highly valued by Obama and who ¥
among the cohort who ha
modern cyberwarfare.

Tt turned out that the US government was not

cuss the consequences of its decision to us€ cyberwe

o Nor was it ea

e for each of the CIA officers who
ded up the elevator t0

r me to know how the story threat-

the United States had built around
could T have:

one of the larger federal leak investiga®

it would lead to the unfair prosecuti,_

d brought the US military 1nto the era @

yet ready tO €
apons against® B

ger to assess the degree t©© whie
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North Korea, and China had joined.

BEYOND THE 2
i OFI) PHOTOGRAPHED lobby, the CIA’s well-worn execu-
now_exﬂncte;em led those of the declining computer ﬁrms—likee:ilil
I had covered zi‘:;i‘igzn‘:s 13 i;gital Equ}ilpment COIPOIation—thai
_ ‘ oung technology reporter.
i;iill{l ei feé?ieji::i ecially on t'he seventh floor, inythepsuiter tz: Pr:iit;z
A Withino;el::d;rh iiisenhower and Kennedy, designed so that
1 comples €5 off is deputy director as they oversaw the vast
. Appropriascly th 1l' effort to steal secrets and take down adversar-
i Z,s the ook of the world’s most famous spy agency was
I de etorY of Olympic Games made clear, the agen
i igital age. But it had no interest in overtl .g &l
ing its prowess. vertly display-
I had come to the Old Headquarter
L — s to hear about which detai
- pg;:li gsttc())rz 10 }cloncerned Morell and his colleagues tha:{;z f
e sk the .szes to withhold them, lest we tip off oth !
going operations. By their nature such conversations az

nS, but 3 )
concer St I()] ()I)VI()“ I 1St A (o] ns, that tne

decision to i
de publish belongs to them
L ; , not the
ays friendly and professional, had al g'ove‘mmem' Morell while
none of the Olympic G - had already indicated that, in his view,
Realist, 2 Lo Ph ames story should be published. But he w: ,
> e B ' .
. w that the accidental revelation and disseminatio s 2;
- rm g
s that day’s m m~e ant the story was not going to disappear. For t}(l)
. eeting was an exercise in learning what L h d. y
P ecting damage control adleammed,
Mperation Olympj .
ael’s Unic Szoi)lniplc Games was largely the work of the NSA and
ied over (iroc J 1;3 military cyber operation. But the CIA, I hnd
3 ’ a
Hon for covert iayed . key Barg eXCCuting 2 PICSidential autho-
tion—known in Washington as a “finding”
nding”—to
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dlow Iran’s nuclear program- Because “fndings’ are secret and intended
ed bublicly, { had no expectation that the agency officials I
would acknowledge their role in deploying the weapon,

cion of roughly one thousand cen-
ath the Iranian desert. And they

to be deni

saw that day
much less the subsequent destruc
rrifuges that had been spinning bene

ent, and it added to the ten-

did not.
But something about this story was differ

sion over its forthcoming publication. Cyberweapons, among the first
weapons created by the intelligence agencies rather than by
chat surrounding

the military, had been swaddled in more secrecy than
¢ new generations of stealth fight-

nuclear and biological weapons ©
on inside the government that

ers and drones. There was an assumpti
rweapons would impede their
scribe in great derail its

strategic

thing published about the use of cybe

e use. While the government would de
gainst the United

any
furur
outrage about cyberattacks a States—or even trace
evidence that other powers had entered the networks of our banks or
it considered the most basic convers

or doctrines off-limits. Even sO

electric system ations about US

capabilities, intentions,

US government deemed chis level of secr
g international rule

begin to discuss settin
you won't acknowledge owning much less using?

Clearly, there was no con

about how these weapons shoul
rikes on the Iranian

me inside the

sensus within the O

proving new st
doubts. As our story explained, in

in the first year of his presidencys Obama had repeatedly
recedent—using 2

meetings in the Situ
questio

whe
weapon to cripple 2 nuclea country would on¢

is was, he and others noted, exactly the kin 4 of precisid
s would someday learn to turn @

¢ facility—that the

regret. Th

guided weapon that other nation
qucstion,” said one senior

¢ the Stuxnet attacks were Over- “But
day would come.”

“Jg was the right
administration afte
wrood how quickly that

ecy ridiculous: How could you

s abour the use of weapons

bama administration
d be used. Even while Obama was ap=

nuclear plant, he harbored his owi
ation Room

ther the United States was setting 2 P
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Curiously, Ob

- 03;1. . rr’c:irlI:; had a.lready proven willing to engage in a public
ST —— questions about drones. Everything about dro
e el thr:t when he came to office, but over time Obarzz
the law and reasonin P;Oif.am p}lblic and proved willing to explain
ontrolled illing magh. ehind his decision to deploy these remote
o moundin thec ines. In doing so, he gradually lifted the s _
T Wei " tl:fe of drones so that the world could understanec—l
yilled child }ng terrorists, and when they went

ren or wedding guests. amy] and

Cyberweapons were different. The gove
to ownin . rnment would b i
e thei.tl'l;iril,t}r::uics}: less talk about the rules for when ::r(:cliyviim;z
sorting - ::S cvivere very similar; just as investigativeyre-
debate about unmannede;e :sorclzsiof jrone strikes had forced the
. . > edito .
i e
ol mpic Games haZOuld ultimately be turned against our homeil:;lzlg
| ——— :pened the door to a new dimension of warfarf;
- The only thing thatr S:Vc;:i'le h
E ar was that the
o. When Mich re would be no backped-
- exper?ieiay-den, ViJhO had been central to the Carly izds
- ation with cyberweapons, said that the S .
e whiff of August 1945” about it—a reference totr}z

1ng o
1 ]I]e O ( I) on II (8} hlllla (] Na akl hCW S

llecoul ||la(k||()we CA“IC 1Ican involvem |||.;| et l)]ll
d >
1

] a .
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iced at talking about Stuxnet as if he were an

HAYDEN WAS WELL pract
outsider looking in, a zoologist who had just observed the odd behav-

n animal and declared the discovery of a new species. But in

ior of a
e was looking at. Hayden served as

fact, he likely knew exactly what h
director of the CIA during the early days of Olympic Games. By that
in, the vanguard of those who, in the mid-1990s,

time, he was already
came to believe that cyberweapons were not simply a new tool but also

what war fighters call a “new domain” the place where future power

conflicts great and small would play out.

As Hayden rose through the ranks of the air force in the 1970s,
everyone agreed on the four physical domains that had long defined
warfare: People had fought on land and sea for millennia, and in the air
since World War 1. Space was added in the 1950s and ’60s, when satel-

lites begat antisatellites, and intercontinental ballistic missiles led to an-

tiballistic missile systems. But cyberspace? As one long-
tification at the Air Force Academy in

retired general

once asked me with genuine mys
Colorado Springs, “How do you fight in a place you can’t see?”

Hayden's insight into the game-changing nature ©

began to form more than twenty years carlier,

San Antonio, Texas, as the commander of the Air Intelligence Agency,
f the power of a

an air force unit that gave him an eartly glimpse 0

new generation of electronic
wonder as members of the staff disabled remote workstations and used

electroni

f cyber conflict

when he was assigned to

weapons. He remembered watching in

c-warfare techniques © fool a radarscope that was trying

ORIGINAL SINS 13

a partic i i
was hpP ular concentration of intrusions around the networks of
ight-Patt i i -
Wﬂ\gw erson Air Force Base in Ohio, located on the site wh
‘ ere
che Wright brothers once tested many of their eatly planes
was a C |
It omputer operator at the School of Mines wh i
covered the hack, after he saw some nightti e
time computer activi
. ivity he
) y
could not explain. The attack turned out to be a very large one, and
. : ‘ e, an
persxstefnt, seemingly coming from Russia. The hackers had lurk’ d i
ed in
some of these systems for two years and had stolen thousands of pa
' . . es
of unclassified material concerning sensitive technologies me
Shock -
| hTh soon gave way to the accompanying recognition of a new re
ality. The attack was given the name “Moonlight Maze.” The Russi
the : . ' . ussians
were initially helpful in the investigation, until they realized that th
FBI had evidence that it was the Russian e
LN . government, not some teen-
ag , behind the intrusions. Moscow shut down its cooperati
l . eration.
ﬁlJOhn Ham:, the bookish, usually unflappable defense scholar who was
serving as de
gi E)utY, secretary of defense, told Congressional intelligenc
committees, We'te in the middle of a cyberwar.” o
« “Thi .
] is was a -
P real wake-up call for us,” Hamre told me “Until then
we'd had incursions, but never . ,
a case of i
 —— , a foreign power that broke into
_.‘S‘ ply wouldn’t leave—and was hard to evict.”
Some experts who have studied the intrusi |
rusion argue that Moonlight

never reall s it i
y ended; it just morphed into new attacks that contin

rks and i i
form its own offensive cyber forces.

Jane. But what struck him most, fresh back from the
was how relentlessly the US milicary was coming

track a fighter p
wars in the Balkans,

under regular attack in peacetime.
The year after Hayden got t0 Texas, in 1998, the FBI was called it

to investigate seemingly bizarre intrusions that had begun popping U
in strange places connected to military or intelligence necworks, (08
e nut

the Los Alamos and Sandia National Laboratories—wher :
gned—to universities, such as the Colorado S us

attack forc i
: ed the United States to confront the implications

n, and i
1 pier; t}fler printed for someone to deal with as if it were
2 ]
b th: dc ;531ﬁed paper. But suddenly emails and classified
efault mode of communication and gave skilled

01'1 W y i

weapons are desi
«e
110 transit.”

of Mines, which held a significant contract with the Navy:
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The explosion of digital data gave the NSA a new mission. The

agency responsible for encrypting and protect
tary and intelligence agencies, zeroed in on a vag

puter data stored around the world that was vyl
owing cadres of hackers. Much of this infor.
2 in transic” the NSA had spent decades
d away in compurer complexes thap

had viewed as largely invulnex

qmderstand how the Pentagon would use them. Naturally, the mili

| had already developed jargon for the variety of technique};, :,uel mlllta.lr.y
s and weapons in the arsenal. There were “computer net,worlr:erablllf_
ﬁﬁon” operations, a fancy way of describing the theft of an adv s 01’_
data. And there were “computer network attacks,” which a ersaljys
agracks with real-world effects of the kind that were later o e'r_
A Cames. tested in

«Eyerything at the Pentagon needs a home.” Hamre told me. “And
4 €. n

ing sensitive informatiop
¢}

mostly for the mili
new set of targets: com
nerable to the NSA’s fast-gr
mation was not the kind of “dat
intercepting. Instead, it was locke

foreign governments, in their naiveté,
able. That was a fantasy of course. An agency that had spent decadeg
s flying through phone lines and over satellites

Rumsfeld, rightly, saw this as a strategic weapon and gave it to H
rewright at Strategic Command.” © 108

intercepting electron
sudden! focused on what they called “data at rest” And getti N
) y e y . i g t;;ng Gen. James Cartwright, a marine aviator whose nick
ata meant breakin into computer networks around t e world. b . e nickname, “ »
“Thi i bg . g he end point, th 1 s raken from a character in the *60s television show B o o
{s was all about going to the end point, the targeted Iy » ow Bona
going point, g etwork, mong the best strategic minds in a military con db e ranked
' sumed by the da
y-to-

g in hopes a message could be : ]
& battles in Iraq and Afghanistan. He walked around Strategic Co
and wi m-
mand wich a low-key demeanor and a crinkly smile, an everyman look
> o

om his days growing up in Rockford, Illinois. Cartwright had b
yre-med and a competitive swimmer at the University ofgIowaa deen
The center was regarded with enormous suspicion by old-timersd t days of the Vietnam War, signed up with the marines ]
. . t. There’s no room for error when taking off ® a- aval
the CIA who thought it represented game playing by people who shoul : carriers, and those high stak I it o
be doing real spying. But these veterans were living in a lost world. | B cicion. But he also learni d :ha N appeal.ed to Carewright's sense
early 2000s the United States was entering a ney e sweating the details evenatwliiv:lt;watc.)rs caln Lo S
) ere is only one chance to

retrospect, by the for th e cable tha
arms race, akin t0 the one in which it had invested billions for t e fir th le that
e cable that keeps a plane from plunging into the sea during
a

Hayden later wrote, rather than waitin
f the sky. And that required figuring out how to brea

the NSA, CIA, and Pentagon joined forces to creaté
called the Information Operations Tech ol

plucked out O
into systems. Soon
an organization, blandly
ogy Center, designed to do just that.

e first intercontinental ballistic missiles, a8

hydrogen bomb, then th
later still missiles with multiple warheads. But even the Pentagon did e time Bush took off
o i .
eww weapons of where to put office in 2001, Cartwright had developed a

l.<now how to think about these n o wh m | A
its vast bureaucracy. Donald Rumsfeld, returning in 2001 to the e B iicnce fashion. he b g ,'0 cyberweapons. In his
of secretary of defense, which he had held in the late 1970s; beg : ces the Penta ’ X Zg;n questioning whether the systems
ol - 0 on ; ;
ace to house this strange new capability—-—off e sufficient to il . ; . }111111; up in the decades after World
cyberwcapons———in the vastness of the military’s combat commaﬂ e obvious o hi allenges of the next fifty years. The
o | 1 0
ently declassified «cnowflakes’—Hhis ¥ im.

From Rumsfeld’s rec
messages to his staff ordering up studies—it is clear that he senseds
owerful tools. But he strugglés

cyberweapons were Cl’lOl‘I‘IlOU.SlY P

searching for a pl

:'i' ide the P =
cn

m and two i
& wars 1 i
: n the Gulf remamed critical inan age in Wthh
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strial control petwork might be more important

and bombers. «There were a lot of people in the

$S'S question'mg refreshing,” one of the mem-

id to me. “And there

breaking into an indu

than fielding new tanks

Pentagon who found Ho

bers of the Joint Chiefs who served with him sa
were a lot who found it threatening.”

That was especially true as Cartwright ook on his first major job

a5 a marine general in 2004: head of the US Strategic Command in

Omabha, Nebraska. There was no job where precision and a strategic
view of the world mattered more. Strategic Command, known as Strac

com, is in charge of the nation’s nuclear arsenal. Duting the Cold War,

it was the first line of defense against 2
ets and was responsible for maintaining a
drilling its staff for every scenario under whi

ny order to use them was authentic and legal. The

n a horrific scale were endless.
rsenal and began t

pudlear conflict with the Sovi-
nd moving nuclear weapons,

ch they might be launched,

and malking sure that 2

opportunities for error ©

Cartwright looked at Strategic Command’s 2

ask a big question: Are these really the weapons that will keep the na-

tion safe in the next half century®
arsenal was aging;
The missileers working inside the silos were
their command posts damp and out
through mind-deadening procedures p
probably never come:
Cartwright was equally concerned 2
America’s reliance on nuclear deterrence was
ident’s ability to Jeal with the kind of adversar

facing every day, from th
sequences and casualties O

they were paralyzing, Cartwr

new cyberweapons that Rumsfeld had put under hi

presented 2 huge intellectual p
ly underemployed at Stratcom.” He begal chi

“Hoss was strange
about how cyberweapons could expand 2 president’s cho

1ol Limited them.

> There were safety issucs: the nuclear
missile silos were still using five-inch floppy disks.
dispirited; not only were
of date, but staffers were running

reparing for an order that would

bout the strategic vacuufi
actually restricting 2P es-
es the United States
¢ Middle East to East Asia. Because the on=
f using a nuclear weapon were so huge
ight began to think serategically about the
¢ command: 1hE

uzzle and, as Hayden remembered
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«“The tools available to a president or nation in between dipl
and military power were not terribly effective,” Cartwri ht 1":0(;;1 a}cuy
S Naval Institute in 2012. He had by then left militarygscrvi t z
was only beginning to unspool his thinking on this problem C;;;:
American presidents needed, he believed, were more coercive to;)l hat
could back up diplomacy. And nuclear weapons did not serve tha: -
pose. No adversary thought an American president would ever rf;;
for a nuclear weapon, except if the survival of the United States w
at stake. .

In his years at Strategic Command, Cartwright later said, he k
Jooking for new technologies the military could actually em ,lo ch)lt
P;eferably, exploit so that the United States could prevail 51 ’ :inh,
without ever firing a shot. These cyberweapons were what heacalgiectl

;W . »
,Aspeed of-light Weapons’_rePUfPOSCd “electronic warfare” weapons

that could disable an adversary’s communications or paralyze its de

fenses. O i
fen thers were directed energy weapons, such as lasers. Unlike nu-

¢lear weapons, these could be used in a first strike.
p More important, beyond the damage they could inflict in wartim
eyberweapons had a coercive power in peacetime. Cartwright talk:
using these weapons “to reset diplomacy,” or to force a iount e
e th‘.a.t it had little choice other than agreeing to negotiate V(Zlet:(r)l
_ i;:n%OlZ scfeech, Cartwright never once made reference to Iran,
3 ¢ need to do so. To anyone watching the world scene at the
.eg (;:::tw Zie;e?e United States was simultaneously prepar-
B ran and to go to war with it—his meaning
?;f::;sil;:ffsld handed cyberwarfare to Strategic Command,
b Weapongs)oiped ;p there, exploring what it would take
. ,thow they should' be used, and how the mili-
o ge ) fem would be' different from the NSA’s role.
. {gj rom Cartwright’s creation was a prototype
B dew S bCyber Command, although then it existed
12007, with wars istillarel}', Sta'ffed.
raging in the Middle East and South Asia,
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Cartwright moved on to become vice chairman of the Joint Chiefs of
Staff. It was a rough transition. He wasn’t an Iraq veteran, a liability a¢
a time that this distinction was cherished as a prerequisite for higher
command. Tension developed between Cartwright and the chairman

of the Joint Chiefs, Adm. Mike Mullen, and worsened over time. De.

o~ explain t0 them that the Chinese were all over their system,” she said
with a Jaugh years later, when she was the Homeland Security Advisor
at the White House and overseeing the effort to bolster the nation’s
cyber defenses.

But the true wake-up call came on October 24, 2008, with the na-

spite challenges, it was from this post that Cartwright began t " 5 .
P}: - g . . p g gan to put ion on the brink of Obama’s election. Debora Plunkett remembers it
merica’s cyber forces in action. ell. A mo ¢h into a new job running the NSA’s Advanced Network

i Pgrations division, she was assigned to develop and deploy tools to
determine if anyone was inside, or trying to get inside, the US govern-
ent’s classified networks.

Plunkett hadn’t taken a conventional route to the NSA. The daugh-

ter of 2 long-distance trucker, she had grown up not far from Fort

In JANUARY OF that same year 2007, the director of national intel-
ligence, John D. Negroponte, presented Congress with the annual
worldwide threat assessment, an exercise that the nation’s top intel-
ligence officials understandably despised. It forced them to rank—in
public—the major threats to the United States, and often it was only’

de but had never heard of the agency until after college. Coming
off two tough years in forensics with the Baltimore Police Depart-
ment, she was advised by a friend’s boyfriend who worked for the NSA

of national fears and obsessions at any given moment, it was nonethe- . .
Y 8 2 eth o take the entrance exam. She was given only a vague description

an exercise in telling Congress what it wanted to hear. Butasa snapshot

he agency’s work, but for Plunkett, who loved puzzles, what she
sounded intriguing. She passed the exam and joined the NSA
84.

ver the next quarter century, Plunkett became one of the few Af-
American women to rise within the NSA leadership. “I was quite
e only minority and absolutely the only minority woman in my
ace and organization,” she said. She climbed from the cryptog-
action to her position running the ANO and soon found herself
search for network intruders.

brisk fall day at Fort Meade in 2008—just ahead of Obama’s
—Plunkett’s team found something that made her blood run

Jess revealing.
When Negroponte settled into the witness chair that January day,

he opened with a blunt statement: “Terrorism remains the preeminent
threat to the homeland.” Senators nodded in agreement. Dig further
into his report, however, and one fact leaped out: cyberattacks did not
even make the list. They were totally absent.
Yet even then, the nation’s intelligence chiefs knew well that the d2 ily

skirmishing among sUperpowers was, if anything, intensifying. Chi
attacks on American companies——including military contractor
were ramping up. By 2008, the year after Negroponte testified, Chines
hackers working for the People’s Liberation Army were inside Lock
heed Martin’s networks, making off with plans related to the F-35, 8
world’s most sophisticated, and certainly most expensive, fighter J€ éncroachment for the defense department, which had .
Later that year they hacked the campaigns of Barack Obama and ment—discovered a breach in what , klc . never_umfl
McCain, rivals for the presidency. Lisa Monaco, who was running : nwieldy name of “Secret Internet P:Ziiciolz)n : S S;PRNC;E“
national security division of the Justice Department at the imeé & was far more than an internal nerwork: It Coni::tede::;o; 1)
: : ili-

members clearly the first time she met Obama’s senior staff. “1 €nior officials in i
y the White House, and the intelligence agencies.
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In short, if the Russians Were in that communication channel, they had

access to everything that mattered. Plunkett recalls that “pretty soon

we went straight t© Alexander,” meaning Gen. Keith Alexander, then WaILE PLUNKETT Was trying to f ify th
| ort i
e n | against the Russians, the NSA’s oﬂ”ensivl t o Pent?gons e
Investigators raced to figure out how the Russians had gotten in- on the Fort Meade campus, was alread earr'l, moow. it
cide. The answer was pretty shocking: The Russians had left USB drives in Natanz. ’ rady mling centues B o
lictered around the parking and public areas of 2 US base in the Middle Prodded b
vy General Cartwright, Keith Al
] exander at the NSA, and

2 range of other intelligence officials, President Bush had authori
covert effort to inject malicious code into the computer authorized a
the underground Iranian plant. Part of the plan wa[: to sl(c)::t;ou; ) a-lt
:Ams ?nd. force them to the bargaining table. But an equall it o
motivation was to dissuade Prime Minister Benjamin NY mportant
sracl from bombing Iran’s facilities, a threat he was maki cramyahu of
;;T{:hs. Ijl;lSh took the threat very seriously. Twice befo;:gt}: eIrs);aiel‘i):
had seen reatening nuclear proj .
in Syria. They had CiStroyed f;::;cgso ;:der way, one in Iraq, the other
y ?lyn'lplc Games wa.s a way to keep the Israelis focused on crippli
\ e r:aman }I:rogram without setting off a regional war. But gettiip ltrlllg
code into : e
ol sir g;p;:;iﬂ;r ;iv;st }1110 eaS}.r task. The Natanz computer Sys%erns
e o e Ocliltslllde, mea.ning they had no connections
- and the Isr'aehs endeavored to slip the code
| }Ts,.among other techniques, with the help of both
g and witting Iranian engineers. With some hitches, the plll:I;

East. Someone picked one up, and when they put the drive in a laptop
connected 0 GIPRNet, the Russians Were inside. By the time Plunkett
and her team made their discovery, the bug had spread o all of US
Central Command and beyond and begun scooping up data, copying
it, and sending it back to the Russians-
Tt was a bitter lesson for the Pentagon—they Were, in fact, easy pick-
ings for arrackers using 2 technique that the CIA and NSA had often
used to get into foreign computer systems. “People worked through the
» Plunkett recalled. “We were able to

night to come up with a solution;
develop what we thought was 2 reasonable solution that ended up being,

» The fix—called Operation Buckshot Yankee—
Then, to keep a similat
Department of Defense

a very good solution.
was deployed by the Pentagon later that day.

breach from happening again, USB ports on

computers Were sealed with superglue.
But the damage had already been done. As William Lynn, then’

deputy secrerary of defense, later explained, the intrusion “was the

most significant breach of U.S. military computers even and it served

f

as an important wake-up call” 9
Perhaps 0 but not everybody woke up. After leaving the NSAS ad ultimately d )
3 » y destroying th
o considerable= : ying themselves. Spooked, they pulled other cen-

Plunket told me that for all her efforts—and they wer ' iges out 5% operarion before tho
s appeared able to b - se met the same fate. They started

she remained amazed by how casily outsider
ort Mead .
ade, and the White House, the subterfuge seemed suc-

into government and corporate systems: With every major hack, “folk
hed s : b_eyOnd . .
2 b anything its creators had hoped. And then all went
" en

like me will say—this will be the moment, chis is the waters
ment. And it never was, she added, “because we're so lax about €6

rity and so inconsistent in investin
“\We just make it €asy for them.”

“porter or new: i i €
EWS orgamzatlon CXPOSCd Olymplc Games ’Th
:

gin security.
ents of the Unj
the United States and Israel managed to do so all by
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2 lot of finger-pointing
ming the Unired States
ing the Tsraelis became
able: the Stuxnet worm

nd quickly replicated

themselves, by mistake. There has since been
about who wz;s responsible, with the Israelis clai
moved too slowly, and the United States claim
impatient and sloppy. But one fact is indisput
got out into the wild in
itself in computer systems around the world.

It showed up in compuret networks from Ira
ay back to the United S

the summet of 2010 a

n to India, and even-
tates. Suddenly ev-
sians, the Chinese

tually even wound its W
he Iranians and the Rus
e. That is when it

eryone had a copy of it—t
and the North Koreans, and hackers around the glob
¢, a blend of keywords d

given the name “Stuxne rawn from inside

was

the code.

In retrospect, Operation pening salvo in

Olympic Games Was the 0
t. All that could

he time, no one knew tha

rn cyber conflict. Butatt

mode
ng around the

ge computer Worm floati
of 2010 Iran’

d for sure was that a stran
and in that summer

had emanated from Iran,

program seemed a natural rarget.

be sai
world
nuclear

In the newsroom of the Times,

e that a cyberweapon, rat
med at Tran’s nuclear com
ring to take office, I reporte

evidenc
plex. In early 2009, jus

being ai
was prepa
authorized a covert plan to undermi

ch Iran relies, i

other networks on whi
workable nuclear weapo

when evidence began t©

tems, and
the day that Iran could produce 2

months later, no one was surprised
 the code we had been looking for.

unbeatable team of cyber sleuths—Liam
gued. They were the o

us Irishman witha thick bro
d Chien the quiet enginee
at the code. They ran ict

and mapped how '
piece of code,” but conts

Stuxnet wa

Soon an
Eric Chien of Symantec—grew intri
of cyber defense: O’Murchu a boistero

who raised the alarm at Symantec, an

dug in. For weeks the pair ground away

flters, compared it tO other malware,

«I¢s twenty times the size of the average

we had been on high alert for any
her than bombs and missiles, was:
¢t as Obama
d that President Bush had secre y

ne electrical systems, computer sy
in the hopes of delaying
n. E'lgh

mount tha

O'Murchu'd
dd coup

it W‘_
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almost no bugs, Chien recalled later. “That’s extremel :

code alvsfays has bugs inside of it. This wasn’t the ce y raL:e. Malicious
He admired the malware as if he were an art coll::ste Wltll;l Stuxn'et.”
discovered a never-before-seen Rembrandt or who had just

The code appeared to be partially autonomous; it didn’

anyone to pull the trigger. Instead, it relied on f ’ lt. {dn -
day” exploits, which allowed the code to spreazuvrV isto}f)hlst}llcated “zero-
auton?moush’ lof’king for its target.” This fact provid(:ita - oelp
t0 Chien and O’Murchu: such vulnerabilities are rare cozuaacll-c-l n
hoarded by hackers, and sold for hundreds of thousands of dmo o
the.bla'df market. It became clear that Stuxnet couldn’ ls)o ollars on
an individual hacker, or even a team of hobbyists. Onlt : rtlhe. work of
could have.t}%e resources—and the engineering timey—t R
such a sophisticated piece of code. “It blows everythi o assemble
-+ ater” O"Murchu told me later. ything else out of the

tv' S U ;
n €

watching them as the
W y watched the code. Half joki
g X . Half joking, Chien tol
3 u one day, “Look, I am not suicidal. If I show d -
Monday, you know, it wasn’t me.” et
St s | i
uxnet’s inner workings harbored another clue that Iran’ 1
s nuclear

was the malware’
s target.
get. The worm seemed to be probing for

. a

L] t e& co IOI y All(l (:lf:al ellll(:lllllf:“l [)]a“[s
ClCCl] 1C1tYV. n nu >

ay flaw i v ware v o

; S a previ i i

L pr iously unidentified software vulnerability

¢ there are zero days of notice to get it fixed before the d :
y amage
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ectors from the International Atomic Energy Agency—wer
—were orga-

rifuges thatspinat supersonic insp

they control the operation of the giant cent
d in groups of 164.

"

nize

speeds.
That left little mystery about the intended target.

Chien and O’Murchu began publishing their findings in the hope

¢ there was expert in the kind of systems this strange
tked. One expert in Hol-

that someone ou
¢ targeting. Their plan wo
e they had published was

them that part of the cod
sed to change an electric

The following summer and fall, two Times colleagues, Bill Broad

code seemed to b ;

dTohn Markoff, and 1 : .
land explained 0 and Jo and I published several stories about the hints emerg-
searching for “frequency converters,” devices u
hange the voltage.

ing from the Stuxnet code. Markoff uncovered stylistic and substantive
. b .
evidence of Israel’s role in the code writing. Next, we found one of several

current, or sometimes C Ameri 1l
American calling cards embedded in the :
code— 0
an expiration date,

There aren’t many innocent explanations

one’s infrastructure change the flow of an electric current. And in
Iran’s nuclear facility at Natanz, frequency COnverters played a critical
role: they were part of the control system for nuclear centrifuges. And
the centrifuges, the US govemment’s experts knew from their own bit-
ghly sensitive. Because they spun at supersonic
by a change in current—

for sneaking into some- when the code would drop dead. Teenagers don’t put expiration i
into theit code. Lawyers do—for fear that malware couli becomeatt;:
f&.iigital equivalent of an abandoned land mine in Cambodia, waitin

fm someone to step on it two decades after it was planted. Finally, Biﬁ
?ﬁmad discovered the final clue we needed: evidence that the Is;aelis

ter experience, Were hi o . .
P had built a giant replica of the Natanz enrichment site at their own

speeds, any dramatic change-—triggercd, say,
could send the rotors out of kilter, like a child’s wobbling top. When

they became unstable, the centrifuges would blow up, taking out any
machinery or people nearby. Uranium gas would be spilled all over the United States built a model of Osama bin Laden’ h . Abb
1 s house 1n ot-

centrifuge hall.
In short, to stop the Bo

bomb—a digital one.
As Iran’s centrifuges were spinning out of control, the operators At

Natanz had no idea what was happening. The data that showed up oft
al—the speed, the gas pressure. They had no
was faking them out and suppressing.
the time the operators figured out some”
hey could not shut down the syste®

auclear weapons site, Dimona. (We didn’t yet know the United States
‘was doing the same thing in Tennessee.) The purpose was clear: both

countries were building models to practice their attacks, much as the

yad, Pakistan, around the same ti
3 ime, t i i i i
b, America’s new cyber army had madea. st the world’s most wanted terrorist0 s
mid-January of 2011, we felt we had enough information to pub-
i ur first story about who had been behind the Stuxnet attacks. In
unday article, we laid out the compelling evidence that the United

cheir screens seemed norm:
and Israel had produced the malware together in order to slo
W

way of knowing that the code
signs of imminent disaster. By

thing was dangerously wrong, t
The malware had affected that process 00

There were other clues. Although the malware eventu
kicked into gear only whe
ices: clusters of 164 machines. &
but it st

¢ facility’

¥ uclear P1:0g1‘ess. The story was full of details and markers that
' code right to the gate of Fort Meade, where the NSA is lo-
llt upon publication there was no political outcry, no investi
o ;: hat would come more than a year later. ’ &=
ally 1 even after -
omputers A the world i i '}‘{ we published our account it was clear there were
very specific combination of dev
qumber sounded pretty random
ntal alarms. The centrifuges at the Naranz nuclea
o uclear program and i

son f e
ublis::dt-}itdﬁlay may lie in a coincidence of timing. That first big
B, W}ikh t;Jlurs before: Egypt erupted into the chaos of the Tahrir
i en occupied all the headlines, and forced President
rt to get President Hosni Mubarak to leave office

to malware sleuths,

A

v

my me :
nerviewite
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major questions lefc unanswered: Had this been a small operation gone
awry, or'a large, well-hidden effort? Assuming the United States and o
Israel had combined forces to design this enormously complex cyber- on the ground before his Nazi captors moments before he was killed
weapon, who had given the go—ahead? After all, we knew that in the ’
United States only the president could authorize offensive cyber action,
just as he had to provide the launch codes for nuclear weapons.

And if Olympic Games was 2 sign of where American covert action

was headed, were we ready as a nation to open this Pandora’s box? Once

1o discover a man who viewed the world through the lens of the Holo-
¢. On his desk, he kept a photograph of his grandfather kneeling

It was Dagan’s personal “never again” memento that seemed to explain
¢he determination with which he organized the elimination of Israel’s
enemies.

Dagan made no secret that he never hesitated to send Mossad
agents out to kill. Yet when one of those missions went bad—his agents
were caught on tape entering and leaving a hotel in Dubai just before

and after the 2010 killing of a senior official of Hamas, the Islamist

opened, could it ever be closed again?

Palestinian group—it was the beginning of the end of his career. The
THE DISCOVERY THAT Israel had built a replica of the Natanz plant
drove home how central a role the Israelis had played in devcloping

the Stuxnet malware. The more sources I interviewed, the more it be-

images of the Israeli agents, dressed casually in tennis gear as they en-
ered and left the hotel, played again and again on television. But as his
e as the chief of the Mossad dwindled down, Dagan wanted to be
came clear that the cyber program widened a divide berween Prime remembered instead for managing an operation that was, in his mind
Minister Benjamin Netanyahu and his brilliant, short, bald spymaster, ’
Meir Dagan. In Dagan’s younger days in the Israeli military, he had
Jed squads that hunted down Palestinian militants. Ariel Sharon, the
Israeli prime minister who had been Dagan’s commander and mentor,
famously if crudely declared that “Dagan’s specialty is separating an
Arab from his head.” It was a brutal description, even in the macho’
world of the Mossad, Israel’s best-known intelligence agency which
Dagan ultimately led for nine years—an extraordinarily long tenurés
While Dagan pretended to dismiss the stories as mythmaking, B&

‘_'.complete success: the malware attack that crippled Natanz.
- Despite Dagan’s public reputation as a brutal spymaster who had
killed many Arabs in his younger days and ordered the deaths of
many more from Mossad headquarters, he was far more strategically
sayvy than most Israelis knew. Internally, he was increasingly vocal
bombing Iran was madness—it would simply drive the nuclear
am further underground. That program would then come back,
and more advanced than before. Dagan devoted his last years
fice to dissuading Prime Minister Netanyahu from an air attack.
nonetheless seemed to revel in them. ) use of [military] violence would have intolerable consequences,”
But the mythmaking ignored the fact that it wasn’t only Arabs
whom Dagan had in his sights. Many observers suspected Dagan’
hand in the killing of Iranian nuclear scientists, who were assassinated
while driving to work in Tehran traffic after motorcyclists pulled
and attached “sticky bombs” to their car doors before speeding off: ‘
Dagan were indeed behind the killings, it would be in keeping il
his view that an Iran armed with a nuclear weapon was truly an

tential threat to Israel. Indeed, to talk to Dagan for five minutes ¥

later told Israeli investigative journalist Ronen Bergman. “If Is-
to attack, Khamenei would thank Allah,” he said, referring to
; an Supreme Leader. “It would unite the Iranian people behind
P ject and enable Khamenei to say that he must get himself an
: ‘ to defend Iran against Israeli aggression.”

i°£which meant that by 2010 Dagan was under tremendous
t0 show Netanyahu that a more covert, more sophisticated ap-

#8010 crippling the Iranian program could succeed.
]
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ever met when he was in office. But 1 was determined

¢ 1 heard that at O%
kes made oblique 1€
ot the drift; others
g about.

1afew months afte
ister Netanyahu. It
jously derided Neta
jor. Rightly or wrongly,
of him because the Mossad chief, like

posed offorts by the prime minister
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to change that afte
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eryone else Was Jaughin
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from his job by Prime Min
his ouster. e var

n incompetent Warl

¢ of his retirement parties many
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were left to wonder what ev-

¢ Dagan had been ousted
was clear he was still bie-
ter about nyahuasa terrible man-

Dagan believed

ager and 2
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other Tsraeli intelligence leaders, op

puclear facilities.

to bomb Tran’s
“Bombing would be the stupides

me. This was not like striking Iraq
or Syria’ s reactor in 2007. He believed
sprawling; they were not about O repeat t

while an air attack on Tran’s facilities “might
n, it would provide

id, would show Iran’
ithin months, he pr
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t thing we could do
tor in 1981

S Osirak nuclear reacC
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o be impermeable to

would be rebuilt s0 deep as t
chat, he thought, would be disastrous for the state of Israel.

Tt was fine to try to slow ran’s progresss
s nuclear facilities in

a nuclear Iran. There had to be 2 better Way-
conund

A cyberweapon, in his view, was
In our early meetings, Dagan was coy

ment of Stuxnet, even when 1 mentione
videoconference debates about next s

much about comp

exonerated him fro

attempted 1O destroy the country’

it would ensure
the way out of the

about his role in the
d that T had heard about
participation in secure teps 1V
attacks. He didn’t know
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Yet over time, as he grew sicker from 2 failin
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imply too
heir neighbors mistakes. So
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edged closer ©© describing what happened, and why. In our handful of
2 ul o

[¢ \ ] S l'lnkle cS .| c “q Wi i 't
1f ed]dl” .|]||O

[many Sentences so that he could explain his underlying logic with
out

yiolating his o
operations. He t
mously difficul for the [ranians to figure out the origin of the attack

ack.

ath to maintai
maintain the secrecy around the Mossad’s covert

alked about how Israel’s technology made it enor-

The operation against Iran was a model of how Israel should defend
en

ieself in the future, he said. Gone were the days of open demonstrati
ions

of military might that invited retaliation, escalation, and internati 1
' 5 iona
emnation. i
m .n .Gone were the days of occupying territory. The defense
of Israel, he insisted, required subtlety and indirection
« d .
oubt i
1 he knew the first thing about how you write a string of

code,” one American who dealt with Dagan often told me. “But h
. u e

ew a lot
nvmccd that it was the intelligence services that would end Iran’
n’s

about how you play with an enemy’s mind.” And he was

21. prog.ramT not the air force. It was a mind-set that put Dagan
and artwright in the same place. And many of Dagan’s fellow ingt 1
. e ]
= ce chiefs, once they left office, claimed they backed his argument
I- . .
] ;e\}/!e.r h:lam;l1 Dagan directly admit his role in the cyberattacks
e hinted they had been desi d .
i gned as much to divert Netanyah
- . . u
stur'nbhngI into a Mideast war as to stop the Iranians from en}rich
um. [1% k] . » ]
yahu’s : don’t trust him,” Dagan said of Netanyahu. It was in
1 .
e wr;telrjst, he told me, to portray the Iranians as irrational
(1; use their bomb against Israel. But Dagan looked at
and saw a group of mullahs mostly i
tly interested i ing i
rather than starting a suicidal war ’ e
: was :
unkal r;.ason, Dagan told me, that Bush would not give the
er-busting bombs to Netan ahu. “H i
. yahu. “He was afraid Bibi
ferom,” Dagan told me. “And so was L.”
explai g .
[;talned Dagan’s enthusiasm for using cyberweapons
. It was a way ¢
. andyoo set the nuclear program back. Perhaps
bama were able to argue to Netanyahu

‘ g no reason l)() W y W W
to i
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The last time I saw Dagan, he chewed me out for what I had wrig. Pild respond. Without getting into the el (o vkt happedied
ten about :Olyrnpic Games. But unlike his American counterparts, he ’
complained that 1 had written too little, not too much.

“You missed a major part of the story,” he said, arguing that the
Americans had received far too much credit, and the Israelis—and by
extension Dagan himself—had received not nearly enough. I had beep
seduced by Americans who were intoxicated with advertising thejr
own success, he insisted one evening, rather than giving credit to an
ally—he carefully didn’t say which one—that had done the heavy life.
ing, gotten the code into the centrifuges, and revised it as necessary.

I would be happy to tell more of Israel’s side of the story, I told him,
but he’d have to be more explicit about the operational details to proye
his point. He smiled—a smile of disgust.

“T am an old man,” he said, “and I am sick. I don’t want to spend

he Suggested that I go see General Cartwright. It made sense, since
;'_Carth'ight,s term in office spanned the Bush and Obama administra-
;ﬁons, and he had been at the center of all offensive cyber debates and
((undctStOOd their sensitivities. Cartwright had retired from the marines
after he was passed over for chairman of the Joint Chiefs in 2011 and
knew the history of the US military’s development of a cyber arsenal
peter than anyone else.

I knew Cartwright from his days on the Joint Chiefs and had at-
ended conferences where he had discussed the strategic challenges of
ew age of cyber conflict. In my reporting on Olympic Games, his
¢ came up often as the man who had tutored Obama about how
ruxnet worm worked (though it had not yet been given the name
xnet”) and rolled out the “horse blanket” diagram of Natanz to
o Obama up to date.

But Cartwright’s direct line to Obama had grated on Robert Gates,

he secretary of defense, and Mike Mullen, the chairman of the Joint

ofs. On a variety of issues they believed he manipulated the Penta-

system, or went around the chain of command. It didn’t help that

ight had not spent time in Iraq and Afghanistan. When Mul-

s ready to retire, the two successfully argued against promoting

ight into Mullen’s role. Suddenly, the man who was among the

it to sketch out how the United States could create a dedicated mili-

Drin

my last days in jail.”

By THE END of 2011, after dozens of interviews, I had pieced together
the highlights of the story of the strategy and debates swirling arou
the decision to unleash Stuxnet—or at least as many of them as I could
gather, given the layers upon layers of secrecy involved. After consulé
ing editors, and the New York Times in-house counsel, it was time &
go to the Obama White House to sce if they were ready to talk—b
about what had happened and about any national security conce
they might have about publishing the details. As in all such casess
made clear that the Times, and the Times alone, would decide whi

to publish. But if there were risks to ongoing operations or lives, W&

mand to deal with a new dimension of warfare was cast out.
m;, I discovered later, went some of the most creative strategic
about the use of cyber in offense and defense.

retiring, Cartwright had taken a chair at the Center for Stra-
Int(?rnational Studies and signed on with a handful of defense
uding Raytheon, the maker of missile defenses and defense
:. Carefu.lly, he had begun to speak out against the secrecy
",,‘"_ cfxmerlca’s new cyber arsenal, arguing that if the United
o to create cyber deterrence it was going to have to show
WIS capability. “You can’t have something that’s a secret be a

needed to discuss them now, not after publication.

My first visit was to Benjamin Rhodes, the former novelist af
graceful speechwriter who eventually handled a postfolio of diplomatk
issues for Obama, including the opening of Cuba. It was his job fO.'_.
with reporters who came to the administration with complex, 5¢ ".;: »

national security stories and to decide how, if at all, the White Ho!
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deterrent,” I heard him say in more thana few public forums. “Because
if you dor}’t know it’s there, it doesn’t scare you.”

He was right, and with the utmost care, the Pentagon began ¢ i was JUST few days later that I made my trek out to the CIA head-
slip a few lines into public testimony acknowledging that it possessed quarers ©
offensive cyber capabilities. 1t was & lctle like acknowledging that the by three decades of memorabilia from his career, including artifacts
sun rose in the morning. Still, it wasn't an enormously welcome mes. fom the raid that killed Osama bin Laden. Morell was close to Presi-
sage in the intelligence world, which feared a slippery slope toward 3
divulging what those weapons were and how they were used. Mean-
while, Cartwright was also making a case that the United States could

survive quite nicely, thank you, with far fewer nuclear weapons—ap

o visit Michael Morell in his seventh-floor office—surrounded

Jent Obama, and I knew that if the administration was going to push
against the story, he would be the man to do it.

We began pacing through my reporting and the story I was prepar-
o to tell. I ticked through the forensics that led experts to identify the
argument that carried extra weight coming from the former head of
Strategic Command. Again, he was right. But his argument didn’t ex-

actly win him friends among his old Pentagon colleagues, who rarely

ted States and Israel, the carcasses of blown-apart centrifuges found
international inspectors, the mock-ups of Natanz built by the Israe-
is at Dimona and by the United States in Tennessee. I described the
met a weapons system they didn’t like. i Room debates in which Morell participated. He cautioned

I took Rhodes’s advice and called Cartwright. By the time I went
to see him, I not only knew the outlines of the story about Olympic
Games, I had already drafted them into two chapters of a book about
Obama’s first term, describing Olympic Games in as much detail as we
could dig up at the time. The book was due to be released in monthsy
and the manuscript was already being edited. That fact became sig:
nificant later on, when the FBI—whose special agents must have ne

encountered a book-production schedule before—wrongly concludet

1st a few assertions and argued with a few conclusions. At a few
moments in the story he slowed down, taking notes and suggesting
hat he might ask that I remove references to certain techniques that
agency used to get malware into target computers and networks.
:;éusly, a few weeks later, he asked that a reference to one of those
niques be restored. Though he offered no explanation, clearly the
had moved on to other methods and wanted to keep the Irani-
nking that the old techniques were still in use.)

the end, Morell asked for only a handful of deletions, mostly
derails that focused on how the United States put “beacons”
ware into foreign systems and networks. None was essential to
e story of the most sophisticated state-sponsored cyberattack
Y. “You agreed to just about everything we asked for,” he ac-

d later on, even while still objecting to the fact that we were

that Cartwright was the source of the tale. |

My goal in seeing Cartwright was twofold: to check that I hat
the history and implications right, and to get an independent Vi . s
whether any details I was reporting could jeopardize American nation&
security. Cartwright knew that T had been sent by the White Ho
and saw himself as part of the effort to dissuade me from pubIiss
ing any details of the operation that might aid an American adver'
He made it clear that he could not discuss classified details. YCt'-'»
curned out when the FBI went looking fora ® leaker”—as if there 4
single one—we were both a little naive. For doing what he thought ¥

right, he later paid an awful price, for which I feel enormously gui¥

anything at all about an American covert operation.

lone of that mattered when the story was published. Republi-
4 Were trying to cast Obama as weak on terrorism—not easy
. ing of bin Laden—accused the White House of leaking the
' with an unrelated story in the Zimes about the president’s

‘o this day. #PProving a “kill list” of terrorists to be targeted by drones.
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[44 . - .
W to come from the dministration. ) .
e know the leaks have me from the And so abroad whom [ interviewed, remains a mystery to me. (At one point

they came 1O him with highlighted lines he had used in speeches, and
the syntax of paragraphs I had written, looking for commonalities. Of
course, all quotations were from Cartwright's public, on-the-record
unclassified statements ) ,

As Cartwright himself has since acknowledged, he made an error
of judgment in agreeing to be interviewed by the FBI without a lawyer
present; he said he chought they were all on the same side. When the
interview with the FBI became confrontational, the complaint filed
in his case reported, he became ill and was briefly hospitalized. Later.
when he was indicted, it was for lying to the FBI about when and hov:'
we had met.

‘He was never charged with leaking any classified information. And
asfaras | ean tell, he never did. But that crucial fact almost didn’t seem
1o matter.

The supreme irony of the Cartwright case is that the man who’d

ped propel the federal government into shapi isti
criminal” He quickly added: “The notion that my White House would sroach to dealing with the world’s most com;;igv:c:;?;ls\;::ted )
among

we're at the point where perhaps we need an investigation,” said Sen,
John McCain. He called the story part of “a pattern in order to hype
the national security credentials of the president and every administra-
tion does it. But think this administration has taken it to a new level?

Obama himself performed a delicate dance: He couldn’t confirm
the story, of course, Of deny it, but he wanted the world to know he
wasn’t the source. “T'm not going to comment on the details of what
are supposed to be classified items,” he said with a hardness in his voice
a few days after the Jetails about the White House origins of Olympic:
Games were published. “When this information, or reports, whether
true or false, surface on the front page of newspapets, that makes the
job of folks on the front lines tougher and it makes my job tougher—
which is why, since I've been in office, my atticude has been zero toler-
ance for these kinds of leaks and speculation. )

“Now, we have mechanisms in place where if we can root out folks

who have leaked, they will suffer consequences. In some cases,

purposely release classified national security information is offensive: frst victims of the paranoia ab ) .
> a about discussing that a
pproach. The

rnment could have responded to the disclosures about Olympic
by embracing the revelations and reminding adversaries—Iran
, and North Korea among them—that the United States coulci
- worse to them. It could have explained why cyber was criti-
e rpvoiding a sllll{ooting war in the Middle East. It could have used
e moment to talk abou i
the same time. The White House chief of staff ordered all emplo cyberweapons a;gifj;ﬁigf il;;i‘fl:f;we S}'lould 'Cfe'ate
,. , mercial facilities,

t other governments.

Ic’s wrong.

His comments, made in June 2012, underscored the reflexive s&
crecy surrounding all things cyber, particularly odd in this case b
cause the code had been spreading around the globe for two yeais
They also essentially forced the Justice Department t0 launch a l€
investigation, which Attorney General Eric Holder announced aroufi

to preserve any notes or emails or communications with me. Sir
had been covering the Obama national security team for more:
three years, there were a lot of those. Soon the FBI began intervié
ing scores of potential witnesses. They obrained a secret warrant cyberweapons, in times of both war and

all the emails sent and received by General Hayden, the former ' that reluctance reflected the fact that th P eace.

and NSA chief. And they used the CIA’s notes from my conversat . ct that the United States still
with Morell to try to point the finger at General Cartwright: ' )

| {
10, Cartwright pl ’
. i3 . - . pled guilty. Ob i :
. it o of the scores of officials in the United Stat&s i presidency, even res"iori;’g his :;ifj o 1hlm ol el
Ity C earances.

Vern i
ment did none of that. The Pentagon and the intelli-

cies were unwilling to discuss publicly how they might limit

20




36  THE PERFECT WEAPON

believed it had a lead, if
early days of the nuclear age,
sion of arms control, argu
States to shorten a long le
nuclear weapons happened int
had a full arsenal, and Britai
But the silence and obsession
vation: American intelligence
tions brewing around the worl
to highly destructive malware—t

country back into the analog age.

in cyber technology. In the

many officials had opposed even a discus-
for the United

a narrowing one,

ing that there was no reason
ad over its competitors. (The firs
he carly 1960s, only after the Soviets
n, France, and China were building them))
with secrecy may have had a deeper motj-
services had a menu of other cyber opera-
d. These ranged from classic espionage

he kind that could knock a whole

t hmits on

CHAPTER 1l

PANDORA’S INBOX

The science-fiction cyberwar scenario is here. That’s Nitro Z

‘But my c?ncern, the reason I'm talking, is when you shut dcfvli&

2 country’s power grid, it doesn’t just pop back up. It’s more l'kn

’Hump(y—Durnpty. And if all the king’s men can’t turn the i 1he

‘back on, or filter the water for weeks, then lots of people di li tii
something we can do to others, they can do to us t(P))o Isfh g

‘something chat we should keep quiet? Or should we tall.< abo:lttit?

—An NSA employee, speaking through a composite
character in Zero Days

g

N .txon. First, Putin’s hackers were sure to come back. And sec-
i ln::ied a full-fledged Cyber Command, far more capable
A _Stra::zs :préad among the arm}.r, the navy, the air force, and

e gic Command. It was time for a true military orga-

e_qe»Wa:V::ir;of;, tha}t1 integratefl digital offense and defense.

e i: what that cl.lgital army was supposed to
- lagcdwar. Po.11t1c1ans instantly grasped all

l equipment like tank’ sear i space: They-esiild picure

beyber, a5 Kei X anks, aircraft carriers, bombers, and sat-

th Alexander, then the head of the National




