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Group Four: This Group will research and discuss the third and fourth “control objectives” and
‘their numerous requirements:
3. Maintain a Vulnerability Management Program

a. Protect all systems against malware and regularly update anti-virus software or
programs
b, Develop and maintain secure systems and applications
4. Implement Strong Access Control Measures
. Restrict access to cardholder data by business need-to-know
d. Identify and authenticate access to system components
. Restrict physical access to cardholder data
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The Project

This team-based Residency Project is comprised of two components: a research paper, which
accounts for 20% of the overall course grade, and a presentation which accounts for 10% of the
overall course grade. The challenge of this Project includes demonstrating that the team acquired
a sophisticated level of knowledge about one of the main components of the system of PCI DSS.
Each team’s efforts should be able to be suceessfully applied to the knowledge gained by its
fellow student teams toward an overall, comprehensive understanding of these crucial governing
principles collectively known as the Payment Card Industry Data Security Standard.

Unless logically inapplicable, such as when writing about historical facts, use the current version

Each team is charged with researching, discussing, and presenting results about one of eight
components of the PCI DSS system:




image3.png
he e
Please utilize the University’s wealth of library resources, as well as alternative scholarly or legal

resources as appropriate.

While it s not prohibited to use other, non-scholarly resources, the key to compiling a cogent,
informed Residency Project in our course is to focus on peer-reviewed, scholarly articles and the
laws, regulations, and legal cases that surround PCI DSS. The balance should weigh heavily
toward those resources, although some other magazine, newspaper, or website sources may help
you.

Peer-reviewed sources Acceptable Sources Unacceptable Sources
« Law Review « Court cases « Wikipedia
« Scientific journals « Legal Restatements + Open Source
« Scholarly Journals o News articles © General blogs
« EBSCO © News magazines « Vendor White papers
« ProQuest « Professional magazines | e Social Media Posts
« UC Library IS Guide  Anticles from experts in
the field of study
The Writing

The research paper that you produce must be in APA style, as discussed. Style affects all
‘components of the paper from margins and font choice to overall structure to references
citations, including proper citation of laws and court cases.

scoring rubric that is provided at iLeam. The more that your work answers the call of that rubric,
the higher your score will be.




