[image: ]
[image: ]
[image: ]
image1.png
B Content x [ Originality Report x € Homework Market X | €3 Cryptography | Applied Sciences X M + MM m - .

C @ https//ucumberlands.blackboard.com/webapps/mdb-sa-BB5a31b16bb2c48/originalityReport/ultra?course_id=_134660_18&iincludeDeleted=true8tattemptld=928c7733-81a1-4a06-af9b-b5655ef9001d

Apps [ Smpl FINREUR | rapiniesscomietsi. (D UtvaAgentslogin D ) RetsilerTools @5 EAMA 9 H2OWireless  § TcetaiVidsPsy T Teetm ¢ H20$30UNL Y Manage Orcers-A.. B} Home - Amszon ) Electronics, Cars Fa.. 0 Payment Center 50 5 | [ ther bookmarks

Blackboard

SafeAssign Originality RepOIt

Fall 2020 - Cryptography (ISOL-535-M53) - Full Term - Milestone 2 « Submitted on Fri, Nov 13, 2020, 9:47 PM

View Report Summary

Mustafa Ahmed Syed

Attachment 1 66 %

milestone cryptography.doc

Running head: ENCRYPTION
1

ENCRYPTION

2

(@ symmetric and Asymmetric Encryption
Student's Name: Mustafa Ahmed Syed

Professor's Name: Dr Harry Omoregie INCLUDED SOURCES @
University Name: (2) University of the Cumberland's

Date: 11/13/2020

Sources ~

Introduction Internet (5) 34~
(® Encryption involves the process of converting plaintext into unintelligible ciphertext. The scrambling
of data i a result of an algorithm that utlizes a cryptographic key. Encryption simply takes data and QO seatosore ® =
makes it random to ensure that unauthorized persons cannot read it unless they possess a key to
convert it into a legible form. Therefore, encryption is vital for the protection and privacy of data. (2)
: o - - - ¥ differencebetween Q&

There are two types of encryption, which include symmetric encryption and asymmetric encryption. The
paper aims to evaluate the differences between the two types of encryptions and determine the more
secure one. Symmetric Encryption ®  enayptionanddeaption @ &
(® Insymmetric encryption, the same key is utilized for both encryption and decryption. The shared
key needs to be shared with the recipient securely to decrypt the message; therefore, the entire process ©  smpliearn @ &
involves maintaining the shared key's secrecy. () Symmetric encryption can either utilize block cipher
o stream cipher. In case block cipher is used, several bits are encrypted in a single unit. () For differencebetween @ &
example, AES utilizes a block size of 128 bits with three key length options of 128, 192, or 256 bits.
Fncruntinn can suffer fram kev evhanistion: henre thers is a need for nroner maintenance ar sionificant -
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example, AES utilizes a block size of 128 bits with three key length options of 128, 192, or 256 bits. o
Encryption can suffer from key exhaustion; hence, there is a need for proper maintenance or significant @ Attachment 1 66 %
key rotation to prevent information leakage (ClickSSL, 2002). With symmetric encryption, information can
be leveraged by an attacker to reconstruct the secret key. (3) Despite key management issues with

milestone cryptography.doc

symmetric encryption, itis faster and operates with much overheads on the network. It does not scale as
it should not be shared with an unauthorized party.

Asymmetric Encryption Sources ~
(3 Asymmetric encryption involves a pair of related keys, which is a public and a private key. The public

key is accessible to everyone and can encrypt a plaintext before sending the message. (7) A private key INCLUDED SOURCES [ =

is needed to decrypt and read the message. (3) Even though the private and encryption, the private-
public key is mathematically related, a private key cannot be derived from an algorithm (Sagar, 2020). In Internet (5) 34 % ~
asymmetric encryption, the private key is shared with the key's initiator only to maintain security.
Differences

Symmetric encryption involves only one key to encrypt and decrypt the message. (3) In contrast, @  sectigostore % @
asymmetric encryption involves two different keys: (19) the public and the private key for encryption and

decryption. Moreover, symmetric encryption involving simple techniques and encryption processes can differencebetween @ 7
be faster, while asymmetric encryption is a more complicated process that can be slower. In symmetric

encryption, the secret key is share, increasing the risk of compromise, while in asymmetric encryption, (®  enayptionanddecryption & @
the private key is not shared, and the process is more secure (Lumena, 2020). DES is an example of

symmetric encryption, and RSA is one of the examples of asymmetric encryption. Secure Encryption Type ©®  smpiiearn S ®
(i) Asymmetric encryption is more secure than symmetric encryption because it involves a more

complicated process and requires more time. Asymmetric encryption provides a high-security level erencebetmeen @ 5

because the private key is kept secret and is not shared. (12) Moreover, asymmetric encryption has a
more scalable technique as compared to symmetric encryption. References .
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asymmetric encryption, the private key is shared with the key's initiator only to maintain security.
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Differences

Symmetric encryption involves only one key to encrypt and decrypt the message. (&) I contrast,
asymmetric encryption involves two different keys: the public and the private key for encryption and
decryption. Moreover, symmetric encryption involving simple techniques and encryption processes can
be faster, while asymmetric encryption is a more complicated process that can be slower. In symmetric
encryption, the secret key is share, increasing the risk of compromise, while in asymmetric encryption,
the private key is not shared, and the process is more secure (Lumena, 2020). DES is an example of
symmetric encryption, and RSA s one of the examples of asymmetric encryption. Secure Encryption Type
(i) Asymmetric encryption is more secure than symmetric encryption because it involves a more
complicated process and requires more time. Asymmetric encryption provides a high-security level
because the private key is kept secret and is not shared. (12) Moreover, asymmetric encryption has a
more scalable technique as compared to symmetric encryption. References

ClickSSL. (2002, November 3). (i) Symimetric vs asymmetric encryption = What are the difference? (12)
ClickssL Blog - Information about SSL Certificates & Infosec. (13)
hitps://www.clickssl.net/blog/symmetric-encryption-vs-asymmetric-encryption

Lumena Mukherjee. (1) (2020, June 18).(19) Symmetric vs asymmetric encryption - 5 differences
explained by experts. InfoSec Insights. (7)) httpsi//sectigostore.com/blog/5-differences-between-
symmetric-vs-asymmetric-encryption/ Sagar Khillar. (i8) (2020, July 14).(13) ‘Difference between
symmetric and asymmetric encryption | Difference between. Difference Between Similar Terms and
Objects. (9) https//www.differencebetween.net/technology/difference-between-symmetric-and-
asymmetric-encryption/
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