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the following steps:
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Threat Modeling - Lakshmi N...

Phase 1:(2) Identify security objectives: (5) This phase is all about understanding the security needs
as well as finding out possible threats to business activities. It also determines whether there are some
patterns or security-based requirements that can hider business objectives. Phase 2: (2) Identify assets
and external dependencies: (5) This phase focus on pointing out the external factors that are not part
of the system but can cause harm to the system. Assess how the system can be accessed on the web Sources ~
server and how to secure communication on private or public network. Phase 3: (3) Discover trust
Zonesi It is critical to identify trust zones when implementing threat modeling. (3) This information
must be gathered and used to create information flow charts with rights limits. This characterizes the
way to deal with client confirmation, input information approval, and error handling, Phase 4: Point out Institutional database 42 % ~
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possible risks: (3) On top of conducting a wide search on threats through a predefined approach, one )

should always consider a threat that can easily harm the system. Classify threats levels like use of weak

password, verification, encryption, poor auditing or logging and error handling @ Student paper Y
Phase 5: Record the model: () Threat modeling is a frequentative procedure and recording it s one of

the main roles carried out by the security team within the organization. Threat modeling procedures are ®  mypaper @
documented to develop a more secure applications and address programming related security risks

(Swiderski, 2015). Documentation can also be used as a security protocol to handle security threats as @  student paper Y
well as a guide to identify various threats within the system. With a documentation, security experts can

carry out various security tests. User verification plays a huge role in different applications that depend @ Student paper Y
on user presence with information as well as services. Some of user verification techniques are used to

enhance security issues in other techniques. Traditional user verification techniques rely on passwords, @  stdentpaper ™

however use of passwords may be difficult to crack using dictionary attack. To address such a threat, use
of biometric verification comes in handy since it is more secure and reliable compared to traditional




