Firewall & Filtering

Designing a robust network infrastructure for Andrew’s Biometrics Corp (ABC) demands a
strategic way to deal with a shield against persistent digital dangers, especially denial-of-service
(DoS) attacks. To enhance security, implementing a Demilitarized Zone (DMZ) is suggested. The
DMZ is a disconnected section between the interior organization and the Web and will house load-
adjusted Internet servers responsible for various external services.

Network Architecture Components

The network architecture comprises three critical parts: the Internet, the DMZ, and the
internal network. The firewall functions as the primary gateway, managing the traffic stream and
guaranteeing the general security of ABC's advanced resources. A multifaceted firewall approach is
crucial in countering the tenacious threat of DoS attacks.

Firewall Types for DoS Mitigation
Stateful Packet Inspection (SPI) Firewall

The Stateful Packet Inspection (SPI) Firewall is a basic part working at the network layer.
This firewall effectively screens the condition of associations, permitting them to settle on informed
choices given context-oriented traffic examination (Ilca, Lucian, & Balan, 2023). By keeping up
with mindfulness of the state of network connections, the SPI Firewall becomes a formidable
defense against specific types of denial-of-service (DoS) attacks. SPI Firewalls excel in
distinguishing legitimate traffic from malicious attempts by dissecting the setting of every parcel
and association. For instance, it can determine strange examples in rush hour gridlock behavior
indicative of a DoS attack, such as overwhelming association demands from a solitary source. This
ability upgrades its viability in filtering out and mitigating DoS attacks at the network level. In the
context of ABC's infrastructure, the SPI Firewall will be strategically situated at key passage

focuses, for example, the association from the Internet to the DMZ and the transition from the DMZ



to the internal network. This guarantees that approaching and active traffic is scrutinized
thoroughly, providing a robust defense against network-layer threats.
Application Layer Firewalls (Proxy Firewalls)

Application Layer Firewalls, referred to as Proxy Firewalls, operate at the application
layer of the OSI model. Unlike traditional packet filtering, these firewalls delve into the content of
the traffic, inspecting it at a granular level. For ABC's web servers, implementing an Application
Layer Firewall is especially helpful as it considers a nitty gritty assessment of web traffic, providing
targeted protection against application-specific threats. In the context of DoS mitigation,
Application Layer Firewalls can examine how web applications behave. They can identify and filter
out pernicious solicitations focusing on unambiguous weaknesses in web administrations. This
granular examination guarantees that genuine and safe traffic reaches the web servers, minimizing
the risk of application-layer DoS attacks. ABC's web servers, responsible for giving data, handling
requests, and dealing with customer payments, can benefit significantly from the precision offered
by an Application Layer Firewall. By understanding the intricacies of web traffic and filtering based
on the specific needs of web applications, this sort of firewall adds an extra layer of protection,
improving the general security act against refined and targeted attacks.

Strategic Placement of Firewalls

The SPI Firewall will be decisively positioned at basic points in the proposed network
design. At the section point from the Internet to the DMZ, it acts as the initial line of defense,
filtering incoming traffic before it reaches the web servers. Secondly, at the transition point from
the DMZ to the internal network, the SPI Firewall guarantees that main approved and authentic
traffic enters the internal infrastructure. The Application Layer Firewall, specialized in scrutinizing
web traffic, will supplement the SPI Firewall inside the DMZ. This double-layered approach gives
extensive insurance, addressing network and application-layer threats.

Visual Representation: Network Diagram



The visual representation of the network architecture is basic for conveying the proposed
plan—the Web associates with the DMZ through the firewall, with load-balanced web servers
positioned within the DMZ. Another arrangement of firewalls administers the change from the

DMZ to the internal network, ensuring meticulous control over incoming traffic.
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Configuring Firewall Rules
Meticulous configuration of firewall rules is vital for the outcome of the security framework.
Explicit principles should be laid out to allow essential traffic while obstructing possibly destructive
bundles. The blend of SPI and Application Layer Firewalls makes a layered defense mechanism,
empowering ABC to efficiently manage traffic, prevent DoS attacks, and safeguard external-facing
services and internal digital resources, including sensitive customer data (Sharp, 2023). Regularly

reviewing and updating firewall rules are basic to adjusting to evolving cyber threats.



Conclusion

In conclusion, the meticulously designed network infrastructure for Andrew’s Biometrics in
Corp (ABC) integrates a Demilitarized Zone (DMZ) and strategically positioned firewalls, showing
powerful protection against digital dangers, especially denial-of-service (DoS) attacks.
Incorporating a DMZ housing external-facing web servers ensures controlled access and limits the
gamble of unapproved entry into the internal network. The firewall, serving as the primary door,
utilizes a layered protection approach with Stateful Packet Inspection (SPI) at the network layer and
Application Layer Firewalls within the DMZ. This strategy enables a nuanced understanding of
network associations and granular investigation of web traffic, upgrading by and large security. By
regulating traffic flow, meticulously configuring firewall rules, and safeguarding both external and
internal digital assets, ABC's network architecture lays down a good foundation as a tough and
versatile fort despite developing network protection challenges, ingraining certainty in customers

and stakeholders alike.



