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Simulation Question 9-2

The information contained in this simulation question was obtained from publicly available sources.

®  Comply with the American Health Insurance Portability and Accountability Act (HIPAA)?

The American Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a set of rules to be followed by doctors, hospitals and
other health care providers. The HIPAA helps to ensure that all medical records. medical billing, and patient accounts meet certain consistent
standards with regard to documentation, handling, and privacy. In addition, the HIPAA requires that all patients be able to access their own
medical records, correct errors or omissions, and be informed how personal information is shared and used. Other provisions involve the
notification of privacy procedures to the patient.

Required

1. First, go to the website of the U.S. Department of Health & Human Services hitp://www.cms.hhs.gov/HIPAAGenlnfo. Next, read the HIPAA
and answer the following questions regarding HIPAA compliance.
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1. The HIPAA has three main objectives. Briefly describe these three main objectives:

() Accountability objective ...

(b) Insurance Reform objective ..

(c) Administrative Simplification objective

2. The HIPAA has three major compliance rules/standards. Briefly describe these three major compliance rules/standards;

(a) HIPAA Privacy Rule ...

(b) HIPAA Transactions and Code Set Rule ...

(c) HIPAA Security Rule ...
HIPPA Security Standards
(i) Administrative sceurity
(if) Physical sccurity ...
(if) Technical security ...

3. Who must comply with the HIPAA?

4. The HIPPA has three compliance deadlines. State the date of these three compliance deadlines:

(a) Privacy Rule: mm/dd/yy

(b) Transactions & Code Set Rule:  mm/ddlyy

(¢) Security Rule: mm/dd/yy

5. What are the penalties for HIPAA non-compliance?

Note: You must answer all parts 1 through to 5.

1L Search the following list of available software for HIPAA compliance and briefly describe how they work for HIPAA compliance.

Note: Overtime, HIPAA compliance softwares are bought and sold by different companies or marketed by the same companies but under
different URL. If a given URL scarch shows cither “Error: Page not Found” or “Did not match any document,” then try to scarch for them

by their product names, for example, Enterprise Security Manager or Activeworx Security Center.

Use the format below, an entry is made in the first row as an example to help you complete the rest.
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Available Software

How Does It Work For HIPAA Compliance?

Symantec's Enterprise Security Manager (ESM) for
HIPAA
hitp://www.symantec.com/business/enterprise-
security-manager

ESM is a comprehensive security policy compliance software that provides centralized
and automated analysis of organizations’ critical business applications and operation
systems. It enables organizations to effectively manage business risks by analyzing
threats and measuring compliance to security practices and regulations, while reducing
administrative costs and increasing productivity.

ESM automatically assesses mission-critical business information systems, including
servers, databases, applications, networks, and security controls, to ensure that they are
configured and being used in accordance with established security policies. It performs
more than 3,000 security checks automatically, across Windows, UNIX, Linux, OS/400,
NetWare, and VMS systems and Oracle, DB2 and SQL server databases.

ESM provides reports for business management including overall compliance levels,
resolution, and trends. It also provides reports for technical managers detail compliance
at the system, operation system, or line-of business level.

IngenixOnline’s HIPAA Tool Kit
http://www.optumcoding.com/Product/43750 or
hitp://www.ingenixonline.com/modules/catalog/
catalog_product.asp?ProductID=19850&CategorylD
=100038

Courion's ComplianceCourier™
http://www.courion.com/products/compliancecourie
r-access-compliance-management or
http://www.courionsolutions.com/compliance/index.
asp or hitp://www.courionsolutions.com/

Citrix’s Citrix Access Suite™

http://www citrix.com/products/citrix-workspace-
suite or
http://wwiw.citrix.com/lang/English/Ip/lp_21898.asp
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HDM Corporation’s Discovering HIPAA” Training
Series

htp://discoveringhipaa.com/overview/index.jsp or
hitp://www.hdmcorp.com/hipaa/hipaacourse.htm

Spectorsoft’s Spector CNE
htp://downloads.spectorsoft.com/resources/Success
Stories/CNE/MobridgeRegionalHospital pdf_or
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Available Software How Does It Work For HIPAA Compliance?

http://www.spectorcne.com/CaseStudies/
MobridgeRegionalHospital.html

Bright Tool Inc.’s Activeworx Sccurity Center
hitp://www. windowsitpro.com/systems-
management/activeworx-security-center-35 or
hitp://www.product.enterpriscitplanet.com/security/s
ecurity/1112380377.html

Note: In 2011, Bright Tool Inc.’s Activeworx Security Center was sold to Cross Tee Corporation http://wwiw.crosstechcorp.com
Search for Activeworx in Cross Tec Corporation under http://www.crosstecsoftware.com/index.php
For Simulation Question 9-2. there is no page limit to your answers.









