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Simulation Question 7-4

This simulation question is based upon a true st of facts. The information contained in the simulation question was obtained from publicly
available sources.

= How do Card Skimming Devices Work to Steal Credit and Debit Card Information?

In recent years, card skimming devices are prevalent tools used by fraudsters to steal credit and debit card information. The following cases
illustrate just how easy organized fraudsters, who typically operate in restaurant, gas station, and retail store, use card skimming devices to steal
credit and debit card information from unsuspected customers:

Restaurant in California:
Atin Singh used a card skimming device to steal credit-card numbers from customers at Roti's, a Burlingame restaurant where he worked. and
then used the data to buy gift cards and other items at a Safeway store in South San Francisco and paid for them at the deli counter where his
wife, Iris Singh, worked. A search of their home uncovered fraudulently-obtained property and personal identifying information for many other
people. The total loss was estimated at $80,000 to some 60 victims, including Safeway, which lost $30.000. In July 2009, both Atin and Iris
Singh were sentenced to two years in state prison on charges of possession of stolen credit-card information, unlawful use of a credit card,
identity theft, grand theft and commercial burglary.

Retail Store in Florida:
Marius Tyree O Harden gave Brittany Johnson, a former cashier at Best Buy in West Palm Beach, a card skimming device to copy credit cards
from customers as they make purchases at the Best Buy store. Johnson copied credit cards from 4,000 customers and met with Harden weekly
and sold him the card numbers for $17 per number. She made about $1,000. Harden resold them to third parties on the Internet for hundreds of
dollars per number. In Jan 2009, both Johnson and Harden were arrested by Federal authorities in Miami on charges of possession of a card
skimming device with the intent to defraud consumers.
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Gas Stations around the Country:

California: San Jose police were investigating a case that began in May 2009, when fraudsters placed a card skimming device at an Arco gas
station, eventually taking more than $200,000 from up to 180 victims. The device was on the pump for more than a month, after which the
suspects retrieved the card skimming device.

Washington: The Pierce County Sheriff's Office were investigating a case where fraudster installed a skimming device at an Arco gas pump,
leaving it there for 11 months and stealing a total of $500.000 from at least 250 victims' bank accounts over the July 4th weekend in 2009.
Nevada: The Las Vegas Metropolitan Police Department was investigating two card skimming devices placed at gasoline pumps, in addition to
several other skimming devices that were placed on ATMs in April 2009. The combined devices resulted in $1 million to $3.5 million stolen
from hundreds of victims' accounts. The department was trying to prevent additional identity fraud by asking gas stations to consider placing
sticker seals on the pumps that employees can check daily.
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I. Search the Internet to leam about the card skimming devices. For cxample, you may watch YouTube
hitp://www. youtube.com/user/stungundotcom#play/uploads/2/AoN6dUL-Me8 titled “ATM Machines affixed with Skimming Devices” for a
demonstration of the card skimming device. Also, you may read comments about the card skimming devices at, for example,
hitp://www.krebsonsecurity.com/all-about-skimmers/ or
htp://www.merchantaccountblog.com/149/credit-card-skimming-and-places-that-sell-skimming-devices. Lastly, you may investigate websites
that sell equipments that could be used to commit card skimming fraud:

hitp://www.tyner.com/magnetic/compare.htm

hitp://www.incodenet.com/magnetic/miniport-comparison.htm

hitp://www.hackershomepage.com/
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hitp://bedata.com/portablemst.html
hitp://www.mag-stripe.com/portable.htm

After you have learned enough about the card skimming devices, write a discussion on
(a) How fraudsters use the card skimming devices to steal credit and debit card information.

(b) How fraudsters use the information to steal money either by themselves or through organized crime parties.
(¢) How fraudsters purchase equipments on the Internet and use them to commit card skimming fraud.

Note: You must provide a reasonably detailed discussion, but it must not exceed 2 pages of typing using single-space and medium-font leters.
2. Search the Internet for credit card skimming laws and legislation applicable to California. For example, you may search and read about
California Penal Code Section 502.6. Then write a short summary of the effect/punishment under the laws and legislation for any person who

unlawfully uses a card skimming device with the intent to defraud in California.

Note: Your summary of the applicable laws and legislation must not exceed 1 page of typing using single-space and medium-font letters.
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