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Simulation Question 8-2
The information contained in this simulation question was obtained from publicly available sources.

=  Where Can an Accounting Fraud Examiner Report a Computer and Internet Fraud?

Besides collecting evidence of computer and Internet fraud, an accounting fraud examiner should know where, besides law enforcement, such
fraud can be reported.

Required

For the list of organizations given below, search their websites for information regarding
1. What are their roles in fighting computer and Internet fraud?

2. What type/form of report can be filed with them?

3. What follow-up action/activity do they provide?
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Use the format below, an entry is made in the first row as an example to help you complete the rest.

Organization

Role

Report

Follow-up

Tnternet Crime Complaint Center
(IC3)
hitp://www.ic3.gov/

‘A partnership between the FBI and
the National White Collar Crime
Center (NW3C) to serve as a means
to receive Internet related criminal
complaints and to further research,
develop, and refer the criminal
complaints to federal, state, local,
or international law enforcement
and/or regulatory agencies for any
investigation they deem to be
appropriate. The IC3 continues to
serve the broader law enforcement
community to include federal, as
well as state, local, and
international agencies, which are
combating Internet crime and, in
many cases, to participate in Cyber
Crime Task Forces.

The 1C3 accepls online
Internet crime complaints filed
by a person who believes was
defrauded or filed by a third
party to the complainant. After
a complaint is filed with the
1C3, the filer will receive an
email containing the complaint
id and password. This email
will contain a link to an area
on the IC3 website where the
filer can view, download an
adobe pdf version of the
complaint, and also provide
additional information to be
added to the complaint.

The IC3 thoroughly reviews
and evaluates cach complaint
so that it may refer the
complaint to the appropriate
federal,  state, local, or
international law  enforcement
or regulatory agency. Every
reviewed complaint is sent to
one or more law enforcement or
regulatory agencies that have
jurisdiction over the matter.
Once the IC3 refers a complaint
to the appropriate agency, it
may then be assigned to an
investigator. The IC3 does not
guarantee that the complaint
will be investigated.

National Fraud Information Center
~ Online Complaint Form
hitp://www. fraud.org/welcome.htm

Federal Trade Commission (FTC) -
Consumer Complaint Form
hitps://rm.ftc.gov/pls/dod/wsolegs.
startup?Z_ORG_CODE=PUO1
(See Note 1 below)

Department of Justice - Computer
Crime and Intellectual Property
Section (CCIPS)
http://www.cybercrime.gov/
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Federal Trade Commission (FTC) -
Consumer Complaint Form
hitps://rm.ftc.gov/pls/dod/wsolegs.
startup?Z_ORG_CODE=PUO1
(See Note 1 below)

Department of Justice - Computer
Crime and Intellectual Property
Section (CCIPS)
hitp://www.cybercrime.gov/

Camegic Mellon’s CERT
Coordination Center —
Vulnerabilities and Fixes Report
http://www.cert.org/
nav/index_red html

(See Note 2 below)

Securities and Exchange
Commission (SEC) ~ Center for
Complaints and Enforcement Tips

http://www.sec.gov/complaint.shtml

Department of Homeland Security -
Electronic Crime
hitp://www.dhs.gov/dhspublic/
display?theme=76

(See Note 3 below)
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Note 1: The new link for FTC Consumer Complaints is hitp://www.ftccomplaintassistant.gov/#crnt&panel 1-1 You can answer this part of SQ8-2
by reading the front page of this link and by clicking the “About Us” button.

Note 2: The new kink for Camnegie Mellon’s CERT is hitp://www.Cert.org/index.cfim You can answer this part of SQ8-2 by reading the front
page of this link and by clicking the “About Us” button.

Note 3: In 2013, the Department of Homeland Security redesigned its website and moved the given link to the website of the National Cyber
Security Division where the links to answer this part of SQ8-2 are hitp://www.dhs.gov/combat-cyber-crime and
hitp://www.dhs.gov/how-do-i/report-cyber-incidents








