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Simulation Question 7-2

This simulation question is based upon a true st of facts. The information contained in the simulation question was obtained from publicly
available sources.

= Should Bank of America Cancel Debit-card Holders Whose Personal Information was Breached at a
“Third-party” Location?

On February 13, 2006, Bank of America cancelled (and later reissued) thousands of accounts belonging to debit-card holders who had previously
shopped at OfficeMax (a “third-party” location) where there was a sceurity breach. This case was unusual in that debit cards were at risk.
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Usually, credit cards are involved in security breaches because they are used more often than debit cards for retail transactions. The case was also
unusual because the security breach did not occur at the bank’s locations.

A key problem in this case is the storage of PINs attached to debit cards. Registers at most retail stores feed customer information into
4 "terminal controller," which acts as a master computer server. The terminal controller encrypts the data at each register. At some retail stores, an
encryption "key" is also kept at the terminal controller. This would make it very convenient for debit/credit-card thieves, who managed to break
into the controller, to slip away with the data as well as the key to unlock the encryption.

A security issue in this case is why are retailers keeping record of PIN numbers? As POS (point-of-sales) transactions are
approved/disapproved online and real-time, once a transaction is completed. there is no reason for the retailers to have the information stored at
all.

As part of a security initiative, Bank of America began to alert debit/credit-card holders of any suspicious charges or changes to their
account via e-mail or text messages. “We're giving customers more ways to detect fraud and keep an eye on their accounts,” Sanjay Gupta, the
bank's e-commerce exceutive, said in a statement. “They can decide what they want to hear about and where they want to be told.” This new alert
system could help customer spot fraud early, which is critical in preventing debit/credit-card fraud.
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Required
Read the California Security Breach Information Act (SB-1386) and answer questions (a) through to (1).

Either go to http://www.leginfo.ca.gov/bilinfo.html for California Bill Information. Inside this webpage, search for the Bill by selecting (2001-
2002) in the SESSION box, and choose to Search By: Bill Number and type 1386. Enter Search.

Second, inside the Bill List webpage, click SB1386 — Peace.

Lastly, inside the Bill Documents webpage, click Chaptered- 09/26/2002 HTML- 13542 bytes PDF- 18193 bytes.

Or go directly to the link htp://www.leginfo.ca.gov/pub/01-02/bill/sen/sb_138b_bill_20020926_chaptered.pdf

Based on your reading of the California Security Breach Information Act (SB-1386), answer the following questions:

(a) How does the Act define “personal information™?

(b) What constitutes a breach of a computer system?

() Does the Act apply to an organization that does not have an office in California?

(d) Does the Act apply only to a large corporation and not to a small business?

(e) Does the Act apply to an organization that does not use a computer to store personal information?

(f) Does the Act apply to an organization that only uses a laptop and not a big computer server to store personal information?

() Does the Act apply to a computer, where the personal information is stored, that is not connected to the Internet?

(h) Does the Act absolve an organization from responsibilities and liabilities if it uses a firewall to protect its computer?

(i) Does the Act absolve an organization from responsibilities and liabilities if the personal information is encrypted in the transmissions between
the computer and authorized users?

(j) Does the Act absolve an organization from responsibilities and liabilities if it uses a Managed Service, or an Outsourced Solution, and do not
own the computers where the personal information is stored?

(K) Does the Act absolve an organization from responsibilities and liabilities if the security of personal information is breached at a “third-party”
location (refer to the Bank of America case above)?

(1) How can an organization notify its customers and/or employees when there is a security breach of personal information under the Act?

Note: You must answer all parts (a) through to (1), and must not exceed 3 pages of typing using single-space and medium-font letters.








